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Function BuildAMR-tree
Input:
Output:

Root of AMR-tree
Begin
1. root = BuildR*-tree()
2. Aggregation(root)
3. Sign(root)
4. Return root
End

Function Aggregation
Input:
N: Node
Output:
Begin
1. For each entry e € N.E

2. If N is not a leaf

3. Aggregation(e.p)

4, For each d=1 tom

5. If N is a leaf, N.S[d] += e[d]
6. Else N.S[d] += e.S[d]

7. For eachd=1tom

8. If N is a leaf

9. N.H[d] = h(N.S[d]le;|e] .. |ef)
10. Else

11. N.H[d] = h(N.S[d]|MBR, |H,[d]| ... [MBR;|H/[d])
End

Function Sign
Input:
N: Node

Output:
Begin
1. If N is a root

N.sign = Sig(root|N.H[1]|N.H[2]] ... IN.H[m])
Else If N is independent

N.sign = Sig(independent|N.H[1]|N. H[2]] ... [N.H[m])
Else N.sign = nil
For each entry e in N.E

Sign(e.p)
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Function ProofConstruction

Input:

Q: Query
Output:

Proof
Begin

1. sroot = FindSubtree (root, Q);

2. Append sroot.sign To 1

3. Append Hash values except for sroot.H[Q.attr] To T
4. Append RangeQuery (sroot, Q) To m

5. Return

End

Function FindSubtree

Input:

Q: Query

N: Node
Output:

Root of independent subtree
Begin

1. If there exists e; € N.E such that
e; 1s an independent node and contains Q.MBR

2. Return FindSubtree (e;, Q)
3. Return N
End

Function RangeQuery

Input:
Q: Query
N: Node
Output:
Proof
Begin
1. For each entry e € N.E
2. If N is leaf Then Append e To T
3. Else
4. If Q.MBR contains e.MBR
5. Append e To m
6. Else If e.MBR overlaps with Q.MBR
7. Append RangeQuery (e.p, Q) To m
8. Else Append e To T
9. Return p
End
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Function Verification

Input:

Q: Query

R: Result

[1: Proof
Output:

Accept or Reject
Begin

1. (MBR,, H,, S, R,) = RootHash(Q, m)

2. If msign™! = (m.H[1]|..|H.|..|m.H[m]) Then Return Reject
3. If R# R, Then Return Reject

4. Return Accept

End

Function RootHash

Input:
Q: Query
Il: Proof
Output:

MBR, Hash value, Sum, Result computed with given m
Begin
1. Set str=@, mbr=NULL, agg = 0@, res = @
2. For each entry e in
3 If e is an entry in the tree
4. If e satisfies Q
5 Update res using e.S[Q.attr]
6 Update mbr, agg, and str

using e.MBR,e.S[Q.attr], and e.H[Q.attr]
Else If e is a nested proof

(MBR,, H, S., R.) = RootHash (Q, e)

9. Update mbr, agg, res, and str
using MBR, S., R, and H,

10. Return (mbr, h(mbr|agg|str), agg, res)
End

00 N
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Abstract

Efficient Authentication of
Aggregation Queries for
Outsourced Databases

Jongmin Shin
Electrical and Computer Engineering

The Graduate School

Seoul National University

Outsourcing databases is to offload storage and computationally
intensive tasks to the third party server. Therefore, data owners are
able to manage big data and handle queries from clients without
building an infrastructure with high cost. However, due to the
insecurity of network systems, the third party server may be
untrusted, thus the query results from the server may be tampered.
This problem has motivated significant research efforts on
authenticating various queries such as range query, kNN query,
function query, etc. Even though aggregation queries play an
important role in analyzing big data, authenticating aggregation
queries has not been extensively studied, and the previous works are
not effective for data with high dimension or a large number of
distinct values.

In this paper, we propose the AMR—tree that is a data structure
to authenticate aggregation queries. We also propose an efficient
proof construction method and a verification method with the AMR—

tree. Furthermore, we validate the performance of the proposed
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algorithm by conducting various experiments through changing
parameters such as the number of distinct values, the number of

records, and the dimension of data.

Keywords : outsourced databases, query authentication, aggregation
query, authenticated data structure
Student Number : 2015—20939
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