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My Tracks

My Tracks Team at Google s
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following:

A\ Your location
coarse (network-based) location, fine

“Facebook” Would Like to
Access Your Contacts

A Network communication

full Internet access

Don’t Allow

A\ Your accounts

A System tools

prevent phone from sleeping

oK l Cancel L
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fZa Aol dnrs JFEHor HESH =7 wiolrh

A A Al Zt(install-time) ~ H©A A2 o 3£ 4 <l Paa R

o Ex

coarse—grain ¥ 7| A3} all-or-nothing ZAZ&olt}. stvbe] HulA
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Alz=®l APIE 9] J8s et bF = Jge 27)d w2 1
o] A7I7F 2S& A% fine-grain HwAolgt star we] A $-
coarse-grain ¥ v]Aolgtal 3t} fine-grain AL tF= API H3
o A7|7} Aol AAE AR&Ste JNEALS] H-gho] AA|RE @ o] 4+
7I5& cfEFE Aol 37 ThsAdol Ate S Zerh i
coarse—grain HWu| Aol A Sl izt Huo AHAxuk Qg o]Ako

AR

52 hEe el del Rl 5ol Erh 53 AgAY )

HEE vgF= yulAo] coarse-grain sFtHH dld w4

>~
-
H oo 9
Ol
—_
ul

NEFAHL o ol dAE A A HH ALEA= sd HuA
S AHgsheE ofE Aol AHEg o= E Ttetelr] o YAl "t dE
Eo] t=Rol= o Z Aol READ_PHONE_STATE #Hwu|lAdwk &
T oo JEA A AR Wk oy wzke A& JHd E W
T, FAUSIMAR 53 2& F23 Z Aro Hs = ot uet
A o =g Aol Aol o]# 3t coarse-grain HUAS QAT AL ALEAE
AR BAe s ddelr] ofynh ek A A Al
e all-or-nothing 24 54doz <dlsto] AbE§A= 29 e <
Hoors deldor 38 4 §la 24 249 HuAds 25 3 7te)
of A7} HEF AU AXE AFE F Hol glth =ERoj= Hn
A Al z=Eol] ik A& A Q] olsfel A A o] fl= tEEe AMEAES 9
st 7le s AFEEY] flE AAE §rtete AU B

2.4.4 A A (Access Control)

A At g2 t=ERols Ajx~ElE o] HT Ao (DAC)SH %
A A A (MAC) olg2A F 7kA9] H A& AMgsta 9o
Az g2 ASY Ade ez A48
X Lo] ofZE Al FEUE 7t A3 YEYA £ 5A& A
ofat7] gl A HEE AMSEH =

Aeletz] fair = dol HE AoE AR&sta A
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m 4 % % Application Layer

ICC
@ Middleware Layer

File System
ystem,/ DAC
Default Linux IPC Kernel Layer

Network Sockets

&

9 28 tEmolE Ao
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3.1 EGAA FF Bt
3.1.1. Kirin

Encke #uld JES o] §3to] oba ofZalAol S ©A3lE Kirin
olgts Al~Ele AotEGTHIZL Kiring 1% 14% t=gol= of g

Aol IAaEels st Ax Aol ofEdeld vivdlAE

b
)

—

(manifest) TS 2Aale] ofZg|Ao] o] QTFstE Fn e 23S
AApE wek sulde] 2gol weh 2o SMEE 44 Y oS

—————————————————

Mew Kirin | Optional Extension |
Application Security : :
- Service : :
(1) Attempt | Display risk ratings ||
Installation || totheuserand ||
v i prompt for override. :
1 I
I
Android Application Installer :
I

o9 3.1: Kirin 7%

3.1.2 Saint

[-')4
>
[>

)

Saint[23]E 71& ¢t==Rol= Hn| =3
Za Aol vy 2E vde] 7t HEdE did H A
o o A g ¢ JEE &9t} Saint7t A E¥ gdrRol=
7} 4

%4
A2 qhol A A
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FYA s FAACE HWAE F Y. olE B
ol Y FHolAE Had = Jow 1 A A s 54
escalation attack)ol 23] o] ZglAol A AHF o] 27} &= TAE
&l 4 gt

9 29| 4 HojX] o] Sainti= tERol= o Z g Ao
Sgste] A Alel efF Aol myH~E e 7

HT AMNE F=3}o] Saint App Policy Provideroll #]&3kc}, o] & A
AgE 4 43 (App Policy)> ofZgAlold FEAEZS] Falo] A
st ] wlt} Saint Mediatorel]l 98] 213 XM Saint Mediator+= 3 %3+
fE Aol de] TEHAAAE fFeAclA P FAL BEY 7 3ol
W EAS 8 sha

policy

iz é?h SAINT App A Appa

paiE;ge gyt Applications

Applieation Android

Pacsagn S AINT Middieware

ApoPFolicy |——— Medmtu:ur
Provider
Android's Permission Check
Linux Kernel
a9 3.2: Saint 1%
3.1.3 Apex
Apex[2]&= St==2ol= HulAd AJ2"9] ©A-Ql coarse-grain H P A

A9} all-or-nothing 274 A& tF7] ¢1d] Naumanol 23 A<t
=t} coarse-grain H U A& st Hu|Ado] e APl thE7] wE
of WAlstH ol HmAHES ThX of EEAlolAL Fa oY Ve
z A ®t}. 18] 3l all-or-nothing 24 5412 X Alo A}E-A7F of &

gAe Ho] LFFE BE iy

s s 7bslokt oY Aold S A7)
7hsetA sk o ZE Aol A ol =

g 5 g
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ot weba] AFERtE MEdon HuldS &7k £ gl
F2o A5 doks 7les AFES] ffs eAde] The oiE
AAE s7ksHA "

ot g rt=rol= HuH Axdle] WS sdstr] s Ay Tl

= =
Ee el de] A BHOR FFT 5 Ut A2WL AN

w3l o
g A o] A <]

Apext JZeAcldo] mzd Auih Aol e BNE AL
Aol A ®AEI AEATL TelF B4 HET A Ay A 2

g = A g

32 44 & 4 Z239 4
3.2.1 ScanDroid (Security Certifier for Android)
St=2ol= o Zg|A o)A A HolE 9 VS tE o Zg Ao

A FHE 7 . k=Rl = dolHE At 5 A st

A skl flel FRE ZeRutoldels s EXVEE Al a8y &4
E St BAAA 9Feo Hto] AlFetA vFojA A XA FQash
QEI7F o2 FEd 7heAol =

Scandroid[19]= °]&1§ A& wF7] flal fZAolds 46t
of ofZeAld e dHely 55 AHem 4%, 53], FHE
ZrutelrE AR A-qYrbs dHelHe sa& FAHIEH 23y
fZE Aol ArzEs FQF sy wiEd BEAT £ 9 oS

Aol de @gslol gt

3.2.2 Stowaway
ol=2o]l= APIE= HulAol o&) Hagr} ol wujio] o3 B
S¥ APIE o Z Aol del A ALEst7] el HER = o E el Aol
U 2E gtdo] Ad3t HudE 7« sfofstt. ey st da
o] HWAE V& A F8 oY 5 (privilege)o] ol &
Aol Aol F-offlr} o]FHA Ha oo 5d 71X ofEFgAolAE DI
ol AR&Atell oa AXx7F AR F 5 3



om W 2) ASAE HED A AL st AL & BE
S ek ma@ 3) JEAIA AokHol e FAH £ (damage)
s 27 A2 5 9

Stowaway[17]5= o Z g Alo] o] ALg&3F= APIE EA5te] o=
o] do] HQ o]ie HuHE Q=R EAgT £33 Stowaway ™
0

ot=gol= 22 WA HulAd 9 (map)S &3t Ut

3.2.3 ComDroid
ComDroide QIHIEE o] &3 ofFgAlold FAlo HHS ©As
+ & (tool)o]tH16]. Comdroide= 3tute] o Eg Aol dS A5t S
of ZE] Aol ] FHokgk dE Hoj2oF Bt A4 WAL F d= JdHE/
HREIAE AES yoditl o 59 ComDroide ofZ g
123

W27 MzE dolHE Y BRENAEES o] fdle] A

e Ag
Aagh AsE oA o EelAol HeA] RREEAAE AANE 55
ol Y REEAiE WAAE 3T+ Q7] wEelth olw
ComDroid® o] §dke] HeFat ojZeslold AL BHT & AW

shbel  cjEelslolAnre

=]
RN
escalation) &+24<& Bx & 4 gt}

3.2.4 Woodpecker

Grace= Woodpeckergl= & 7@slo] Qt=2ol= A 2El o &2 7
oS Wde® FHeg QIFH|AE EA8AT13]. A4, HTC, RE
Edtoll A AAE t=Rol= ZoA FEE A2F ofFE Al AE dY
o7 FAS Hs W HeFg AP Hol AT EAFS Gl ol &
3l d=Rol= HulAd Alxdlo] Ad F S AT T @I
o] gt FH ko] AT olfr= 7 AFA HE &4 4=
nko] = (customize) dt= Ao FH kg A FH o] 25 7hxl A 2F of &

elA ol A S HAste] TR A AT

_
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3.2.5 TaintDroid

,%
2.
=
-
=
o
=
o
=
rlr
o
>
)
o
fr
rH
-z
o 1o
rg
oy
o
o
f
i
e
-z
fr
Jo
i\

fr
=
o,
a
1o
ot
ul(f
o
s
X
ol
N

A3 24 o9 24 (Dynamic Taint Analysis)S 333t 28 =
E HolHY &% vFr]olE H3F (overhead)7} 74 ZwpEEZ S o
UA| ARl £ho kS & & A7) "o & FHie fA AR 2
= dyeo] Rz dlolEwks FA gty E3F TaintDroide W3HE dlo]
B 555 T aEs §AE 75 AR Ads & 5 gl

Message-level tracking

L
Application Code —r- Application Code
Virtual Virtual « .. Variable-level
Machine Machine tracking
i : Method-level
¢ Mative Systemn Libraries l -t - - tracking
Metwork Interface Secondary Stara -t Jhedavel
ry ge tracking

18 3.3 TaintDroid %

3.3 = AlA FF Bt
3.3.1 Dr. Droid and M

Jeon¥} Xuol A+ 7|EY AFEHAE HEA AdERoE &9
of =43 F¥ glo] ofZg Aol Hel AAL FAT & e A
Al 7IHE Agkstal AH4,7]. o] AFES 71 AT Apex7t AlQb
P fine-grain A AFE Al HulA A28 9 (illusion)& T
A3t Aok olyg 7Ee AFsr] HEl o] dFEANAE IRM
(Inline Reference Monitor)& 7+ ofZE2]Alo] A Aa o] A¢fgirt. 4t
4 ¥ IRM (Inline Reference Monitor) A4 " X<t Aol we} of =

gl de] 4 RS EABYG 2 ol AWe o Ta

r. Hide, Aurasium

>
oo 2

o
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oldE AH7IA T o ol 7E WAt AWE sH7] Wil ofE
gl Aol A 7+e] Al A (Trust Relationship)E 3 ] .
ol 59 AH|AE AEAEO] &4 AEEY] f1% FAE FFHH U

input.apk
Needed fine-
RefineDroid gra.ine:-d .
permissions

output.apk |« -- P Mr. Hide

S e Service

19 3.4: Dr. Android and Mr. Hide +%

3.3.2 AppGuard

AppGuarde 33149 A3t V| HES AFEAES] AFSSE F A=
5 WEoxl trRolr ofFAlo]doltH3]. AFEAES AppGuardE
af AbEAES AAE o EY Al Het AHS A& = F 2
o 22y gteERole ofFY Aol Al HulolEVE AT wjuitt A E
Al AREAZE BQE QA S AR Folof s t=Rol= o) whAlo A H
S (protect)® AAGE cfZ Aol A= Ht S AL F
iThe @i o] Sl

[T :

@] /——-""—__b Rewriter -2
1(..;’ onitor

Policies i O
K. Manage- aonlls
k e .—///

OHﬂ

| logging

18 35 AppGuard %
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41 71 § wA A &9 A

Ao @ Al Al =RE @8] AREA A S AAE PG
I geRESE 75 we AFsta 9on AR tupo] o] AW
]

]
of ZelAlel e AHAdd = ds] JMYstA] Xt wEkA dd ok
Al HAHS 7Moo EgAolHol ) wpAle]l H43A (review process)

]_‘]/KC-)]EOLFGOE /‘47495?9\}\9_131173

- —

W2 Ao %3—7%.*38 FUA L ARG AR = R E vE E

Fs4el ek

shEst e e dEedelde] 9 il SE¥E Ade
A RE BGACIEL AYe] AFF AL A7 W §o] Wo Hi
Aol A Brbs] shgth @A dERols wAGAE FE ut

B FHo
>

(google bouncer)et= <SFE]H}O] 2|2 (anti-virus) /\]i“%il 3l AE

NE Al A5E AW ol F AEHA 3

N}
S
)—A
—
rT’
ki
)—A
{
N}

S e T
[301. zel} o4l whure] oby o EelAelMe WAH = glyon
Y 2 AL 72 9eAE £33 F 9% Wl Black Hath 29
o ol AAE A FAH ks HoltH9l merd oo H el
SRS b ANAEE old@ Aol A zekel S8 51 A 4

ol mim

= obd o FelAlol i AL 5 ek,

42 d=Rol= B A|2®9 3
=g ol= MOl FA|= F=2 coarse-grain ¥ U A, all-or-nothing 2
A, HAADY  A-, It } EO}«V\] Ao, IYi EALE

(opensource) & 2} AL o] Q



4.2.1 coarse—grain ¥ " A
0}‘/]'-4 ,qu]/\il_é Ex4 }\]/\Eﬂ API%-J ;}g?'sl—

s Uetdn bRe J9
Az)e) wekA 1 " Av7F AHE A

o
= H
¢ fine-grain ¥ W] A o]z}

9
st ¥t 2 & 4% coarse-grain ¥ v]Aolgtal Skt}. fine-grain ¥ 7|
AS = APL A A717F Zrot 23 & AREske 7 Abe] Feol
AARE 8 o] 7E& ofEFE Aol &7t JhsAel Ave F
HE zr=r) whHol coarse-grain F P Q] A g-o = Lo HEe
AA | I o]e] 7eg fEYA A FAZR TtsAo] Eoh 53
W 7F3k (sensitive) Xqiﬂ A& 5= HuAo] coarse-grain SFHHH
A Hu S AREste ofEE Al B8 ol Agks THA A H

H AFEAE Y HuAdS AFESHE ol ZE Aol A gEE 3t
ofal7]  ofgA  Hr.  dE  Fo] <t

READ_PHONE_STATE H#u|Adxt st o 7]2AQ Ax] Ar
qhootyel wizkek AR A HQD H

Equipment Identity) BX 3} 72
ek A coarse-grain HU|A 2 AFEA] kS s A REE7] W
Fr=ol= HuA Al tigh oyt FE3 Y AR AES
AdEE FobstA xstal @A dste 71sS AMEEr] f18 AAE S
7hskA # .

Za® £ AR 4o% & vk

4.2.2 All-or-nothing Z#A

AAAIZE snj A Al "] all-ornothing 274 5402 e AlE
e AeH o Huds srtd F gl B ol oA ofZE Al
Mol astE HAuAS BT Frtate AA7t HER dAY A5 A
w3 Gybol gtk e A Fol BUE AMAS FHe H4ahi
o]l B7bsst o4 ofEE Aol AAE SIAAT ATS I+ @
T Ak wepA oA o FE Aol A AR THstH ofFwl Aok
Sol B + 9/ wet
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=Xy
ol=gol=ol WE o EFFAOHLS  Activity, Service, Broadcast
Receiver, 12|31 Content Provider ©| 274 4719 HAEXZUVEZ FAHH
ZF AEXUE ik o HE2 V[EHow JpgE o Ju(t=Rol=
A28 A74A). wepA ol gk A sy A= o EeAeold HE
HES HIs FEHeH s&ates ey wio odd 3=
&3 o] X vH6,13,16,19].

= A7k Bl FHoFd S of
714 4 Ak (o] ZAE 7] s AEAs vy 2E gt
A A AXIEE exported A4S false® AY A28 85 T

nAe Aofste] oF He SAlsoRdith)

O

4.2.4 M Beko)2 Ao
A g AdfgE grHor ALAEe] Bk fde ek o] 3

o

1z
N

Ze wero]l Foka o EelAol el FaE=H @ oldd
A vlg e o Tedold wuk o URY Aed AN gEE
o) % 2] Ao

(¢

—

o] By Skype ofZg Aol FeFdo|th25]. HiH Hede
< R AREARY Rk ARE AAsteE Ay HuEAds
MODE_WORLD_READABLE/WRITABLE &E=2 AA3|A HAY3
TAGY. L& AsS MODE_WORLD_READABLE/WRITABLE =
AASHA =W Alxglo] AXE BE o EHgAClAY HEE F&5HA
Aok mepA olE Fal AREAE, AdEHE Addd, T4, AT

AR 5o H2® & g A7 TS

[l = s Atk disEAQl o7F Ad 20119 44 15
A

-~

)
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o2 &t 1Y TAAE JA I tEROE ArFES B

gAAA Fokre o717k o A9 A

>,
[
juiit)
©,
)
T
gu
X
i
%
e

o

7NEe] APdE ATER}E 2
ZH YA FHE aFeA @] W] £A FERol= 0SE
ke e

Lo fZe Aol Aa F 5How Ag 5%
2. Bt A3

- Fine-grain #v|A A3

- 54 A 39 (dex) 44

- Java Reflection API 4 =
3. met ekd w3
-~ oA Al e Hopd 1
- Third-party Sl Zg Aol HFH B
At 7 B

5. EX—? /\163_1_]_01 o

=~

O

HE

IM

Zutold QAo 2Z /b o EFLANM 55 Adt

o

ek

[‘HJ

B =gdAs 919 7lss ATs7] 8 d=EZol= o &g Aol
&) 3} (.dex)o] IRM(Inline Reference Monitor)E AF¢att}. IRM9 4+
o

=
ol 2ol Al A" Install-Time H1A A 2€ 31} Time-of-Use

_26_



HujAd A2"o] FESE 3 dF A (llusion)S ARE ARl Al A&
th olE Fa Ev wWd Aol Heks & AClAY A= A
S A Rasm o)Al P2 oilHE Al ALEAE o EFF AOIA
o] A%t TALE 3T F A "ok E=3 IRME v Hojd B
F A (policy)dll wet o F Aol &2a Alojst AL ol EAjst
= coarse-grain ¥ P Aol fine-grain HuA AANS AL += YA T
o dlE 5o d=E=REolmox  tEAQ  coarse-grain  H P A
INTERNET #Hu|Ad& 53 o Zg Aol Al offrdd Ag glo] e <
Hul =dle] H& o 4 Aok 2y 2 ol A AjkE AlA~F Qb
A= ofZglAle] o] INTERNET ¥HuAds F5ayegts 54 =9l

e ASAER AT 5 A

Fine-grain 4% %% olUe} 4 29598 t7s] 918 net 4
o] A olgrh Aty AxdeN FH Ande FAs] 9l
A e B3 Adnde ng AsRoR PH AFS wolo @
. A% we 4 Advides RMo| g4 H7] W] qo]
gE mE B mUHY @ & vk Ly AF wA ge B A
e FaAe AA @ 5 9] Mol F4 Agndel Ha @ G
7S wek el B & vk web] wEA AFE 5H Adstdw

m
o
ofo
QL

2
o

> ol
it

fol

e 1
ok
o

t}. Zd} reflection AP
o] 3&3 vy=27] wEd 7]¥ static analysis B2 33}
APIE 2&¢ 7FeAddol =t wepA o8 vF7] 93
A gkt
IRM A3 dEol &JAALL ofEgAold AFHS Bestr] 9
gl = 33 (Code Patching) 71&°] AFEHET ZE= 3 7=
Yl oA s2st o EF Aol dd EA5tE HASHS BekstAY
SGAA L HAFH o] &= AEE HASE BAHAE BE fE
o
©

gl7 ol Aol HEatr] fsf AHEHET. BE tERol= Hk s A
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AZALE F38l Qt==ol= tuto]lzo AHEH7|7HA] = JHed o] A
H g AR o] FEE QEREol= yuto] e g HFI X 7F A
|H A 7] wiol 2 =ielA Adste = A S o] &3 HuA
o A& A3 A&Aoln Z onrt Utk
4.3.1 A4

AlQtet= < mhA /\]iE“Q] A A7 Hxe A (accuracy), T
A (scalability) 2] a1 &84 (efficiency)©]t}h. ¢t==Fo]= Al 2l ¢lof| A

AREAIZE 3 1A /\]iE“J A+ (llusion)= AF&AFoll Al Al&3l7] 9]l
e o FEg Aol IRM(Inline Reference Monitor) & 4
AFENA = smali/baksmalis  AF-&3te] olgst HPF &
[3,4,7]. 1l stFol= o e A= ofEe Aol
Ao A 2k dojm A H d=Rol= o] A& (assembler)/T] 2= o] Al
#] (disassembler)! smali/baksmaliE ©]&3%F IRM 44> SHI =7} =2

w ek Smali/baksmaliiﬂ H1E A5 =g Aol IRMY AdE

ol# A wEY, AxHow smali/baksmaha o] &3 IRM9 Hye A
ﬁ]%i—?% A A aglal 38488 WS A = gl webA
ol wEA]7I7] 93l OPEicﬂE A uld (dex) A2FAH ZZ 2l

Android DEX RewriterE 7§ 3}t Android DEX Rewriter= A
At 3714 AAIEEE WESA71HA] Y& CAoz AAAHUYS ¥yt of
Yz} vloly g oA IRMS A¢37] W&ol smali/baksmali

% A]lol da glol Agstuy ¢ wE Hr= 4

o
12
ol
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432 A"l Fx

ARbe g whAl A|2='l2 A whAl AW e} FEo]AE o F2] Aol A
o2 FAH Ut v AW = 7]E mpAlA e FUAl of EE A o]
A AA TG AFAE AT By ofye} t=ERol= W HslE 9
dl zt o ZglAle] ] IRM(nline Reference Monitor)E 418t I =
9] 2] (Code Patch)E #&3l7] 913 ADR(Android DEX Rewriter)E& %
At Yot 3 o = Alo] S A 7] A (repackage) & w] T L3I A
2 I)(key) 2 AWst7] 91& 7] AFAE W2 FASL Ak vk
AE A 2~Fl o7l X = of o ZETh,

4.3.2.1 v}A AW A|2"e Fx

Apps
Repository

a|Npo

peojumoq ddy

l |

Original Application

> Original DEX
= 3
a® 3
7] % % ] g‘ Repackaged Application
2 o = (Android Trust Policy Library) | - 28 E——
1k 35— [
@ m | . ——————
\ =
2 3 3 ‘ sp 3 || ATPL || sP |
g 3 [|z8 | (Security Patch) | < N——
gzg —— g
O
= Developer-key ———>
g7
Fe2
2Z23 Developers-key
Sge Repository
o x
52
a9 41 A MH T x
fe) :_]_ - }_ ] < H :I H 1 E]_ o) - s ) = 011 o I
Aotst= vl A28 AW E 2= BE A Ea, 5 2
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Repackage the N Sign the app N Save the app

>
Insert ATPL — - Apply SP rewrited app with the developer key | [to repositories

a9 42 fEYAeld v 5 2E w4 AA

(2) Android DEX Rewriter (ADR)

dol= o ZE Aol Ao IRME AYsta B IHAE #8317
el d=Reoj= Ay dd(dex)S FAY] % Eol Zasi. 7]
Z AFoAE olgld AYS F3st7] 98] Apktool[26] ol#tE QL E A
2 DEX ojAl &/t 2ol Eel & AF&ste] Al &etdh. 12l Apktool
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7] 98] Android DEX Rewriter (ADR)Z}= M2 55 7|Wstsd
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4.3.2.2 v}A SFO|IE A" Tx

Market Client Application Smartphone Installed Application

 Acivity | [ aTpLib | m

\
Service | ~ Service

.| Android ( ‘ ‘ ' Monitor \
Broadcast {—/ Broadcast

ATLib || Activity |

Inline

Trust
Receiver Policy ® notify user of sensitive APIs use, Android Receiver
—_— Senvice &

Server
Content ® communicate with each otfier to obtain

Provider application-specific policies and user decisions,
L [\ —

Trust \ /
Policy

Senvice Content
Client Provider

4

71E vl FEolAdE o FY Aol AL s i EFE Aol AN,
ezs 2 HdA 75 s At ghdEe A QkE Al ~Elo] wpAl =
go]AE of ZAlo] Al AXH 7 ofFelAlolde Kl A3 ARG}
AR F7HAH o= e

AREALe] AL b o ZE Aol <t EAISF= Android Trust
Policy Service (ATPS)E &3l mlAl Sgto|dE o EgAlo]do A
HoAddE BR= vl FEolAdE o EF Aol W A Had
Z Aol A& Android Trust Policy Service (ATPS)
4 A ARG g glom mERE AR A

o
=<
Add 24 dE&= vl ETClAE fEZgAoid S Fl HAEd T

AQtE Alz=glo| Al ALER} Eo] AXEH EE o FFAlAE ATPL
(Android Trust Policy Library)E ®Aletal low 53] ATPLe 33
¥ IRM2 wlg] A" g wepa ofZgAleld A& A ST
ofZEAelde] GPS, MESH A, 183 IMEI 53 Z2 ¥3s 2490
U AR HE wuit IRMS A&AFA A F4Y
-8 AJA oy W ofEFg Aol S FTH A

Aol weEbd = AREATE Aol ghe W = 9l P 4

o
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Y
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o
X,
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v
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_33_



TelephonyManager.getLine]lNumber() WAZ=9] 352 HAAAOZE o] F
AXH A E STt sF ofEFe Aol AEHEn v E A%
T HES g8 000-0000-00002 Z-& doje] E HE7E of &g A
oo Hdgo] olyd x| FHI Ab T
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ofo
o
1
lo
=
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o
=X,
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Alert Alert

This application is about to This application is about to
access to your subscriber access to your phone number.
ID(IMEI). Do you want to allow Do you want to allow this

this access? access?

Shadow Allow Kill Shadow

a3 44 49 #

3
ot=gol= HulAd % INTERNET, READ_PHONE_STATE &3 %
o] Migtgk AR H& 4 U+ HuAlo] coarse-graindgl’] wjitol A
| AR AR G A 7 (review triaging) e A2 283
T 7F siA Hol ot ofEg Al A AA7F A o]Fo A Utk
= o]# 3 coarse—grain ¥ W Ao] t}Fi= APIY A&
S Ak BAsH7] Y 71EH o2 IRM (Inline Reference Monitor)
| fine-grain g #A-S A L3F3 T o|HA FomM ALE2E Hd F

of 97 = APIO] A& Add 5 olAl Hh

(2) 54 AYP3= A 2 F
T4 AR Abgsts Aol e fEEAld 7w
Ho 7IMBATE 3% 7 Ak gEA olHe o4 dPA=g olE
o ] =

2]
g A5 odisty] 98 AtE vl A "ol M= T4 Ay
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(3) Java Reflection API B¢l 3
AZGdAe HAE Fo AAe Fxo IS HASAY AL F
S I B fEdAe aase] JHdHal 2o o

o
g5 oixint, C’JEEO]EOM Ag FO At o} Eg vlEA

A AP 539 SEAAE o8 APEEE ekl e, a
A2 Fohdl AHEEE AT9 APIE

Class<?> clazz = Class.forName("Foo”");

clazz.getMethod("hello”).invoke(clazz.newInstance());
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MODE_WORLD_READABLE/WRITABLEZ A A3l= ZA$ 9|59 of
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23t uldo] W7Fsk Algx AW TE AFEE (authentication token)

H AZEgE Bl AE o1 4 vk AEE 2011

A 49 1590 HaiE Skype ofZE Aol Hefdo]l UTH] Had H

o e S JNEATE AREALY] WIZEE AR E A st LY
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B odol A AlGtE Jel UE 29 A¥E molt 49e S ¥

5]
=2 u
=Fo A A ¢td ADR (Android DEX Rewriter)¥ Apktool®] A% <5 H]

51 4883
Ho=Fo A8 PCeo +& #HA2 E2Q Nexus One 7oA 73y
HAoh Ado AREE ZF Ao ALY ofg e} T
AMD E-450 APU with Radeon(tm) HD
Z2AMA .
Graphics 1.65 GHz
| 2 g Samsung DDR3 4 GB PC3-12800
g3 Samsung 840 Series 250GB (SSD)
<+ A A Crunchbang Linux (Debian)
A A 2.6.32
3 51 HZE PC ALY
ZZAA QUALCOMM QSD8250 1 GHz
i w2 512MB RAM, 512MB ROM
B AAA microSDHC 16GB
Display OLED display (AMOLED)
WLAN Wi-Fi 802.11 a/b/g
LG A A Android 4.2.2 (jellybean)
AdH A 2.6.38.8—evervolve—perdo—jellybean

¥ 5.2 Nexus One A}
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5.2 ADR¥ Apktool(smali/baksmali) A% ¥® L
7T8MB~46MBALo] o] A7 5 zt= 25719 APKHY S tilo s B =5
oA 27013 ADR (Android DEX Rewriter)¥ @ Z 42~ £9<1 Apktool Z+

724 ol §3te] APK B2 As7A shed Aol AN S3sark

= ADR Apktool —====APK File size
160 50

140 L 45

- 40

120 —
r 35

100

F 30

25

(aw) az1s

- 20

Execution Time (s)
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F 10

19 51: ADR (Android DEX Rewriter)2} Apktool A% H|al
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o] 190wfoll Al H A 13uf wWskom P o= 46w Wkt =g ADRS
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Sriebe ADRo] FE 8443 E&AS WEANZZ FrbHel g
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R I N R N NP - AR S & & & & & &
RN & & N AP R N < S &Y S R S )
«z‘}\\ < € &@@ & & g,e\{\ ¢ S & ¢ & o &8 (\'o&z & @'é.\ e
S & < 2 S & Q& R & &
(‘o& (9@ <& (5,«“ & (P& (\‘Q\) .&gb S é}\,'b ' &S
- ‘2
§ N & & S8
& N
&8 &
£ &§
<,°&
c A B j_]_O] ]_ ] o ]:H ‘] =
8 52! A Alo] = 3

_39_

TU



8
2 Aol A= A7IA A ofEe Aol de] kAol taix HFTete

5.4.1 Binary Instrumentation

o] oo e ZE 1o
A e 71EE w3kt dubA o 2 Binary Instrumentations X2 13
Oul Aoy HEHAZ 243517 93 Zxow AL B =Roa=
of Zg] Al o] o] IRM (Inline Reference Monitor)S A 93st7] & i<
715 AHESEA

3

—

Binary Instrumentation®] & A3 =

mlo

olilm

% © 2 Binary InstrumentationS 3}7] 98+ Y& T2 13
FEatd oF Hrh gE UE xdstd A" Z2ae S
of s Y& ZEIHH U3 ARE FY&orsit= AS %
oHI. whebal 2 =FoAl A9k Binary Instrumenter?l  ADR
(Android DEX Rewriter) ©]& X 73] ofstt},

Bernate] Aol MW FA® T oo JE T2 A¥A
7} (visible behavior)E& EE317] fl8lA = Az FAeE (control flow
constraint) ¥ 2 A 2k (output constraint)E wH=Eaf oF 3 tH[K].
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cAAEEA Y sAT JHol e ¥E ZEad pop A
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if Va€ hputs,and V 2" € Inputs,,
s.t.x’ 3 x, Filt(FxecPath(P,z2")) = FrecPath(P,x)

czeA ek Q8 22w psh £4E xeoY Py} Aol sl
o mEg o wEA Bde S SYsord s Eah

542 AN A=

A& ofFe Aol CFGp = (V, E, Vs, Ve)ol dlsl CFGe Az 7]
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CFGp7} FillGFGp’) = CFGpE W=stH A 712 & o E Aol
& fEYANAY sds CFGE Zte=vta 28 5 Q)
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com.wemakeprice.common.Utils & 2= 2] getIMEIDevicelD() W
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% 3F+= TelephonyManager—->getDeviceld) WAE=7F 3&5 5 7]
ADR (Android DEX Rewriter)&= ©] "W4AE=¢ &%S ATPL
(Android Trust Policy Library)2] AegisServiceClient->getDeviceID() ™|
AEE 3ELEE AT

¥ 535 B3 AEH AATIA © fEFeAclAY A5 F o
stk As & 5 Utk o]#HA F ofEg Aol sd3 AW &
7 Ade olfrv wetAl diEdA EEske 4R RgE
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a9 558 dE ofEg Aol wIZkE APIO] o] H7|A H ofE
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public static Location getLastKnownLocation(String provider) {
Location location = null;
showModalDialog("Alert”, "This application is about to access to your location information. Do you want to allow this access?”);

switch (flag) {
case AegisServiceClient MANDATORY_ACCESS_ALLOW:

{
LocationManager locationManager = (LocationManager)mainActivity.getSystemService(Context LOCATION_SERVICE);
location = locationManager.getLastKnownLocation(provider);
}
break;
case AegisServiceClient MANDATORY_ACCESS_KILL:
{
android.os.Process.killProcess(android.os.Process.myPid());
mainActivity.finish();
}
break;
case AegisServiceClient MANDATORY_ACCESS_SHADOW:
{
location = new Location(provider);
location.setLongitude(0);
location.setLatitude(0);
}
break;
)

return location;

19 54: ATPL (Android Trust Policy Library)9 getLastKnownLocation HAZE
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(Android DEX Rewriter)& ©| &3l Adl}7] 4 3FA T},

AR of Sl A A7 | ofZgAelde E ol X3 &

°

ddS A A 2 A s FAE & AT

wemakeppice  azdl®

AT oFHN ENIIX QESE

WEI’T?SL(@ PRICE

19 56 A ofEgAelde At

_44_



FaE A gvolamelol s of e
ZFE(SIM Card) ZE.<F &= IDA
AzxHon NARA FEeY

o

Alert Alert
This application is about to
access to your SIM serial
number. Do you want to allow
this access?

This application is about to
access to your device ID. Do
you want to allow this access?

Alert Alert

This application is about to
access to your location
information. Do you want to
allow this access?

Do you want to access location
infomation(37.4497093,126.952
3612)

a9 57 A7 " ofEe ol de] st
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Abstract

A Novel App Market System

for Enhancing Security

on Stock Android

Cheol Jeon
Department of Computer Science and Engineering
The Graduate School

Seoul National University

As the number of malicious applications exploiting Android
vulnerabilities has rapidly increased, a number of researches have
been conducted. However, most researches on enhancing Android
security require extensive modifications to the operation system or
application framework, so they are not feasible for end users who use
stock Android.

This thesis proposes a novel app market system that can enhance
Android security without any modification of Android system. The
proposed app market system grants users the ability to monitor and
control installed application behaviors at runtime by inserting IRM
(Inline Reference Monitor) into the application, even if the malicious

applications are successfully installed on user devices circumventing
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the review processes. Moreover, in some cases, the proposed system
provides wusers with an alternative application version to which
security-related patches are applied such that we can prevent
attackers from exploiting the operation system or application
vulnerabilities.

The proposed app market system provide a tool, ADR (Android
DEX Rewriter), that rewrites Android executable and repackages it
much faster than Apktool, an open source tool for reverse engineering
Android binary. So, ADR can efficiently repackage large number of
applications relatively and be applied to existing app market systems
at a low cost.

We repackaged 100 applications downloaded from official Android
app market (Google Play) and successfully installed IRM into the

applications.

keywords : Mobile, Android, Security, App Market
Student Number . 2011-23381
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