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Abstract

Preventing SMishing Attack
Using Fake User Information Based on

Common Behavior of Phishing Websites

Seunghwan Han

School of Computer Science Engineering
College of Engineering

The Graduate School

Seoul National University

SMishing attack is a sort of the Mobile Phishing attacks and it is the act of
attempting to acquire personal information such as passwords and credit card details
to cause monetary losses of users. Nowadays mobile devices such as smartphones
are widely used and SMishing attack is becoming a significant problem. SMishing
attack uses text messages to deliver the bait URL to induce people to divulge their
sensitive personal information in attacker’s malicious fake web sites.

In this thesis, a ‘Phishing URL Detector’, the name of SMishing defense
mechanism for Android based smartphones and its analysis are proposed. ‘Phishing
URL Detector’ combines several defense techniques together to serve as a complete
SMishing defense solution. It depends on the common behavior of phishing websites
that they do not verify if the input information was correct. They just check if all of
requested information was input. ‘Phishing URL Detector’ cheats the suspicious

52



phishing websites by sending fake user information instead of real one to determine
if they are real phishing websites. If they perform one of common behavior of
phishing websites although the fake user information was input, we can judge them
as phishing websites. In order to collect the common behaviors of phishing websites
after receiving the desired information and verify if the proposed technique can
really defense the SMishing attack, we tried to connect more than 1,000 known
phishing URLSs in a real smartphone and analyzed their behaviors.

In addition, ‘Phishing URL Detector’ provides an analysis of the URL itself to
figure out if it has the common patterns of phishing URL in it and uses a blacklist to
store those phishing URLs to block the connection of them. ‘Phishing URL Detector’
also uses a whitelist to allow the connection of URLs in the list and it uses the
database of bookmarks and history of mobile web browser in an android smartphone
as a whitelist.

‘Phishing URL Detector’ is showing a positive effect as a SMishing defense
mechanism and it is very important to protect users from phishing attacks. It solves
the known problem that the phishing URL cannot be completely determined as real
dangerous one before users connect to it in a web browser. In the situation that not
any defense mechanisms can cover all of mobile phishing strategies, ‘Phishing URL
Detector’ could be the first defense line of smartphone to protect users from
SMishing attacks.

keywords : Mobile Phishing, SMishing, Fake User Information, Common
Behavior of Phishing Websites
student number : 2012-20883

53 A0 '



	제 1 장 서론
	제 2 장 스미싱 공격
	2.1 모바일 피싱 공격
	2.2 스미싱 공격
	2.3 관련 연구

	제 3 장 스미싱 공격 방지 기법
	3.1 스미싱 공격 특성 분석
	3.1.1 스미싱 공격 흐름 분석
	3.1.2 스미싱 공격 특징 분석
	3.1.3 스미싱 SMS 특징 분석

	3.2 Phishing URL Detector 제안
	3.2.1 피싱 웹사이트 공통 동작 패턴 분석
	3.2.2 Phishing URL Detector


	제 4 장 실험 및 구현
	4.1 피싱 웹사이트 공통 동작 패턴 확인 실험
	4.2 Phishing URL Detector 구현

	제 5 장 결론
	참고문헌
	Abstract


