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DstIP (11,073) | count Attack count
xxx.111.117.192 137/ TCP-Invalid—port 15,903
xxx.109.212.136 134/ TCP-SYNACK-Flooding 148
xxx.231.157.93 134
xxx.55.127.199 133
xxx.112.78.246 130
xxx.122.206.86 129
xxx.98.67.143 129
xxx.231.65.10 129
xxx.35.242.156 127
xxx.248.11.3 127
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DstIP (524) | count Attack count
xxx.172.86.128 54 TCP-Invalid—flags—(maerong) 509
xxx.172.160.205 48[TCP-DRDOS—Attack 374
xxx.37.235.174 47
xxx.233.249.179 47
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xxx.53.115.34 620/Bandwidth 549
xxx%.53.99.16 594 Protocol 343
xxx.53.117.25 586/[CMP_Misuse 293
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DstIP (7) count Attack count
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xxx.220.57.105
xxx.115.23.96
xxx.233.248.170
xxx.97.89.24
xxx.251.137.219
xxx.220.57.105

UG VN ORI, [UNNY (U U

[£ 10] MCFA xxx.0.0.0¢] 213

xxx.0.0.0 (MCF®€] 2st IP)
URL IP (1) |count URL
xxx.45.144.166| 719 http://xxxxxx.com/hanil/index.html
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IP

[(E 11], [E 121 A=
Ql

xxx.164.132.118°] T

ol

Iy 7/\ %— IXDDOS_J Src IP=2 Eﬂ—o] _%_;g_@_
MS] Sre IPOA] LFEF ALo] thal 2+ 2

1oflA Sl [P7F S AR Dst Pt &4 FFE

[3 11] IXDDOSIA xxx.164.132.1189] ¥4

Aefe wolch

xxx.164.132.118 (IX_src)

DstIP(1,266) count Attack count
xxx.216.115.237 96 [TCP-Invalid—port 10,496
xxx.216.1.109 51
xxx.216.59.215 50
xxx.228.84.111 50
xxx.216.122.174 50
xxx.216.110.87 50
xxx.228.68.155 50
xxx.216.76.150 50
xxx.234.231.210 50
xxx.216.81.66 50

[E 12] TMSOIA xxx.164.132.1189] FAFH
xxx.164.132.118 (TMS_src)

DstIP (1,089) | count Attack count
xxx.98.216.20 3 Host—Sweep 1,152
xxx.116.168.65 3
xxx.238.208.80 3
xxx.98.194.117 2
xxx.221.191.203 2
xxx.221.176.125 2
xxx.237.201.134 2
xxx.238.212.82 2
xxx.253.125.129 2
xxx.221.185.227 2
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13], [&#

(B
o
—

IP

oA s IP7F 5 A7t Dst P2t

[ 13] IXDDOSIA xxx.251.226.149] ¥4

14]2 %

A=t 7

xxx.251.226.147F TMS®] Src IPojlA] vreht

ZEE
vH THRE

% IXDDOS9] Src P2 ol

g5l sl 2z

gefet Zoltt.

IH

xxx.251.226.14 (IX src)

DstIP (9,658)

count

Attack

count

xxx.34.150.251

UDP-Invalid—Data—Size

9,761

xxx.178.75.113

xxx.216.189.202

xxx.178.226.46

xxx.216.50.108

xxx.177.17.117

xxx.176.20.181

xxx.35.34.34

xxx.160.100.69

xxx.178.75.63

DOINININININININ|IDN| O

[E 14] TMSOIA xxx.251.226.149] ZAJ )

XXX.25

1.226.14 (TMS_src)

DstIP (5,797)

count

Attack

count

xxx.220.60.55

UDP-Invalid—Data—Size

5,948

xxx.93.247.104

xxx.251.143.17

xxx.116.162.238

xxx.238.208.157

xxx.237.194.149

xxx.35.113.12

xxx.37.231.97

xxx.98.208.134

xxx.98.199.224

DN W] W] W
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[ 15], [& 16l A& A & IXDDOSY| Dst P2 @ol 4%t
o

[Pl xxx.205.241.247F TMS®] Src IPAA YeRd 9o digh Ao
2, [® 15]&= IXDDOSOIA siig P& &g Src P9} 34 FR7E
gt Zela, [# 161 TMSOIA s 1P7F 32437 Dst P9 34
$58 BT ol
[E 15] IXDDOSOIA xxx.205.241.247} 12 FAFH]
xxx.205.241.24 (IX_dst)

SrcIP (11,073) | count Attack count
xxx.230.232.100 217 [TCP-Connect—DOS 17,253
xxx.141.117.149 138 TCP-ACK-Flooding 111
xxx.32.112.72 53 ICMP-Source-IP-Flooding 24
xxx.148.50.154 45 [CMP-Destination—IP-Flooding| 3
xxx.141.117.139 41|[TCP-RST-Flooding
xxx.35.27.183 40 [TCP-FIN-Flooding 1
xxx.141.100.66 40
xxx.141.100.88 39
xxx.141.100.61 32
xxx.141.117.173 30

[E 16] TMSOIA xxx.205.241.242] 2=
xxx.205.241.24 (TMS_src)

DstIP (3) count Attack count
xxx.37.228.57 1|[Host—Sweep 3
xxx.97.95.112 1
xxx.97.83.137 1
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[ 17], [® 18]& AET 2 5 IXDDOSQ| Dst P2 o] St
[Pl xxx.145.28.200°] MCF9] & IP% URLY} Z-2 P2 yehd 7
Qo] tigt Ao, [F 1712 IXDDOSOA s IPE F23F Src 1P}
TAEFE AUt Aol [E 1812 MCFIIA g P/} 545t =
T1o) ZgHH 2st [PE} URLY 5% 3145 Hlgh Aol

[E 17] IXDDOSOA xxx.145.28.2007} v ZAZJE

xxx.145.28.200 (IX_dst)

SrcIP (21,168) |count Attack count
xxx.248.189.1 3633|[TCP-Connect—DOS 68,385
xxx.216.137.7 2242 [TCP-ACK-Flooding 21,581
xxx.182.190.136| 883 TCP-FIN-Flooding 60)
xx 50,2124 625 (P};ZI’I;SVTZ;;CUOWL1m1t—Exhaust1on—Attack 15
xxx.247.147.132| 503 [TCP-RST-Flooding 15

xxx.92.127.129 | 494 HTTP-Transaction-Flooding(GET)
xxx.230.133.140| 434 [CMP-Unreachable—Storm
xxx.120.75.254 333[TCP-SYN-Flooding
xxx.96.167.254 | 270 HTTP-Bulk—Transaction—Flooding
xxx.247.145.52 231|ICMP-Source-IP-Flooding

DO [ DN | W[ W[ O

[ 18] MCFoA] xxx.145.28.2009] 213

xxx.145.28.200 (MCF¢] IP ¥ URL¥} £ IP)
2st IP count URL
- 2,876 http://www.xxxxxx.com/dhtm/js/

1 & ]
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i

B 19], [ 20]& A& A = TMSQ Dst P2 Wo| 56 [P
xxx.61.16.227F IXDDOS®2] Dst [Po|A Uehd ZH-of tis] Z =19

o]

A A% PE AT Src P9} B2 FRE g wold,
[ 19] TMSOIA xxx.61.16.227} 2 ZAIFH
xxx.61.16.22 (TMS_dst)

SrcIP (886) | count Attack count
xxx.97.84.1 123 [TCP-Connect-DOS 22,384
xxx.97.87.1 122
xxx.97.93.1 122
xxx.97.87.254 119
xxx.97.82.1 119
xxx.97.84.254 118
xxx.97.85.254 118
xxx.97.88.1 114
xxx.97.94.199 76
xxx.97.82.29 73

[£ 19] IXDDOSHA xxx.61.16.227} 5+ ZAPH

xxx.61.16.22 (IX_dst)

SrcIP (16) count Attack count
xxx.30.151.161 [CMP-Destination—IP-Flooding 23
xxx.115.193.124
xxx.115.197.188
xxx.110.55.9
xxx.30.147.33
xxx.30.157.206
xxx.30.197.189
xxx.30.246.91
xxx.30.250.157
xxx.228.207.18

el e el e A N R SR S E Y,
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Abstract

Features of attacks based on the direct

analysis of real bulk attack logs

Jun Yong Choi
Department of Computer Science and Engineering
The Graduate School

Seoul National University

Recently, a network control system uses various equipments which
are used to defend malicious attacks. Attack logs generated by each
equipments are steadily increasing and the manager of the network
control system have to make an integrated analysis of these logs
for reacting to attacks. Lately proposed analysis models used
mining methods to get signatures, patterns, statistics and etc. These
models used these things to improve an accuracy of detections of
future attacks and the related experiments were conducted under
virtual environments. Meanwhile, if a real data exists, we can get
not only patterns which are results of the mining methods, but also
direct informations which contain attackers, victims, attack types.
These things can be useful to the manager because situations of the

network can be understood intuitively by that. For this purpose, we
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propose the direct analysing method of attack logs and apply it to
the real data. This paper proposes the method of analyzing 5 kinds
of logs which are collected by security equipment of the real
network control system. First of all, we analyze attack types of
specific logs and extend the analysis range to entire logs by
proposing the attack graph. Next, we search for correlations of
different kinds of logs. As a result, we can find out the features of

major attacks and correlations of logs.

Keywords : Network, Real log, Direct analysis, Attack type, Graph,
Correlation

Student Number : 2013-20897
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