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Abstract

As the demand for communication, storage, and computation of large data in a

network consisting of massive devices increases, there has been a growing interest in

designing distributed networks. This is mainly because existing centralized networks

are not able to meet the requirements (e.g. low latency, massive connectivity) of in-

creasing data and large number of nodes for emerging Internet of Things (IoT). In

this dissertation, I propose distributed architectures for communication, storage, and

computation of large data in a network focusing on scalability and security, which are

one of the most important issues in the configuration of distributed networks. To sup-

port this, I analyze the performance of distributed networks in an information-theoretic

sense, and demonstrate that the proposed architectures show the near-optimal perfor-

mances on processing communication, storage, and computation of large data in a

distributed network.

To begin with, I discuss the problem of interference management in distributed

networks. Specifically, I focus on a blind interference alignment (IA) technique that

exploits a reconfigurable antenna at the receiver sides, which does not require global

channel state information at the transmitter sides. This technique can give the scala-

bility of the network by reducing feedback overhead of channel state information in

large-scale interference networks. I propose blind IA schemes for fully-connected and

partially-connected interference networks, and derive the information-theoretic upper-

bounds on the degrees-of-freedom (DoF) of the networks. I also consider a practical

channel assumption that the coherence time of the channel is not long enough to per-

form a blind IA technique.

Secondly, I consider user’s privacy and data security for information retrieval in
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distributed storage systems. I propose two secure distributed storage systems and their

private information retrieval (PIR) schemes that keep user’s privacy (concealing the

index of the desired message) from each of the databases and preserve data security

from an eavesdropper who can access to one of the databases or link between the

database and the user to obtain information about messages. Moreover, It is shown

that the PIR rates of the proposed schemes are within a constant multiplicative factor

from the derived upper bound on the capacity of the PIR problem.

Lastly, I address a secure distributed computing problem in which a master wants

to perform computation tasks (e.g. matrix multiplication, vector convolution) on con-

fidential data with non-colluding workers in parallel, while not revealing informa-

tion about confidential data to workers in an information-theoretic sense. To enhance

the scalability of distributed computing networks, I provide a distributed computing

scheme using polynomial codes that can efficiently cope with straggling effects. I

demonstrate the performance of the proposed scheme on recovery threshold by show-

ing that the achievable recovery threshold is within a constant multiplicative factor

from the upper bound.

keywords: Interference Management, Private Information Retrieval, Distributed

Computing, Information Theory, Security

student number: 2013-20822
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Chapter 1

Introduction

1.1 Background: Distributed Networks

Over the past decade, conventional systems for communication, storage, and com-

putation are usually composed of a centralized system. In a wireless communication

system, base stations form a cellular core network and serve mobile users in their re-

spective cells. Centralized data centers store massive data and perform a computation

of large-scale datasets, i.e., cloud storage and cloud computing. However, there have

recently been new challenges on these systems to meet the demand of emerging Inter-

net of Things (IoT). Numerous devices need to be connected with low latency below a

few tens of milliseconds for several IoT applications such as vehicle-to-vehicle com-

munications [1]. As the numbers of IoT devices and created data increase, even cloud

at the center has not been capable of managing all devices and data due to its limited

network bandwidth. In addition, many IoT devices will have limited resources, thus

they require something in their proximity to store and compute their data.

To fulfill these requirements for the era of IoT, there is a need for a paradigm shift

from “centralized” to “distributed” networks for communication, storage, and com-
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putation. Distributed architectures (e.g. device-to-device communication [2]) can give

low latency service and massive connectivity between devices to wireless communica-

tion systems. Distributed storage systems and distributed computing frameworks can

reduce the burden on the cloud and provide a service to the devices in their vicin-

ity [89]. However, the scalability and security issues are major bottlenecks to form a

distributed network for communication, storage, and computation. As distributed net-

works get more complex, there could exist more interfering signals between the nodes

in a network. Moreover, the probability of security risks increases in a large-scale dis-

tributed network since it is difficult to protect all devices from arbitrary attacks com-

pared to the centralized network. Hence, I propose scalable and secure architectures

for communication, storage, and computation in large-scale distributed networks.

In this dissertation, I consider the following three issues on the distributed sys-

tems for communication, storage, and computation of massive data in a large-scale

distributed networks.

1.1.1 Interference Management in Distributed Networks

As distributed wireless networks grow in size, interference management becomes a

more challenging problem to solve. A traditional approach to manage interferences in

a network is to orthogonalize the allocated channel resources (e.g. time, frequency) to

the nodes in order to avoid interference. However, this approach cannot enhance the

network performance although the size of a network increases. In recent years, inter-

ference alignment (IA) has attracted much attention [3, 4], since it allows the sum rate

of distributed networks to increase linearly with the size of a network (the number of

users). For K-user interference channels (IC), each transmitter-receiver pair achieves

1/2 degrees-of-freedom (DoF) by aligning interfering signals in a small subspace at

the receiver. With this approach, the desired signal can be unaffected by interfering
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signals without partitioning channel resources. However, in this scheme, global chan-

nel state information at transmitter (CSIT) is necessary to align interfering signals at

unintended receivers. Obtaining global CSIT is a burdensome task on large-scale inter-

ference network due to massive feedback overhead. Thus, growing attention has been

drawn to interference management with a limited CSIT (e.g. delayed CSIT [22, 23],

topology of the network [5, 18]). Furthermore, exact CSIT is hard to achieve in practice

because of quantization error and feedback delay.

In this dissertation, I consider the aforementioned interference management prob-

lem in a distributed interference network where the receivers are equipped with re-

configurable antennas, not requiring global CSIT to align interfering signals at the

receivers. For quasi-static fading channels, reconfigurable antennas at the receivers

have been considered to provide an opportunity for IA without CSIT via preset mode

switching, since reconfigurable antennas can offer a choice for the receivers to receive

the signals among their preset modes. This approach can significantly reduce feedback

overhead in a large-scale interference network, thus it give the scalability to inter-

ference networks. This approach to the problem of IA with reconfigurable antennas

was first proposed in [14] for K-user multiple-input single-output (MISO) broadcast

channels (BC). It has been extended to various interference networks such as K-user

interference network [8] under the assumption that the number of preset modes at the

receiver is not greater than the number of antennas at the transmitter. The benefit of

extra preset modes has been also explored in [6] for 3-user single-input single-output

(SISO) interference network.

1.1.2 Privacy and Security in Distributed Storage Systems

Distributed storage systems are now commonly used as a way of storing data reliably

under the possibility of sudden failure of databases [27]. Moreover, storing data in
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a distributed manner with numerous databases gives a significant benefit to the IoT

networks which needs low latency of access to databases and are mainly comprised

of resource-constrained devices. However, as the size of the distributed storage system

grows, the probability of security risks increases. This is because it is difficult to keep

all the databases in a secure state, and the number of links that an eavesdropper can

access increases. Hence, in this dissertation, I focus on the privacy and security issues

in distributed storage systems to provide the scalability to a large-scale distributed

storage system.

There has been a great interest on security problem for a distributed storage sys-

tem. As the usage of storage systems dramatically increases, data security from an

eavesdropper becomes an important factor in designing a storage system. To prevent

an eavesdropper who has access to the databases from obtaining information on the

stored messages, there have been various research on designing secure storage systems

in computer science [28, 29] and information theory [87, 63, 30, 31, 32]. For instance,

as a way to design an information-theoretically secure distributed storage system from

an eavesdropper, regenerating codes and secret sharing schemes have been mainly ap-

plied to the distributed storage. Moreover, to maintain distributed storages in a secure

state, it could be an important problem to prevent databases to know any information

about the messages from the stored data. Thus, in this dissertation, I provide a secure

scheme against an eavesdropper who has access to databases which intend to extract

some information about messages.

On the other hand, user’s privacy can be kept from distributed storage systems by

a private information retrieval (PIR) scheme. A PIR scheme is a protocol that allows

a user to privately retrieve the desired messages from the databases, while concealing

the index of the desired message from each individual database. One simple solution is

to download all the messages to conceal the desired message, but this approach causes
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inefficiency to the distributed storage system. Hence, the main purpose of designing

PIR scheme is to find the most efficient way to privately download the message while

hiding the index of the desired message from the databases. An information-theoretic

approach to the PIR problem was first proposed in [35]. It has been extended to var-

ious scenarios of replication-based storage systems [66, 67, 36, 37]. In addition, an

information-theoretic PIR problem has also been considered for distributed storage

systems that the main interest of this dissertation under various practical scenarios

[68, 69, 70, 71].

1.1.3 Security in Distributed Computing with Stragglers

To cope with a large computation load and memory requirement to process mas-

sive datasets, distributed computing frameworks have been developed to complete

whole tasks with multiple servers (workers) in parallel. Distributed computing frame-

work with large number of workers also gives computing availability to the resource-

constrained devices with low latency in close proximity. A major bottleneck to scale

up distributed computing network is the slowest or even unresponsive workers, which

are referred to as stragglers [40]. If the size of distributed computing networks and

datasets to be computed increase, the performance of distributed computing (i.e., the

whole computation time to obtain the final product) is seriously affected by straggling

effects. To cope with this problem, coding techniques have been exploited for various

distributed computing scenarios distributed matrix multiplication [73, 74, 75, 42, 43],

distributed convolution [44], and distributed gradient descent [76, 45].

In this dissertation, I consider the problem of ensuring security of datasets from

workers in distributed computing frameworks. Preserving security of input data in a

distributed computing model could be a critical issue when 1) there could exist an

eavesdropper with access to the link between a master and workers, 2) a master needs
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to exploit suspicious but useful workers, and 3) information of input data must be

protected from workers. As in a distributed storage system, the probability of secu-

rity risks increases in a large-scale distributed computing network since it is difficult

to protect all workers from arbitrary attacks and an eavesdropper who wants to ex-

tract information about data can access to many possible links to workers. Secure

distributed computing for matrix multiplication was considered in [81], yet did not

consider straggling effects. Secure distributed computing schemes that address strag-

gling effects have been proposed in [33, 42], but they also cannot ensure the scalability

of the distributed computing network.

1.2 Contributions and Organization

In this dissertation, I propose several architectures for efficiently carrying out com-

munication, storage, and computation in large-scale distributed networks. To support

massive distributed networks consisting of numerous nodes (e.g. IoT network), I focus

on the scalability and security of the network, which are one of the major problems on

designing a distributed network.

In Chapter 2, I consider the interference management problem in a distributed net-

work where the receivers are equipped with reconfigurable antennas, to reduce the

system overhead to obtain global CSIT in large-scale distributed networks. Recon-

figurable antennas at the receivers have been considered to provide a diversity gain,

offering a choice to receive the signal on different preset modes, each of which has

an independent channel gain. They provide additional opportunities for interference

management, in particular alignment of interference via preset mode switching at the

receivers. More specifically, with preset mode switching we can adjust the channel

gains to change according to a desired pattern across time, hence increasing the flexi-

bility for alignment of interference. I present the DoF upper-bounds in an information-
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theoretic sense and the corresponding achievable schemes for IC with full or partial

connectivity. I also consider the practical channel assumption that the coherence time

of the channel is not long enough.

In Chapter 3, I present the information-theoretic PIR problem in a scenario where

each of the databases in distributed storage systems ensures data security from an

eavesdropper. In such a setting, my work is based on two classes of considerations for

security: one is user’s privacy (concealing the index of the desired message) from each

of the databases and the other is data security from an eavesdropper who can access

to one of the databases or link between the database and the user to obtain informa-

tion about messages. I first propose a secure distributed storage system and its corre-

sponding PIR scheme that simultaneously ensure user privacy from the non-colluding

databases and data security from an eavesdropper. Secondly, I show the rates of the

proposed PIR schemes are within a constant multiplicative factor from the derived

upper-bound on the information-theoretic capacity of the PIR problem under secrecy

constraints.

In chapter 4, I consider a secure distributed computing scenario where a master

wants to perform the computation task of confidential inputs with multiple workers in

parallel. I raise a fundamental question on the secure distributed computing problem

regarding the minimum number of workers the master needs to wait for to obtain the fi-

nal product for the worst-case scenario. I first propose an achievable secure distributed

computing scheme for matrix multiplication using polynomial codes. The proposed

secure distributed computing scheme is carefully designed to preserve security of in-

put data from workers, and to address straggling effects effectively as well. Achievable

recovery threshold of my proposed scheme is order-optimal to the number of workers,

i.e., it does not scale with the number of workers. Secondly, I prove a lower bound on

the recovery threshold of the secure distributed computing. I also extend my approach
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to the secure distributed computing scenario for convolution tasks.

In chapter 5, I summarize the contributions of my dissertation.

1.3 Notation

For a vector a, ‖a‖ is the Euclidean norm of a, and diag(a) represents a diagonal

matrix whose diagonal entries are elements of a. For a matrix A, AT and A† are

respectively the transpose and the Hermitian transpose of A, span(A) denotes the

space spanned by the column vectors of A, and dim(A) is the dimension of span(A).

For matrices A and B, dim(A ∩ B) and dim(A,B) represent the dimensions of the

intersection and the sum-space of span(A) and span(B), respectively. 0n and In are

an n×n zero matrix and an n×n identity matrix, respectively. 0m×n is an m×n zero

matrix, and Im×n is an m×n matrix whose main diagonal entries are 1 and the others

are 0. For a, b ∈ N, [a : b] denotes {a, a+ 1, . . . , b}. For a set A, |A| is the cardinality

ofA. For setsA and B,A\B is the relative complement of B inA, which is the set of

all elements that are the members ofA but not the members of B. For vector spacesA
and B, ProjAcB denotes the vector space induced by projecting B onto the orthogonal

complement ofA. For a real number r, �r� is the largest integer not greater than r, and

�r� is the smallest integer not less than r.
(
n
k

)
is a k-combination of a set S , which has

n elements. E[·] represents an expected value. O(·) describes the limiting behavior of

a function when the argument tends toward infinity.
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Chapter 2

Blind Interference Alignment for Interference Networks

2.1 Introduction

As wireless networks grow in size and get more complex, interference becomes a more

challenging bottleneck to deal with. As a result, there has been a significant amount

of research on developing communication strategies that exploit channel state infor-

mation to efficiently manage the interference and increase network throughput. The

IA technique has attracted much attention due to its novel approach to interference-

limited networks [3, 4]. This scheme aligns interfering signals into small subspaces

to leave room for the desired signal dimensions. For K-user IC, each user achieves

1/2 DoF by the IA approach. In this scheme, global CSIT is necessary to align inter-

fering signals at unintended receivers. However, obtaining CSIT is a burdensome task

on communication systems. Thus, growing attention has been drawn to interference

management with a minimal effort to obtain CSIT.

In the absence of CSIT, interference-limited networks cannot achieve the sum DoF

more than 1 for a general channel state condition [11, 12]. However, it was introduced

that the IA technique increases the sum DoF without CSIT for a specific channel’s
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coherence time/bandwidth condition [48, 10]. With such a channel condition, a total

of K/2 DoF is achievable for K-user IC, which meets the outer bound of the per-

fect CSIT scenario. This IA technique is referred to as blind IA. To make the specific

channel condition more feasible, blind IA through reconfigurable antenna switching

was proposed. The problem of interference management with reconfigurable antennas

at the receivers was first proposed in [14] for K-user MISO BC. According to [14],

K-user M × 1 MISO BC achieve a total of MK
M+K−1 DoF with M preset modes of

each reconfigurable antenna (i.e., Ni = M, ∀i, where receiver i has Ni preset modes).

It has been extended to various BC [58, 21] and IC [8] settings under the assumption

that the number of preset modes at the receiver is not greater than the number of trans-

mit antennas. The benefit of extra preset modes (i.e., the case where the number of

preset modes at the receiver is greater than the number of transmit antennas) was first

explored in [6] for 3-user SISO IC. In particular, the author in [6] characterized the

condition on precoding matrices in order to align interference over time at the unin-

tended receivers without knowledge about channel gain values at the transmitters. In

this dissertation, this approach was applied to fully-connected K-user SISO/MISO IC

in Section 2.3.

My focus in Section 2.4 is on the scenario in which interference management pri-

marily relies on a coarse knowledge about channel states in the network, namely the

“topology” of the network. Network topology simply refers to a 1-bit feedback infor-

mation for each link between each transmitter and each receiver, indicating whether or

not the signal of the transmitter is received above the noise floor at the corresponding

receiver. Quite interestingly, it has been shown in [5] that the problem of interfer-

ence management in this model (a.k.a., topological interference management (TIM))

is equivalent to the index coding problem [52, 15, 16, 17], under the assumption that

channel gains remain constant throughout the duration of communication, i.e., quasi-
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static fading channel. This model has also been studied for the fast fading scenario

in [18, 53], where a structured repetition coding scheme was proposed to neutralize

interference by only resending symbols at the transmitters in a carefully-structured

way according to the network topology. A general outer bound has also been devel-

oped for this problem in [19, 54], by converting the problem to determining rank loss

conditions for an ensemble of full-rank matrices with randomly-scaled rows. This ap-

proach has been used to characterize the topologies in which half linear symmetric

degrees-of-freedom is achievable under retransmission-based schemes in [55]. In ad-

dition, interesting extensions of this model have been introduced in the literature such

as considering the implications of alternating connectivity [56], multiple antennas [57],

and transmitter cooperation [20].

Although the blind IA scheme exploits staggered antenna switching, which is a

more general channel assumption, the channel state is often less-realistically assumed

to have a coherence time that is long enough for the channel coefficients to stay con-

stant during the symbol extension period of a supersymbol. However, if the coher-

ence time of the channel is not long enough, interference signals cannot be aligned

exactly with staggered antenna switching, due to the variation of the channel coeffi-

cients. Thus, interference signals are not clearly removed at the receiver, which causes

sum rate degradation in the high-SNR regime. In Section 2.5, channel coefficients are

assumed to stay constant only during limited symbol extension in accordance with the

coherence time of the channel. Accordingly, I propose a dynamic supersymbol design

algorithm to construct an appropriate supersymbol with limited supersymbol length.

Because blind IA can be useful when existing IA techniques which require global CSIT

are not appropriate for implementation due to the channel state changing rapidly, my

approach can be useful to enhance the applicability of the blind IA scheme.
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2.2 System Model

Consider a K-user interference network consisting of K transmitters {Ti}Ki=1 that

have a single transmit antenna each and K receivers {Rj}Kj=1 equipped with a re-

configurable antenna that can switch among its preset modes, each of which has an

independent channel gain vector to all the transmitters. The preset mode of Rj at time

t is denoted by lj(t). I notate TS (RS) to represent a set of transmitters (receivers) for

S ⊂ [1 : K], e.g., T[1:3] = {T1,T2,T3}.
I assume that channel gains remain constant over the course of communication,

i.e. quasi-static fading channel. In this scenario, since the channel gain at each time

depends on the preset mode at the receiver, I represent the channel gain value from Ti

to Rj at time t as hj,i(lj(t)) ∈ C. I also denote the channel matrix from Ti to Rj over

m channel uses as

Hm
j,i = diag ([hj,i(lj(1)) . . . hj,i(lj(m))]) .

I assume that each transmitter Ti, i ∈ [1 : K], intends to send a vector si =

[si,1 · · · si,ni(m)]
T ∈ Cni(m)×1 of ni(m) symbols to receiver Ri over m channel uses.

In this dissertation, I restrict the transmission scheme to linear coding strategies at the

transmitters, thus each transmitter Ti sends xm
i = Vm

i si over m channel uses, where

Vm
i = [vm

i,1 . . . vm
i,ni(m)] ∈ Cm×ni(m) is the beamforming matrix of Ti. The received

signal at Rj over m channel uses is given by

ym
j = Hm

j,jx
m
j +

K∑
i=1,i �=j

Hm
j,ix

m
i + zmj , (2.1)

where zmj ∈ Cm×1 is the additive white Gaussian noise vector over m channel uses,

whose entries are independent and distributed as CN (0, 1).

I assume that the transmitters have no knowledge about the channel gain values.

On the contrary, receivers know perfect channel state information. At the receivers,
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interfering signals are aligned through predetermined order of antenna switching, re-

ferred to as the preset mode pattern. I denote the preset mode pattern of receiver Rj

during m channel uses by Lm
j = [lj(1) . . . lj(m)]. Since the channel value varies

solely depending on the receiver’s preset mode pattern, the channel values of the links

towards the same receiver have the identical changing pattern.

Lastly, the linear DoF (LDoF) tuple (d1, . . . , dK) is said to be achievable if there

exists a set of beamforming vectors and preset mode patterns for j ∈ [1 : K] almost

surely, satisfying

dim
(

ProjN c
j

span(Hm
j,jV

m
j )

)
≥ dj(m),

dj = lim
m→∞

dj(m)
m ,

(2.2)

where ProjAcB denotes the vector space induced by projecting B onto the orthogonal

complement of A and Nj is the interference signal subspace at Rj given by

Nj = span
(
[Hm

j,1V
m
1 · · ·Hm

j,j−1V
m
j−1H

m
j,j+1V

m
j+1 · · ·Hm

j,KVm
K ]

)
. (2.3)

The LDoF region D is the closure of the set of all achievable tuples satisfying

(2.2), and the linear sum DoF is given by

LDoFsum = max
(d1,...,dK)∈D

∑K

j=1
dj . (2.4)

The linear symmetric DoF, denoted by LDoFsym, is defined as the supremum d for

which the LDoF tuple (d, . . . , d) is achievable.

2.3 Blind IA for Fully-Connected K-user Interference Chan-

nel

In this section, I characterize the DoF for fully-connected K-user IC with reconfig-

urable antennas which have N preset modes at the receivers, assuming linear coding
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strategies in the absence of CSIT. My linear DoF converse builds on the lemma that if

a set of transmit symbols is aligned at their common unintended receivers, those sym-

bols must have independent signal subspace at their corresponding receivers. I derive

an upper bound for the linear sum DoF, and propose an achievable scheme that exactly

achieves the linear sum DoF upper-bound for special cases. For the other cases, I only

give some guidelines how the interfering signals are aligned at the receivers to achieve

the upper-bound.

2.3.1 SISO Interference Channel

DoF Converse

I derive the upper-bound of the linear sum DoF for K-user SISO IC with reconfig-

urable antenna switching in the absence of CSIT. I first state the two lemmas that will

be used in the proof.

Lemma 2.3.1. [6, Lemma 2] If H1v1 ∈ span(H2V2), where H1 and H2 are two

m × m full-rank diagonal matrices whose diagonal entries have the same changing

pattern, v1 is an m×1 column vector, V2 is an m×n thin matrix, i.e., n < m, and the

entries of v1 and V2 are generated independently of the values of the diagonal entries

of H1 and H2, then v1 ∈ span(V2).

The underlying assumptions for H1, H2, v1, and V2 match up well with my sys-

tem model. Since channel state varies according to the receiver’s preset mode, it can

be seen that H1 and H2 denote the channel matrices towards the same receiver since

they have the same changing pattern of their diagonal entries. In addition, v1 and V2

represent the beamforming vector and matrix in my system model, respectively, since

they are generated independently of the channel values, but they are constructed ac-

cording to the preset mode pattern. Although v1 and V2 are relevant to the changing

pattern of H1 and H2, not the channel realizations, Lemma 2.3.1 still holds.
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Lemma 2.3.2. [7, Lemma 3] For two matrices A and B with the same row size,

dim (ProjAcB) = rank([A B])− rank(A), (2.5)

where A and B denotes span(A) and span(B), respectively.

I extend Lemma 2.3.1 to show that a set of transmit symbols should be aligned

only at their common unintended receivers, with reconfigurable antenna switching at

each receiver.

Lemma 2.3.3. When the transmit symbols from TS are aligned at R[1:K]\RS by re-

configurable antenna switching at receivers without knowledge of channel realizations

at transmitters, any of those signals should not be aligned at all Rj ⊂ RS spanned by

the other interfering signal from Ti ⊂ T[1:K] \ Tj .

Without loss of generality, suppose that the transmit symbols from T[1:n] are aligned

at R[1:K] \ R[1:n]. For example, when vm
1,1 is aligned at Rk ⊂ R[1:K] \ R[1:n] spanned

by other symbols from T[1:n],

at Rk: Hm
k,1v

m
1,1 ∈ span(Hm

k,jV
m
j ), (2.6)

for j ∈ [1 : n]. Recall that transmitters have no knowledge about channel realizations

and Hm
k,1 and Hm

k,j have the same changing pattern of their diagonal entries. By Lemma

2.3.1,

vm
1,1 ∈ span(Vm

j ). (2.7)

At the same time, if vm
1,1 is aligned at Rj ⊂ R[1:n] spanned by the transmit signal from

Ti ⊂ T[1:K] \ Tj ,

at Rj : H
m
j,1v

m
1,1 ∈ span(Hm

j,iV
m
i ). (2.8)

This expression can be written as

at Rj : H
m
j,1v

m
1,1 ∈ span(Hm

j,j(H
m
j,j)

−1Hm
j,iV

m
i ). (2.9)
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Since Hm
j,1 and Hm

j,j have the same diagonal changing pattern,

vm
1,1 ∈ span((Hm

j,j)
−1Hm

j,iV
m
i ), (2.10)

by Lemma 2.3.1. From (2.33) and (2.36), span(Vm
j ) and span((Hm

j,j)
−1Hm

j,iV
m
i ) have

a non-zero intersection since vm
1,1 is included in both of these two vector spaces. Thus,

dim(Vm
j ∩ (Hm

j,j)
−1Hm

j,iV
m
i ) > 0, (2.11)

and it leads to

dim(Hm
j,jV

m
j ∩Hm

j,iV
m
i ) > 0. (2.12)

It means that span(Hm
j,jV

m
j ) and span(Hm

j,iV
m
i ) have a non-zero intersection at Rj .

For Rj , H
m
j,jV

m
j is a desired signal from Tj , while Hm

j,iV
m
i is an interference signal.

Since Hm
j,jV

m
j is contaminated by the interference signal from Ti, it can be said that

vm
1,1 cannot be aligned at Rj ⊂ R[1:n] spanned by the transmit signal from Ti ⊂ T[1:K]\

Tj when it is aligned at R[1:K] \ R[1:n] spanned by the transmit symbols from T[1:n].

Lemma 2.3.3 implies that if the transmit symbols from TS are aligned at their

common unintended receivers, i.e., R[1:K] \ RS , which have no desired signal among

them, each of those symbols has an independent subspace at RS , although each symbol

is only desired by one corresponding receiver.

I now extend my approach to the proof of DoF converse for K-user SISO IC.

Theorem 2.3.1. For K-user SISO IC, when receivers are equipped with single re-

configurable antenna with N preset modes, the linear sum DoF is upper bounded by

DoFsum ≤
n∗K

K + n∗(n∗ − 1)
, (2.13)

where n∗ represents the optimal number of preset modes among N preset modes as

n∗ =

⎧⎪⎪⎨⎪⎪⎩
N, N <

⌈√
K
⌉
,

argmin
n=�√K�,�√K�

n+ K
n , N ≥

⌈√
K
⌉
.

(2.14)
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From the definition of dj(m) and Lemma 2.3.2,

dj(m) = dim
(

ProjIc
j
span(Hm

j,jV
m
j )

)
(2.15)

= dim(Hm
j,1V

m
1 · · ·Hm

j,KVm
K)

−dim
(
[Hm

j,1V
m
1 · · ·Hm

j,j−1V
m
j−1H

m
j,j+1V

m
j+1 · · ·Hm

j,KVm
K ]

)
≤ m− dim(Ij).

I assume that a set of n transmit symbols are aligned at their common unintended re-

ceivers, which have no desired symbol among n symbols. These n symbols need to

have an independent subspace each at all of their corresponding receivers. If I denote

the dimension of the aligned interfering signal subspace for a set of n transmit sym-

bols from Tp1 , . . . ,Tpn at their common unintended receivers as ID(p1, . . . , pn), the

dimension of the interference signal subspace at Rj can be expressed as

dim(Ij) =
K∑

k=1,k �=j

dk(m)− (n− 1)

K∑
p1=1,
p1 �=j

· · ·
K∑

pn=pn−1+1,
pn �=j

ID(p1, . . . , pn), (2.16)

For Rj , ID(p1, . . . , pn) is equal to dim(Hm
j,p1

Vm
p1 ∩· · ·∩Hm

j,pn
Vm

pn). Since n transmit

symbols are aligned to the 1-dimensional subspace, (n−1) dimensions of the interfer-

ence signal subspace are diminished. By rearranging (2.49) and (2.50), the dimension

of the signal subspace over m channel uses at Rj is

K∑
j=1

dj(m)− (n− 1)

K∑
p1=1,
p1 �=j

· · ·
K∑

pn=pn−1+1,
pn �=j

ID(p1, . . . , pn) ≤ m. (2.17)

By summing up (2.51) over all the receivers,

K

K∑
j=1

dim(dj)− (n− 1)(K − n)

K∑
p1=1

· · ·
K∑

pn=pn−1+1

ID(p1, . . . , pn) ≤ Km,(2.18)

since a set of n transmit symbols is aligned at (K − n) common unintended receivers.

By Lemma 2.3.3, I know that if a transmit symbol is aligned with other (n−1) symbols
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at their common unintended receivers, it cannot be aligned with other set of (n − 1)

symbols. Thus, the inequality is applied to j ∈ {1, . . . ,K} as

K∑
p1=1,
p1 �=j

· · ·
K∑

pn−1=pn−2+1,
pn−1 �=j

ID(j, p1, . . . , pn−1) ≤ dj(m). (2.19)

From the fact, K ·
(
K−1
n−1

)
= n ·

(
K
n

)
,

K∑
j=1

⎛⎜⎜⎝ K∑
p1=1,
p1 �=j

· · ·
K∑

pn−1=pn−2+1,
pn−1 �=j

ID(j, p1, . . . , pn−1)

⎞⎟⎟⎠ (2.20)

= n ·
K∑

p1=1

· · ·
K∑

pn=pn−1+1

ID(p1, . . . , pn),

where the left-hand side represents the dimension of the interference signal subspace

occupied by n symbols including the transmit symbol from Tj , while the right-hand

side does not consider the transmit symbol from Tj particularly. To take (2.53) and

(2.54) into account, (2.52) changes to

K
K∑
j=1

dj(m)− (n− 1)(K − n)

n

K∑
j=1

dj(m) ≤ Km. (2.21)

Thus,

1

m

K∑
j=1

dj(m) ≤ nK

K + n(n− 1)
. (2.22)

This formula represents the linear sum DoF upper-bound when n preset modes among

N are used.

Subsequently, the number of transmit symbols in a set, n, should be determined

to maximize the linear sum DoF upper-bound (2.22). To be separated at their cor-

responding receivers, n should not be greater than N since receivers have at most

N independent channel state, respectively. Suppose that receivers have enough preset
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modes to align interference signals, i.e., N ≥ K. To maximize the sum DoF, I need to

find n which minimizes f(n) = K/( nK
K+n(n−1)) + 1 = n + K/n. By the inequality

of arithmetic and geometric means, f(n) is minimized when n =
√
K. Since n is

an integer and f(n) is a convex function, either
⌊√

K
⌋

or
⌈√

K
⌉

is a solution which

minimizes f(n). Therefore, the linear sum DoF upper-bound is maximized by n∗ as

(2.14) when N ≥
⌈√

K
⌉

. If N is smaller than
⌈√

K
⌉

, n∗ is equal to N since f(n) is

a convex function.

DoF Achievability

I introduce how the sum DoF upper-bound can be achieved by each user’s preset mode

pattern and beamforming vectors. I classify the achievable scheme by two scenarios

whether K is divisible by n∗ or not, i.e., R = K
n∗ is an integer or not.

1) R is an integer: In this case, the existing achievable scheme for MISO IC [8]

can be exploited.

Theorem 2.3.2. For K-user SISO IC with N preset modes at the receiver, if R = K
n∗

is an integer where n∗ is determined by (2.14), the linear sum DoF upper-bound (2.13)

is achievable when beamforming vectors and preset mode patterns are constructed as

R-user n∗ × 1 MISO IC according to [8].

According to Lemma 2.3.3, a set of transmit symbols are not aligned at all of their

corresponding receivers which desire one of the transmit symbols in a set. When I

group n∗ transmit symbols to be aligned at their common unintended receivers, they

have an independent signal subspace each at all of their corresponding receivers. This

implies that it is sufficient for their corresponding receivers to have the same preset

mode pattern to decode those symbols. Thus, I decide the beamforming vectors for n∗

transmitters as n∗ multiple antennas of a single user, and also decide the preset mode

patterns for each n∗ receivers as in R-user n∗ × 1 MISO IC [8]. By this achievable
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scheme, n∗ transmitter-receiver pairs achieve a total of n∗
n∗+K/n∗−1 DoF, so that a total

of
n∗·(K/n∗)

n∗+K/n∗−1 DoF can be achieved, which is equal to the upper-bound (2.13).

Example 2.3.1. For instance, consider 4-user SISO IC with 2 preset modes at the

receiver. In this case, n∗ is equal to 2, thereby K = 4 is divisible by n∗. When each

two users are grouped, they can be seen as 2-user 2 × 1 MISO IC. The beamforming

vectors during 3-symbol extension are given by

v3
1,1 = v3

2,1 = [1 1 0]T , v3
3,1 = v3

4,1 = [1 0 1]T , (2.23)

when each user transmits one data symbol. The preset mode patterns during 3-symbol

extension are given by

L3
1 = L3

2 = [1 2 1], L3
3 = L3

4 = [1 1 2], (2.24)

In this case, the received signal during 3-symbol extension at R1 is

y3
1=

⎡⎢⎢⎢⎣
h1,1(1) h1,2(1) h1,3(1) h1,4(1)

h1,1(2) h1,2(2) 0 0

0 0 h1,3(1) h1,4(1)

⎤⎥⎥⎥⎦
⎡⎢⎢⎢⎢⎢⎢⎣
s1,1

s2,1

s3,1

s4,1

⎤⎥⎥⎥⎥⎥⎥⎦+ z31. (2.25)

R1 can decode s1,1 and s2,1 by subtracting the received signal at time 3 from the signal

at time 1. Since s1,1 is a desired symbol at R1, user 1 achieves 1 DoF during 3-symbol

extension. Because R2 has the same preset mode pattern as R1, it also achieves s1,1

and s2,1 in the same way. On the other hand, R3 and R4 achieve s3,1 and s4,1 by

subtracting the received signal at time 2 from the signal at time 1. Consequently, a

total of 4/3 DoF is achievable by this scheme. It coincides with the upper-bound for

4-user SISO IC with 2 preset modes.

2) R is not an integer: In this scenario, a new achievable scheme is required

since the achievable scheme for MISO IC cannot be directly applied. According to
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R1 �

⎡⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣

h1,1(1) h1,1(1) h1,2(1) 0 0 0 h1,5(1)

0 h1,1(1) h1,2(1) h1,2(1) 0 0 0

0 h1,1(2) h1,2(2) 0 h1,3(2) 0 0

h1,1(2) 0 0 0 0 0 h1,5(2)

0 0 0 h1,2(1) 0 h1,4(1) 0

0 0 0 0 h1,3(2) 0 0

0 0 0 0 0 h1,4(1) 0

⎤⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦
, (2.28)

the proof of DoF converse, all transmit symbols need to be grouped by n∗ to achieve

the upper-bound. If not, there is DoF loss compared to the upper-bound since some

transmit symbols are not optimally aligned to their unintended receivers. Therefore,

users need to increase the number of transmit symbols η times in order that the number

of transmit symbols from all transmitters is divisible by the cardinality of a set of

transmit symbols, i.e., ηK should be divisible by n∗.

Let me introduce the case of 5-user SISO IC with 2 preset modes at the receiver,

where n∗ = 2. Each user needs to send 2 transmit symbols to achieve the upper-bound,

so that 10 symbols are grouped to 5 sets. The beamforming vectors during 7-symbol

extension can be determined as

v7
1,2 = v7

2,1 = [1 1 1 0 0 0 0]T , v7
2,2 = v7

3,1 = [0 1 0 0 1 0 0]T ,

v7
3,2 = v7

4,1 = [0 0 1 0 0 1 0]T , v7
4,2 = v7

5,1 = [0 0 0 0 1 0 1]T ,

v7
5,2 = v7

1,1 = [1 0 0 1 0 0 0]T .

(2.26)

The preset mode patterns corresponding to the beamforming vectors are

L7
1 = [1 1 2 2 1 2 1], L7

2 = [1 2 2 1 1 2 1],

L7
3 = [1 1 1 1 2 2 2], L7

4 = [1 1 1 1 1 2 2],

L7
5 = [1 1 1 2 1 1 2].

(2.27)

I can see that the sets of transmit symbols which have no desired symbol for R1,

i.e., s2,2 and s3,1, s3,2 and s4,1, and s4,2 and s5,1, are aligned at R1, while the desired
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symbols for R1 and the grouped symbols with them have an independent subspace

each. It is verified by showing that R1, whose columns represent the vectors carrying

all the desired symbols and each one of the interfering symbol in sets, has full rank. I

also verify that the other users have the same DoF as user 1 by confirming R2, . . . ,R5

have full rank. By this scheme, each user achieves 2 desired symbols over 7-symbol

extension, so that the sum DoF is 10/7, which is the same as the upper-bound.

Remark 2.3.1. If the considered IC scenario does not meet the condition, R = K
n∗

is an integer, the proposed achievable scheme in Theorem 2.3.2 cannot be applied.

Moreover, to align interfering signals at the receiver in order to meet the upper-bound,

more transmit symbols need to be sent if n∗ > 2. As an example, for K-user M × 1

MISO IC scenario with M preset modes [8], each transmitter sends (M − 1)K−1

transmit symbols to achieve a total of MK
M+K−1 DoF, which is equal to the upper-bound.

Thus, I just suggest a guideline how the transmit symbols are aligned at the unintended

receivers to achieve the upper-bound. It could be interesting future work to propose a

general achievable scheme that can be applied even if R is not an integer.

2.3.2 MISO Interference Channel

System Model for MISO Interference Channel

Consider the K-user M × 1 MISO IC with a reconfigurable antenna switching. The

system has K transmitters, each of which has M transmit antennas, and K receivers

which have a single reconfigurable antenna with N preset modes each. I refer to it

as (M,N,K)-IC from now on. At Rj , the transmit signals from Tj are desired sig-

nals, while those from other transmitters (i.e., T[1:K] \ Tj) are interfering signals. I

denote the ath antenna of Ti by i(a) for i ∈ [1 : K] and a ∈ [1 : M ], and B
denotes a set of all transmit antennas in the network as B = {1(1), . . . ,K(M)}.
The preset mode of Rj at time t is denoted by lj(t). I assume that channel coeffi-
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cients remain constant during the symbol extension period, i.e. the coherence time

of the channel is long enough. In this scenario, since the channel state varies ac-

cording to the receiver’s preset mode, I represent the channel vector from Ti to Rj

at time t as hj,i(lj(t)) = [hj,i(1)(lj(t)) . . . hj,i(M)(lj(t))] ∈ C1×M , each entry of

which is assumed to be independent and identically distributed (i.i.d.). Then, the chan-

nel matrix from the transmit antenna i(a) to Rj over m channel uses is denoted by

Hm
j,i(a) = diag([hj,i(a)(lj(1)) . . . hj,i(a)(lj(m))]).

Meanwhile, Ti sends di(m) symbols, and the transmit symbols of Ti over m chan-

nel uses are si(m) = [si,1, · · · , si,di(m)]
T . I also denote the beamforming matrix of

the transmit antenna i(a) over m channel uses by Vm
i(a) = [vm

i(a),1 . . .v
m
i(a),di(m)]. The

transmit signal of the transmit antenna i(a) (a ∈ [1 : M ]) over m channel uses is

xm
i(a) = Vm

i(a)si(m). When M = 1, I simplify the notation of vm
i(a),d as vm

i,d. The

received signal at Rj over m channel uses is

ym
j =

M∑
a=1

Hm
j,j(a)x

m
j(a)︸ ︷︷ ︸

desired signals

+

K∑
i=1,i �=j

M∑
a=1

Hm
j,i(a)x

m
i(a)︸ ︷︷ ︸

interfering signals

+zmj , (2.29)

where zmj ∈ Cm×1 is the additive white Gaussian noise over m channel uses, each

entry of which is distributed as CN (0, 1). The transmitters are subject to the average

transmit power constraint P .

Lastly, the LDoF of K-tuple (d1, . . . , dK) is achievable if there exists a set of

beamforming vectors and preset mode patterns for j ∈ [1 : K] almost surely, satisfying

dim
(

ProjIc
j
span([Hm

j,j(1)V
m
j(1) · · ·Hm

j,j(M)V
m
j(M)])

)
= dj(m),

dj = lim
m→∞

dj(m)
m ,

(2.30)

where Ij is the interference signal subspace at Rj as

Ij = span
(
[Hm

j,1(1)V
m
1(1) · · ·Hm

j,j−1(M)V
m
j−1(M) (2.31)

Hm
j,j+1(1)V

m
j+1(1) · · ·Hm

j,K(M)V
m
K(M)]

)
.
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DoF Converse

In this subsection, I derive the upper-bound of the linear sum DoF for the K-user M×1
MISO IC with reconfigurable antennas equipped with N preset modes at the receivers.

In addition, I discuss the linear sum DoF upper-bound tendency as N increases, and

compare this result with finite state compound wireless network scenarios.

I extend Lemma 2.3.1 to show that a set of transmit symbol vectors should be

aligned only at their common unintended receivers with reconfigurable antenna switch-

ing at each receiver in the absence of CSIT.

Lemma 2.3.4: When the transmit signals from TS ⊂ T[1:K], which are aligned at

R[1:K]\RS by reconfigurable antenna switching at the receiver without any knowledge

of channel realizations at the transmitters, are also aligned in the interference signal

subspace at any Rj ∈ RS spanned by the other interfering signals from T[1:K] \ Tj ,

they cannot have linearly independent signal subspace from the interference signal

subspace at each of their corresponding receivers.

Without loss of generality, suppose that the transmit signals from T[1:n] (1 ≤ n <

K) are aligned at R[1:K] \ R[1:n]. For instance, when vm
1(1),1 is aligned at all Rk ⊂

R[1:K] \ R[1:n] with other symbols from T[1:n],

at Rk: Hm
k,1(1)v

m
1(1),1 ∈ span(Hm

k,j(a)V
m
j(a)), (2.32)

for j ∈ [1 : n] and a ∈ [1 : M ]. Recall that transmitters have no knowledge about

channel realizations, and Hm
k,1(1) and Hm

k,j(a) have the identical changing pattern of

their diagonal entries. By Lemma 2.3.1,

vm
1(1),1 ∈ span(Vm

j(a)), (2.33)

At the same time, if vm
1(1),1 is aligned in the interference signal subspace at Rj ⊂ R[1:n]

spanned by the transmit signals from Ti ⊂ T[1:K] \ Tj ,

at Rj : H
m
j,1(1)v

m
1(1),1 ∈ span(Hm

j,i(b)V
m
i(b)), (2.34)
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for b ∈ [1 : M ]. This expression can be written as

at Rj : H
m
j,1(1)v

m
1(1),1 ∈ span(Hm

j,j(a)(H
m
j,j(a))

−1Hm
j,i(b)V

m
i(b)). (2.35)

Since Hm
j,1(1) and Hm

j,j(a) have the same diagonal changing pattern,

vm
1(1),1 ∈ span((Hm

j,j(a))
−1Hm

j,i(b)V
m
i(b)), (2.36)

by Lemma 2.3.1. From (2.33) and (2.36), since v1(1),1 is included in both of the two

vector spaces span(Vm
j(a)) and span((Hm

j,j(a))
−1Hm

j,i(b)V
m
i(b)), they have a non-zero

dimensional intersection of the vector space. Thus,

dim(Vm
j(a) ∩ (Hm

j,j(a))
−1Hm

j,i(b)V
m
i(b)) > 0, (2.37)

and it leads to

dim(Hm
j,j(a)V

m
j(a) ∩Hm

j,i(b)V
m
i(b)) > 0. (2.38)

It means that Hm
j,j(a)V

m
j(a) and Hm

j,i(b)V
m
i(b) have the intersection of the signal sub-

space at Rj . For Rj , H
m
j,j(a)V

m
j(a) is a desired signal from Tj , while Hm

j,i(b)V
m
i(b) is

an interference signal. Since Hm
j,j(a)V

m
j(a) is contaminated by the interference signal

from Ti, it can be said that vm
1(1),1 should not be aligned in the interference signal sub-

space at all Rj ⊂ R[1:n] spanned by the transmit signal from T[1:K] \ Tj when it is

aligned at R[1:K] \ R[1:n] with the other transmit symbols from T[1:n] to guarantee the

interference-free signal subspace.

Lemma 2.3.4 implies that if transmit symbols from TS are aligned in the interfer-

ence signal subspaces at their common unintended receivers, i.e., R[1:K] \ RS , each of

those symbols has linearly independent subspace at RS , although each symbol is only

desired by one intended receiver. In other words, even if the transmit symbols from TS ,

which are aligned at R[1:K] \ RS , are also aligned in the interference signal subspace

at RS , it cannot increase the linear sum DoF since these transmit symbols cannot be
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Figure 2.1: (a) 3-user SISO IC with 2 preset modes. (b) 3-user MISO IC with 2 preset

modes.

successfully decoded at their intended receivers. Motivated by Lemma 2.3.4, I define

the notion of an alignment set.

Definition 2.3.1. If a set of transmit symbols, sent by all the transmitters in TS , are

aligned in the 1-dimensional signal subspace at their common unintended receivers,

R[1:K] \ RS , while occupying independent signal subspaces at each of their corre-

sponding receivers, RS , they are called alignment set AS .

It should be noted that a set of transmit symbols in an alignment set are transmitted

from the different transmit antennas. If multiple transmit symbols in an alignment set

are transmitted from a single transmit antenna, their corresponding receivers cannot

distinguish them since they are transmitted at the same time slots to be aligned into

1-dimensional signal subspace at their unintended receivers. Using this terminology, I

can equivalently reinterpret the existing linear sum DoF results for SISO IC and MISO

IC scenarios introduced in [8] and [6], respectively.

Example 2.3.2. Consider 3-user SISO IC with two preset modes, i.e., (1, 2, 3)-IC,

which achieves a total of 6/5 LDoF [6] in Fig 2.1-(a). Each user sends two symbols over

5-symbol extension, thereby v5
1,1 and v5

3,2 are aligned in an 1-dimensional subspace
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at R2, v5
1,2 and v5

2,1 are aligned in an 1-dimensional subspace at R3, and v5
2,2 and v5

3,1

are also aligned in an 1-dimensional subspace at R1. It can be said that the alignment

sets are constructed as

A{1,3} = {v5
1,1,v

5
3,2}, A{1,2} = {v5

1,2,v
5
2,1}, A{2,3} = {v5

2,2,v
5
3,1}. (2.39)

At R1, although v5
2,1 and v5

3,2 are interfering symbol vectors, they occupy an inde-

pendent 1-dimensional subspace each, since each of them is aligned with the different

transmit symbol vectors from T1 at the unintended receivers. In a similar way, because

each receiver sets aside 2-dimensional signal subspace for the desired signals among a

total of 5-dimensional signal space, it is observed that a total of 6/5 LDoF is achievable

for 3 users.

Example 2.3.3. Consider another MISO IC scenario, (2, 2, 3)-IC, which achieves

a total of 3/2 LDoF [8] in Fig 2.1-(b). In this scenario, the transmit symbol vectors

from each transmitter’s two antennas are aligned in 1-dimensional signal subspace at

other receivers. During 4-symbol extension, the transmit symbol vectors v4
1(1),1 and

v4
1(2),1 can be aligned at R[1:K] \ R1 since they are desired to only R1. By the same

manner, v4
2(1),1 and v4

2(2),1 are aligned at R[1:K]\R2, and v4
3(1),1 and v4

3(2),1 are aligned

at R[1:K] \ R3. In this case, each of the alignment sets include the transmit symbols

intended to a single receiver as

A{1} = {v4
1(1),1,v

4
1(2),1},A{2} = {v4

2(1),1,v
4
2(2),1},A{3} = {v4

3(1),1,v
4
3(2),1}.(2.40)

With these alignment sets, each user gets 2 desired symbols during 4-symbol exten-

sion. Consequently, each user achieves 2/4 LDoF, so that a total of 3/2 LDoF can be

achieved. Compared to Example 2.3.2, each user achieves a greater DoF by using two

transmit antennas.

With regard to the alignment set, I claim an important lemma to derive the upper-

bound.
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Lemma 2.3.5. The alignment sets have the same cardinality to maximize the sum

DoF upper-bound.

Suppose that there are G alignment sets which include ng transmit symbols each

for g ∈ [1 : G]. I can derive the sum DoF upper-bound by calculating the dimension

of the desired signal subspace over the dimension of the interfering signal subspace at

all the receivers. Let me consider arbitrary ng transmit symbols, which are included in

an alignment set. If an alignment set is constructed to have the maximum number of

unintended receivers, the number of their corresponding receivers is
⌈ng

M

⌉
. These ng

transmit symbols occupy independent signal subspace at each of their corresponding

receivers, thus they occupy a total of
⌈ng

M

⌉
· ng dimensional signal subspaces. Since

each transmit symbol occupies desired signal subspace at its corresponding receiver,

the total dimension of desired signal subspaces at
⌈ng

M

⌉
receivers is ng. The ng transmit

symbols also occupy interfering signal subspaces, thus the dimension of interfering

signal subspaces is
⌈ng

M

⌉
· ng − ng =

( ⌈ng

M

⌉
− 1

)
ng. At the K −

⌈ng

M

⌉
common

unintended receivers, these ng transmit symbols are aligned into an 1-dimensional

interfering signal subspace at each receiver. Hence, the total dimensions of interfering

signal subspace is K −
⌈ng

M

⌉
. The dimensions of the signal subspaces occupied by the

alignment set with ng transmit symbols can be expressed as

f(ng) = ng, (2.41)

h(ng) =
( ⌈ng

M

⌉
− 1

)
ng +K −

⌈ng

M

⌉
, (2.42)

where f(ng) and h(ng) denote the dimensions of the desired signal subspace and

interfering signal subspace at all the receivers, respectively, which are occupied by

an alignment set with ng transmit symbols. Then, the sum DoF upper-bound with G
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alignment sets is given by

1

m

K∑
j=1

dj(m) ≤
∑G

g=1 f(ng) ·K∑G
g=1 f(ng) +

∑G
g=1 h(ng)

(2.43)

(a)

≤ f(n1) ·K
f(n1) + h(n1)

(2.44)

=
n1K

K +
⌈
n1
M

⌉
(n1 − 1)

, (2.45)

where Step (a) comes from the assumption that n1 is the optimal cardinality of the

alignment set as

f(n1)

f(n1) + h(n1)
≥ f(ng)

f(ng) + h(ng)
, g ∈ [2 : G]. (2.46)

It means that the sum DoF upper-bound can be maximized when all alignment sets

have the optimal number of elements. This completes the proof.

According to Lemma 2.3.5, I only consider the symmetric case for the cardinality

of the alignment sets. Thus, all alignment sets are assumed to have n transmit symbols.

Theorem 2.3.3. For the K-user M × 1 MISO IC with N preset modes at each

receiver, the linear sum DoF is upper bounded by

LDoFsum ≤
n∗K

K +
⌈
n∗
M

⌉
(n∗ − 1)

, (2.47)

where N can be represented as MΓ + α (Γ ∈ Z, 0 ≤ α < M ), i.e., Γ =
⌊
N
M � and

α = N −MΓ, and n∗ represents the optimal number of preset modes among N preset

modes as

n∗ =

⎧⎪⎪⎪⎪⎪⎪⎨⎪⎪⎪⎪⎪⎪⎩

MΓ, N < M

⌈√
K
M

⌉
, α ≤ N(MΓ−1)

K−Γ−1

N, N < M

⌈√
K
M

⌉
, α > N(MΓ−1)

K−Γ−1

MΓopt, N ≥M

⌈√
K
M

⌉ (2.48)

where Γopt = argmin

γ=

⌊√
K
M

⌋
,

⌈√
K
M

⌉Mγ + K
γ .
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I now prove the linear sum DoF converse for the general (M,N,K)-IC scenario.

The proof of Theorem 2.3.3 is inspired by the approach of Lemma 2.3.4. Lemma

2.3.4 states that the transmit symbols from a set of transmitters which are aligned at

their common unintended receivers cannot be aligned at their corresponding receivers,

which limits the number of receivers where the transmit symbols are aligned. As the

cardinality of an alignment set becomes larger, larger number of transmit symbols can

be aligned into 1-dimensional signal subspace. However, at the same time, they can be

aligned at less number of receivers since the number of their common unintended re-

ceivers becomes small. Thus, there is a trade-off between the number of transmit sym-

bols aligned together at the unintended receivers and the number of receivers where

the transmit symbols can be aligned into 1-dimensional signal subspace. In the proof

of Theorem 2.3.3, I derive the sum DoF upper-bound considering this trade-off.

From the definition of dj(m) and Lemma 2.3.2,

dj(m)=dim
(

ProjIc
j
span([Hm

j,j(1)V
m
j(1) · · ·Hm

j,j(M)V
m
j(M)])

)
(2.49)

=dim
(
[Hm

j,1(1)V
m
1(1) · · ·Hm

j,K(M)V
m
K(M)]

)
−dim

(
[Hm

j,1(1)V
m
1(1) · · ·Hm

j,j−1(M)V
m
j−1(M)

Hm
j,j+1(1)V

m
j+1(1) · · ·Hm

j,K(M)V
m
K(M)]

)
≤m− dim(Ij).

According to Lemma 2.3.5, I assume that all alignment sets consist of n transmit sym-

bols. These transmit symbols in the same alignment set are aligned at their common

unintended receivers, while each of those symbols occupies an independent signal

subspace at all of their corresponding receivers. Since n transmit symbols are aligned

in the 1-dimensional signal subspace at their common unintended receivers, (n − 1)

dimensions occupied by the interference signals are diminished. If I denote the di-

mension of the aligned interfering signal subspaces occupied by a set of n transmit
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symbols from transmit antennas p1(q1), . . . , pn(qn) at their common unintended re-

ceivers by dI(p1(q1), . . . , pn(qn)), the dimension of the signal subspace occupied by

the interfering signals at Rj can be calculated by subtracting the dimension of the

aligned interfering signal subspaces as

dim(Ij) =

K∑
k=1,k �=j

dk(m)− (n− 1)
∑

p1(q1)∈B,
p1 �=j

(2.50)

· · ·
∑

pn(qn)∈B,
pn �=j,

pn(qn)>pn−1(qn−1)

dI(p1(q1), . . . , pn(qn)),

where pn(qn) > pn−1(qn−1) means that the transmit antenna pn(qn) is the latter one

than the transmit antenna pn−1(qn−1) in B when B has an order for elements from 1(1)

to K(M) as {1(1), . . . , 1(M), 2(1), . . . ,K(M)}. For Rj , dI(p1(q1), . . . , pn(qn)) is

equal to dim(Hm
j,p1(q1)

Vm
p1(q1)

∩ · · · ∩ Hm
j,pn(qn)

Vm
pn(qn)

). By rearranging (2.49) and

(2.50), the total dimension of signal subspaces over m channel uses at Rj is

K∑
j=1

dj(m)− (n− 1)
∑

p1(q1)∈B,
p1 �=j

∑
pn(qn)∈B,

pn �=j,
pn(qn)>pn−1(qn−1)

dI(p1(q1), . . . , pn(qn)) ≤ m. (2.51)

The best strategy to compose the alignment set of n transmit symbols is to reduce

the number of their corresponding receivers so as to be aligned in as many common

unintended receivers as possible. Recall that a set of transmit symbols in an alignment

set should be transmitted from different transmit antennas. For the n transmit symbols

from n transmit antennas, the minimum number of their corresponding receivers is⌈
n
M

⌉
with n transmit antennas from the

⌈
n
M

⌉
transmitters, thereby a set of n transmit

symbols can be aligned in the interference signal subspace at K −
⌈

n
M

⌉
unintended
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receivers. By summing up (2.51) over all the receivers,

K

K∑
j=1

dj(m)− (n− 1)(K −
⌈ n

M

⌉
)

∑
p1(q1)∈B

(2.52)

· · ·
∑

pn(qn)∈B,
pn(qn)>pn−1(qn−1)

dI(p1(q1), . . . , pn(qn)) ≤ Km.

Let me consider the transmit signal from the transmit antenna i(a). According

to Lemma 2.3.4, if an arbitrary transmit signal from i(a), which is aligned with the

signals from the transmit antennas p1(q1), . . . , pn−1(qn−1) at their common unin-

tended receivers, is also aligned with the other signals at one of the set of receivers

{Rp1 , . . . ,Rpn−1}, it cannot have linearly independent signal subspace at Ri. This

means that the aligned interfering signal subspaces occupied by all possible sets of

n transmit signals (including one of the signals from transmit antenna i(a)), the sum

of dI(i(a), p1(q1), . . . , pn−1(qn−1)) for all possible sets of {p1(q1), . . . , pn−1(qn−1)},
cannot be greater than the dimension of the linearly independent signal subspace from

transmit antenna i(a) to Ri. It can be represented by the inequality as

∑
p1(q1)∈B,
p1(q1)�=i(a)

· · ·
∑

pn−1(qn−1)∈B,
pn−1(qn−1)�=i(a),

pn−1(qn−1)>pn−2(qn−2)

(2.53)

dI(i(a), p1(q1), . . . , pn−1(qn−1)) ≤ di(a)(m),

where di(a)(m) denotes the dimension of the mutually linearly independent signal

subspace from transmit antenna i(a) to Ri over m channel uses for i(a) ∈ B, i.e.,∑M
a=1 di(a)(m) = di(m). From the fact that KM ·

(
KM−1
n−1

)
is equal to n ·

(
KM
n

)
, I can
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derive the equality as

∑
i(a)∈B

( ∑
p1(q1)∈B,
p1(q1)�=i(a)

· · ·
∑

pn−1(qn−1)∈B,
pn−1(qn−1)�=i(a),

pn−1(qn−1)>pn−2(qn−2)

dI(i(a), p1(q1), . . . , pn−1(qn−1))
)
(2.54)

= n ·
∑

p1(q1)∈B
· · ·

∑
pn(qn)∈B,

pn(qn)>pn−1(qn−1)

dI(p1(q1), . . . , pn(qn)).

The left-hand side represents the dimension of the interference signal subspace occu-

pied by the alignment sets including the transmit symbol from transmit antenna i(a),

while the right-hand side represents the dimension of the interference signal subspace

occupied by all the alignment sets, which does not separately consider the alignment

sets including the transmit symbol from transmit antenna i(a). To take (2.53) and

(2.54) into account, (2.52) changes to

K
K∑
j=1

dj(m)− n− 1

n

(
K −

⌈ n

M

⌉ ) K∑
j=1

dj(m) ≤ Km. (2.55)

Thus,

1

m

K∑
j=1

dj(m) ≤ nK

K +
⌈

n
M

⌉
(n− 1)

. (2.56)

This formula represents the linear sum DoF upper-bound when n preset modes among

N are used.

Subsequently, the number of transmit symbols in an alignment set, n, should be

determined to maximize the linear sum DoF upper-bound (2.56). To be separated at

their intended receivers, n should not be greater than N since receivers have at most

N independent channel states. I define the LDoF function depending on n as

D(n) =
nK

K +
⌈

n
M

⌉
(n− 1)

, n ≤ N, (2.57)
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where M , N , and K are given. Suppose that receivers have enough preset modes to

align interfering signals, i.e., N ≥MK. As it is observed in the LDoF function as

D(M(γ − 1) + β) < D(Mγ), 0 < β < M, γ, β ∈ N (2.58)

since the transmit symbols are aligned with a greater number of interference symbols

at the same number of the unintended receivers when n is a multiple of M than the

number of interference symbols when n is not a multiple of M . Thus, let n be equal

to Mγ. Then, the LDoF function is

D(Mγ) =
MγK

K + γ(Mγ − 1)
. (2.59)

To maximize D(Mγ), I need to find γ which minimizes MK/D(Mγ) = Mγ − 1 +

K/γ. By the inequality of arithmetic and geometric means,

g(γ) = Mγ +
K

γ
, (2.60)

is minimized when γ =
√

K
M . Since γ is an integer and g(γ) is a convex function,

either

⌊√
K
M

⌋
or

⌈√
K
M

⌉
is a solution which minimizes g(γ). I refer to it as Γopt.

Therefore, the linear sum DoF upper-bound is maximized by n∗ as (2.48) when N ≥
M ·

⌈√
K
M

⌉
.

Let me explore the case where N = MΓ+α is smaller than M ·
⌈√

K
M

⌉
. Because

g(γ) is a convex function,

D(M(γ − 1)) < D(Mγ), γ <

⌈√
K

M

⌉
, (2.61)

By (2.58) and (2.61),

D(n) < D(MΓ), n < MΓ,Γ <

⌈√
K

M

⌉
. (2.62)
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Figure 2.2: Linear sum DoF upper-bound for K-user M × 1 IC.

Meanwhile, it is easily shown that

D(Mγ + β1) < D(Mγ + β2), 0 < β1 < β2 < M, (2.63)

since D(Mγ + β2) shows the upper-bound of the case where the alignment sets in-

clude a greater number of transmit symbols than D(Mγ + β1), while the alignment

sets are aligned at the same number of unintended receivers. Consequently, n∗ should

be MΓ or MΓ + α by considering the inequalities (2.62) and (2.63). D(MΓ + α)

shows the upper-bound when all the preset modes are used to align interference sig-

nals, while D(MΓ) shows the upper-bound when only MΓ preset modes are used to

align the alignment set at one more unintended receivers than the previous case. Thus,

I conclude that n∗ is determined as (2.48) by comparing D(MΓ) and D(MΓ + α),

i.e., D(MΓ + α) is greater than D(MΓ) if α > N(MΓ−1)
K−Γ−1 .

Remark 2.3.2. Fig. 2.2 shows the linear sum DoF upper-bound characterization

for the K-user M × 1 IC with reconfigurable antenna switching as N = MΓ + α

increases according to the result of Theorem 2.3.3. When N < M (Γ = 0), n∗, which

maximizes the upper-bound is N since α is always greater than
N(M ·0−1)
K−0−1 = −N

K−1 . If
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Table 2.1: Comparison with finite state compound wireless networks

Set of chan-

nel states

Changing pattern

of channel state

Sum DoF

for K-user

MISO BC

Sum DoF

for K-user

SISO IC

Finite state

compound

networks

finite set unrestricted MK
M+K−1

K
2

Reconfigurable

antenna at the

receivers

finite set identical between

links towards the

same receiver

MK
M+K−1

K
2
√
K−1

N = M , the upper-bound is MK
M+K−1 that is the same result as [8]. For the Mγ < N <

M(γ+1) region, there is a distinct separation of linear sum DoF upper-bound increase

tendency by the criteria, α =
⌈
N(Mγ−1)
K−γ−1

⌉
. When α <

⌈
N(Mγ−1)
K−γ−1

⌉
, the upper-bound

does not increase compared to the N = Mγ case since n∗ is still Mγ as in (2.48). On

the other hand, when α ≥
⌈
N(Mγ−1)
K−γ−1

⌉
, the upper-bound can be enhanced by utilizing

all the preset modes since n∗ = Mγ + α. This tendency continues until

γ = Γopt = argmin

γ=

⌊√
K
M

⌋
,

⌈√
K
M

⌉Mγ +
K

γ
, (2.64)

according to (2.48). Even when N increases beyond M · Γopt, the upper-bound stays

the same. The maximum sum DoF upper-bound with sufficiently large N is close to

MK
2
√
MK−1

by assuming that Γopt is close to

√
K
M .

Remark 2.3.3. The considered system model in this section is similar to finite

state compound wireless networks in [9] since the channel state should be determined

among elements of a finite set for both of the two system models. According to The-

orem 2.3.1, the linear sum DoF upper-bound for K-user SISO IC is close to K
2
√
K−1
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when
⌊√

K
⌋

and
⌈√

K
⌉

are close to
√
K. However, in [9], the K-user finite state

compound IC achieves a total of K/2 DoF even if CSIT is not available. The blind IA

scheme introduced in [48]-[10] also achieves the full K/2 DoF for the K-user SISO

IC by exploiting specific channel correlations. In this scheme, the channel state of the

interfering link is assumed to remain constant, while the channel state of the direct

links varies. This assumption could be feasible, although it is an unusual scenario for

practical communication systems, when all the direct links are time-selective and all

the interfering links are frequency-selective, or vice versa. This result is completely

different from the result of the BC scenario that a total of MK
M+K−1 DoF is achievable

for the K-user M ×1 MISO BC scheme with reconfigurable antennas at the receivers,

which coincides with the achievable sum DoF of finite state compound BC. It is inter-

esting to note that the upper-bound for IC with a reconfigurable antenna cannot meet

the sum DoF for finite state compound IC, which is because the channel states’ chang-

ing pattern towards the same receiver are always identical. When the direct link and the

interfering link towards the same receiver have the same changing pattern, interfering

signals can be aligned at a limited number of receivers as shown in Lemma 2.3.3. On

the other hand, it causes no influence on the BC scenario since the desired symbol and

the interfering symbol are transmitted via the same link, thus the direct link and the

interfering link (the same as the direct link) always have the same changing pattern in

every system model as well as the reconfigurable antenna switching scheme. I summa-

rize it in Table 2.1. Consequently, it can be said that the linear sum DoF upper-bound

for the K-user SISO IC increases from 1 [11, 12] to K
2
√
K−1

in the absence of CSIT

by reconfigurable antenna switching, however, the full K/2 DoF is not achievable in

this scheme due to the inherent feature that the channel states of the links towards the

same receiver inevitably have the identical changing pattern.
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DoF Achievability

I show how the linear sum DoF upper-bound can be achieved by each user’s pre-

set mode pattern and beamforming vectors. Specifically, I propose a new achievable

scheme for N > M cases. I notate n∗
M and MK

n∗ as R1 and R2, respectively, and clas-

sify three scenarios whether R1 and R2 are integer or not: 1) R1 and R2 are integers

2) R1 is an integer, but R2 is not an integer 3) R1 is not an integer. I show that the

linear sum DoF upper-bound is achievable for the first case. For the other cases, I

give some guidelines for an achievable scheme how to make an alignment set with the

transmit symbols. In addition, I note that in my achievable scheme, each of the trans-

mit antennas of a transmitter is assumed to send independent symbols since transmit

antenna cooperation with no CSIT cannot increase the linear sum DoF of the network

in general.

1) R1 and R2 are integers. (n∗ is a multiple of M and MK is divisible by n∗.) In

this case, I modify the existing achievable scheme for the K-user MISO IC [8] to my

scenario.

Theorem 2.3.4. For the K-user M × 1 MISO IC with N preset modes at each

receiver, if R1 and R2 are integers where R1 = n∗
M , R2 = MK

n∗ , and n∗ is determined

by (2.48), the linear sum DoF upper-bound (2.47) is achievable when beamforming

vectors and preset mode patterns are constructed as R2-user n∗×1 MISO IC according

to [8].

According to Lemma 2.3.4, the transmit symbols in an alignment set cannot be

aligned at their corresponding receivers which desire one of the transmit symbols.

When I group n∗ transmit symbols to be aligned at their common unintended receivers,

they have independent signal subspaces at their corresponding receivers. It means that

it is sufficient for the corresponding receivers to have the same preset mode pattern to

decode those transmit symbols in an alignment set. First, I partition the K transmitter-
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receiver pairs into R2 groups of size R1. Note that the total number of antennas for

each group (consisting of R1 users) is n∗ = MR1. I then design the beamforming

vectors and the preset mode patterns for an equivalent R2-user n∗ × 1 MISO IC by

the method of [8], where each one of R2 transmitter-receiver pairs corresponds to a

group of R1 transmitter-receiver pairs in my system model. Note also that the preset

mode pattern for each receiver in the equivalent system is shared by the receivers of

its corresponding group in the original system. Specifically, based on the achievable

scheme in [8], each transmit antenna sends (n∗ − 1)R2−1 transmit symbols to achieve

the linear sum DoF upper-bound, and the receivers can decode the transmit symbols in

the alignment sets, which include their desired symbols. The beamforming vectors for

each transmitter coincide with those of the IC scheme in [8] as

Vm
i(a) = V̂m

i
′ ((i−1)M+a−(i′−1)n∗), (2.65)

where V̂m
i
′ (b) denotes the beamforming vector of the bth transmit antenna of Ti′ for

R2-user n∗ × 1 MISO IC and i
′
=

⌈
(i−1)M+a

n∗

⌉
. Likewise, the preset mode patterns

also coincide with those of the IC scheme in [8] as

Lm
j = L̂m

�j/R1	. (2.66)

where L̂m
j
′ denotes the preset mode pattern of Rj′ for the R2-user n∗× 1 MISO IC. By

this achievable scheme, R1 users achieve a total of n∗
n∗+R2−1 DoF, so that the achiev-

able linear sum DoF is

LDoFsum =
n∗ ·R2

n∗ +R2 − 1
(2.67)

=
n∗ · MK

n∗

n∗ + MK
n∗ − 1

=
n∗ ·MK

MK + n∗(n∗ − 1)

=
n∗K

K + n∗
M (n∗ − 1)

.
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This result is equal to the linear sum DoF upper-bound in (2.47).

Example 2.3.4. Consider the case of (1, 2, 4)-IC. In this case, n∗ is equal to 2,

thereby n∗ is a multiple of M = 2 and MK = 4 is divisible by n∗, i.e., R1 and R2 are

integers. When two users are grouped to act as a single user, they can be seen as the

2-user 2× 1 MISO IC. The transmit beamforming vectors for each transmitter during

3-symbol extension are

v3
1,1 = v3

2,1 = [1 1 0]T , v3
3,1 = v3

4,1 = [1 0 1]T , (2.68)

when each user transmits one data symbol. The preset mode pattern for each receiver

during 3-symbol extension is

L3
1 = L3

2 = [1 2 1], L3
3 = L3

4 = [1 1 2], (2.69)

In this case, the received signal during 3-symbol extension at R1 is

y3
1=

⎡⎢⎢⎢⎣
h1,1(1) h1,2(1) h1,3(1) h1,4(1)

h1,1(2) h1,2(2) 0 0

0 0 h1,3(1) h1,4(1)

⎤⎥⎥⎥⎦
⎡⎢⎢⎢⎢⎢⎢⎣
s1,1

s2,1

s3,1

s4,1

⎤⎥⎥⎥⎥⎥⎥⎦+ z31. (2.70)

R1 can decode s1,1 and s2,1 by subtracting the received signal at time 3 from the signal

at time 1. Since s1,1 is a desired symbol at R1, user 1 achieves 1 DoF during 3-symbol

extension. Because R2 has the same preset mode pattern as R1, it also achieves s1,1

and s2,1 in the same way. On the other hand, R[3:4] achieve s3,1 and s4,1 by subtracting

the received signal at time 2 from the signal at time 1. Consequently, a total of 4/3

DoF is achievable by this scheme. It coincides with the result of Theorem 2.3.4.

2) R1 is an integer, but R2 is not an integer. (n∗ is a multiple of M and MK is not

divisible by n∗.) In this case, a new achievable scheme is required since the existing

achievable scheme cannot be directly applied. According to the proof of the LDoF
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Figure 2.3: 5-user SISO IC with 2 preset modes.

converse, all the transmit symbols need to be included in the alignment sets in order

that an alignment set has n∗ transmit symbols to achieve the linear sum DoF upper-

bound. If not, there is DoF loss compared to the upper-bound since some transmit

symbols are not optimally aligned at their unintended receivers. Therefore, users need

to increase the number of their transmit symbols η times in order that the number of

transmit symbols from all transmitters is divisible by the cardinality of the alignment

sets, i.e., ηMK should be divisible by n∗.

Example 2.3.5. Let me introduce the case of (1, 2, 5)-IC, where n∗ = 2. Each user

needs to send 2 data symbols to achieve the linear sum DoF upper-bound, so that 10

symbols are grouped to 5 alignment sets. The alignment sets are constructed as

A{1,2} = {v7
1,2,v

7
2,1},A{2,3} = {v7

2,2,v
7
3,1},A{3,4} = {v7

3,2,v
7
4,1},

A{4,5} = {v7
4,2,v

7
5,1},A{1,5} = {v7

5,2,v
7
1,1},

(2.71)
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which is described in Fig. 2.3. The beamforming vectors for each data symbols during

7-symbol extension can be determined as

v7
1,2 = v7

2,1 = [1 1 1 0 0 0 0]T ,v7
2,2 = v7

3,1 = [0 1 0 0 1 0 0]T , (2.72)

v7
3,2 = v7

4,1 = [0 0 1 0 0 1 0]T ,v7
4,2 = v7

5,1 = [0 0 0 0 1 0 1]T ,

v7
5,2 = v7

1,1 = [1 0 0 1 0 0 0]T .

The preset mode pattern corresponding to the beamforming vectors is

L7
1 = [1 1 2 2 1 2 1], L7

2 = [1 2 2 1 1 2 1],

L7
3 = [1 1 1 1 2 2 2], L7

4 = [1 1 1 1 1 2 2],

L7
5 = [1 1 1 2 1 1 2].

(2.73)

The received signal at R1 is given by

y7
1 = H7

1,1(1)x
7
1(1) +

5∑
i=1,i �=1

H7
1,i(1)x

7
i(1) + z71. (2.74)

I can see that the alignment sets which have no desired signal for R1, i.e., A{2,3},

A{3,4}, and A{4,5} are aligned in an 1-dimensional signal subspace, while the desired

signals for R1 and the grouped signal with them have independent signal subspaces.

It can be verified by showing that R1 in (2.75), whose columns represent the vectors

carrying all the desired symbols and one symbol out of the interfering symbols of each

alignment set, has full rank. I also verify that other users have the same DoF as user 1

by confirming R2, . . . ,R5 have full rank. By this scheme, each user achieves 2 DoF

over 7-symbol extension, so that the linear sum DoF is 10/7, which is the same as the

upper-bound.

3) R1 is not an integer. (n∗ is not a multiple of M .) In this case, the achievable

scheme should be modified to equalize the number of symbol extensions between

users. If n∗ is not a multiple of M , the total signal dimensions at each receiver could be

different. It causes different number of symbol extensions between users, which makes
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R1 �

⎡⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣

h1,1(1) h1,1(1) h1,2(1) 0 0 0 h1,5(1)

0 h1,1(1) h1,2(1) h1,2(1) 0 0 0

0 h1,1(2) h1,2(2) 0 h1,3(2) 0 0

h1,1(2) 0 0 0 0 0 h1,5(2)

0 0 0 h1,2(1) 0 h1,4(1) 0

0 0 0 0 h1,3(2) 0 0

0 0 0 0 0 h1,4(1) 0

⎤⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦
, (2.75)

it difficult to design a proper achievable scheme. To make an appropriate beamform-

ing vectors and preset mode patterns, users should increase the number of transmit

symbols in order to equalize the number of symbol extensions between users.

Example 2.3.6. Consider a (2, 3, 6)-IC scenario where n∗ = 3. If each transmit

antenna sends a single transmit symbol, transmit symbols could be included in the

alignment set to be aligned at the unintended receivers as follows

A{1,2} = {vm
1(1),1,v

m
1(2),1,v

m
2(1),1},A{2,3} = {vm

2(2),1,v
m
3(1),1,v

m
3(2),1},

A{4,5} = {vm
4(1),1,v

m
4(2),1,v

m
5(1),1},A{5,6} = {vm

5(2),1,v
m
6(1),1,v

m
6(2),1}.

(2.76)

Each alignment set occupies an 1-dimensional signal subspace at the unintended re-

ceivers, while it occupies a 3-dimensional signal subspace at the corresponding re-

ceivers for each symbol to have an independent subspace. In this situation, R1 needs

6-symbol extension since the alignment sets A{2,3}, A{4,5}, and A{5,6} occupy an

1-dimensional subspace and A{1,2} occupies a 3-dimensional subspace. On the other

hand, R2 needs 8-symbol extension becauseA{1,2} andA{2,3} occupy a 3-dimensional

subspace each. This is because R1 has the desired symbols (i.e. vm
1(1),1,v

m
1(2),1) only

in A{1,2}, while R2 has the desired symbols (i.e. vm
2(1),1,v

m
2(2),1) in A{1,2} and A{2,3}.

To make all the receivers have the same number of symbol extensions, I suppose that

each transmit antenna sends three transmit symbols. The transmit symbols could be
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included in the alignment set as

A1
{1,2} = {v20

(1)1,1,v
20
(1)2,1,v

20
(2)1,1}, A1

{2,3} = {v20
(2)2,1,v

20
(3)1,1,v

20
(3)2,1},

A1
{4,5} = {v20

(4)1,1,v
20
(4)2,1,v

20
(5)1,1}, A1

{5,6} = {v20
(5)2,1,v

20
(6)1,1,v

20
(6)2,1},

A2
{1,2} = {v20

(1)2,2,v
20
(2)1,2,v

20
(2)2,2}, A1

{3,4} = {v20
(3)1,2,v

20
(3)2,2,v

20
(4)1,2},

A2
{4,5} = {v20

(4)2,2,v
20
(5)1,2,v

20
(5)2,2}, A1

{1,6} = {v20
(6)1,2,v

20
(6)2,2,v

20
(1)1,2},

A2
{2,3} = {v20

(2)1,3,v
20
(2)2,3,v

20
(3)1,3}, A2

{3,4} = {v20
(3)2,3,v

20
(4)1,3,v

20
(4)2,3},

A2
{5,6} = {v20

(5)1,3,v
20
(5)2,3,v

20
(6)1,3}, A2

{1,6} = {v20
(6)2,3,v

20
(1)1,3,v

20
(1)2,3}.

(2.77)

In that case, all users have the desired signals in 4 alignment sets. Thus, they need 20-

symbol extensions because 4 alignment sets occupy a 3-dimensional subspace each,

while other 8 alignment sets occupy an 1-dimensional subspace. Therefore, each user

achieves 6 DoF over 20-symbol extensions, thus the linear sum DoF is 9/5, which

meets the upper-bound for the (2, 3, 6)-IC. In this way of constructing alignment sets,

a proper achievable scheme can be designed, so that users have the extension of the

same number of symbols.

Remark 2.3.4. If the considered (M,N,K)-IC scenario does not meet the two con-

ditions, 1) n∗ is a multiple of M and 2) MK is divisible by n∗, the proposed achievable

scheme cannot be applied. Moreover, to align interfering signals at the receiver in or-

der to meet the linear sum DoF upper-bound, more transmit symbols need to be sent

if n∗ > 2. As an example, for the K-user M × 1 MISO IC scenario with M preset

modes [8], each transmitter sends (M − 1)K−1 transmit symbols to achieve a total

of MK
M+K−1 DoF, which is the linear sum DoF upper-bound. I describe an alignment

strategy where the number of transmit symbols for each transmit antenna is sufficient

to achieve the upper-bound. Thus, I just suggest a guideline how the transmit symbols

from each transmit antenna are aligned at the unintended receivers to meet the linear

sum DoF upper-bound by introducing the concept of an alignment set. It could be in-

teresting future work to propose the general framework for (M,N,K)-IC that can be
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Figure 2.4: G-cell M × 1 MISO fully connected interfering BC.

applied even if the mentioned two conditions are not satisfied.

2.3.3 Extension to Cellular Networks

I extend my results on SISO/MISO IC to downlink/uplink cellular networks. In this

subsection, I derive the linear sum DoF upper-bound for fully connected downlink cel-

lular networks with reconfigurable antennas at the users, by applying the same lemma

for the IC scenario. I also show this upper-bound implies that extra preset modes at

the users compared with base station’s antennas can be useful to increase the linear

sum DoF without data sharing between base stations. In addition, my result is applied

to uplink scenario with reconfigurable antennas at the base station by considering the

effect of transmitter cooperation for the IC scenario with no CSIT.

The linear sum upper-bound can be simply extended to fully connected interfering

BC, i.e., downlink cellular networks, with a similar approach inspired by Lemma 2.3.4.

Theorem 2.3.5. For G-cell M × 1 MISO fully connected interfering BC which
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are illustrated in Fig. 2.4, where K receivers exist in each cell equipped with a single

reconfigurable antenna with N preset modes, the linear sum DoF is upper-bounded by

LDoFsum ≤
n∗KG

KG+
⌈
n∗
M

⌉
(n∗ − 1)

, (2.78)

where N = min{N,MG} is expressed as MΓ + α (0 ≤ α < M ), and n∗ represents

the optimal number of preset modes as

n∗ =

⎧⎪⎪⎪⎪⎪⎪⎨⎪⎪⎪⎪⎪⎪⎩

MΓ, N < M ·
⌈√

KG
M

⌉
, α ≤ N(MΓ−1)

KG−Γ−1

N, N < M ·
⌈√

KG
M

⌉
, α > N(MΓ−1)

KG−Γ−1

M · Γopt, N ≥M ·
⌈√

KG
M

⌉ (2.79)

where Γopt = argmin

γ=

⌊√
KG
M

⌋
,

⌈√
KG
M

⌉Mγ + KG
γ .

It can be proved by a similar way as in Theorem 2.3.3. The main difference is

n∗ ≤MG, (2.80)

since there are only MG transmit antennas in the network, i.e. the maximum number

of transmit symbols in an alignment set is limited to MG. Thus, the maximum value

of n∗ is limited to N = min{N,MG}. For the proof of Theorem 2.3.3, the maximum

value of n∗ is also limited to min{N,MK}, where MK is the number of transmit

antennas in K-user M × 1 MISO IC. However, I just assumed that n∗ is limited to N

since

MK > M · argmin

γ=

⌊√
K
M

⌋
,

⌈√
K
M

⌉Mγ +
K

γ
, (2.81)

where the right-hand side means the value of n∗ that results in the maximum linear

sum DoF with sufficiently large N .

If extra preset modes at the receivers more than the number of transmit antennas

are not exploited, fully connected interfering BC only achieve the linear sum DoF as
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a single cell sum DoF, i.e., a total of MK
M+K−1 DoF, not to be affected by inter-cell

interference (illustrated by the dotted line in Fig. 2.4). Thus, previous work on the

sum DoF characterizations for downlink cellular networks (e.g. macro-femto cellular

networks [49], partially connected cellular networks [13]-[50]) assumes that the base

stations are able to do data sharing between them to serve the users with all the base

stations in their proximity. In the cellular networks, the sum DoF can be increased by

data sharing between the base stations when the users have enough preset modes to

be served by contiguous base stations. However, Theorem 2.3.5. shows that the linear

sum DoF for cellular networks can be increased by extra preset modes without the

help of data sharing between base stations. To exploit extra preset modes at the re-

ceivers without data sharing, the alignment sets are constructed to include the transmit

symbols from the multiple base stations. These symbols are aligned at the other cell’s

users and have independent signal subspaces at multiple base stations’ users, while a

general approach of IA for cellular networks is to align transmit symbols from a single

base station at all of the other cell’s users. By a similar approach to exploit extra pre-

set modes in Theorem 2.3.3 and Theorem 2.3.5, partially connected cellular networks

could achieve larger sum DoF than fully connected cellular networks to take advantage

of their partial connectivity.

I also extend Theorem 2.3.3 to fully connected interfering multiple access channel,

i.e., uplink cellular networks, by considering the effect of transmitter cooperation for

the IC scenario with no CSIT.

Theorem 2.3.6. For K-cell fully connected interfering multiple access channels

which are illustrated in Fig. 2.5, where transmitters in each cell have total M transmit

antennas and each receiver is equipped with a single reconfigurable antenna with N

preset modes, the linear sum DoF is also upper-bounded by (2.47) as in the K-user

M × 1 MISO IC.
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Figure 2.5: K-cell fully connected interfering multiple access channels.

Without CSIT, there is no additional DoF gain by the transmitter cooperation, i.e.

a single transmitter with M transmit antennas is equivalent to M transmitters with a

single transmit antenna in terms of DoF perspective. Thus, fully connected interfering

multiple access channels can be seen as M × 1 MISO IC if

∑
s∈T k

Ms = M, (2.82)

for k ∈ [1 : K], where T k is the set of transmitters in Cell k and Ms denotes the

number of transmit antennas for transmitter s.

2.4 Blind IA for Partially-Connected K-user Interference Chan-

nel

In this section, I study the symmetric DoF of partially connected interference net-

works under linear coding strategies without CSIT beyond topology. I assume that the

receivers are equipped with reconfigurable antennas that can switch among their pre-
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set modes. In such a network setting, I characterize the class of network topologies in

which half linear symmetric DoF is achievable. Moreover, I derive two general upper

bounds on the linear symmetric DoF for arbitrary network topologies. I also demon-

strate the tightness of my bounds for the class of network topologies in which all the

transmitters in the network have at most two co-interferers.

2.4.1 Partially Connected Model

If the signal of Ti is received at Rj below the noise level, I ignore the link between

them in the network. The resulting connectivity pattern of the network, i.e., the set of

links over which the transmitted signal is received above the noise level, is referred

to as the network topology. Therefore, the network graph is considered to be partially

connected in which some of the links are ignored.

ym
j = Hm

j,jx
m
j +

∑
i∈Ij

Hm
j,ix

m
i + zmj , (2.83)

where Ij is the set of transmitters interfering at Rj . I assume that the transmitters

have no knowledge about the channel gain values, but are only aware of the network

topology, or equivalently {Ij}Kj=1.

The LDoF tuple (d1, . . . , dK) is said to be achievable if there exists a set of beam-

forming vectors and preset mode patterns for j ∈ [1 : K] almost surely, satisfying

dim
(

ProjN c
j

span(Hm
j,jV

m
j )

)
≥ dj(m),

dj = lim
m→∞

dj(m)
m ,

(2.84)

where ProjAcB denotes the vector space induced by projecting B onto the orthogonal

complement of A and Nj is the interference signal subspace at Rj given by

Nj =
⋃
i∈Ij

span(Hm
j,iV

m
i ). (2.85)
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2.4.2 Alignment & Conflict Graphs

To present the main results of this section, I first define the notions of the alignment

and conflict graphs for a given network topology, where both graphs share the same

vertex set [1 : K]. Each of the vertices corresponds to a transmitter-receiver pair. Thus,

I introduce the notions of the alignment and conflict edges for alignment and conflict

graphs, respectively, which were first defined in [5].

Definition 2.4.1. The alignment graph is an undirected graph with vertex set [1 :

K], where vertices i and j (i �= j) are connected with a solid black edge, referred to

as an alignment edge, if and only if Ti and Tj are interfering at Rk (k /∈ {i, j}) above

the noise level; i.e., {i, j} ⊆ Ik.

Definition 2.4.2. The conflict graph is a directed graph with vertex set [1 : K],

where there is a dotted red directed edge from vertex i to vertex j, referred to as a

conflict edge, if and only if Ti is interfering at Rj above the noise level; i.e., i ∈ Ij .
Definition 2.4.3. For vertex i, the conflict edge which starts from vertex i is defined

as an outgoing conflict edge. In the same manner, the conflict edge which ends at vertex

i is defined as an incoming conflict edge.

Contrary to the conflict edge defined in [5], I assign a direction to conflict edges. I

also use the notions of alignment sets, internal conflicts, and conflict distance defined

in [5].

Definition 2.4.4. An alignment set is defined as a set of vertices connected through

alignment edges in an alignment graph.

Definition 2.4.5. An internal conflict is defined as a conflict edge in a conflict graph

between two vertices that belong to the same alignment set.

Definition 2.4.6. For two vertices that have an internal conflict between them, the

conflict distance is defined as the minimum number of alignment edges that are needed

to be traversed to go from one vertex to the other.
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Finally, I define the notions of internal conflict cycles and co-interferers.

Definition 2.4.7. An internal conflict cycle is defined as a directed cycle of conflict

edges among vertices all of which have incoming conflict edges from a single vertex

outside the cycle.

Definition 2.4.8. For a transmitter Ti, its set of co-interferers, denoted by T̂i, is

defined as the set of transmitters interfering together with Ti at one of its unintended

receivers. To be precise,

T̂i =
⋃

j: i∈Ij
Ij \ {i}. (2.86)

2.4.3 Half-Rate Feasible Topologies

I identify the “half-rate feasible” network topologies (i.e., the ones that can achieve

half linear symmetric DoF). I also give an example of such “half-rate feasible” network

topologies.

Theorem 2.4.1. For partially connected K-user interference networks with recon-

figurable antenna switching between at least two modes at the receivers, half linear

symmetric DoF can be achieved if and only if all vertices in the alignment and conflict

graphs of the network have less than two incoming internal conflicts.

I first prove the converse. To prove the converse of Theorem 2.4.1, I show that half

linear symmetric DoF cannot be achieved if some of vertices have two or more incom-

ing internal conflicts. Suppose that each transmitter sends m
2 symbols over m channel

uses and a set of vertices i, j, and k on the graph of the network are included in align-

ment set S . If Ti and Tj are connected to Rk and vertices i and j are connected with

an alignment edge, the dimension of the desired signal subspace at Rk not interfered
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by the interfering signals is given by

dim
(

ProjN c
k

span(Hm
k,kV

m
k )

)
(2.87)

= dim(Hm
k,kV

m
k ,Hm

k,iV
m
i ,Hm

k,jV
m
j )− dim(Hm

k,iV
m
i ,Hm

k,jV
m
j ) (2.88)

≤ m− dim(Hm
k,iV

m
i ,Hm

k,jV
m
j ). (2.89)

Due to (2.84), the interfering signals should be aligned at Rk to achieve half linear

DoF as

at Rk: dim(Hm
k,iV

m
i ,Hm

k,jV
m
j ) ≤ m

2
. (2.90)

Since the columns of each beamforming matrix are linearly independent, all vm
i,n for

n ∈ [1 : m
2 ] should be aligned at Rk with Vm

j as

at Rk: Hm
k,iv

m
i,n ∈ span(Hm

k,jV
m
j ). (2.91)

Recall that the transmitters have no knowledge about channel realizations and Hm
k,i and

Hm
k,j have the identical changing pattern of their diagonal entries. By Lemma 2.3.1,

vm
i,n ∈ span(Vm

j ). (2.92)

Since all the columns of Vm
i are included in Vm

j ,

dim(Vm
i ,Vm

j ) ≤ m

2
, (2.93)

and since each beamforming matrix has m/2 linearly independent columns, the above

inequality implies that

span(Vm
i ) = span(Vm

j ). (2.94)

Note that vertex k is also in the same alignment set. Hence, following similar argu-

ments as the above, I will have

span(Vm
i ) = span(Vm

j ) = span(Vm
k ). (2.95)
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Meanwhile, equation (2.91) can be paraphrased by multiplying Hm
k,k and its inverse as

Hm
k,iv

m
i,n ∈ span(Hm

k,k(H
m
k,k)

−1Hm
k,jV

m
j ). (2.96)

By Lemma 2.3.1, it leads to

vm
i,n ∈ span((Hm

k,k)
−1Hm

k,jV
m
j ). (2.97)

From (2.95) and (2.97), span(Vm
k ) and span((Hm

k,k)
−1Hm

k,jV
m
j ) have non-zero inter-

section since vm
i,n is included in both of the two subspaces. Thus, it can be expressed

as

dim(Hm
k,kV

m
k ∩Hm

k,jV
m
j ) > 0.

At Rk, the desired signal subspace is contaminated by the interfering signal sub-

space from Tj . Thus, Rk cannot decode all the desired m/2 symbols over m channel

uses, implying that half linear symmetric DoF cannot be achieved. This completes the

proof of the converse.

I now prove the achievability. To prove the achievability of Theorem 2.4.1, I show

that half linear symmetric DoF can be achieved if all of the vertices have less than two

incoming internal conflicts. Suppose that each transmitter sends one data symbol in

two time slots and the set of transmitters whose corresponding vertices are included in

the same alignment set have the same 2 × 1 beamforming vector. I specify the beam-

forming vectors for alignment sets such that any two of them are linearly independent.

Consider a receiver Rj in the network. If j is included in alignment set S1, Rj receives

the interfering signals from the transmitters included in another alignment set (S2) or

from a single transmitter in alignment set S1. For the former case, interfering signals

can be aligned to a 1-dimensional signal subspace if Rj does not change the preset

mode over two channel uses; i.e., L2
j = [1 1], since all its interferers have the same
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beamforming vector. In this case, the received signal at Rj over two channel uses is

given by

y2
j =

⎡⎣ hj,j(lj(1)) 0

0 hj,j(lj(1))

⎤⎦v2
S1
sj,1 (2.98)

+
∑
i∈S2

⎡⎣ hj,i(lj(1)) 0

0 hj,i(lj(1))

⎤⎦v2
S2
si,1

︸ ︷︷ ︸
rank=1

+z2j ,

where v2
S1

and v2
S2

are 2 × 1 beamforming vectors for alignment sets S1 and S2,

respectively. For the latter case, when Rj is only interfered by a transmitter which is

included in the same alignment set, it can have two independent equations by changing

the preset mode from 1 to 2; i.e., L2
j = [1 2], although Tj and the interferer have the

same beamforming vector. It can be expressed as

y2
j =

⎡⎣ hj,j(lj(1)) 0

0 hj,j(lj(2))

⎤⎦v2
S1
sj,1

+

⎡⎣ hj,i(lj(1)) 0

0 hj,i(lj(2))

⎤⎦v2
S1
si,1 + z2j .

Thus, all users can achieve 1
2 linear DoF and the proof is complete.

Example 2.4.1. Consider a 4-user interference network illustrated in Fig. 2.6. In

its corresponding alignment and conflict graphs, I include both alignment and con-

flict edges in one graph for simplicity. According to its corresponding alignment and

conflict graphs, the alignment sets are determined as

S1 = {1, 2}, S2 = {3, 4}.

Without preset mode switching, this network topology cannot achieve half linear

symmetric DoF since there exist internal conflicts (from vertex 1 to 2 and from vertex
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Figure 2.6: A 4-user interference network and its alignment and conflict graphs.

3 to 4) on the graph. However, it can achieve half linear symmetric DoF with the

aid of preset mode switching because no vertex has two or more incoming internal

conflicts. I now show an achievable scheme for this network topology. Each user sends

one data symbol to its corresponding receiver during two time slots. I determine the

beamforming vectors for each alignment set in order to be linearly independent as

v2
1 = v2

2 = [1 1]T , v2
3 = v2

4 = [1 − 1]T ,

and the preset mode patterns are given by

L2
1 = L2

3 = [1 1], L2
2 = L2

4 = [1 2].

Receivers R1 and R3 which are interfered by the transmitters in the other alignment

set do not change their preset mode to align interfering signals into a 1-dimensional

signal subspace, while receivers R2 and R4 which are interfered by the transmitter in

the same alignment set change their preset modes to have independent desired signal

and interference subspaces. Hence, receivers R1 and R3 can decode their desired sym-

bols by adding the received signals in time slots 1 and 2 and by subtracting the received

signal in time slot 2 from time slot 1, respectively. Receivers R2 and R4 can also de-

code their desired symbols since they each have two independent equations during two

time slots.
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Remark 2.4.1. The “half-rate feasible” topologies in which half linear symmetric

DoF is achievable correspond to the best topologies since half symmetric DoF is the

highest possible value for the symmetric DoF in the presence of interference (i.e., as

long as at least one interference link from Ti to Rj (i �= j) exists in the network

topology). Therefore, Theorem 2.4.1 characterizes the best topologies for TIM with

reconfigurable antennas at the receivers.

Remark 2.4.2. Without reconfigurable antennas, it was shown in [5] that half sym-

metric DoF is achievable if and only if there is no internal conflict in the alignment

and conflict graphs of the network, which is strictly more restrictive than the condition

in Theorem 2.4.1. Therefore, Theorem 2.4.1. demonstrates that the class of “half-rate

feasible” network topologies is extended by utilizing preset mode switching of recon-

figurable antennas at the receivers, since Theorem 2.4.1 shows that half symmetric

DoF can be achieved in a larger class of network topologies by utilizing preset mode

switching with only linear coding schemes. In particular, if receivers are equipped

with reconfigurable antennas, each receiver can distinguish its desired signal by preset

mode switching although an interferer has the identical beamforming vector with its

corresponding transmitter. Thus, if each vertex has at most one incoming internal con-

flict on the alignment and conflict graphs of the network, half linear symmetric DoF is

achievable.

2.4.4 Upper-Bounds on Linear Symmetric DoF

In this subsection, I provide two upper bounds on the linear symmetric DoF for arbi-

trary network topologies in terms of the minimum conflict distance for internal con-

flicts towards the vertices that have two or more internal conflicts and the length of the

shortest internal conflict cycle of odd length.

Theorem 2.4.2. For partially connected K-user interference networks with recon-
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figurable antenna switching among any number of preset modes at the receivers, the

linear symmetric DoF is upper-bounded by

LDoFsym ≤
Δmin + 1

2Δmin + 3
, (2.99)

where Δmin is the minimum conflict distance among the internal conflicts towards

any vertex j ∈ B, B is the set of vertices which have two or more incoming internal

conflicts.

Suppose that each user sends λm data symbols over m channel uses; i.e., ni =

λm, ∀i ∈ [1 : K]. For two arbitrary transmitters Tp and Tq, if Tp and Tq are both inter-

fering at Rs and vertices p and q are connected with an alignment edge, the dimension

of the desired signal subspace at Rs not interfered by the interfering signals is given

by

dim
(

ProjN c
s

span(Hm
s,sV

m
s )

)
(2.100)

= dim(Hm
s,sV

m
s ,Hm

s,pV
m
p ,Hm

s,qV
m
q )− dim(Hm

s,pV
m
p ,Hm

s,qV
m
q ) (2.101)

≤ m− dim(Hm
s,pV

m
p ,Hm

s,qV
m
q ). (2.102)

The interfering signals should be aligned at Rs to set aside λm-dimensional desired

signal subspace as

at Rs: dim(Hm
s,pV

m
p ,Hm

s,qV
m
q ) ≤ (1− λ)m.

Since the columns of each beamforming matrix are linearly independent,

dim(Hm
s,pV

m
p ∩Hm

s,qV
m
q ) ≥ 2λm− (1− λ)m,

= (3λ− 1)m. (2.103)

Suppose that an m × 1 vector vm
∗ is included in the vector space (Hm

s,∗)
−1 ·(

span(Hm
s,pV

m
p ) ∩ span(Hm

s,qV
m
q )

)
, where Hm

s,∗ is an m ×m diagonal matrix whose
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changing pattern of diagonal entries is the same as Hm
s,p and Hm

s,q. By Lemma 2.3.1,

Hm
s,∗v

m
∗ ∈ span(Hm

s,pV
m
p ) ⇒ vm

∗ ∈ span(Vm
p ),

since Hm
s,∗ and Hm

s,p have the same changing pattern of their diagonal entries. Likewise,

vm
∗ ∈ span(Vm

q ).

Thus, I can say that

vm
∗ ∈ span(Vm

p ) ∩ span(Vm
q ),

which implies

(Hm
s,∗)

−1 ·
(
span(Hm

s,pV
m
p ) ∩ span(Hm

s,qV
m
q )

)
⊆ span(Vm

p ) ∩ span(Vm
q ). (2.104)

On the other hand, suppose that vm
∗ is included in the vector space, span(Vm

p ) ∩
span(Vm

q ) ∩ span(Vm
s ). If Hm

s,∗v
m
∗ is included in span(Hm

s,qV
m
q ),

Hm
s,∗v

m
∗ ∈ span(Hm

s,qV
m
q )⇒ Hm

s,∗v
m
∗ ∈ span(Hm

s,s(H
m
s,s)

−1Hm
s,qV

m
q ), (2.105)

⇒ vm
∗ ∈ span((Hm

s,s)
−1Hm

s,qV
m
q ).

In this case, span(Vm
s ) and span((Hm

s,s)
−1Hm

s,qV
m
q ) have non-zero intersection since

vm
∗ is included in both of the two subspaces. Thus, it can be expressed as

dim(Hm
s,sV

m
s ∩Hm

s,qV
m
q ) > 0. (2.106)

At Rs, the desired signal subspace is contaminated by the interfering signal subspace

from Tq. It can be said that Rs cannot decode its desired symbols, hence the vector

Hm
s,∗v

m
∗ should not be included in span(Hm

s,qV
m
q ) if vm

∗ is included in span(Vm
p ) ∩

span(Vm
q ) ∩ span(Vm

s ). It can be also applied to span(Hm
s,pV

m
p ), thus leading to

(Hm
s,∗)

−1 ·
(
span(Hm

s,pV
m
p ) ∩ span(Hm

s,qV
m
q )

)
(2.107)

∩
(
span(Vm

p ) ∩ span(Vm
q ) ∩ span(Vm

s )
)
= ∅.
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From (2.104) and (2.107),

dim(Vm
p ∩Vm

q ) ≥ dim
(
(Hm

s,∗)
−1

(
span(Hm

s,pV
m
p ) ∩ span(Hm

s,qV
m
q )

))
(2.108)

+ dim(Vm
p ∩Vm

q ∩Vm
s )

= dim(Hm
s,pV

m
p ∩Hm

s,qV
m
q ) + dim(Vm

p ∩Vm
q ∩Vm

s ).

Thus, from (2.103),

dim(Vm
p ∩Vm

q )− dim(Vm
p ∩Vm

q ∩Vm
s ) ≥ (3λ− 1)m. (2.109)

This allows us to present the following lemma, which provides a bound on the

intersection of the beamforming vector spaces of any two users which are in the same

alignment set.

Lemma 2.4.1. For two vertices p and r in an alignment set, if Δ alignment edges

are needed to be traversed to go from p to r, then

dim(Vm
p ∩Vm

r ) ≥ ((2Δ + 1)λ−Δ)m. (2.110)

I prove the lemma by induction on Δ. If Δ = 1, then inequality (2.110) holds

according to (2.109). I now show that if inequality (2.110) holds for two vertices con-

nected with Δ alignment edges, it also holds for two vertices connected with Δ + 1

alignment edges. Suppose that vertices (p, r1), (r1, r2), and (p, r2) are connected with

Δ, 1, and Δ+1 alignment edges, respectively. By the property that if the vector space

A is included in the vector space B, i.e., A ⊆ B, then dim(A) ≤ dim(B),

dim(Vm
p ∩Vm

r1) + dim(Vm
r1 ∩Vm

r2) (2.111)

− dim(Vm
p ∩Vm

r2 ∩Vm
r1) ≤ rank(Vm

r1) = λm.
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Thus, I can say that

dim(Vm
p ∩Vm

r2) ≥ dim(Vm
p ∩Vm

r2 ∩Vm
r1)

≥ dim(Vm
p ∩Vm

r1) + dim(Vm
r1 ∩Vm

r2)− λm

≥ ((2Δ + 1)λ−Δ)m+ (3λ− 1)m− λm

= ((2(Δ + 1) + 1)λ− (Δ + 1))m. (2.112)

This completes the proof.

Now, assume that vertex k has two incoming internal conflicts from vertices i and

j with conflict distances Δ1 and Δ2, respectively. Without loss of generality, suppose

Δmin = Δ1 ≤ Δ2, hence Δ2 must be Δmin or Δmin + 1 since vertices i and j are

connected with an alignment edge. Since vertices k and i are connected with Δmin

alignment edges, Lemma 2.4.1 implies that

dim(Vm
k ∩Vm

i ) ≥ ((2Δmin + 1)λ−Δmin)m. (2.113)

Equation (2.109) holds for vertices i, j, and k, thus

dim(Vm
i ∩Vm

j )− dim(Vm
i ∩Vm

j ∩Vm
k ) ≥ (3λ− 1)m. (2.114)

From (2.113) and (2.114),

((2Δmin + 1)λ−Δmin)m+ (3λ− 1)m ≤ dim(Vm
k ∩Vm

i ) + dim(Vm
i ∩Vm

j )

− dim(Vm
i ∩Vm

j ∩Vm
k )

≤ λm, (2.115)

which implies that

λ ≤ Δmin + 1

2Δmin + 3
. (2.116)

This completes the proof.
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Remark 2.4.3. If there are no vertices that have two or more incoming internal

conflicts, i.e., B = ∅, I can say that Δmin is equal to infinity since there are no internal

conflicts towards B. In this case, the linear symmetric DoF upper bound of this network

is equal to 1
2 , thus corresponding to the result of Theorem 2.4.1.

I now proceed to prove the second upper bound.

Theorem 2.4.3. For partially connected K-user interference networks with recon-

figurable antenna switching among any number of preset modes at the receivers, the

linear symmetric DoF is upper-bounded by

LDoFsym ≤
2Lmin,odd

5Lmin,odd + 1
, (2.117)

where Lmin,odd is the length of the shortest internal conflict cycle of odd length.

Consider any internal conflict cycle of odd length L in the network. Without loss

of generality, assume this cycle is between vertices [L + 1, L, ..., 2], all receiving in-

terference from transmitter T1. This implies that each vertex i ∈ [2 : L] has incoming

internal conflicts from vertices 1 and i + 1, and vertex L + 1 has incoming internal

conflicts from vertices 1 and 2. Let me remove all the other interfering links in the

network topology, which only increases the upper bound of the symmetric DoF. As in

the proof of Theorem 2.4.2, suppose that each user sends λm data symbols over m

channel uses; i.e., ni = λm, ∀i ∈ [1 : K]. Equation (2.109) holds for any set of three

vertices where two of them have outgoing conflict edges towards the third one. Thus,

dim(Vm
p ∩Vm

q )− dim(Vm
p ∩Vm

q ∩Vm
s ) ≥ (3λ− 1)m, ∀{p, q} ∈ Is. (2.118)

For s ∈ {3, 4}, I can write the above inequality as

dim(Vm
1 ∩Vm

4 )− dim(Vm
1 ∩Vm

4 ∩Vm
3 ) ≥ (3λ− 1)m (2.119)

dim(Vm
1 ∩Vm

5 )− dim(Vm
1 ∩Vm

5 ∩Vm
4 ) ≥ (3λ− 1)m. (2.120)
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On the other hand, I have

λm = rank(Vm
1 )

≥ dim(Vm
1 ∩Vm

3 ) + dim(Vm
1 ∩Vm

4 ) + dim(Vm
1 ∩Vm

5 )

− dim(Vm
1 ∩Vm

4 ∩Vm
3 )− dim(Vm

1 ∩Vm
5 ∩Vm

4 )

− dim(Vm
1 ∩Vm

3 ∩Vm
5 ). (2.121)

Combining (2.119)-(2.120) with (2.121), I will get

dim(Vm
1 ∩Vm

3 )− dim(Vm
1 ∩Vm

3 ∩Vm
5 ) + 2(3λ− 1)m ≤ λm. (2.122)

This implies that in general, for s ∈ {i, i+ 1}, ∀i ∈ {3, 5, 7, ..., L}, I can write

dim(Vm
1 ∩Vm

i )− dim(Vm
1 ∩Vm

i ∩Vm
i+2) + 2(3λ− 1)m ≤ λm, (2.123)

assuming Vm
L+2 = Vm

2 . Adding all these inequalities together,

L∑
i=3
i odd

[
dim(Vm

1 ∩Vm
i )− dim(Vm

1 ∩Vm
i ∩Vm

i+2)
]

(2.124)

+ (L− 1)(3λ− 1)m ≤ L− 1

2
λm.

On the other hand, for s = 2, I can write (2.118) as

(3λ− 1)m ≤ dim(Vm
1 ∩Vm

3 )− dim(Vm
1 ∩Vm

3 ∩Vm
2 ). (2.125)

Adding (2.124) and (2.125) and rearranging the terms, I will get

dim(Vm
1 ∩Vm

3 ∩Vm
2 )− dim(Vm

1 ∩Vm
3 ∩Vm

5 )

+

L∑
i=5
i odd

[
dim(Vm

1 ∩Vm
i )− dim(Vm

1 ∩Vm
i ∩Vm

i+2)
]

≤
[
L− 5L+ 1

2
λ

]
m. (2.126)
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Clearly, for L = 3, the LHS of (2.126) is equal to zero since Vm
5 = Vm

L+2 = Vm
2 .

I will now present the following lemma which states that for odd values of L ≥ 5, the

LHS of (2.126) is non-negative.

Lemma 2.4.2. The following inequality holds for odd L ≥ 5.

L−2∑
i=5
i odd

[
dim(Vm

1 ∩Vm
i )− dim(Vm

1 ∩Vm
i ∩Vm

i+2)
]

(2.127)

+ dim(Vm
1 ∩Vm

L ) ≥ dim(Vm
1 ∩Vm

5,7,...,L),

where Vm
5,7,...,L is defined as span([Vm

5 Vm
7 · · · Vm

L ]).

I prove the lemma by induction on L. If L = 5, then (2.127) holds with equality,

since both sides will be equal to dim(Vm
1 ∩Vm

5 ). I now show that if inequality (2.127)

holds for any odd L ≥ 5, it also holds for L+2. If inequality (2.127) holds for L, then

I can write

L∑
i=5
i odd

[
dim(Vm

1 ∩Vm
i )− dim(Vm

1 ∩Vm
i ∩Vm

i+2)
]
+ dim(Vm

1 ∩Vm
L+2) (2.128)

≥ dim(Vm
1 ∩Vm

5,7,...,L)− dim(Vm
1 ∩Vm

L ∩Vm
L+2) + dim(Vm

1 ∩Vm
L+2)

≥ dim(Vm
1 ∩Vm

5,7,...,L)− dim(Vm
1 ∩Vm

5,7,...,L ∩Vm
L+2) + dim(Vm

1 ∩Vm
L+2)

= dim(Vm
1 ∩Vm

5,7,...,L+2).

Therefore, the inequality is also true for L+ 2 and the proof is complete.
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Now, I can write the LHS of (2.126) as

dim(Vm
1 ∩Vm

3 ∩Vm
2 )− dim(Vm

1 ∩Vm
3 ∩Vm

5 )

+

L∑
i=5
i odd

[
dim(Vm

1 ∩Vm
i )− dim(Vm

1 ∩Vm
i ∩Vm

i+2)
]

= dim(Vm
1 ∩Vm

3 ∩Vm
2 )− dim(Vm

1 ∩Vm
3 ∩Vm

5 )

+

L−2∑
i=5
i odd

[
dim(Vm

1 ∩Vm
i )− dim(Vm

1 ∩Vm
i ∩Vm

i+2)
]

+ dim(Vm
1 ∩Vm

L )− dim(Vm
1 ∩Vm

L ∩Vm
2 )

(a)

≥ dim(Vm
1 ∩Vm

3 ∩Vm
2 )− dim(Vm

1 ∩Vm
3 ∩Vm

5 )

+ dim(Vm
1 ∩Vm

5,7,...,L)− dim(Vm
1 ∩Vm

L ∩Vm
2 )

≥ dim(Vm
1 ∩Vm

3 ∩Vm
2 )− dim(Vm

1 ∩Vm
3 ∩Vm

5,7,...,L)

+ dim(Vm
1 ∩Vm

5,7,...,L)− dim(Vm
1 ∩Vm

5,7,...,L ∩Vm
2 )

≥ dim(Vm
1 ∩Vm

3 ∩Vm
5,7,...,L ∩Vm

2 )− dim(Vm
1 ∩Vm

3 ∩Vm
5,7,...,L)

+ dim(Vm
1 ∩Vm

5,7,...,L)− dim(Vm
1 ∩Vm

5,7,...,L ∩Vm
2 )

≥ 0,

where in (a), I have invoked Lemma 2.4.2. This, together with (2.126), implies that

λ ≤ 2L

5L+ 1
.

Since the function f(L) = 2L
5L+1 is increasing in L, considering the shortest cycle of

odd length Lmin,odd yields the tightest upper bound, hence completing the proof.

Remark 2.4.4. If there exists an internal conflict cycle in the network topology,

it is easy to verify that Δmin = 1, implying that the upper bound in Theorem 2.4.2

evaluates to 2
5 . In this case, if there exists at least one internal conflict cycle of odd

length, then the bound in Theorem 2.4.3 will be strictly less than 2
5 , hence dominating
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the bound in Theorem 2.4.2.

Remark 2.4.5. The two upper bounds presented in Theorems 2.4.2 and 2.4.3 are

restricted to linear coding schemes. Relaxing this assumption to include non-linear

coding strategies as well may invalidate these upper bounds. However, characteriz-

ing the information-theoretic upper bounds on the symmetric DoF for general coding

schemes with reconfigurable antenna switching at the receivers is beyond the scope of

this dissertation and I leave it as future work.

2.4.5 Achievable Scheme

In this subsection, I show that the upper bound on the linear symmetric DoF in Theo-

rem 2.4.2 is tight if all the transmitters have at most two co-interferers. I also introduce

three examples: i) a network topology that can achieve the upper bound in Theorem

2.4.2 by my proposed linear scheme, ii) a network topology in which there exists a fork

in the alignment and conflict graphs and I cannot apply my scheme, but I can achieve

the upper bound in Theorem 2.4.3 with an alternative scheme, and iii) a network topol-

ogy that neither of the upper bounds in Theorems 2.4.2 and 2.4.3 is achievable.

Theorem 2.4.4. For partially connected K-user interference networks with recon-

figurable antenna switching between at least two preset modes at the receivers, the lin-

ear symmetric DoF of Δmin+1
2Δmin+3 is achievable if the maximum number of co-interferers

for each transmitter is bounded by two; i.e.,

max
i∈[1:K]

∣∣∣T̂i∣∣∣ ≤ 2. (2.129)

For a network topology in which the transmitters have at most two co-interferers,

I show that each transmitter can send Δmin + 1 data symbols over 2Δmin + 3 channel

uses; i.e., ni = Δmin + 1, ∀i ∈ [1 : K] and m = 2Δmin + 3. Since in such topologies,

the alignment graph has no forks, each alignment set can be represented either as a
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concatenated line or a cycle of alignment edges. The beamforming vectors are deter-

mined to meet the following conditions so that the interfering signals are aligned into

(Δmin + 2)-dimensional signal subspace.

• Each vertex has Δmin + 1 beamforming vectors.

• Two vertices connected with an alignment edge have at least Δmin common

beamforming vectors that the vertices to which Δmin or more alignment edges

are needed to be traversed to go from both of them do not have.

The above conditions can be realized when vertices have the beamforming vectors

in a consecutive order by removing the first one and adding a new one at the last po-

sition (for a concatenated line) or sliding out each other’s way as the start and the end

positions meet (for a cycle). Two examples that show how to determine the beamform-

ing vectors with Δmin = 1 are given in Fig 2.7. Moreover, to guarantee that the desired

signal subspaces are independent of the interference signal subspaces, the following

conditions should be satisfied.

• If the source and the destination of a conflict edge have common beamforming

vectors, these vectors should have at least two non-zero entries.

• Two vertices that are not included in the same alignment set should not have

common beamforming vectors.

• Any 2Δmin + 3 beamforming vectors should be linearly independent.

Note that there cannot be more than three interferers at any receiver with the con-

straint of at most two co-interferers. If Rk is interfered by three transmitters, interferers

do not have any other co-interferer since the number of their co-interferers is already

two. Thus, their corresponding vertices are connected with triangle-shaped alignment
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Figure 2.7: Beamforming vectors for 4 vertices of an alignment set with Δmin = 1.

((a) a concatenated line, and (b) a cycle)

edges and k does not belong to this alignment set. Since they have a total of Δmin + 2

beamforming vectors independent of the beamforming vectors of Tk, Rk can achieve

Δmin+1
2Δmin+3 linear DoF.

For the receivers interfered by less than three transmitters, I can classify them into

three cases by the number of incoming internal conflicts.

1) Two incoming internal conflicts: In this case, the receiver is connected to two

transmitters in the same alignment set. I assume that vertex k has two incoming internal

conflicts from i and j with minimum conflict distance Δmin. As mentioned above, Ti

and Tj have common Δmin beamforming vectors that Tk does not have. It can be

denoted as

vm
i,n = vm

j,n, ∀n ∈ [2 : Δmin + 1]. (2.130)

For the beamforming vectors vm
i,n and vm

j,n, ∀n ∈ [2 : Δmin +1], the interfering signals

Hm
k,iv

m
i,n and Hm

k,jv
m
j,n can be aligned into a 1-dimensional signal subspace if Rk has

the identical preset mode at the time slots when vm
i,n and vm

j,n have non-zero entries

at the corresponding rows. On the other hand, the desired signal Hm
k,kv

m
k,n, ∀n ∈ [1 :

Δmin + 1] can have an independent signal subspace at Rk although vm
k,n is a common
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beamforming vector with Ti or Tj , if Rk has at least two preset modes at the time slots

when vm
k,n has non-zero entries at the corresponding rows. The received signal at Rk

over 2Δmin + 3 channel uses is given by

ym
k = Hm

k,kV
m
k sk +

Δmin+1∑
n=2

(
Hm

k,iv
m
i,nsi,n +Hm

k,jv
m
j,nsj,n

)
︸ ︷︷ ︸

rank=Δmin

+
(
Hm

k,iv
m
i,1si,1 +Hm

k,jv
m
j,1sj,1

)︸ ︷︷ ︸
rank=2

+zmk .

Hence, Rk can decode the desired Δmin +1 symbols over 2Δmin +3 channel uses,

thus Δmin+1
2Δmin+3 linear DoF is achievable.

2) One incoming internal conflict: If vertex k has a single incoming internal con-

flict from vertex i, Rk is only interfered by Ti. It can decode all desired symbols since

it receives only 2(Δmin +1) symbols over 2Δmin +3 channel uses, although Tk and Ti

may have some common beamforming vectors. If Vm
k and Vm

i have the same columns,

Rk should have at least two preset modes at the time slots when they have non-zero

entries at the corresponding rows.

3) No incoming internal conflicts: If vertex k has no incoming internal conflicts,

Rk receives the interfering signals from the transmitters which are included in another

alignment set S. Since two vertices connected with an alignment edge have the same

Δmin beamforming vectors, the beamforming vectors of one or two interferers can be

determined with at most Δmin +2 vectors. Thus, the interfering signals can be aligned

into (Δmin+2)-dimensional signal subspace at Rk without preset mode switching. The

received signal at Rk over 2Δmin + 3 channel uses is given by

ym
k = Hm

k,kV
m
k sk +

∑
i∈Ik

Hm
k,iV

m
i si︸ ︷︷ ︸

rank≤Δmin+2

+zmk . (2.131)

Therefore, the linear symmetric DoF of Δmin+1
2Δmin+3 is achievable in all cases and the proof

is complete.
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Figure 2.8: A 5-user network topology.

Remark 2.4.6. Without reconfigurable antennas, it was shown in [5, Corollary 8]

that the symmetric DoF is upper-bounded by Δ
2Δ+1 . Comparing this bound with the

bound in Theorem 2.4.2 for the topologies in which there is no fork in the alignment

and conflict graphs, where the two bounds in [5, Corollary 8] and in Theorem 2.4.2 are

tight, I note the benefit of reconfigurable antenna switching, by increasing the upper

bound from two perspectives. First, the minimum conflict distance is considered only

among the internal conflicts towards each vertex j ∈ B, while it was considered among

all internal conflicts without mode switching. Second, the upper bound increases from

Δ
2Δ+1 to Δmin+1

2(Δmin+1)+1 as if the minimum conflict distance increases from Δ to Δmin+1.

Example 2.4.2. Consider a partially connected 5-user interference network illus-

trated in Fig. 2.8. According to its corresponding alignment and conflict graphs, the

alignment sets are determined as

S1 = {1, 2, 3}, S2 = {4, 5}. (2.132)

In the alignment and conflict graphs, vertex 1 has two incoming internal conflicts with

Δmin = 1. Therefore, since the number of co-interferers of all the transmitters is

bounded by 2, Theorem 2.4.4 implies that a linear symmetric DoF of 2
5 is achievable,
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through a scheme where each transmitter sends 2 data symbols over 5 channel uses.

According to the introduced linear scheme, the beamforming matrices are determined

as

V5
1 = [v5

a v5
b ],V

5
2 = [v5

b v5
c ],V

5
3 = [v5

c v5
d],V

5
4 = [v5

e v5
f ],V

5
5 = [v5

e v5
f ].

At R1, the interfering signals can be aligned into a 3-dimensional subspace since T2

and T3 have a common beamforming vector v5
c which T1 does not have. Although

T1 and T2 have a common beamforming vector v5
b and they interfere at R2 and R1,

respectively, the received signals of v5
b occupy an independent signal subspace at R2

and R1 by changing the preset modes at these receivers. To make the signal and inter-

ference subspaces independent at R1 and R2 by changing the preset modes, v5
b should

have at least two non-zero entries to produce two independent equations. Moreover,

any five of the beamforming vectors should be linearly independent. Under the above

restrictions, I can pick the following beamforming vectors

v5
a = [1 0 0 0 0]T , v5

b = [0 1 1 0 0]T , v5
c = [0 0 0 1 0]T ,

v5
d = [0 0 0 0 1]T , v5

e = [0 1 0 0 0]T , v5
f = [1 0 1 1 1]T .

Moreover, I select the preset modes of R1 and R2 as

L5
1 = L5

2 = [1 1 2 1 1]. (2.133)

where the preset mode changes when the common beamforming vector of an inter-

ferer and the corresponding transmitter, i.e., v5
b , has non-zero entries. Thus, R1 and

R2 can decode s1,2 and s2,1 since they have two independent equations at time slots

2 and 3. They can decode s1,1 and s2,2 at time slots 1 and 4, respectively. The other

receivers R3, R4, and R5 do not need to change their preset mode since vertices 3, 4,

and 5 have no internal conflicts, thus their corresponding transmitters have no common

beamforming vectors with interferers. R3 can decode its desired symbols s3,1 and s3,2
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Figure 2.9: A 4-user network topology.

by subtracting the received signal at time slot 3 from the received signal at time slots

4 and 5, respectively. R4 and R5 can also decode their desired symbols by appropriate

signal subtractions. Therefore, the linear symmetric DoF of Δmin+1
2Δmin+3 = 2

5 is achievable

in this network.

I next present an example which does not fall into the class of topologies consid-

ered in Theorem 2.4.4, but can achieve the upper bound in Theorem 2.4.3.

Example 2.4.3. Let me consider the network topology in Fig. 2.9. As the alignment

and conflict graphs in Fig. 2.9 illustrate, vertex 1 is a fork since it is connected to

vertices 2, 3, and 4 with alignment edges. According to Theorems 2.4.2 and 2.4.3, the

linear symmetric DoF for this network topology is upper-bounded by min
(
2
5 ,

3
8

)
= 3

8 ,

since the minimum conflict distance Δmin is equal to 1 and there exists an odd-length

internal conflict cycle of length Lmin,odd = 3 among vertices [4, 3, 2].

In this network topology, the upper bound of 3
8 on the linear symmetric DoF can

be achieved if the beamforming matrices are determined as

V8
1 = [v8

a v8
b v8

c ], V8
2 = [v8

a v8
d v8

e ], V8
3 = [v8

b v8
f v8

g], V8
4 = [v8

c v8
h v8

i ].

Using these beamforming matrices, interfering signals are aligned into 5-dimensional

subspaces and the desired signals occupy 3-dimensional signal subspaces independent
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Figure 2.10: A 7-user network topology.

of the interference signal subspaces. This implies that a linear symmetric DoF of 3
8 is

achievable, which meets the upper bound of Theorem 2.4.3.

Remark 2.4.7. Theorem 2.4.4 shows the tightness of the upper bound in Theorem

2.4.2 on the linear symmetric DoF for the class of network topologies in which all

the transmitters have at most two co-interferers, or equivalently there is no fork in

the alignment graph, where a fork is a vertex with three or more alignment edges

connected to it. If some of the transmitters in the network have more than two co-

interferers, the upper bound in Theorem 2.4.2 may not be always tight.

I finally present an example topology in which both the outer bounds in Theorems

2.4.2 and 2.4.3 cannot be achieved, hence characterizing the linear symmetric DoF

with reconfigurable receiver antennas remains open.

Example 2.4.4. Consider the network topology in Fig. 2.10. Based on the alignment

and conflict graphs, Theorems 2.4.2 and 2.4.3 imply that the linear symmetric DoF is

upper-bounded by min(25 ,
5
13) = 5

13 as Δmin = 1 and Lmin,odd = 5. Suppose that I
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try to achieve the symmetric DoF of 5
13 in this topology. Each transmitter intends to

send 5 data symbols to its corresponding receiver over 13 time slots, and each pair

of interferers should have two common beamforming vectors that the destination of

their outgoing conflict edges does not have. Since five vertices (vertices 2, 6, 5, 4,

and 3) form an internal conflict cycle of length 5 in this topology, the aforementioned

condition can be satisfied as follows.

V13
1 = [v13

a v13
b v13

c v13
d v13

e ], V13
2 = [v13

a v13
b · · · ], V13

3 = [v13
c v13

d · · · ],

V13
4 = [v13

a v13
e · · · ], V13

5 = [v13
b v13

c · · · ], V13
6 = [v13

d v13
e · · · ].

In addition, since T5 and T6 are interfering at R7, they have two common beamforming

vectors v13
f and v13

g as

V13
5 = [v13

b v13
c v13

f v13
g · · · ], V13

6 = [v13
d v13

e v13
f v13

g · · · ],

in order to align the interfering signals into 8-dimensional signal subspaces at R7. To

have independent signal subspaces for the desired signals at R7, T7 cannot have v13
f

and v13
g as a beamforming vector. Next, since T5 and T7 are also interfering at R1,

they should have two common beamforming vectors that T1 does not have. However,

T1 already has v13
b and v13

c as a beamforming vector and T7 cannot have v13
f and v13

g ,

which leads to the fact that T5 and T7 cannot have two common beamforming vectors

that T1 does not have. This means that the linear symmetric DoF of 5
13 is not achievable

in this topology, implying that the upper bounds in Theorems 2.4.2 and 2.4.3 are not

tight for this topology.

2.4.6 Numerical Analysis

In this subsection, I numerically evaluate my upper bounds and validate my achievable

schemes for two possible network scenarios by presenting the percentages of the oc-

currence of the classes of network topologies considered in the previous subsections
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Figure 2.11: A 7-cell network.

and also the linear symmetric DoF gains obtained by reconfigurable antennas at the

receivers in these classes. I consider two network scenarios: i) cellular networks with

uniformly distributed transmitters (base stations) and receivers (mobile users) at the

cell boundaries and ii) device-to-device networks with randomly distributed transmit-

ters and receivers. To evaluate our results in the previous subsections, I indicate the

percentages of the “half-rate feasible” topologies and the class of topologies in which

my upper bound is tight for various coverage areas of the transmitters. I also show how

much linear symmetric DoF gain I can obtain with reconfigurable antennas at the re-

ceivers which demonstrates the synergistic effect of exploiting both knowledge about

the network topology and preset mode switching at the receivers.
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Figure 2.12: Distributions of the “half-rate feasible” topologies among 7-cell networks.

Cellular networks with 7 hexagonal cells

I first consider cellular networks with seven hexagonal cells, with one cell located at

the center and six surrounding cells. Each cell has a base station at its center and a

mobile user located randomly inside the cell. An example is described in Fig. 2.11.

In this figure, the blue circles, orange circles, black hexagons, and red circles rep-

resent transmitters (base stations), receivers (mobile users), cell boundaries, and cell

coverage area of base stations, respectively. The radius of the cell boundary (the dis-

tance between a base station and its cell corners) is denoted by d, and the radius of the

cell coverage area is denoted by r. The signal of each base station is received above

noise level by the mobile users in its coverage area. Thus, the ratio between the radius

of the cell coverage area and the radius of the cell boundary, i.e., r/d, is a measure

for the density of the cellular network, showing how much interference can be caused
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Figure 2.13: Distributions of the linear symmetric DoF among 7-cell networks.

in the network by the base stations to the receivers in their neighboring cells. In other

words, as r/d increases, there will be a higher probability that each receiver has more

incoming interfering links above noise level.

Fig. 2.12 shows the percentages of three classes of network topologies among all

7-cell network topologies for four cases of network density r/d ∈ {1.2, 1.4, 1.6,
√
3}:

the “half-rate feasible” topologies without reconfigurable antennas at the receivers

(w/o RA), the “half-rate feasible” topologies with reconfigurable antennas at the re-

ceivers (w/ RA), and the network topologies in which my upper bound is tight, i.e.,

either the “half-rate feasible” network topologies or the network topologies with at

most two co-interferers.

Based on this figure, I have the following observations.

1. I note that the fraction of the “half-rate feasible” network topologies increases
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for all cases of network density by using reconfigurable antennas at the receivers

compared to the case without reconfigurable antennas at the receivers, where

only the knowledge about network topology is utilized for interference manage-

ment [5]. This gap arises due to the network topologies with at least one internal

conflict in which there does not exist a vertex having two or more incoming in-

ternal conflicts, since as pointed out in Remark 2.4.2, half linear symmetric DoF

is achievable in such network topologies with reconfigurable antennas at the

receivers but not achievable without reconfigurable antennas at the receivers.

2. Interestingly, the percentage of the network topologies with at most two co-

interferers in which I can exactly characterize the linear symmetric DoF is al-

most 100% with low network density (r/d = 1.2, 1.4). As expected, this fraction

decreases as the network density increases, since the number of co-interferers of
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each transmitter can increase if the number of interfering links above noise level

increases in the network. When the network topology has a network density

r/d =
√
3 where each base station causes interference above noise level at the

center of its adjacent cells, my upper bound is tight for almost 60% of network

topologies among all 7-cell networks.

I also evaluate the distributions of the linear symmetric DoF in the considered 7-

cell network scenario. In this case, I only consider the network topologies in which

my upper bound is tight as for these topologies, I am able to characterize the linear

symmetric DoF. Figs. 2.13 and 2.14 represent the distributions of the linear symmetric

DoF and the DoF gain obtained by reconfigurable antennas at the receivers for the

network density r/d =
√
3.

These figures highlight the following two points.

3) Without reconfigurable antennas at the receivers, the linear symmetric DoF takes

3 distinct values in {13 , 25 , 12}, which correspond to the cases where the mini-

mum conflict distance Δ is equal to 1, 2, and there are no internal conflicts in

the alignment and conflict graphs, respectively. On the contrary, when receivers

are equipped with reconfigurable antennas, the linear symmetric DoF takes 3

distinct values in {25 , 37 , 12}, which correspond to the cases where Δmin is equal

to 1, 2, and there are no vertices in the alignment and conflict graphs which have

two or more incoming internal conflicts, respectively.

4) The network topologies that cannot obtain linear symmetric DoF gain by re-

configurable antennas at the receivers (0% gain of LDoFsym) are indeed the

topologies that can already achieve half symmetric DoF without reconfigurable

antennas. It is worth mentioning that the linear symmetric DoF gain can always

be obtained by reconfigurable antennas at the receivers if half linear symmetric
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DoF cannot be achieved by exploiting only network topology (without recon-

figurable antennas). This is because the linear symmetric DoF in terms of the

minimum conflict distance increases from Δ
2Δ+1 to Δmin+1

2(Δmin+1)+1 as if the mini-

mum conflict distance increases from Δ to Δmin + 1. Moreover, the minimum

conflict distance is considered only among the internal conflicts towards the ver-

tices which have more than one incoming internal conflict with preset mode

switching of reconfigurable antennas, while it was considered among all inter-

nal conflicts without mode switching, hence implying that Δ ≤ Δmin. These

two facts can be represented as follows.

Δ

2Δ+ 1
<

Δ+ 1

2(Δ + 1) + 1
≤ Δmin + 1

2(Δmin + 1) + 1
.

The linear symmetric DoF of Δ+1
2(Δ+1)+1 corresponds to the case where the min-

imum conflict distance increases from Δ to Δ + 1, and in addition the linear

symmetric DoF of Δmin+1
2(Δmin+1)+1 corresponds to the case where the minimum con-

flict distance is considered only among the internal conflicts towards each vertex

j ∈ B.

Device-to-device networks with 10 users

I also consider device-to-device networks with 10 transmitter-receiver pairs, where the

pairs are randomly distributed in a given square area of side length d. A realization of

such a network is shown in Fig. 2.15.

In this figure, the blue circles, orange circles, black square, and red circles repre-

sent transmitters, receivers, network area boundary, and coverage area of transmitters,

respectively. Each transmitter has a coverage area of radius r around itself, in which

the corresponding receiver is located. In this scenario, I also employ the ratio between

the transmitter coverage area radius and the network area side length, i.e., r/d, to rep-

resent the network density.
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Figure 2.15: A 10-user device-to-device network.

Fig. 2.16 represents the percentages of three classes of network topologies among

all 10-user device-to-device network topologies for four cases of network density

r/d ∈ { 1
10 ,

1
8 ,

1
5 ,

1
4}.

In addition, Figs. 2.17 and 2.18 show the distributions of the linear symmetric

DoF and the corresponding DoF gains for the network topologies in which my upper

bound is tight among the considered 10-user device-to-device networks with a network

density of r/d = 1/4. Based on these three figures, I observe the following.

5) It appears that the changing trends of the percentages of the three considered

classes of network topologies, the distributions of the linear symmetric DoF, and

the gain obtained by reconfigurable antenna switching is quite similar between

cellular network and device-to-device network scenarios. This suggests that the

gain from reconfigurable antennas at the receivers is not limited to specific con-

figuration and distribution of the transmitters and receivers in the network.

80



0.1 0.15 0.2 0.25
0

10

20

30

40

50

60

70

80

90

100

ratio between Tx coverage area radius and network area side length (r/d)

%
 o

f 
al

l 1
0−

u
se

r 
d

ev
ic

e−
to

−d
ev

ic
e 

n
et

w
o

rk
 t

o
p

o
lo

g
ie

s

 

 
"half−rate feasible" topologies w/o RA
"half−rate feasible" topologies w/ RA
topologies in which upper−bound is tight

Figure 2.16: Distributions of the “half-rate feasible” topologies among 10-user device-

to-device networks.

2.5 Blind IA with Finite Coherence Time

In this section, I investigate a blind IA scheme through staggered antenna switching

over IC with realistic channel assumptions. In existing blind IA, the coherence time

of channel is assumed to be long enough, but that may not always be true in realis-

tic scenarios. Therefore, I propose a dynamic supersymbol design method which can

construct a supersymbol with limited symbol extension that is determined by the co-

herence time of channel. It is demonstrated that the supersymbol block length can

be reduced significantly by aligning interferences in a hierarchical manner, referred

to as hierarchical blind IA. The key idea of hierarchical blind IA is to align interfer-

ences in groups and to use the same supersymbol structure between groups, producing
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Figure 2.17: Distributions of the linear symmetric DoF among 10-user device-to-

device networks.

aligned inter-group interferences without inner-group interference. Consequently, it is

observed that with a given coherence time the proposed dynamic supersymbol design

that exploits hierarchical blind IA achieves higher DoF than the conventional method.

2.5.1 System Model

Consider a system model for the blind IA scheme with reconfigurable antenna switch-

ing. The system contains K transmitters with Ms transmit antennas and K receivers

equipped with a single reconfigurable antenna that can switch among its own pre-

set modes. The number of transmit antennas is assumed to be more than or equal

to the maximum number of preset modes which their own served receivers have. I

divide K receivers into KG groups, thereby the kth receiver in the ith group is de-
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Figure 2.18: Distributions of the DoF gain among 10-user device-to-device networks.

noted as receiver [k, i] where k ∈ [1 : K
KG

] and i ∈ [1 : KG]. The receiver [k, i]

has N[k,i] preset modes, and I divide N[k,i] preset modes into NGi groups when N[k,i]

is divisible by NGi .
1 Then, N[k,i]/NGi = NE[k,i]

preset modes belong to a preset

mode group. The preset mode (n1, n2) implies the n1
th mode in group n2 where

n1 ∈ [1 : NE[k,i]
], n2 ∈ [1 : NGi ]. For example, when N[k,i] = 4, 4 preset modes

can be partitioned into two groups. Preset mode 1 and 2 belong to group 1, and 3

and 4 belong to group 2. Thus, they are denoted as (1, 1), (2, 1), (1, 2) and (2, 2). Be-

cause each receiver changes the preset mode of the reconfigurable antenna according

to the time slot, the preset mode of receiver [k, i] at time t is denoted as l[k,i](t). The

channel vector from the transmitter s ∈ [1 : K] to the receiver [k, i] at time t is de-

1If N[k,i] is not divisible by NGi , I can reduce the actually used preset modes from N[k,i] to N
′
[k,i] in

order to make N
′
[k,i] divisible by NGi .
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noted by hs
[k,i](l[k,i](t)) ∈ C1×Ms , each entry of which is assumed to be independent

and identically distributed (i.i.d.) zero mean complex Gaussian random variable with

unit variance, i.e., CN (0, 1), so that any Ms of them are linearly independent, almost

surely. The received signal for the receiver [k, i] at time t is

y[k,i](t) =

S∑
s=1

hs
[k,i](l[k,i](t))x

s(t) + z[k,i](t), (2.134)

where xs(t) ∈ CMs×1 is an Ms × 1 transmitted signal from the transmitter s, and

z[k,i](t) is the additive white Gaussian noise with CN (0, 1). Transmitters are subject

to the average transmit power constraint as E[‖xs(t)‖2] ≤ P .

According to the blind IA concept with the reconfigurable antenna as proposed

in [14], interference signals are aligned through a predetermined sequence of antenna

switching, which is called preset mode pattern. The supersymbol structure is deter-

mined by each user’s preset mode pattern. To perform the hierarchical blind IA, I use

the element pattern (pattern n1) and the group pattern (pattern n2) in a hierarchical

manner. Accordingly, a hierarchical supersymbol structure is constructed. The preset

mode pattern of receiver [k, i] is expressed as a Cartesian product2 as follows

n[k,i] = (pattern n1 of receiver [k, i])× (2.135)

(pattern n2 of receiver [k, i]).

Suppose n[k,i] = (p1, . . . , pL1) × (q1, . . . , qL2) where L1 and L2 means the length

of pattern n1 and n2, respectively, p1, . . . , pL1 ∈ [1 : NE[k,i]
], and q1, . . . , qL2 ∈

[1 : NGi ]. It indicates that receiver [k, i] has a predetermined preset mode pattern as

2In this chapter, the Cartesian product for sequences has a slightly different meaning from the con-

ventional use for sets. I define the Cartesian product operation for two sequences A and B, denoted by

A×B, as a sequence of all ordered pairs (ai, bj) such that ai and bj are the ith element of A and the jth

element of B, respectively.
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((p1, q1), . . . , (pL1 , q1), . . . , (p1, qL2), . . . , (pL1 , qL2)) during L1L2 symbol extension

period.

To consider a more practical channel scenario, channel coefficients are assumed

to remain constant during an L-symbol extension period which is determined by the

channel’s coherence time. Then, the designed supersymbol length should be limited

to L. In addition, the system assumes no CSIT, and each receiver is assumed to have

perfect local channel knowledge. Transmitters and receivers know network topology,

the number of preset modes at each receiver, and the coherence time of the channel

(symbol extension length L), which is a relatively long-term channel characteristic

compared to instantaneous channel state information. Thus, transmitters send encoded

data streams, and receivers have appropriate preset mode patterns based on this infor-

mation. Lastly, the sum DoF is defined as the pre-log factor of the achievable sum rate.

The individual DoF achieved by receiver [k, i] and the sum DoF are expressed as

d[k,i] � lim
SNR→∞

R[k,i](SNR)

log(SNR)
and DoFsum =

∑
∀k,i

d[k,i], (2.136)

where R[k,i](SNR) denotes the achievable rate of receiver [k, i] for the average power

constraint P .

2.5.2 Hierarchical Blind IA

The 〈N1, . . . , NK〉 preset mode pattern has TK +
∑K

k=1Qk symbol extension, which

exponentially increases as the number of preset modes and the number of users in-

crease. The channel coefficient may not remain constant when the coherence time of

the channel is not long enough. Thereby interference signals are not aligned prop-

erly. Thus, I propose a hierarchical blind IA and to construct a supersymbol which

aims to achieve the desired DoF efficiently for a given coherence time of the channel.

It reduces the supersymbol length significantly with a slight loss of achievable DoF
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compared to 〈N1, . . . , NK〉. In a hierarchical manner, interferences between signals

intended for receivers in the same group (inter-user interference, IUI) are handled first

by the design of pattern n1. Subsequently, interferences between signals intended for

receivers in different groups (inter-group interference, IGI) are handled by the design

of pattern n2.

I first show a motivating example to capture the key idea of the hierarchical blind

IA scheme easily, and then explain a general hierarchical blind IA process for an arbi-

trary setting of the number of users and preset modes. An analysis for the achievable

DoF and the symbol length of hierarchical blind IA will be given, and I also introduce

a special case where users are not grouped completely.

Motivating Example

Consider the case where 4 users have 4 preset modes each. To show the hierarchi-

cal blind IA process, I assume K = 4 and N = 4 which are the smallest num-

bers for grouping. Four users are divided into two groups so that users are denoted as

[1, 1], [2, 1], [1, 2] and [2, 2]. Four preset modes are partitioned into two groups (NGi =

2, NE[k,i]
= 2,∀ k, i ∈ {1, 2}), thereby they are expressed as (1, 1), (2, 1), (1, 2) and (2, 2).

After preset modes and users are grouped into NGi = NG = 2, NE[k,i]
= NE = 2 and

KG = 2, interference signals can be aligned in a hierarchical manner.

As the first step of the hierarchical process, I align only IUI by using pattern n1.

In order to align IUI, NE = 2 preset modes are used for 2 users in a group. Thus,

the patterns of n1 for the 2 users in a group are constructed for a 〈2, 2〉 preset mode

pattern. Therefore, user [1, i] (the 1st users in each group) and user [2, i] (the 2nd users

in each group) have pattern n1 during a 3-symbol extension period as

(1, 2, 1), for user [1, i], (1, 1, 2), for user [2, i], (2.137)

for i ∈ {1, 2}, respectively. After IUI alignment, each user is free of interference from
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Figure 2.19: Hierarchical blind IA process when (NG, N,KG,K) = (2, 4, 2, 4).

the other users in the same group as well as the outer-group users who have a different

pattern n1. However, there still remains IGI which is from the outer-group users who

have the same pattern n1. As the second step, IGI needs to be dealt with by the design

of pattern n2. Since each user has NG = 2 and there are 2 user groups (KG = 2), it

produces a 〈2, 2〉 preset mode pattern for pattern n2, which is similar to the first step.

Then, user [k, 1] (group 1 users) and user [k, 2] (group 2 users) have pattern n2 as

(1, 2, 1), for user [k, 1], (1, 1, 2), for user [k, 2], (2.138)

for k ∈ {1, 2}, respectively. As a result, the preset mode pattern for each individual

user during 9-symbol extension is

n[k,i] =

⎧⎪⎪⎪⎪⎪⎪⎨⎪⎪⎪⎪⎪⎪⎩

(1, 2, 1)× (1, 2, 1) user [1, 1],

(1, 1, 2)× (1, 2, 1) user [2, 1],

(1, 2, 1)× (1, 1, 2) user [1, 2],

(1, 1, 2)× (1, 1, 2) user [2, 2].

(2.139)

This hierarchical blind IA process is described in Fig. 2.19.

According to the determined order of preset modes, the transmitter forms a beam-

forming matrix hierarchically. First, the beamforming matrix for the individual group
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corresponding to pattern n1 to align IUI is

xG1 =

⎡⎢⎢⎣
I4

I4

04

⎤⎥⎥⎦x[1,1] +

⎡⎢⎢⎣
I4

04

I4

⎤⎥⎥⎦x[2,1], (2.140)

xG2 =

⎡⎢⎢⎣
I4

I4

04

⎤⎥⎥⎦x[1,2] +

⎡⎢⎢⎣
I4

04

I4

⎤⎥⎥⎦x[2,2], (2.141)

where x[k,i] = [x1[k,i]x
2
[k,i] . . . x

N[k,i]

[k,i] ]T is encoded data streams intended for user [k, i]

when the user [k, i] has N[k,i] preset modes. The beamforming matrix xG1 is for group

1, and xG2 is for group 2. Next, the beamforming matrices for the whole user set

are constructed according to pattern n2 to align IGI by exploiting the beamforming

matrices, xG1 and xG2 . The transmit signal from the transmitter during the 9-symbol

extension is

x1 =

⎡⎢⎢⎣
x(1)

...

x(9)

⎤⎥⎥⎦ =

⎡⎢⎢⎣
I12

I12

012

⎤⎥⎥⎦xG1 +

⎡⎢⎢⎣
I12

012

I12

⎤⎥⎥⎦xG2 . (2.142)

By transmitting signals according to preset mode pattern, interference signals are

aligned to smaller subspaces, and the desired signal can be unaffected by the unin-

tended signals by occupying separate subspaces. When the transmitter transmits x1,
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the received signal at user [1, 1] is

y[1,1] =

⎡⎢⎢⎣
h1
[1,1](l[1,1](1)) · · · 01×4

...
. . .

...

01×4 · · · h1
[1,1](l[1,1](9))

⎤⎥⎥⎦x1 (2.143)

=

⎡⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣

h1
[1,1]((1, 1))

h1
[1,1]((2, 1))

01×4

h1
[1,1]((1, 2))

h1
[1,1]((2, 2))

01×4

01×4

01×4

01×4

⎤⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦
︸ ︷︷ ︸

rank=4

x[1,1] +

⎡⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣

h1
[1,1]((1, 1))

01×4

h1
[1,1]((1, 1))

h1
[1,1]((1, 2))

01×4

h1
[1,1]((1, 2))

01×4

01×4

01×4

⎤⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦
︸ ︷︷ ︸

rank=2

x[2,1]

+

⎡⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣

h1
[1,1]((1, 1))

h1
[1,1]((2, 1))

01×4

01×4

01×4

01×4

h1
[1,1]((1, 1))

h1
[1,1]((2, 1))

01×4

⎤⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦
︸ ︷︷ ︸

rank=2

x[1,2] +

⎡⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣

h1
[1,1]((1, 1))

01×4

h1
[1,1]((1, 1))

01×4

01×4

01×4

h1
[1,1]((1, 1))

01×4

h1
[1,1]((1, 1))

⎤⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦
︸ ︷︷ ︸

rank=1

x[2,2],

where z[1,1] = [z[1,1](1) · · · z[1,1](9)]T is omitted for simplicity because the noise terms

do not affect the sum DoF characterization in the high SNR regime. For the user [1, 1],

x[1,1] is a desired signal, and other signals are interferences. It can be seen that the
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desired signal can be obtained by signal subtraction as⎡⎢⎢⎢⎢⎢⎣
h1
[1,1]((1, 1))

h1
[1,1]((2, 1))

h1
[1,1]((1, 2))

h1
[1,1]((2, 2))

⎤⎥⎥⎥⎥⎥⎦x[1,1] =

⎡⎢⎢⎢⎢⎢⎣
y[1,1](1)− y[1,1](3)− y[1,1](7) + y[1,1](9)

y[1,1](2)− y[1,1](8)

y[1,1](4)− y[1,1](6)

y[1,1](5)

⎤⎥⎥⎥⎥⎥⎦, (2.144)

where y[1,1] = [y[1,1](1) . . . y[1,1](9)]
T . Other users can also obtain a desired sig-

nal by appropriate signal subtraction. Unlike the conventional blind IA supersymbol,

each interference signal does not always occupy 1 dimension. Interference signals are

aligned by pattern n1 or n2, or both of the two patterns. Specifically, in (3.8), x[2,1]

occupies 2 dimensions because user [2, 1] has the same pattern n2 with user [1, 1],

thereby x[2,1] is aligned by only pattern n1 to user [1, 1]. x[1,2] also occupies 2 di-

mensions since it is aligned by pattern n2, not by pattern n1. Lastly, x[2,2] occupies

1 dimension because the patterns of both n1 and n2 of user [2, 2] are different from

those of user [1, 1]. As a result, user [1, 1] achieves 4 DoF over a 9-symbol exten-

sion period by aligning all the interferences hierarchically. Similarly, each user has

4/9 DoF, thereby the total achievable DoF is 16/9 over a 9 symbol extension pe-

riod. If the preset mode pattern is designed by the conventional blind IA approach,

which corresponds to the NG = 1,KG = 1 case in the hierarchical blind IA, it pro-

duces the 〈4, 4, 4, 4〉 preset mode pattern. The symbol extension length of this case

is (4 − 1)4 + 4 × (4 − 1)4−1 = 189, and the corresponding achievable DoF is

4×4/(4−1)
1+4/(4−1) = 16/7. The supersymbol length decreases 21 times by using hierarchical

blind IA with NG = 2,KG = 2. Unfortunately, there is a slight loss in total achievable

DoF.

Arbitrary Number of Users and Preset Modes

I now generalize the hierarchical blind IA process for the case where each user has

an arbitrary number of preset modes. To perform the hierarchical blind IA process
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for a general scenario, an appropriate grouping condition needs to be satisfied. When

the NE set for the ith user group is defined as Ni = {NE[1,i]
, . . . , NE[KE,i]

}, NE

sets need to be the same between user groups to have a common preset mode pattern

n1.3 If all user groups have the same pattern n1 for users in a group to align IUI, the

interference signal intended for the user who has a different pattern n1 in the other

group is also aligned. If this condition is not satisfied, IGI alignment is not performed

properly since users still suffer IGI intended for users who have a different pattern n1

after IUI alignment is completed. It can be formulated as

Grouping Condition: N1 = N2 = · · · = NKG
. (2.145)

When this condition is satisfied, a hierarchical process can be performed to reduce the

symbol extension length for the general case.

Consider a simple case where 4 users have 6, 6, 4, and 4 preset modes. I need to

partition users and preset modes to meet the condition as mentioned. They are grouped

in order that two users in a group have 6, 4 preset modes each. Subsequently, both of

the 2 user groups have a representative number of preset mode groups as 2, thereby

NG1 = NG2 = 2. Then, condition (2.145) is satisfied since the NE set for each user

group is the same as {6/2, 4/2} = {3, 2}. Because two conditions are satisfied, the

preset mode pattern can be designed in a hierarchical manner. In the first step, pattern

n1 in accordance with the NE set during 5-symbol extension is designed as

(1, 2, 3, 1, 2), for user [1, i], (1, 1, 1, 2, 2), for user [2, i], (2.146)

for i ∈ {1, 2}. Likewise, pattern n2 is designed according to NG1 = 2, NG2 = 2.

Then, the designed pattern n2 is

(1, 2, 1), for user [k, 1], (1, 1, 2), for user [k, 2], (2.147)

3I suppose from now on that the NE set consists of identical elements, i.e., NE[j,i]
could be the same

number for j ∈ [1 : KE ]. For example, an NE set can be {2, 2, 3}.
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for k ∈ {1, 2}. The preset mode pattern for each individual user is

n[k,i] =

⎧⎪⎪⎪⎪⎪⎪⎨⎪⎪⎪⎪⎪⎪⎩

(1, 2, 3, 1, 2)× (1, 2, 1) user [1, 1],

(1, 1, 1, 2, 2)× (1, 2, 1) user [2, 1],

(1, 2, 3, 1, 2)× (1, 1, 2) user [1, 2],

(1, 1, 1, 2, 2)× (1, 1, 2) user [2, 2].

(2.148)

The beamforming matrix for each group is

xG1 =

⎡⎢⎢⎢⎢⎢⎢⎢⎣

I6

I6

I6

06

06

⎤⎥⎥⎥⎥⎥⎥⎥⎦
x[1,1] +

⎡⎢⎢⎢⎢⎢⎢⎢⎣

I6×4 06×4

06×4 I6×4

06×4 06×4

I6×4 06×4

06×4 I6×4

⎤⎥⎥⎥⎥⎥⎥⎥⎦
x[2,1], (2.149)

xG2 =

⎡⎢⎢⎢⎢⎢⎢⎢⎣

I6

I6

I6

06

06

⎤⎥⎥⎥⎥⎥⎥⎥⎦
x[1,2] +

⎡⎢⎢⎢⎢⎢⎢⎢⎣

I6×4 06×4

06×4 I6×4

06×4 06×4

I6×4 06×4

06×4 I6×4

⎤⎥⎥⎥⎥⎥⎥⎥⎦
x[2,2], (2.150)

where x[1,i] = [x1[1,i] . . . x
6
[1,i]]

T represents the encoded data streams intended for user

[1, i], and x[2,i] = [x1[2,i] . . . x
8
[2,i]]

T is intended for user [2, i] for i ∈ {1, 2}. x[2,i]

expresses two concatenated 4-length data streams intended for user [2, i]. The transmit

signal during the 15-symbol extension according to pattern n2 is

x1 =

⎡⎢⎢⎣
I30

I30

030

⎤⎥⎥⎦xG1 +

⎡⎢⎢⎣
I30

030

I30

⎤⎥⎥⎦xG2 . (2.151)

By the hierarchical preset mode pattern design, interference signals are aligned prop-

erly, thereby the desired signals occupy separate subspaces. Consequently, user [1, 1]
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and user [1, 2] achieve 6/15 DoF, and user [2, 1] and user [2, 2] achieve 8/15 DoF during

the 15-symbol extension period. The total achievable DoF is 28/15.

In what follows, I generalize the hierarchical blind IA process. When K users

are divided into KG groups to meet the condition as mentioned, simple notations can

be used to denote the preset mode. Since NE sets are equal, the common NE set is

denoted by

N =

{
N[1,i]

NGi

, . . . ,
N[KE ,i]

NGi

}
= {NE1 , . . . , NEKE

}, (2.152)

for i ∈ [1 : KG]. In the first step, I need to align the IUI by the design of pattern n1.

Because each user group has KE users and they have a NE set as N , the common

pattern n1 to align IUI is

〈NE1 , . . . , NEKE
〉. (2.153)

Then, after IUI alignment, each user suffers IGI because of (KG− 1) interfering users

in other groups, which have the same pattern n1. In general, user [k, i] (i ∈ [1 : KG])

have the same pattern n1, thereby they interfere with each other. Thus, the IGI has to

be aligned by the design of pattern n2. The second step is considered to be the case

of KG groups, each of which has NGi preset modes. The pattern n2 to align IGI is

constructed as

〈NG1 , . . . , NGKG
〉. (2.154)

As a result, the preset mode pattern for user [k, i] is

n[k,i] = (pattern n1 for kth user in each group) (2.155)

×(pattern n2 for users in group i).

These are illustrated at Fig. (2.20) with the hierarchical blind IA process on the 1st

users in each individual group.
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Figure 2.20: Hierarchical blind IA process for 1st users in each group.

In this case, the symbol extension length is the product of the length of pattern n1

and n2.

SLHBIA =

⎛⎜⎜⎝KE∏
k=1

(NEk
− 1) +

KE∑
k=1

KE∏
p=1,
p �=k

(NEp − 1)

⎞⎟⎟⎠ (2.156)

×

⎛⎜⎜⎝KG∏
i=1

(NGi − 1) +

KG∑
i=1

KG∏
q=1,
q �=i

(NGq − 1)

⎞⎟⎟⎠ .

Analysis of Achievable DoF and Symbol Length

I derive the achievable sum DoF of the hierarchical blind IA scheme, and compare the

achievable DoF and the symbol extension length with a conventional blind IA scheme.

Theorem 2.5.1. When K users are grouped into KG groups and they have the

number of preset mode groups as NGi (NEk
= N[k,i]/NGi) each, the achievable sum
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DoF is

DoFHBIA
sum =

∑KE
k=1

NEk
NEk

−1

1 +
∑KE

k=1
1

NEk
−1

×
∑KG

i=1
NGi

NGi
−1

1 +
∑KG

i=1
1

NGi
−1

. (2.157)

Let me prove the achievable sum DoF by calculating the DoF for each user [k, i]

and adding them up. According to [8], each user transmits
∏K

k′=1,k′ �=k(Nk′ − 1) sym-

bols when K users are equipped with N1, . . . , NK preset modes. With the grouping

result, user [k, i] transmits
∏KE

p=1,p �=k(NEp − 1)×∏KG
q=1,q �=i(NGq − 1) symbols. Then,

the number of dimensions occupied by the desired signals is

rkdesired = N[k,i]

KE∏
p=1,
p �=k

(NEp − 1)

KG∏
q=1,
q �=i

(NGq − 1). (2.158)

It is guaranteed that desired signals have separate subspaces from interference signals

by the hierarchical blind IA when condition (2.145) is satisfied. Next, the interference

signal intended for the user [k′, i] which is in the same group occupies NGi dimensions

which are dropped from N[k′,i] due to the IUI alignment by pattern n1. The number of

dimensions occupied by all the interference signals intended for intra-group users is

rkIUI =

KE∑
k′=1,
k′ �=k

⎛⎜⎜⎝NGi

KE∏
p′=1,
p′ �=k′

(NEp′ − 1)

KG∏
q=1,
q �=i

(NGq − 1)

⎞⎟⎟⎠ . (2.159)

Lastly, interference signals intended for the user in a different group can be classified

as two kinds, the interference signal for user [k, i′] who has the same pattern n1, and

that for user [k′, i′] who has a different pattern n1 and pattern n2. The user [k, i′]’s

signals are aligned to NEk
dimensions, while the user [k′, i′]’s signals are aligned to 1

dimension. The number of dimensions occupied by the interference signals intended
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for external-group users is

rkIGI =

KG∑
i′=1,
i′ �=i

⎛⎜⎜⎝NEk

KE∏
p=1,
p �=k

(NEp − 1)

KG∏
q′=1,
q′ �=i′

(NGq′ − 1)

⎞⎟⎟⎠ (2.160)

+

KE∑
k′=1,
k′ �=k

KG∑
i′=1,
i′ �=i

⎛⎜⎜⎝ KE∏
p′=1,
p′ �=k′

(NEp′ − 1)

KG∏
q′=1,
q′ �=i′

(NGq′ − 1)

⎞⎟⎟⎠ .

Accordingly, the achievable DoF of user [k, i] is

d[k,i] =
rkdesired

rkdesired + rkIUI + rkIGI
(2.161)

=

NEk
NEk

−1

1 +
∑KE

p=1
1

NEp−1

×
NGi

NGi
−1

1 +
∑KG

q=1
1

NGq−1

.

Details are omitted since formulas are easily arranged. Consequently, the achievable

sum DoF is

DoFHBIA
sum =

KG∑
i=1

KE∑
k=1

d[k,i] (2.162)

=

∑KE
k=1

NEk
NEk

−1

1 +
∑KE

k=1
1

NEk
−1

×
∑KG

i=1
NGi

NGi
−1

1 +
∑KG

i=1
1

NGi
−1

.

Remark 2.5.1. The achievable sum DoF (2.157) can be interpreted as (the achiev-

able DoF of pattern n1 with NE1 , . . . , NEKE
preset modes) × (the achievable DoF of

pattern n2 with NG1 , . . . , NGKG
preset modes).

This result indicates that the grouping-based supersymbol aligns interference sig-

nals in a hierarchical manner. It means that IUI is aligned by pattern n1 as if IGI does

not exist, and IGI is aligned by pattern n2 with the assumption that IUI is perfectly

removed. This is due to the fact that 1) user groups have the same supersymbol struc-

ture to align IUI in a group, and 2) the supersymbol to align IUI is repeated during the
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IGI alignment process. Since the NE sets (Ni) are equal for all i, in the IUI alignment

step, IUI as well as IGI from the users who have different pattern n1 are aligned at the

receiver. Thus, in the IGI alignment step, IGI from the users who have the same pattern

n1 need to be aligned. Moreover, since pattern n1 is repeated in the IGI alignment step,

IUI is aligned to 1 dimension in each symbol period of pattern n2. This fact facilitates

that IGI alignment can be carried out with no IUI assumption.

As shown in the motivating example, the hierarchical blind IA results in sum DoF

loss. I show the sum DoF ratio between DoFsum and DoFHBIA
sum (2.157) as follows.

Theorem 2.5.2. The hierarchical blind IA causes the sum DoF loss with the ratio

of

DoFHBIA
sum

DoFsum
= 1− 2(

√
N − 1)(

√
K − 1)

(
√
N +

√
K − 1)2︸ ︷︷ ︸

DoF loss ratio

, (2.163)

when I assume that NE[k,i]
=
√
N , NGi =

√
N for k ∈ [1 : KE ], i ∈ [1 : KG], and

KG =
√
K.

The sum DoF ratio,
DoFHBIA

sum

DoFsum
, can be rearranged as follows.

DoFHBIA
sum

DoFsum
=

∑KE
k=1

NEk
NEk

−1

1+
∑KE

k=1
1

NEk
−1

×
∑KG

i=1

NGi
NGi

−1

1+
∑KG

i=1
1

NGi
−1

∑K
k=1

Nk
Nk−1

1+
∑K

k=1
1

Nk−1

(2.164)

=

( √
N ·

√
K√

N+
√
K−1

)2

NK
N+K−1

=
N +K − 1

(
√
N +

√
K − 1)2

= 1− 2(
√
N − 1)(

√
K − 1)

(
√
N +

√
K − 1)2

.

Let me estimate how much the hierarchical blind IA reduces the supersymbol

length.
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Theorem 2.5.3. The hierarchical blind IA reduces the symbol extension length by

a factor of

O
(
(
√
N − 1)K−2

√
K(
√
N + 1)K

)
, (2.165)

when I assume that NE[k,i]
=
√
N and NGi =

√
N for k ∈ [1 : KE ] and i ∈ [1 : KG],

KG =
√
K, and K →∞.

Because pattern n1 repeats as many times as the length of pattern n2, the symbol

extension length of the hierarchical blind IA supersymbol (SLHBIA) is

SLHBIA =
(
(NE − 1)KE +KE(NE − 1)KE−1

)
(2.166)

×
(
(NG − 1)KG +KG(NG − 1)KG−1

)
=
(
(
√
N − 1)

√
K +

√
K(
√
N − 1)

√
K−1

)2

∼ O(K(
√
N − 1)2(

√
K−1)).

As previously introduced, the symbol extension length of the conventional supersym-

bol (SL) is

SL = TK +
∑K

k=1
Qk (2.167)

= (N − 1)K +K(N − 1)K−1

∼ O(K(N − 1)K−1).

Therefore, the symbol extension length is reduced by the hierarchical blind IA as

SL

SLHBIA
∼ O

(
(N − 1)K−1

(
√
N − 1)2(

√
K−1)

)
, (2.168)

∼ O
(
(
√
N − 1)K−2

√
K(
√
N + 1)K

)
.

That indicates that the symbol extension length decreases significantly by using

the hierarchical blind IA process when K increases.

98



Remark 2.5.2. When KG = 1 and NG1 = 1, it is simply shown that the achievable

DoF (2.157) and supersymbol length (2.156) of the hierarchical supersymbol structure

coincide with those of the conventional non-hierarchical strategy, respectively.

Special Case: Incomplete Grouping

A grouping condition is suggested to design a hierarchical preset mode pattern. How-

ever, the hierarchical preset mode pattern can be constructed with some losses even if

this condition is not satisfied. When the NE sets are different between user groups, I

designate the common NE set as the union of the NE sets of all the groups. Let me

denote the union set as

U =
⋃KG

i=1
Ni. (2.169)

Obviously, the pattern n1 is determined based on U as if I consider all the users (in-

cluding hypothetical ones) corresponding to U in a group. This is because the inter-

ference from both the intra-group and the inter-group needs to be aligned when the

interference signal is intended for the users who have a different pattern n1. When

the hierarchical preset mode pattern is constructed for incomplete grouping cases, the

symbol extension length becomes unnecessarily longer with no additional increase of

dimensions of the desired signal from the view of each individual user, resulting in

additional loss of the total achievable DoF. For the incomplete grouping case where

pattern n1 is designed based on U , the symbol extension length is

SLtot =

⎛⎜⎜⎝KG∏
i=1

(NGi − 1) +

KG∑
i=1

KG∏
j=1,
j �=i

(NGj − 1)

⎞⎟⎟⎠× (2.170)

⎛⎜⎜⎝ |U|∏
k=1

(NEk
− 1) +

|U|∑
k=1

|U|∏
q=1,
q �=k

(NEq − 1)

⎞⎟⎟⎠ ,
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where U = {NE1 , . . . , NE|U|}. With this length, the achievable sum DoF is

DoFHBIA
sum =

∑|U|
k=1

NEk
NEk

−1

1 +
∑|U|

k=1
1

NEk
−1

×
∑KG

i=1
NGi

NGi
−1

1 +
∑KG

i=1
1

NGi
−1

(2.171)

−
KG∑
i=1

∑
NEk

∈U\Ni

NEk
NEk

−1

1 +
∑|U|

p=1
1

NEp−1

×
NGi

NGi
−1

1 +
∑KG

q=1
1

NGq−1︸ ︷︷ ︸
DoF loss

.

The DoF loss represents the amount of DoF gap between the incomplete grouping case

and the complete grouping case where all the groups have the NE set as U . It can be

interpreted that the ith group can include more users who have NE[k,i]
in the difference

set, U \Ni, without further symbol extension, since the inter-user interference from the

users whose NE[k,i]
is in the difference set is already aligned by assigning a common

NE set to U . Consequently, if the condition (2.145) is not satisfied, it reduces the total

achievable DoF compared to (2.157). The loss occurs because I do not serve more

users who could have been served.

High-Layered Structure

The hierarchical blind IA supersymbol can be constructed with a multi-layered struc-

ture. In this case, the symbol extension length would decrease further, and the loss of

the total achievable DoF becomes larger. Suppose that the preset mode pattern is ex-

tended to the D-layer hierarchical structure. To construct a hierarchical structure over

the 2-layer as previously explained, I assume that the representative numbers of preset

mode groups in the dth layer are considered as the element of NE set in the (d+ 1)th

layer. I denote a common NE set of the dth layer as Ud = {Nd
E1
, . . . , Nd

EGd
} where

Gd = |Ud|. Accordingly, I denote the preset mode pattern of the dth layer as

〈Nd
E1
, . . . , Nd

EGd
〉. (2.172)
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for d ∈ [1 : D]. From the view of the user notation, user [g1, . . . , gD] is in the gD
th

group in the D-layer,. . ., the g1
th element in the 1-layer. The user [g1, . . . , gD] has a

preset mode pattern of (pattern n1 for the gth1 element)×· · ·×(pattern nD for the gthD element)

when this user has
∏D

d=1N
d
Egd

preset modes. The transmit signal from the transmitter

is also determined to the D-layer structure hierarchically. Accordingly, the beamform-

ing matrix for the dth layer is constructed by substituting the transmit symbol with the

beamforming matrix for the (d−1)th layer until the Dth layer. Then, the beamforming

matrix for the Dth layer corresponds to the transmit signal from the transmitter.

Example 2.5.1. For instance, when there are 8 users who have 8 preset modes each,

the 3-layer preset mode pattern can be designed as

n[g1,g2,g3]=

⎧⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

(1, 2, 1)× (1, 2, 1)× (1, 2, 1) user [1, 1, 1],

(1, 1, 2)× (1, 2, 1)× (1, 2, 1) user [2, 1, 1],

(1, 2, 1)× (1, 1, 2)× (1, 2, 1) user [1, 2, 1],

(1, 1, 2)× (1, 1, 2)× (1, 2, 1) user [2, 2, 1],

(1, 2, 1)× (1, 2, 1)× (1, 1, 2) user [1, 1, 2],

(1, 1, 2)× (1, 2, 1)× (1, 1, 2) user [2, 1, 2],

(1, 2, 1)× (1, 1, 2)× (1, 1, 2) user [1, 2, 2],

(1, 1, 2)× (1, 1, 2)× (1, 1, 2) user [2, 2, 2],

(2.173)

since the preset mode pattern for each layer is 〈2, 2〉. The beamforming matrix for the

1st layer is

xG1
g2,g3

=

⎡⎢⎢⎣
I8

I8

08

⎤⎥⎥⎦x[1,g2,g3] +

⎡⎢⎢⎣
I8

08

I8

⎤⎥⎥⎦x[2,g2,g3], (2.174)

for g2 ∈ {1, 2}, g3 ∈ {1, 2}, and xG1
g2,g3

is the 1st layer beamforming matrix for the

group g2 of the 2nd layer and the group g3 of the 3rd layer. The beamforming matrix
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for the 2nd layer is

xG2
g3

=

⎡⎢⎢⎣
I24

I24

024

⎤⎥⎥⎦xG1
1,g3

+

⎡⎢⎢⎣
I24

024

I24

⎤⎥⎥⎦xG1
2,g3

. (2.175)

Lastly, the beamforming matrix for the 3rd layer which is equivalent to the transmit

signal from the transmitter is

x1 = xG3 =

⎡⎢⎢⎣
I72

I72

072

⎤⎥⎥⎦xG2
1
+

⎡⎢⎢⎣
I72

072

I72

⎤⎥⎥⎦xG2
2
. (2.176)

By extending hierarchical blind IA to the general D-layer scheme, I can derive a

generalized total achievable DoF, and symbol extension length according to the preset

mode pattern. The total achievable DoF is the product of each layer’s DoF, thereby it

can be represented as

DoFD-layer
sum =

∏D

d=1

∑Gd
g=1

Nd
Eg

Nd
Eg

−1

1 +
∑Gd

g=1
1

Nd
Eg

−1

. (2.177)

The symbol extension length is also the product of each layer’s preset mode pattern

length as follows

SLD-layer =
D∏

d=1

⎛⎜⎜⎝ Gd∏
g=1

(Nd
Eg
− 1) +

Gd∑
g=1

Gd∏
i=1,
i �=g

(Nd
Ei
− 1)

⎞⎟⎟⎠. (2.178)

Remark 2.5.3. When the common NE set of the Dth layer is {1}, i.e. UD = {1},
this supersymbol is equivalent to the (D − 1)-layer supersymbol. Thus, the D-layer

supersymbol includes the 1-layer to D-layer structure based on the common NE set of

each layer.

As a special case, the conventional preset mode pattern corresponds to the D = 1

hierarchical structure, since it does not perform a hierarchical process. Therefore, I can
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say that the hierarchical blind IA includes the conventional preset mode pattern. As I

construct the preset mode pattern with a higher-layer structure, a sharper decrease of

the symbol extension length could be induced. However, the loss of the total achievable

DoF becomes larger since the interference signal occupies larger subspaces by the

result of the higher-layer structure of the preset mode pattern.

2.5.3 Dynamic Supersymbol Design

In this subsection, I propose a dynamic supersymbol design algorithm that constructs

an appropriate supersymbol which does not exceed a limited block length L due to

the assumption that channel coefficients remain constant during an L-symbol exten-

sion period. There are three ways to reduce supersymbol length to meet a limited

length constraint: to reduce the number of actually used preset modes (N ), to reduce

served users (K) or a time division multiple access (TDMA) approach, and to utilize

the hierarchical structure of preset mode pattern. However, the TDMA approach is

not considered in this subsection since it causes a scheduling problem among users

who have different number of preset modes. In addition, all users are assumed to be

served simultaneously for the purpose of fairness. These methods also decrease the

total achievable DoF so that it is important to guarantee a maximum DoF for a given

limited supersymbol length. With the conventional preset mode pattern design without

the hierarchical blind IA, the symbol extension length can be adjusted by reducing the

number of actually used preset modes. Then, this problem deals with how many preset

modes are used by each user to meet the length condition. I denote the actually used
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preset modes for user-k by N
′
k, and formulate the optimization problem for N

′
k as

maximize DoFsum =

K∑
k=1

N
′
k

N
′
k
−1

1+
K∑

k=1

1

N
′
k
−1

s.t.
K∏
k=1

(N
′
k − 1) +

K∑
k=1

K∏
q=1,
q �=k

(N
′
q − 1) ≤ L

2 ≤ N
′
k ≤ Nk,

∀k

(2.179)

where user-k (k ∈ [1 : K]) has Nk preset modes. According to the result, each user

only utilizes N
′
k preset modes to set the symbol extension length not greater than L.

However, the preset mode pattern can be designed efficiently by hierarchical blind

IA. Consider that user [k, i] uses N
′
[k,i](≤ N[k,i]) preset modes. Then, U and the NG set

are determined as {NE1 , . . . , NE|U|} and {NG1 , . . . , NGKG
} by appropriate grouping.

Consequently, the optimization problem of the hierarchical preset mode pattern design

for N
′
[k,i], the NG set, and U is formulated as

maximize DoFHBIA
sum

s.t. SLtot ≤ L

1 ≤ NGi ≤
⌊

min
k

N
′
[k,i]

2

⌋
, ∀i

2 ≤ NE[k,i]
≤

⌊
N

′
[k,i]

NGi

⌋
, ∀k, i

(2.180)

where DoFHBIA
sum and SLtot are (2.171) and (2.170), respectively, with N[k,i] replaced by

N
′
[k,i]. In the NG set, NGi is limited to

⌊
min
k

N
′
[k,i]/2

⌋
because NE[k,i]

should not be

less than 2. If NE[k,i]
= N[k,i]/NGi = 1, user [k, i] cannot have a pattern n1 to align

the IUI. When KG = 1 and NG1 = 1, it indicates the result of the conventional preset

mode pattern. Accordingly, it can be said that the hierarchical preset mode pattern

design problem includes the conventional preset mode pattern.
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However, it is hard to find a closed-form solution for the optimization problem

(2.180) since it is an integer-programming problem with many constraints. Thus, I

solve it by an appropriate grouping search algorithm with some logical sequences to

reduce the complexity. In a practical scenario, this algorithm can be executed in ad-

vance for all L, not to be influenced by the complexity issue. Then, if the symbol

length L is given, the transmitter uses a stored solution of the optimization problem

(2.180) corresponding to (NA, L), where NA represents the number of each user’s

preset modes set.

Algorithm 1 shows the dynamic supersymbol design that produces a solution (NS ,NG,U)
of the optimization problem (2.180) for each L where NS denotes the number of ac-

tually used preset modes, NG is the NG set, and U is the union of NE sets. To find

an appropriate supersymbol structure, the algorithm compares the achievable DoF of

the grouping cases from the minimum NGi and NEi
k

with the realizable number us-

ing the NA preset mode setting, where NEi
k

denotes the kth element of Ni. At first,

it sets the number of groups (KG) from 1 to
⌈√

K
⌉

. The grouping case which has

a single group indicates the conventional preset mode pattern. The number of groups

KG is limited to
⌈√

K
⌉

since NG and U have a commutative property.4 Moreover, I

take advantage of the property that efficient grouping cases appear when user groups

consist of the same number of users as much as possible. This property comes from

the fact that the grouping case which has the same number of users in each group pre-

vents the DoF loss caused by incomplete grouping when the numbers of users in each

group are different. For KG groups, this algorithm increases NGi and NEi
k

from 1

to �Nmax/2� and �Nmax/NGi�, respectively, according to (2.180). For each pair from

the NG set and Ni sets, this algorithm confirms that it is a realizable solution with

4For example, NG = {2, 3} and U = {2, 4} produce the same results (i.e., symbol length and

achievable DoF) as NG = {2, 4} and U = {2, 3}.
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Algorithm 1 Dynamic Supersymbol Design Algorithm

Input: NA = {N1, . . . , NK}
Nmax ← max

k
Nk

Lmax ←
∏K

k=1(Nk − 1) +
∑K

k=1

∏K
p=1,p �=k(Np − 1)

for l = 1 to Lmax do

DoF(l) = 1

for KG = 1 to
⌈√

K
⌉

do

for i = 1 to KG do

Ki ← �K/KG�
if i ≤ K mod KG then

Ki ← �K/KG�+ 1

NGi ← 1, NEi
k
← 1, k ∈ [1 : Ki], i ∈ [1 : KG]

for i = 1 to KG do

for NGi = 1 to �Nmax/2� do

for k = 1 to Ki do

for NEi
k
= 2 to �Nmax/NGi� do

for k
′
= 1 to K do

N
′
k′ ← NEi

k
NGi ,N

′ ← {N ′
1, . . . , N

′
K}

if N ′
� NA then

break

else

NG ← {NG1 , . . . , NGKG
},U ← ⋃KG

i=1Ni

(NS ,NG,U)-tmp← (N ′
,NG,U)

SL-tmp← SLtot (2.170), DoF-tmp← DoFHBIA
sum (2.171)

if DoF-tmp > DoF(SL-tmp) then

for l = SL-tmp to Lmax do

if DoF-tmp ≤ DoF(l) then

break

(NS ,NG,U)(l)← (N ′
,NG,U)-tmp, DoF(l) ← DoF-tmp

Output: (NS ,NG,U)(l), l ∈ [1 : Lmax]
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NA.5 If the solution is a feasible one, the NG set and U are obtained, so that the set

of (NS ,NG,U) is determined. Lastly, it calculates the symbol length (SL-tmp) and

achievable DoF (DoF-tmp) of (NS ,NG,U), and updates the solution and the achiev-

able DoF if the achievable DoF can be higher with (NS ,NG,U) for SL-tmp than with

the stored solution.

With the dynamic supersymbol design algorithm, I find the optimal set of (NS ,NG,U)
that can achieve maximum DoF within the block length of L. If L is long enough so

that an appropriate supersymbol can be constructed without the hierarchical process,

the conventional preset mode pattern achieves larger DoF than the hierarchical preset

mode pattern because hierarchical structure reduces total achievable DoF. On the other

hand, when L is not long enough due to the large number of preset modes and users

or short coherence time, the hierarchical process allows us to use a larger number of

preset modes. It increases the total DoF, which over-compensates for the loss of DoF

due to shorter symbol extension length.

2.5.4 Achievable Rate

In this subsection, I derive the achievable sum rate of the proposed scheme with linear

zero-forcing at the receiver. To obtain desired signal with linear zero-forcing, the noise

power enhancement is inevitable because each user needs to subtract unwanted inter-

ference from noisy received signal. For K-user M ×1 MISO BC blind IA scheme, the

5In the algorithm, A � B means that ai ≤ bi for i ∈ [1 : K] where A = {a1, . . . , aK} and

B = {b1, . . . , bK}, and the elements of each set are arranged in ascending order, i.e., ai ≥ aj if i ≥ j.
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achievable sum rate with linear zero-forcing6 is [14]

R =

K∑
k=1

1

M +K − 1
×

E

[
log det

(
I+

(M +K − 1)P

M2K
HkH

†
k

)]
, (2.181)

where Hk =
[

1√
K
h†
k(1) · · · 1√

K
h†
k(M − 1)h†

k(M)
]†

is the channel coefficient to the

user-k, and the average transmit power constraint at the transmitter is E[‖x1‖2] ≤ P .

Note that except for the channel gain corresponding to the last preset mode the channel

gain is divided by 1/
√
K due to the noise power enhancement. When the user uses

the last preset mode, the transmit symbol is transmitted alone with no interference

intended for other users. Meanwhile, the constant transmit power scheme proposed

in [51] is applied to my proposed scheme. In a constant transmit power scheme, the

transmitter transmits at a constant power level during the symbol extension period.

There are two reasons for this. First, the constant transmit power scheme not only

maximizes the ergodic rate in the high SNR regime, but also shows good performance

in the overall SNR region. Second, the transmitter avoids power fluctuations in the time

domain, thereby it makes the system more practical. For the K-user M × 1 MISO BC

blind IA, the achievable sum rate applying the constant transmit power scheme is [51]

R =

K∑
k=1

1

M +K − 1
×E

[
log det

(
I+

P

M
HkH

†
kR

−1
z̃

)]
, (2.182)

6After linear zero-forcing, MMSE-SIC (successive interference cancellation) will be used to achieve

the maximum sum rate (2.181) with the constraint of no interference signal intended for other users.
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where Rz̃ is the noise variance as follows7

Rz̃ =

[
(2K − 1)IM−1 0(M−1)×1

01×(M−1) 1

]
. (2.183)

Following these results, I derive a closed-form expression for the achievable sum

rate of the hierarchical blind IA for symmetric cases. Consider that the system has K

transmitter with N transmit antennas and K users with N preset modes. The average

transmit power constraint at the transmitter is equal to P for all transmitters. Each

transmitter uses its entire power on the transmit symbol for its corresponding receiver,

so that the noise variance enhancement due to the constant transmit power scheme

does not occur. so that the noise variance enhancement due to the constant transmit

power scheme does not occur. When a hierarchical preset mode pattern is constructed,

K users are grouped into KG groups (KE = K/KG), and N preset modes are also

grouped into NG groups (NE = N/NG). According to the previous results, the trans-

mitted signal which corresponds to the last preset mode in each preset mode group is

not affected by IUI, so that the noise enhancement from the IUI cancellation does not

occur. Likewise, the transmitted signal of the preset modes in a last group does not

need to do the IGI cancellation since it is not affected by the IGI. Then, the noise vari-

ance matrix after the IUI and IGI are canceled out by linear zero forcing at the receiver

for the preset mode group 1 to NG − 1 is

Rz̃1 =

[
KINE−1 0(NE−1)×1

01×(NE−1) KG

]
, (2.184)

The noise variance is different from (2.183) by as much as (2KG − 1) due to the IGI

cancellation, and by sharing constant transmit power among user groups as well. The

7The noise variance factor (2K − 1) for the preset mode 1 to M − 1 arises from the additive effect

of the constant transmit power scheme by serving K users and the interference cancellation from K − 1

interference signals. The transmit signal for the last preset mode has no noise variance enhancement since

it is transmitted alone.
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noise variance matrix for the last preset mode group which is not interfered by the IGI

is similar to (2.183).

Rz̃2 =

[
KEINE−1 0(NE−1)×1

01×(NE−1) 1

]
. (2.185)

Then, the total noise variance matrix of N symbols is expressed as

Rz̃ =

⎡⎢⎢⎢⎢⎢⎢⎣
Rz̃1 0

. . .

Rz̃1

0 Rz̃2

⎤⎥⎥⎥⎥⎥⎥⎦ . (2.186)

Since a total of (NE − 1)KE−1 × (NG − 1)KG−1 transmit symbols are transmitted

over the length of the symbol extension as (2.166), the achievable sum rate should be

normalized as 1
(NE+KE−1)(NG+KG−1) . With equal power constraint P to each trans-

mitter, the power allocated to each symbol is P
′
= (NE+KE−1)(NG+KG−1)

N2K
P . Thus,

the achievable sum rate becomes

R =

KG∑
i=1

KE∑
k=1

1

(NE +KE − 1)(NG +KG − 1)
×

E
[
log det

(
I+ P

′
H

s[k,i]
[k,i] H

s[k,i]†
[k,i] R−1

z̃

)]
, (2.187)

where H
s[k,i]
[k,i] =

[
h
s[k,i]†
[k,i] (1)h

s[k,i]†
[k,i] (2) · · ·hs[k,i]†

[k,i] (N)
]†

, s[k,i] is the transmitter which

serves user [k, i], and the noise variance Rz̃ is given by (2.186).

2.5.5 Numerical Analysis

I simulate the proposed scheme to assess its performance in terms of symbol extension

length, total achievable DoF, and achievable sum rate. Fig. 2.21 shows the length of

symbol extension when users are equipped with 8 preset modes each. Obviously, the

growth order of the symbol extension length is decreased by using higher-layer pre-

set mode pattern as the number of users increases. As previously shown, the 1-layer
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Figure 2.21: Symbol extension length when N = 8.

preset mode pattern has a symbol length of O(NK). It is reduced to O(NKE
E ·NKG

G )

by using a 2-layer preset mode pattern, moreover, drastically reduced by the higher-

layer pattern. Although preset mode patterns have the same layer, they have a different

growth order due to different preset mode and user grouping. In the 2-layer pattern,

it is observed that the symbol length of preset mode pattern with (KG, NG) = (2, 2)

increases more than that with (KG, NG) = (2, 4).

Fig. 2.22 shows the achievable DoF with limited symbol extension length (L) when

8 users have 8 preset modes each. Solid lines represent the achievable DoF of the

preset mode pattern derived by the conventional preset mode pattern design (CPD)

(2.179) and 3-layer dynamic supersymbol design (DSD), while dotted lines represent

the achievable DoF of a given-layer pattern without the length constraint. It is shown

that the preset mode pattern with the lower layer achieves the larger DoF. However,
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Figure 2.22: Achievable/maximum DoFs when (N,K) = (8, 8).

the maximum DoF cannot be achieved when the length constraint exists since it is

achieved over the sufficient symbol extension period. According to Fig. 2.22, 3-layer

DSD achieves a larger DoF within the limited length of the symbol extension than the

CPD. Subsequently, the 3-layer DSD meets the 3-layer and 2-layer maximum DoF

within L = 610, whereas the CPD is still far away from the 1-layer maximum DoF.

This indicates that it is important to have short symbol extension to achieve a larger

DoF with the given limit. As a result, 3-layer DSD may achieve a larger DoF than the

CPD until the CPD can achieve the 2-layer maximum DoF.

Next, the dynamic supersymbol design algorithm is performed when 4 users have

6,6,4, and 4 preset modes. In Fig. 2.23, 2-layer DSD (2.180) achieves a total of 16/9

DoF with L = 10, and it increases to 28/15 with L = 15. This result corresponds to
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Figure 2.23: Achievable DoF when N = {6, 6, 4, 4}.

the result of 2-layer dynamic supersymbol design algorithm: a total of 16/9 DoF over 9

symbol extension period by (NS ,NG,U) = ({4, 4, 4, 4}, {2, 2}, {2, 2}) and a total of

28/15 DoF over 15 symbol extension period by (NS ,NG,U) = ({6, 6, 4, 4}, {3, 2}, {2, 2})
or ({6, 6, 4, 4}, {2, 2}, {3, 2}). Compared to the CPD, the 2-layer DSD achieves a

larger DoF for the limit length range of 10-35. However, as L increases, the 1-layer

preset mode pattern can achieve a larger DoF since the maximum DoF without the

hierarchical process surpasses that of 2-layer preset mode pattern. Consequently, DSD

and CPD obtain the same preset mode pattern design with L > 35.

To point out the effect of the number of users, I simulate the dynamic supersymbol

design algorithm with K = 6, 15 and users have 4 preset modes. Fig. 2.24 indicates

that the difference of the achievable DoF between the 2-layer DSD and the CPD be-

comes larger as the number of users increases. This is because users cannot use all the
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Figure 2.24: Achievable DoF when N = 4 and K = 6, 15.

preset modes by not exploiting the hierarchical structure due to the symbol extension

limit. When K = 6, the CPD already achieves the same DoF as the 2-layer DSD with a

symbol extension limit greater than 80, while there is a large gap between the CPD and

the 2-layer DSD when K = 15. From the result of Fig. 2.24, it is demonstrated that

the hierarchical preset mode pattern can be more effective when there are sufficient

users since it utilizes more preset modes with a short block length by the hierarchical

process, resulting in larger total achievable DoF.

Lastly, Fig. 2.25 shows the achievable sum rate when a single transmitter serves

4 users which have 4 preset modes each. The transmitter applies the constant trans-

mit power scheme [51]. To show the effect of the symbol extension length on the

achievable sum rate, channel coefficients are assumed to be temporally correlated and

following the Gauss-Markov model. Thus, the channel vector hk at the kth symbol is
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Figure 2.25: Achievable sum rate when (N,K) = (4, 4).

expressed as

h0 = g0, (2.188)

hk = ηhk−1 +
√
1− η2gk, (k ≥ 1)

where gk is an innovation process of the kth symbol channel whose entries follow

the i.i.d. complex Gaussian process. I compare two cases of the preset mode pattern:

1-layer preset mode pattern by using all the preset modes (NS = {4, 4, 4, 4}) and

the preset mode pattern obtained by the 2-layer DSD. The symbol extension limit (L)

is determined by the criteria that all the channel coefficients have correlation greater

than 0.99 to align interference signals properly. Then, the 2-layer DSD achieves the

same preset mode pattern as previous case when η = 1 and it achieves the set of

(NS ,NG,U) as ({4, 4, 4, 4}, {2, 2}, {2, 2}) when η = 0.999. Two cases achieve the

115



DoF of 16/7 and 16/9 over 189- and 9-symbol extension periods, respectively.

When channel coefficients remain constant (η = 1), the 1-layer preset mode pat-

tern by using all the preset modes shows equivalent performance to the 2-layer DSD

since it can achieve the maximum DoF without a length constraint. In this scenario,

the symbol extension length does not affect the achievable rate because channels are

assumed to stay constant enough to construct a supersymbol. However, when the chan-

nel coefficient varies (η = 0.999), the achievable sum rate of the 1-layer pattern by

using all the preset modes suffers large degradation, so that the 2-layer DSD achieves

a higher sum rate. The preset mode pattern with a long symbol extension period could

be significantly influenced by the change of the channel coefficient since it causes the

interference signal not to be aligned properly. On the other hand, there is little degra-

dation for the result of the 2-layer DSD since its achievable DoF is less than that of the

1-layer preset mode pattern by using all of the preset modes. The 2-layer DSD fixes

the symbol extension length to have channel correlation greater than 0.99, so that the

sum rate reduction due to channel variation is barely observed.

2.6 Conclusion

In Section 2.3, I introduce the theoretical DoF bound for the blind IA technique with

reconfigurable antenna switching, where a set of transmit symbols need to be aligned

only at their common unintended receivers. I derive the linear sum DoF upper-bound

for fully-connected K-user IC with reconfigurable antenna at the receivers, and with-

out any channel knowledge at the transmitter, which is induced from the characteristic

of the channel matrix with reconfigurable antenna switching. This approach is ex-

tended to cellular networks, thus I show that the linear sum DoF can be increased by

using sufficient number of preset modes without data sharing between base stations.

Moreover, I claim that the linear sum DoF upper-bound is achievable by modifying
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the existing achievable scheme for MISO IC when certain conditions are satisfied. I

also suggest a new achievable scheme for other cases, where certain conditions are

not satisfied, but a specific algorithm to make beamforming vectors and preset mode

patterns for the achievable scheme are not proposed.

In Section 2.4, I considered the problem of TIM with reconfigurable antennas at

the receivers. I characterized the network topologies in which half linear symmetric

DoF is achievable. I also derived the linear symmetric DoF upper bound in terms

of the minimum conflict distance among internal conflicts towards the vertices that

have at least two incoming internal conflicts and the minimum odd length of internal

conflict cycles. This upper bound is shown to be achievable if there are no forks in the

alignment graph of the network. However, if there is a fork in the alignment graph of

a network topology, the linear symmetric DoF upper bound is not always tight. Thus,

an interesting future direction would be to characterize the linear symmetric DoF for

arbitrary network topologies with reconfigurable antennas.

In Section 2.5, I assume that the channel state remains constant during a limited

symbol extension period, contrary to the conventional blind IA scheme through stag-

gered antenna switching. Therefore, my objective is to design a supersymbol struc-

ture which aims to achieve a larger DoF with the given coherence time than with the

conventional supersymbol. To achieve this goal, I propose the hierarchical blind IA

technique for a general preset mode setting. It can be used when users have not only

the same preset modes, but also when they have different numbers of preset modes.

Moreover, the supersymbol can be designed with a higher-layer structure, and I also

discussed the case where users are not grouped properly. The grouping-based hierar-

chical blind IA technique is the key idea of the proposed dynamic supersymbol design

algorithm since it reduces supersymbol length significantly, and it can adjust the sym-

bol extension period according to the length constraints by assigning the number of
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users and preset mode groups appropriately. The proposed concept appears to be a

promising blind IA technique for channels with realistic coherence time, so that the

blind IA scheme could be made more practical.
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Chapter 3

Private Information Retrieval for Secure Distributed Stor-

age Systems

In this chapter, I investigate a PIR problem for secure distributed storage systems in

the presence of an eavesdropper. I jointly design the secure distributed database and

the corresponding PIR scheme, which protect not only user privacy (concealing the

index of the desired message) from the databases, but also data security (concealing

the message itself) from an eavesdropper. I consider two different assumptions on the

availability of a set of indices of the data stored in other databases. In my proposed

scheme, I use a secret sharing scheme in storing the messages for data security at each

of the databases. The key idea in designing an efficient PIR procedure is to exploit

the secret shares of undesired messages as a side information by means of storing

the secret shares at multiple databases. In particular, it is shown that the rates of the

proposed PIR schemes are within a constant multiplicative factor from the derived

upper-bound on the capacity of the PIR problem.
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3.1 Introduction

In recent years, there has been a growing interest in the design of storage systems for

the new era of big data. To guarantee the essential attributes of storage systems such as

reliability, security, and so on, various designs and codes for storage systems have been

proposed in an information-theoretic sense. For instance, the use of regenerating codes

facilitates storage systems to efficiently cope with node failures [27]. As the usage of

storage systems dramatically increases, data security from an eavesdropper becomes

an important factor in designing storage systems to further increase the usability in

practice. To prevent an eavesdropper who has access to the databases from obtaining

any information on the legitimate messages, there have been various proposals for

designing secure storage systems in computer science [28, 29] and information theory

[87, 63, 30, 31, 32]. For instance, as a way to design an information-theoretically

secure distributed storage system from an eavesdropper, regenerating codes and secret

sharing schemes [33, 85] have been mainly applied to the distributed storage.

In this work, I consider a PIR problem for secure distributed storage systems to

preserve user privacy as well as data security. As a technique to protect user privacy in

the data storage systems, PIR has been deemed one of the important problems in com-

puter science and cryptography [64, 65, 34]. A PIR scheme is a protocol that allows

a user to privately retrieve the desired messages from the databases, while concealing

the index of the desired message from each individual database. The aim of the PIR

problem is to seek the most efficient solution to privately retrieve the desired message

with a small amount of downloaded data from the databases. Recently, an information-

theoretic approach to the PIR problem has been proposed under the assumption that

user privacy is preserved from the computationally unbounded database [35]. In an

information-theoretic formulation, the capacity of a PIR problem is defined as the

maximum ratio of the size of the desired message that can be privately retrieved to
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the size of the total downloaded data from databases. Thus, several PIR schemes have

been suggested to characterize the capacity of PIR problem for replication-based stor-

age systems under the various scenarios such as colluding databases with each other

[66], requiring message privacy for a user as well as databases [67], fixing the size of

messages [36], and considering multiple rounds of the queries and answers [37]. In ad-

dition, an information-theoretic PIR problem has also been considered for distributed

databases in which each database stores a certain portion of the entire messages under

various practical scenarios [68, 69, 70, 71].

I present my results on the information-theoretic PIR problem in a scenario where

each of the databases ensures data security from an eavesdropper. In such a setting,

my work is based on two classes of considerations for security: one is user privacy

(concealing the index of the desired message) from each of the databases and the other

is data security from an eavesdropper who can access to one of the databases or link

between the database and the user to obtain information about messages. The contri-

butions of this dissertation are twofold. I first propose a new secure distributed storage

system and its corresponding PIR scheme that simultaneously ensure user privacy from

the non-colluding databases and data security from an eavesdropper. I utilize a secret

sharing scheme for distributed databases to preserve data security, and my PIR scheme

relies on an existing PIR scheme for an information-theoretic PIR problem proposed

in [35] to keep user privacy in the secure distributed databases. In contrast to existing

secure distributed storage systems, the databases in our scheme possess the redundant

secret shares which are exploited as a side information to increase the rate of the PIR.

I consider two different scenarios according to the availability of the indices of the

secret shares (knowledge about which secret shares are stored) in other databases. The

first scenario is that the databases do not know the indices of the secret shares stored in

other databases. The second one is that each database knows the indices of the secret

121



shares in other databases, which is a less favorable condition in that it can invade user

privacy during a PIR procedure. Secondly, it is shown that the rates of my proposed

PIR schemes are within a constant multiplicative factor from the derived upper-bound

on the information-theoretic capacity of the PIR problem under secrecy constraints.

In the joint design of secure distributed databases and PIR process, I prevent an

eavesdropper from obtaining information about the messages by preventing the indi-

vidual database from obtaining any information about the messages from the stored

data. The existing secure distributed storage systems [63, 31, 32] and the secure PIR

scheme [38] protect data security from an eavesdropper who has access only to the link

of the databases for node repair or information retrieval. On the other hand, I provide a

secure scheme against not only an external eavesdropper who can access to the stored

data in the database but also a possible internal eavesdropper (eavesdropping database)

which intends to leak confidential information about messages and user privacy to the

adversaries. In addition, I show that the lower-bound on the capacity of the PIR can be

further improved by modifying my scheme especially when the number of databases

is two. I also derive the minimum required size of databases for my scheme.

3.2 System Model

Consider N (≥ 2) distributed databases {DBn}Nn=1 storing K independent messages

{Wk}Kk=1 of size F each1, i.e.,

H(Wk) = F, ∀k ∈ [K], (3.1)

H(W1, . . . ,WK) = KF.

1If N = 1, a user cannot retrieve the desired message from one database under data security con-

straint.
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It is assumed that there exists an eavesdropper who has access to one of the databases

and/or the link between the database and the user. For data security from the eavesdrop-

per, databases store securely encoded data of the messages, and thus the eavesdropper

obtains no information on the messages from the stored data. If DBn stores {Wk}Kk=1

based on a secret sharing scheme as {C[k]
n }Kk=1,

I(Wk;C
[1]
n , . . . ,C[K]

n ) = 0, ∀k ∈ [K]. (3.2)

A user wants to retrieve Wd, d ∈ [K] privately. To retrieve Wd privately, the user

generates N queries {Q[d]
n }Nn=1 and sends Q

[d]
n to DBn. The queries are independent

of the messages for the privacy.

I(W1, . . . ,WK ;Q
[k]
1 , . . . , Q

[k]
N ) = 0. (3.3)

After receiving the query, DBn sends an answer A
[d]
n to the user, which is generated

from the query Q
[d]
n and the stored data {C[k]

n }Kk=1,

H(A[d]
n |Q[d]

n ,C[1]
n , . . . ,C[K]

n ) = 0. (3.4)

Note that the sizes of the queries and the answers are independent of the index of the

desired message. By using the answers from N databases, the user decodes the desired

message Wd,

H(Wd|A[d]
1 , . . . , A

[d]
N , Q

[d]
1 , . . . , Q

[d]
N ) = 0, (3.5)

without revealing the index of the desired message d to any of the databases, which

requires

I(Q[d]
n ; d) = 0, ∀d ∈ [K]. (3.6)

The PIR procedure from secure databases is described in Fig. 3.1.

123



Figure 3.1: N distributed databases storing K independent messages.

I assume that the databases do not collude with each other, which means that the

databases do not know the queries and answers of the other databases. In addition,

I consider two possible scenarios whether or not each database knows which secret

shares are stored in other databases by coordination between databases.

• Databases without coordination (Scenario 1): The databases do not coordinate

each other, thus they do not know the indices of the secret shares stored in other

databases.

• Databases with coordination (Scenario 2): The databases are aware of the in-

dices of the secret shares stored in other databases by coordination.

Let me formally define the PIR problem of secure distributed databases. I say all

of the K independent messages are securely encoded for distributed databases if each

of the data stored in the databases has no information about the message itself, i.e.,

I(Wk;C
[1]
n , . . . ,C

[K]
n ) = 0, ∀k ∈ [K], ∀n ∈ [N ]. In addition, the rate of the PIR

from N databases is defined as the ratio of the size of the desired message to the total

download cost,

R =
H(Wd)∑N

n=1H(A
[d]
n )

. (3.7)
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The goal of the PIR problem of secure distributed storage systems is to find the optimal

rate C, which can be denoted by

C � max
Q

[k]
n ,A

[k]
n ,C

[k]
n

H(Wd)∑N
n=1H(A

[d]
n )

, (3.8)

s. t. I(Wk;C
[1]
n , . . . ,C[K]

n ) = 0, ∀k ∈ [K], ∀n ∈ [N ],

I(Q[d]
n ; d) = 0, ∀d ∈ [K], ∀n ∈ [N ],

and to find the queries Q
[k]
n , the answers A

[k]
n , and securely encoded data C

[k]
n that can

achieve the optimal rate C for all k ∈ [K] and n ∈ [N ].

3.3 Databases without Coordination

I dedicate this section to propose a new secure coding scheme for distributed databases

and the PIR scheme for the secure databases. I first introduce a secret sharing scheme

that will be used in the proposed scheme.2

Definition 3.3.1. ((m,n) secret sharing) If I generate n equal-sized shares S1, . . . , Sn

of a uniformly distributed message W by an (m,n) secret sharing scheme, any m

shares do not reveal any information about the message W and all the n shares com-

pletely reveals the message.

I(W ;SA) = 0, ∀A ⊂ [n], |A| ≤ m, (3.9)

H(W |S[n]) = 0,

where SA denotes a set of shares {Sa}∀a∈A. For an (m,n) secret sharing scheme of

the message W , each share must have a size of at least
log|W|
n−m bits, where W is the

alphabet of W , to satisfy the above conditions [39].

2I reuse the secret sharing scheme that was applied to designing secretive coded caching scheme in

[72].
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3.3.1 Algorithm

I now show an achievable scheme of secure distributed databases and its PIR procedure

where each database does not know the indices of the secret shares stored in the other

databases.

Theorem 3.3.1. For N secure distributed databases storing K messages, where

each database does not know the indices of the shares in the other databases, the ca-

pacity of the PIR is lower-bounded by

C ≥
(
1 +

1

N
+ · · ·+ 1

NK−1

)−1 (
1− 1

N

)2

. (3.10)

I divide the entire operations of a storage system under the data security and the

user privacy constraints into two phases, namely storage phase and retrieval phase as

follows:

Storage Phase

For the data storage of the achievable scheme, I use an (NK−1+(N −1)NK−2, NK)

secret sharing scheme for each message. I assume that the size of each message is

sufficiently large, and a message can be converted into NK shares.3 Let the message

Wk, ∀k ∈ [K] be converted into NK shares {S[k]
t }N

K

t=1 . The minimum size of each

share is given by

H(S
[k]
t ) =

F

NK −NK−1 − (N − 1)NK−2
(3.11)

=
F

NK−2(N − 1)2
, ∀k ∈ [K], ∀t ∈ [NK ].

Among NK shares for each message, NK−1 shares are stored in all the databases. I

call them common shares. The remaining shares, which I call individual shares, are

3If the size of each message is not large enough, a PIR scheme for arbitrary message length proposed

in [36] can be applied.
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stored in each database. Thus, each database stores NK−1 + (NK − NK−1)/N =

NK−1 + (N − 1)NK−2 shares for each message. For instance, if I denote B = (N −
1)NK−2, the stored data in the databases can be represented as

C[k]
n = {S[k]

1 , . . . , S
[k]

NK−1︸ ︷︷ ︸
common shares

, S
[k]

NK−1+(n−1)B+1
, . . . , S

[k]

NK−1+nB︸ ︷︷ ︸
individual shares

},

∀k ∈ [K], ∀n ∈ [N ].

In practice, the indices of the shares for all messages should be interleaved randomly

and independently from each other to conceal the indices of the common shares from

the databases. Since the databases store NK−1 + (N − 1)NK−2 shares for each mes-

sage, data security is preserved, i.e., I(Wk;C
[1]
n , . . . ,C

[K]
n ) = 0, ∀k ∈ [K], ∀n ∈ [N ].

Retrieval Phase

I now introduce the PIR scheme for the secure databases. I use the term download to

simply express the process of exchanging queries and answers between the user and

databases to retrieve the messages at the user. Basically, my retrieval scheme relies on

a PIR procedure introduced in [35], which is designed based on three issues: symmetry

across databases, message symmetry, and exploiting the side information of undesired

messages.

1. Initialization: The user downloads an arbitrary share at DB1.

2. Symmetry across databases: The user downloads the shares from the other databases

(DB2, . . . ,DBN ), such that symmetry across databases can be enforced.

3. Message symmetry: The user downloads the shares of the other messages as

much as the downloaded shares to conceal the index of the desired message

from databases.
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4. Exploiting side information: The user can exploit the undesired shares which

were downloaded for message symmetry at Step 3 as a side information. To

keep user privacy, the user should download the sum of the desired share and

the undesired shares downloaded from the other databases.4

5. Iteration: The user repeats Steps 2, 3, and 4 until there is no need to enforce

message symmetry for privacy at Step 3.

At Step 3, the important thing is that the user should download the shares of undesired

messages among the common shares of all the databases, since these shares will be

exploited as side information from the other databases at Step 4. To preserve user

privacy, the indices of common shares for each message should be concealed from the

databases since the common shares of undesired messages are expected to be used as

a side information from the other databases.5

I describe the whole procedures of my storage and retrieval scheme in Algo-

rithm 2. I denote the three steps of PIR, exploiting side information, symmetry across

databases, and message symmetry, as a round. (In the first round, exploiting side in-

formation step is replaced with initialization step.) I say the PIR procedure consists of

K rounds.6 In addition, during the whole procedure user privacy can be ensured by a

random permutation between common shares and between the individual shares.

Example 3.3.1. Consider a simple case of distributed databases in which two databases

store two messages, i.e., N = 2 and K = 2. In this case, I use a (3, 4) secret shar-

4In this chapter, the shares are added by a modulo sum in F2.
5The scenario in which the indices of the common shares cannot be concealed from the databases will

be discussed in Section 3.4.
6I can optimize the number of rounds in PIR procedure to maximize the lower-bound. However, this

is an NP-hard problem which requires an exhaustive search to solve, thus in this chapter I propose a

systematic way to get the lower-bound on the capacity of the PIR problem which shows a nontrivial

result. It will be further discussed in Section 3.5.
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Algorithm 2 Private Information Retrieval for Secure Distributed Storage Systems

(Scenario 1)

Initialize N,K, d

[Storage Phase]

for k ∈ [K] do

Generate an (NK−1 + (N − 1)NK−2, NK) secret sharing {S[k]
t }N

K

t=1 for Wk

for n ∈ [N ] do

Store NK−1 common shares for each message at DBn

Store (N − 1)NK−2 individual shares for each message at DBn

[Retrieval Phase]

for i = 1 to K do

if i = 1 then

Download an arbitrary share from DB1

else

Exploit side information of undesired shares, downloaded for message symme-

try, from DB1

Enforce symmetry across databases

Enforce message symmetry to each of the databases with the common shares of

all the databases
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Figure 3.2: Stored data at DB1 and DB2, and the downloaded data in Example 3.3.1.

ing scheme for each message, thus two messages W1 and W2 are generated into four

shares, each of which has a size of F
4−3 = F bits, as follows.

W1 = {S[1]
1 , S

[1]
2 , S

[1]
3 , S

[1]
4 }, W2 = {S[2]

1 , S
[2]
2 , S

[2]
3 , S

[2]
4 }.

Two out of four shares for each message are stored at both of the two databases and

each of the remaining shares is stored at one database each. The stored shares at the

databases is given by

At DB1: {C[1]
1 ,C

[2]
1 } = {S

[1]
1 , S

[1]
2 , S

[1]
3 , S

[2]
1 , S

[2]
2 , S

[2]
3 },

At DB2: {C[1]
2 ,C

[2]
2 } = {S

[1]
1 , S

[1]
2 , S

[1]
4 , S

[2]
1 , S

[2]
2 , S

[2]
4 }.

Since each database stores three shares for each message, data security is preserved.

The stored data in each database is illustrated in Fig. 3.2.

From this storage system, assume that a user wants to privately retrieve its desired

message W1. At the first round, the user first downloads S
[1]
1 from DB1 and S

[1]
2 from

DB2. Due to message symmetry, the user also downloads S
[2]
1 from DB1 and S

[2]
2

from DB2, which can be exploited as side information at the next round. Thus, at the

second round the user downloads S
[1]
3 +S

[2]
2 from DB1 and S

[1]
4 +S

[2]
1 from DB2. From

the downloaded data, the user gets four shares of W1, thus it can retrieve its desired
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message (F bits). Since the user downloads 6F bits from the databases, the rate of

retrieval is 1/6, which meets the lower-bound in Theorem 3.3.1.

3.3.2 PIR capacity

For a general case, let me calculate the number of downloads and the number of down-

loaded data including the desired shares in each round. Since my scheme relies on a

PIR procedure in [35], the number of downloads and the number of downloaded data

including the desired shares are the same as in [35]. At the first round, a user downloads

a share for each message at each database due to symmetry across databases and mes-

sage symmetry, thus a total of NK shares are downloaded. At the second round, from

each database, the user exploits side information of (K − 1)(N − 1) undesired shares

downloaded from the other N − 1 databases. Next, when I enforce message symmetry

for K messages, the user downloads (N−1)(K−1)K/2 = (N−1)
(
K
2

)
data from each

database, which has the same size as the shares each. Thus, a total of N(N − 1)
(
K
2

)
data are downloaded at the second round. I continue this iterative procedure for K

rounds. At the ith round (i ∈ [K]), the user downloads a total of N(N − 1)i−1
(
K
i

)
data from N databases. Moreover, since I enforce message symmetry at each round,

N(N − 1)i−1
(
K−1
i−1

)
data include the desired share among N(N − 1)i−1

(
K
i

)
data.

Thus, the user can decode
∑K

i=1N(N − 1)i−1
(
K−1
i−1

)
= NK shares of the desired

message from the downloaded data. Since the desired message is generated into NK

secret shares, the user can retrieve its desired message from the downloaded shares.

In addition, due to symmetry across databases and message symmetry, the user down-

loads NK−1 shares of each undesired message from each database. Thus, in order to

fully exploit the shares of undesired messages as a side information, each database

should store at least NK−1 shares of each message as a common share. Recall that

I use an (NK−1 + (N − 1)NK−2, NK) secret sharing scheme, where each mes-
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sage is generated into NK shares and each database stores NK−1 common shares

and (NK −NK−1)/N = (N − 1)NK−2 individual shares for each message.

From the number of downloads at each round, I can derive the rate of my PIR

scheme. In my scheme, the user downloads a total of
∑K

i=1N(N − 1)i−1
(
K
i

)
data,

which has the same size as the shares ( F
NK−2(N−1)2

bits). From the downloaded data,

the user retrieves F bits of desired message. Hence, the rate of my PIR scheme is given

by

R =
desired bits

number of downloads× size of each share
(3.12)

=
F

N
∑K

i=1(N − 1)i−1
(
K
i

)
× F

NK−2(N−1)2

=
NK−2(N − 1)2

N
N−1(N

K − 1)

=
NK

N
N−1(N

K − 1)
× NK−2(N − 1)2

NK

=
1− 1

N

1− 1
NK

× (N − 1)2

N2

=

(
1 +

1

N
+ · · ·+ 1

NK−1

)−1 (
1− 1

N

)2

.

This meets the lower-bound in Theorem 3.3.1.

Remark 3.3.1. In [35], the authors have shown that the capacity of PIR from

replication-based databases is
(
1 + 1

N + · · ·+ 1
NK−1

)−1
. Thus, Theorem 3.3.1 im-

plies that the capacity loss from data security constraint is
(
1− 1

N

)2
, which becomes

negligible as N goes to infinity.

Remark 3.3.2. If the number of databases N is sufficiently large such as in a ex-

tremely large-scale storage system, the capacity of the PIR from secure databases is

close to 1. This implies that if the number of databases approaches infinity, the user

can retrieve its desired message by downloading data as much as the size of its desired

message while preserving the two constraints (3.2) and (3.6) for data security and user
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privacy, respectively.

Remark 3.3.3. In the proposed scheme, the data security of the undesired messages

is also guaranteed against the user. In the retrieval phase of my scheme, a user also gets

the common shares of each undesired message. Since the user do not know any infor-

mation about the other K−1 undesired messages with the downloaded NK−1 common

shares for each message, the data security of the undesired messages is guaranteed at

the user as well as user privacy is satisfied from the databases, as in a symmetric PIR

problem [67]. For a stronger claim, I can argue that the capacity loss
(
1− 1

N

)2
in The-

orem 3.3.1 corresponds to not only the price of data security from an eavesdropper but

also the price of message privacy from the user.

I show that the rate of the proposed PIR scheme is within a constant multiplicative

factor from the upper-bound on the capacity of the PIR problem.

Theorem 3.3.2. If each database does not know the indices of the secret shares in

other databases, the lower-bound on the capacity of the PIR from secure databases

given in Theorem 3.3.1 has a constant multiplicative gap less than 4 with the upper-

bound, i.e.,

Cub

Clb
≤ 4, (3.13)

where Cub is the upper-bound on the capacity of the PIR from secure databases and

Clb is the lower-bound given in Theorem 3.3.1.

Note that the capacity of the PIR from secure databases cannot be greater than the

capacity of the PIR from replication-based databases with no data security constraint,

i.e.,

Cub ≤
(
1 +

1

N
+ · · ·+ 1

NK−1

)−1

, (3.14)
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due to the data security constraint. From this fact,

Cub

Clb
≤

(
1 +

1

N
+ · · ·+ 1

NK−1

)−1

C−1
lb (3.15)

=

(
1− 1

N

)−2

(a)

≤ 4.

Step (a) follows from the assumption of N ≥ 2.

3.4 Databases with Coordination

In my achievable scheme in Section 3.3, I assume that the indices of the common

shares can be concealed from the databases to keep user privacy. If the indices of

the common shares cannot be concealed from the databases (or each database knows

the indices of shares stored in other databases by coordination between them), user

privacy is invaded in my scheme. For instance, in Example 3.3.1, let me consider that

two databases know which shares are stored in another database. If a user retrieves

its desired message W1 with my scheme, DB1 obtains the desired message of a user

when the user downloads S
[1]
3 + S

[2]
2 from DB1. This is because DB1 knows that S

[1]
3

is not stored in DB2 while S
[2]
2 is stored in DB2, thus S

[2]
2 is being exploited as a side

information to achieve S
[1]
3 by the user. Hence, the user cannot protect its privacy from

the databases.

This example implies that we need a new achievable scheme to maintain user pri-

vacy if the databases know the indices of the shares stored in other databases. In this

case, it is important to enforce symmetry between shares, which means that the shares

should not be classified into common/individual shares. However, according to the re-

trieval scheme in Section 3.3, common shares are exploited as a side information to

increase the PIR rate. For this scenario, each database does not store all the shares,
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but they are stored in multiple databases to be exploited as a side information while

maintaining data security at each of the databases.

3.4.1 Algorithm

I now show the general achievable scheme and its PIR rate for this scenario.

Theorem 3.4.1. For N secure distributed databases storing K messages, where

each database knows the indices of the shares in other databases, the capacity of the

PIR is lower-bounded as

C ≥ max

{(
1 +

1

2
+ · · ·+ 1

2K−1

)−1 (
1− 2

N

)
,
1

K

(
1− 1

N

)}
. (3.16)

Remark 3.4.1. I can contrive a simple achievable scheme for the second term of

the lower-bound which uses a (1, N) secret sharing scheme for each message. In this

scheme, each database stores a single share for each message to keep data security,

and in the PIR procedure a user downloads all of the shares from N databases. The

minimum size of each share is F
N−1 . Hence, the PIR rate of this scheme is 1

K

(
1− 1

N

)
.

Symmetry between shares is also enforced since there are no common shares for the

databases, thus user privacy is preserved in this scenario where each database knows

the indices of the data in other databases.

From now on, I focus on an achievable scheme for the first term of the lower-

bound, which shows better PIR rate than the achievable scheme in Remark 3.4.1 in

most cases. The first term of the lower-bound is equal to zero when N = 2. Thus, the

following scheme can be applied to the case of N > 2.

Storage Phase

I use a (2K , 2K−1N) secret sharing scheme for each message in my achievable scheme.

I assume that the size of each message is sufficiently large, and each message can
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be generated into 2K−1N shares. Let the message Wk, ∀k ∈ [K] be generated into

2K−1N shares {S[k]
t }2

K−1N
t=1 . The size of each share is given by

H(S
[k]
t ) =

F

2K−1N − 2K
(3.17)

=
F

2K−1(N − 2)
, ∀k ∈ [K], ∀t ∈ [2K−1N ].

After generating the shares for each message, let both of the two adjacent databases

(DBn and DBn+1, ∀n ∈ [N ], DBN+1 = DB1) store the 2K−1 shares for each message.

Each share is stored in two databases, thus each database stores 2K−1N · 2/N = 2K

shares for each message. Since each share is stored simultaneously in two neighboring

databases, symmetry between shares is enforced. For instance, the stored data in the

databases can be represented as follows.

C[k]
n = {S[k]

1+(n−1)2K−1 , . . . , S
[k]

n·2K−1 ,︸ ︷︷ ︸
also stored in DBn−1

S
[k]

1+n·2K−1 , . . . , S
[k]

(n+1)2K−1︸ ︷︷ ︸
also stored in DBn+1

}, (3.18)

C
[k]
N = {S[k]

1+(N−1)2K−1 , . . . , S
[k]

N ·2K−1 ,︸ ︷︷ ︸
also stored in DBN−1

S
[k]
1 , . . . , S

[k]

2K−1︸ ︷︷ ︸
also stored in DB1

}, ∀k ∈ [K].

Since the databases store 2K shares for each message, data security is preserved, i.e.,

I(Wk;C
[1]
n , . . . ,C

[K]
n ) = 0, ∀k ∈ [K], ∀n ∈ [N ].

Retrieval Phase

I now show the retrieval scheme for this storage system which is modified from

a PIR procedure in [35], yet it is also based on symmetry across databases, message

symmetry, and exploiting side information of undesired messages. The key difference

of my retrieval scheme from the existing PIR procedure is that a user exploits side

information of undesired shares downloaded from the adjacent databases only, while

in the existing PIR procedure a user exploits undesired shares downloaded from all the

other databases as a side information since all the databases store the common shares.
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Algorithm 3 Private Information Retrieval for Secure Distributed Storage Systems

(Scenario 2)

Initialize N,K, d

[Storage Phase]

for k ∈ [K] do

Generate a (2K , 2K−1N) secret sharing {S[k]
t }2

K−1N
t=1 for Wk

for n ∈ [N ] do

Store 2K−1 shares for each message at both of the two adjacent databases (DBn

and DBn+1, DBN+1 = DB1)

[Retrieval Phase]

for i = 1 to K do

if i = 1 then

Download an arbitrary share from each of the databases

else

for n ∈ [N ] do

Exploit side information of undesired shares, downloaded from DBn+(−1)i

for message symmetry, from DBn

for n ∈ [N ] do

Enforce message symmetry to each of the databases with the shares stored in

DBn+(−1)i at DBn
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Figure 3.3: Stored data and the downloaded data at each round in Example 3.4.1.

If I let the shares be stored in more than two databases to exploit them from more

databases as a side information, the size of each share should be larger to keep data

security since each database needs to store more shares. Thus, exploiting undesired

shares only from the adjacent databases achieves the maximum PIR rate while enforc-

ing symmetry between shares. In my scheme, it should be noted that the user should

download the shares stored in the adjacent database DBn+(−1)i when enforcing mes-

sage symmetry at Round i, since these shares will be exploited as a side information

from that adjacent database at the next round (Round i + 1). In this way, both data

security from an eavesdropper and user privacy from the databases can be preserved

while enforcing symmetry between shares. The entire procedures of data storage and

its PIR scheme are described in Algorithm 3.

Let me give a simple example for explaining my scheme that keeps user privacy

even if the databases know the set of shares stored in other databases.

Example 3.4.1. Consider the distributed databases in which three databases store

three messages, i.e., N = 3 and K = 3. I use a (8, 12) secret sharing scheme for each

message, thus three messages W1, W2, and W3 are generated into 12 shares, which

have a size of F
12−8 = F

4 bits each. To enforce symmetry between shares, each share
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is stored at three databases as illustrated in Fig. 3.3.

At DB1: {C[k]
1 } = {S

[k]
1 , S

[k]
2 , S

[k]
3 , S

[k]
4 , S

[k]
5 , S

[k]
6 , S

[k]
7 , S

[k]
8 }, (3.19)

At DB2: {C[k]
2 } = {S

[k]
5 , S

[k]
6 , S

[k]
7 , S

[k]
8 , S

[k]
9 , S

[k]
10 , S

[k]
11 , S

[k]
12 },

At DB3: {C[k]
3 } = {S

[k]
1 , S

[k]
2 , S

[k]
3 , S

[k]
4 , S

[k]
9 , S

[k]
10 , S

[k]
11 , S

[k]
12 }, ∀k ∈ [3].

Since each database stores 8 shares for each message, data security is preserved.

From this storage system, assume that a user wants to privately retrieve its desired

message W1. At Round 1, the user downloads S
[1]
1 , S

[1]
5 , and S

[1]
9 from DB1, DB2,

and DB3, respectively. Due to message symmetry, the user also downloads S
[2]
1 and

S
[3]
1 from DB1, S

[2]
5 and S

[3]
5 from DB2, and S

[2]
9 and S

[3]
9 from DB3, respectively. At

Round 2, from DBn the user exploits side information of undesired shares which were

downloaded from DBn+(−1)2 = DBn+1 at the previous round for all n ∈ [3]. Hence,

the user downloads S
[1]
6 +S

[2]
5 and S

[1]
7 +S

[3]
5 from DB1, S

[1]
10 +S

[2]
9 and S

[1]
11 +S

[3]
9 from

DB2, and S
[1]
2 + S

[2]
1 and S

[1]
3 + S

[3]
1 from DB3. Even if the user download S

[1]
6 + S

[2]
5

from DB1 to exploit S
[2]
5 as side information, DB1 do not know which message is

desired by the user since both S
[1]
6 and S

[2]
5 are stored in DB2, hence both of them

could be exploited as side information. Thus, I can say that user privacy is preserved

by enforcing symmetry between shares. To enforce message symmetry, the user also

downloads S
[2]
6 + S

[3]
7 , S

[2]
10 + S

[3]
11 , and S

[2]
2 + S

[3]
3 at each of the databases. At Round

3, the user lastly exploits the undesired shares downloaded at Round 2. From DBn,

the user exploits the undesired shares which were downloaded from DBn+(−1)3 =

DBn−1 at Round 2, thus the user downloads S
[1]
4 + S

[2]
2 + S

[3]
3 , S

[1]
8 + S

[2]
6 + S

[3]
7 , and

S
[1]
12 + S

[2]
10 + S

[3]
11 .

From the downloaded data, the user gets 12 shares of W1, thus it can retrieve its

desired message. Since the user downloads F
4 × 21 bits from the databases, the rate of

retrieval is 4/21, which meets the first term of the lower-bound in Theorem 3.4.1. I can

also observe that this rate is strictly less than 4/13, the lower-bound for this example

139



(N = 3 and K = 3) in Theorem 3.3.1, where each database does not know the indices

of the shares in other databases.

From Example 3.4.1, I can see that both user privacy and data security can be

preserved by additionally enforcing symmetry between shares even if the databases

know the indices of the shares stored in other databases.

3.4.2 PIR capacity

Let me calculate the number of downloads and the number of downloaded data in-

cluding the desired shares in each round. At the first round, a user downloads a share

for each message at each database due to symmetry across databases and message

symmetry, thus a total of NK shares are downloaded. At the second round, from

DBn, n ∈ [N ], the user exploits side information of K − 1 undesired shares down-

loaded from DBn+(−1)2 = DBn+1. Next, when I enforce message symmetry for K

messages, the user downloads (K − 1)K/2 =
(
K
2

)
data from each database, where

each share has the same size. Thus, a total of N
(
K
2

)
data are downloaded at the second

round. I continue this iterative procedure for K rounds. At the ith round (i ∈ [K]),

the user downloads a total of N
(
K
i

)
data from N databases. Moreover, since I en-

force message symmetry at each round, N
(
K−1
i−1

)
data include the desired share among

N
(
K
i

)
data. Thus, the user can decode

∑K
i=1N

(
K−1
i−1

)
= 2K−1N shares of the de-

sired message from the downloaded data. Since the desired message is generated into

2K−1N secret shares, the user can retrieve its desired message from the downloaded

shares. Due to symmetry across databases and message symmetry, the user downloads

2K−1 shares of each undesired message from each database, which are exploited as a

side information. In addition to that, the 2K−1 shares of each message should be stored

at the databases to conceal the desired message when downloading the desired shares

by exploiting the undesired shares as a side information. Thus, each database should
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Figure 3.4: Achievable rates according to N for the case of K = 5.

store at least 2K shares of each message.

In my scheme, the user downloads a total of
∑K

i=1N
(
K
i

)
data, which has the same

size as the shares. From the downloaded data, the user retrieves F bits of desired

message. Hence, the rate of my PIR scheme is given by

R =
desired bits

number of downloads× size of each share
(3.20)

=
F

N
∑K

i=1

(
K
i

)
× F

2K−1(N−2)

=
2K−1(N − 2)

(2K − 1)N

=
1− 1

2

1− 1
2K

× N − 2

N

=

(
1 +

1

2
+ · · ·+ 1

2K−1

)−1 (
1− 2

N

)
.

This meets the first term of the lower-bound in Theorem 3.4.1.

Remark 3.4.2. Fig. 3.4 shows the achievable rates of the three PIR schemes for

replication-based databases without security constraint and secure distributed databases
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for two different scenarios. Contrary to the PIR scheme for Scenario 1 whose achiev-

able rate is close to 1 if N is sufficiently large, the achievable rate of the PIR scheme for

Scenario 2 approaches to 1/2 if N goes to infinity. Hence, I can say that capacity loss

from data security constraint cannot be recovered by the proposed scheme when each

database knows the indices of the shares in other databases even though the number of

databases is sufficiently large.

Moreover, I show that the rate of the proposed PIR scheme, under the condition

where each database knows the indices of the shares in other databases, is also within

a constant multiplicative factor from the upper-bound on the capacity of the PIR prob-

lem.

Theorem 3.4.2. If each database knows the indices of the shares in other databases,

the lower-bound on the capacity of the PIR from secure databases given in Theorem

3.4.1 has a constant multiplicative gap less than 6 with the upper-bound when N > 2,

i.e.,

Cub

Clb
≤ 6, (3.21)

where Cub is the upper-bound on the capacity of the PIR from secure databases and

Clb is the lower-bound given in Theorem 3.4.1.

From the inequality (3.14) in the proof of Theorem 3.3.2,

Cub

Clb
≤

(
1 +

1

N
+ · · ·+ 1

NK−1

)−1

C−1
lb (3.22)

≤
(

max

{(
1 +

1

2
+ · · ·+ 1

2K−1

)−1 (
1− 2

N

)
,
1

K

(
1− 1

N

)})−1

(a)

≤
(
1 +

1

2
+ · · ·+ 1

2K−1

)(
1− 2

N

)−1

(b)

≤ 2 ·
(
1− 2

N

)−1

(c)

≤ 6.
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Step (a) follows from the fact that max{x, y} ≥ x, Step (b) follows from the inequality∑∞
k=0 2

−k ≤ 2, and Step (c) follows from the assumption of N > 2 for the first term

of the lower bound.

3.5 Discussion

3.5.1 Size of Databases

Let me consider the minimum required size of databases for my proposed schemes. If

I denote the size of each database as |DBn|, ∀n ∈ [N ], the size of databases to store

the required number of shares in my scheme for each of the databases which is not

aware of the indices of the shares in other databases is given by

|DBn| =
∑K

k=1
H(C[k]

n ) (3.23)

= K
(
NK−1 + (N − 1)NK−2

)
× F

NK−2(N − 1)2

=
2N − 1

(N − 1)2
KF.

For a replication-based storage system without data security constraint, each database

has a size of KF bits to store K messages. Thus, according to (3.23) the size of

databases in my scheme could be smaller than that of replication-based storage if

N ≥ 4, since my scheme is based on distributed databases. Thus, there is a trade-

off between the retrieval bandwidth and the size of the databases when I compare my

scheme (smaller size of databases, lower retrieval rate) to the replication-based storage

system (greater size of databases, higher retrieval rate). On the other hand, if N < 4,

my scheme needs a larger size of each database to use a secret sharing scheme for

keeping data security.

Moreover, in my revised scheme for the scenario in which each database knows

the indices of the shares in other databases, the size of databases to store the required
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Figure 3.5: The sizes of the databases according to N .

number of shares is given by

|DBn| =
∑K

k=1
H(C[k]

n ) (3.24)

= K × 2K × F

(N − 2)2K−1

=
2

N − 2
KF.

In this case, there is a similar tendency since the size of databases in my scheme could

be smaller than that of replication-based storage if N > 4. On the other hand, if

N = 3, my scheme needs databases with double size storage to use a secret sharing

scheme for keeping data security. The databases in my scheme need the same size as

those of replication-based storage if N = 4. Besides, the databases in my scheme for

Scenario 2 always need a larger storage for the required number of shares than those

in my scheme for Scenario 1 for the same number of databases.

Fig. 3.5 shows the minimum required storage size of the databases, normalized

by KF , in replication-based storage and secure distributed databases with the two

different scenarios, which I considered in this subsection.
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3.5.2 Improved Lower-Bound

In this subsection, I show that the lower-bound on the capacity of the PIR problem in

Theorem 3.3.1 can be enhanced with a modified PIR scheme for the specific case of

N = 2. In the proposed scheme in Section 3.3, I can optimize the number of rounds

in PIR procedure to maximize the lower-bound since user privacy can be ensured

even if a part of whole rounds of the PIR procedure is carried out. Let me revisit

Example 3.3.1 (N = 2,K = 2) to show that the lower-bound in Theorem 3.3.1 can

be improved. Contrary to the previous design of distributed databases, I use a (1, 2)

secret sharing scheme for each message. Thus, each share has a size of F
2−1 = F bits,

and these shares can be represented as

W1 = {S[1]
1 , S

[1]
2 }, W2 = {S[2]

1 , S
[2]
2 }.

Two shares for each message are stored at each of the two databases.

At DB1: {C[1]
1 ,C

[2]
1 } = {S

[1]
1 , S

[2]
1 }, At DB2: {C[1]

2 ,C
[2]
2 } = {S

[1]
2 , S

[2]
2 }.

Since each database stores one share for each message, the data security is preserved.

In this case, a user can retrieve its desired message privately by downloading all the

shares from each database. This retrieval procedure can be interpreted as a procedure

where the PIR procedure in Algorithm 2 is carried out with the first round only. Since

the user downloads 4F bits from the databases, the rate of retrieval is 1/4, which

is greater than the lower-bound in Theorem 3.3.1. This example implies that I can

improve the lower-bound by carrying out a part of the whole rounds of PIR procedure

although the PIR procedure can be designed as a K-round procedure with K messages,

since I can use more efficient secret sharing scheme for the PIR procedure consisting

of fewer number of rounds.

If the PIR procedure is carried out with only T rounds, as in my proposed PIR

scheme, the user downloads a total of N(N − 1)i−1
(
K
i

)
data from N databases at
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the ith round (i ∈ [T ]). Among them, N(N − 1)i−1
(
K−1
i−1

)
data include the desired

share. Thus, the user can decode
∑T

i=1N(N − 1)i−1
(
K−1
i−1

)
shares of the desired mes-

sage from the downloaded data, and the user should retrieve its desired message from

them. The databases should store
∑T

i=1(N − 1)i−1
(
K−1
i−1

)
+

∑T−1
i=1 (N − 1)i

(
K−2
i−1

)
shares for each message. Thus, if I design a secure distributed data storage for the

PIR procedure with only T rounds, I use a (
∑T

i=1(N − 1)i−1
(
K−1
i−1

)
+

∑T−1
i=1 (N −

1)i
(
K−2
i−1

)
,
∑T

i=1N(N − 1)i−1
(
K−1
i−1

)
) secret sharing scheme for each message.

I can choose the number of rounds of the PIR procedure T to maximize the rate

of the PIR scheme. Thus, the lower-bound on the capacity of the PIR scheme with the

data security constraint can be represented as follows.

C ≥ max
T∈[K]

desired bits

number of downloads× size of each share
(3.25)

= max
T∈[K]

F
T∑
i=1

N(N − 1)i−1
(
K
i

) ×
⎛⎜⎜⎜⎝ F

T∑
i=1

(N − 1)i
(
K−1
i−1

)
−

T−1∑
i=1

(N − 1)i
(
K−2
i−1

)
⎞⎟⎟⎟⎠

−1

= max
T∈[K]

T∑
i=1

(N − 1)i
(
K−1
i−1

)
−

T−1∑
i=1

(N − 1)i
(
K−2
i−1

)
T∑
i=1

N(N − 1)i−1
(
K
i

) .

I compare the lower-bound in Theorem 3.3.1 and the improved lower-bound (3.25)

for three cases of the number of databases (N = 2, 3, 4), which is shown in Fig 3.6. An

interesting observation here is that the PIR rate can be improved by carrying out the

PIR procedure with only T rounds when the number of databases N is 2. If the number

of databases is greater than 2, the lower-bound in Theorem 3.3.1 which corresponds

to T = K is equal to the improved lower-bound in (3.25). From (3.25), the improved
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Figure 3.6: The lower-bound in Theorem 3.3.1 and the improved lower-bound for N =

2, 3, 4.

lower-bound for N = 2 is given by

C ≥ max
T∈[K]

T∑
i=1

(2− 1)i
(
K−1
i−1

)
−

T−1∑
i=1

(2− 1)i
(
K−2
i−1

)
T∑
i=1

2(2− 1)i−1
(
K
i

) (3.26)

= max
T∈[K]

T∑
i=1

(
K−1
i−1

)
−

T−1∑
i=1

(
K−2
i−1

)
2

T∑
i=1

(
K
i

) .

However, I leave the problem of solving the closed-form of this improved lower-

bound for N = 2 as a future work.
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3.6 Conclusion

In this chapter, I considered a PIR problem for distributed databases in the presence of

an eavesdropper. Depending on whether the data indices in other databases are known

at a database, I proposed two PIR schemes to ensure user privacy from each database

and data security from an eavesdropper at the same time. I also showed that the rates

of my PIR schemes are within a constant multiplicative gap from the upper-bound on

the capacity of the considered PIR problem.
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Chapter 4

Secure Distributed Computing using Polynomial Codes

In this chapter, I consider a secure distributed computing scenario in which a master

wants to perform matrix multiplication of confidential inputs with multiple workers

in parallel. In such a setting, a master does not want to reveal information about the

two input matrices to the workers in an information-theoretic sense. I propose a se-

cure distributed computing scheme that can efficiently cope with straggling effects by

applying polynomial codes on sub-tasks assigned to workers. The achievable recov-

ery threshold, i.e., the number of workers that a master needs to wait for to get the

final product, of my proposed scheme is revealed to be order-optimal to the number of

workers. Moreover, I derive the achievable recovery threshold of the proposed scheme

is within a constant multiplicative factor from information-theoretic lower bound. As a

byproduct, I extend my strategy to secure distributed computing for convolution tasks

on confidential data.
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4.1 Introduction

Recently, there has been much interest in machine learning and big data analytics,

along with their applications to image processing, collaborative filtering, and so on.

To cope with a large computation load and memory requirement to process massive

datasets, distributed computing frameworks have been developed to complete whole

tasks with multiple servers (workers) in parallel. In a distributed computing scenario, it

has been reported a major bottleneck to increase computation time is waiting time for

slowest or even unresponsive workers, which is referred to as stragglers [40]. One sim-

ple solution to alleviate the impact of stragglers, i.e., straggling effect, is to allow re-

dundancies when assigning tasks to the workers [41]. Furthermore, coding techniques

may be exploited to mitigate the straggling effect for various distributed computing

scenarios such as distributed matrix multiplication [73, 74, 75, 42, 43], distributed

convolution [44], and distributed gradient descent [76, 45].

In this chapter, I consider a secure distributed computing problem in which a

master wants to perform a matrix multiplication task on confidential data with non-

colluding workers in parallel, while not revealing information about confidential data

to workers in an information-theoretic sense. Preserving security of input data in a

distributed computing model could be a critical issue when 1) there could exist an

eavesdropper with access to the link between a master and workers, 2) a master needs

to exploit suspicious but useful workers, and 3) information of input data to be com-

puted must be protected from workers, e.g., personal location information and medical

data. In a secure distributed computing scenario, straggling effects must be controlled

to quickly finish entire tasks as in a conventional distributed computing scenario. As

an example, one can imagine a distributed computing scenario wherein a master wants

to compute C = ATB using 9 workers, but the master does not want to disclose infor-

mation about A and B to workers. A master generates two random matrices RA and
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RB of same size as A and B, respectively, and encodes A and B into 3 secret shares

each:

SA � {SA
1 , S

A
2 , S

A
3 } = {RA, RA +A,RA + 2A},

SB � {SB
1 , SB

2 , SB
3 } = {RB, RB +B,RB + 2B}.

A master assigns 9 sub-tasks C̃i,j = (SA
i )

TSB
j , ∀i, j ∈ {1, 2, 3} to 9 workers, and

workers compute sub-products C̃i,j in parallel. In this scenario, the key question is

how many workers does the master need to wait for to obtain the final product C given

these sub-products. I can find that the master needs to wait for 6 workers to obtain the

final product C for the worst-case scenario.

In this chapter, I raise fundamental questions on the secure distributed computing

problem regarding the minimum number of workers the master needs to wait for to

obtain the final product for the worst-case scenario (will be defined as recovery thresh-

old). I also discuss how to design a secure distributed computing scheme that can

achieve the optimum recovery threshold. The contributions of this work are twofold.

I first derive the upper bound on the recovery threshold of the secure distributed com-

puting problem, i.e., the minimum number of arbitrary workers that can guarantee

decodability of the final output at the master. I reveal the upper bound on the recovery

threshold by proposing an achievable secure distributed computing scheme for matrix

multiplication using polynomial codes [46]. The polynomial code in the proposed se-

cure distributed computing scheme is carefully designed to preserve security of input

data from workers, and to address straggling effects effectively as well, by modifying

existing polynomial code for (security-free) distributed computing scheme that can

achieve optimal recovery threshold [43]. Achievable recovery threshold of my pro-

posed scheme is order-optimal to the number of workers, i.e., it does not scale with the

number of workers, that is believed to the first result on the secure distributed comput-

ing problem in literature. Secondly, I prove a lower bound on the recovery threshold
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of the secure distributed computing. As a consequence, I claim that optimal recovery

threshold can be characterized within a factor of 2.

I extend my approach to the secure distributed computing scenario for convolu-

tion tasks. Beyond extending polynomial codes for distributed matrix multiplication,

I decrease the achievable recovery threshold of the secure distributed convolution by

leveraging inherent property of convolution tasks. The proposed scheme can achieve

order-optimality to the number of workers on the recovery threshold. With the pro-

posed scheme I demonstrate that optimal recovery threshold for convolution tasks can

be characterized within a factor of 3. To the best of my knowledge, this is the first re-

sult to use coding techniques to perform distributed convolution while preserving data

security from workers.

From results on achievable recovery threshold, I analyze overall runtime distribu-

tion of the proposed scheme, by focusing on the waiting time of returning sub-products

from workers at the master. I estimate the mean waiting time under the assumption

that the computing time at workers follows exponential distribution [82]. In particu-

lar, compared with an uncoded scheme that allocates whole tasks to workers as much

as possible without considering straggling effects, I demonstrate that my scheme can

reduce the overall runtime by efficiently mitigating straggling effects.

Related Work. There are a large body of work on the secure distributed computing

problem in the computer science and machine learning literature. Numerous works

have considered private multi-party computation model in which data security is guar-

anteed for workers to privately own their local data, and not to reveal them to other

workers [77, 78, 79]. Several works have proposed securely outsourcing computation

schemes with expensive homomorphic encryption [88, 80]. Secure distributed com-

puting schemes that address straggling effects have been proposed using secret shar-

ing [33] or staircase codes [42] ensuring information-theoretic security on input data.
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However, these schemes assume that only one input of two matrices for multiplication

is regarded as confidential data that must be preserved from workers, while my scheme

using polynomial codes regards the two inputs as confidential data. The authors in [81]

considered secure distributed matrix multiplication on confidential inputs, yet did not

consider straggling effects.

4.2 System Model

I consider a secure distributed computing scenario in which a master wants to perform

a matrix multiplication task C = ATB on confidential data A ∈ Fs×r
q and B ∈ Fs×t

q

for a sufficiently large finite field Fq. I assume that either of the two inputs A and B is a

tall matrix, i.e., s ≥ r or s ≥ t, to ensure that the final product C is a full-rank matrix.

The master divides this multiplication task into smaller computation tasks and assigns

to N non-colluding workers {Wi}Ni=1. A master encodes A and B into N sub-matrices

{Ãi}Ni=1 and {B̃i}Ni=1, each of which has 1
m times the size of A and 1

n times the size

of B, respectively, and sends Ãi ∈ F
s× r

m
q and B̃i ∈ F

s× t
n

q to Wi for all i ∈ [1 : N ].

Workers obtain no information about A and B from their assigned sub-matrices, i.e.,

H(A|Ãi) = H(A), H(B|B̃i) = H(B), ∀i ∈ [1 : N ]. (4.1)

Each worker Wi computes a sub-product C̃i = ÃT
i B̃i and returns it to the master. A

master waits only for sub-products from a subset of workers to cope with the straggling

effect, and recovers the final product C given these sub-products. I illustrate the system

model of a secure distributed computing for matrix multiplication with N workers in

Fig. 4.1.

I formally define the secure distributed computing problem of matrix multiplica-

tion. First, I denote the sets of encoded sub-matrices of A and B as

Ã � {Ã1, Ã2, . . . , ÃN}, B̃ � {B̃1, B̃2, . . . , B̃N}. (4.2)
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Figure 4.1: System model of secure distributed computing for matrix multiplication.

I say matrices A and B are securely encoded for distributed computing using N work-

ers if each of the elements in Ã and B̃ has zero information about A and B, respec-

tively (4.1). Using this terminology, as in [43] I define the recovery threshold k(Ã, B̃)

of securely encoded sets as the minimum number of workers k where the master can

recover C given the sub-products C̃i = ÃT
i B̃i from any k workers. The goal of the

secure distributed computing problem of matrix multiplication is to find the optimum

recovery threshold K∗, that can be denoted by

K∗ � min
Ã,B̃

k(Ã, B̃), (4.3)

and to find securely encoded sets Ã and B̃ that can achieve optimum recovery thresh-

old.

154



4.3 Distributed Matrix Multiplication

4.3.1 Achievable Scheme

I now present my secure distributed computing scheme using polynomial codes. In a

proposed scheme, a master assigns sub-tasks of matrix multiplication to workers, but

the master does not reveal information about two input matrices to workers. The first

theorem presents a recovery threshold that can be achieved by the proposed distributed

computing scheme using polynomial codes, yielding an upper bound on optimal recov-

ery threshold.

Theorem 4.3.1. For secure distributed computing of matrix multiplication task C =

ATB using N workers, where each worker can store 1
m fraction of A and 1

n fraction

of B without information about A and B, optimum recovery threshold K∗ is upper

bounded by

K∗ ≤ mn+m+ n. (4.4)

Let me introduce a motivating example to provide intuition, and reveal the general

description of my proposed scheme.

Motivating Example

I first provide a motivating example of m = n = 1 case to reveal the main idea of

my secure distributed computing scheme using polynomial codes. Consider a secure

distributed matrix multiplication C = ATB on confidential data A and B using N = 5

workers. Each worker Wi, ∀i ∈ [1 : 5] stores two securely encoded sub-matrices Ãi
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and B̃i which are encoded and sent by a master as

Ã1 = RA + 1 ·A, B̃1 = RB + 1 ·B, Ã2 = RA + 2 ·A, B̃2 = RB + 2 ·B,

Ã3 = RA + 3 ·A, B̃3 = RB + 3 ·B, Ã4 = RA + 4 ·A, B̃4 = RB + 4 ·B,

Ã5 = RA + 5 ·A, B̃5 = RB + 5 ·B,

where Ãi and B̃i have the same size as A and B, respectively. Two matrices RA and

RB are randomly generated by the master. Workers have no information about A and

B since the randomly generated matrices RA and RB are not known to workers.

Each worker Wi computes C̃i = ÃT
i B̃i and returns the following result to the

master.

C̃1 = ÃT
1 B̃1 = RT

ARB + 1 ·ATRB + 1 ·RT
AB + 12 ·ATB,

C̃2 = ÃT
2 B̃2 = RT

ARB + 2 ·ATRB + 2 ·RT
AB + 22 ·ATB,

C̃3 = ÃT
3 B̃3 = RT

ARB + 3 ·ATRB + 3 ·RT
AB + 32 ·ATB,

C̃4 = ÃT
4 B̃4 = RT

ARB + 4 ·ATRB + 4 ·RT
AB + 42 ·ATB,

C̃5 = ÃT
5 B̃5 = RT

ARB + 5 ·ATRB + 5 ·RT
AB + 52 ·ATB.

These sub-products can be represented as⎡⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣

C̃1

C̃2

C̃3

C̃4

C̃5

⎤⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦
=

⎡⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣

10 11 12

20 21 22

30 31 32

40 41 42

50 51 52

⎤⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦

⎡⎢⎢⎢⎣
RT

ARB

ATRB +RT
AB

ATB

⎤⎥⎥⎥⎦ . (4.5)

Since workers store the sub-matrices that have the same size as A and B, i.e., m =

1 and n = 1, achievable recovery threshold K of my scheme is K = 1 ·1+1+1 = 3.

This means that the master can recover the final product C with any possible set of
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3 sub-products C̃i from the fastest three workers. The coefficient matrix of the sub-

products from workers (4.5) is a Vandermonde matrix. A square Vandermonde matrix

is invertible if all parameters are distinct, thus a sub-matrix of the coefficient matrix of

the sub-products with any three rows is always invertible for a sufficiently large finite

field Fq. Consequently, the master can recover RT
ARB , ATRB+RT

AB, and ATB from

any three sub-products from the workers by matrix inversion. Let me assume that the

master receives sub-products from the fastest three workers W1, W2, and W3. The

master has ⎡⎢⎢⎢⎣
C̃1

C̃2

C̃3

⎤⎥⎥⎥⎦ =

⎡⎢⎢⎢⎣
10 11 12

20 21 22

30 31 32

⎤⎥⎥⎥⎦
⎡⎢⎢⎢⎣

RT
ARB

ATRB +RT
AB

ATB

⎤⎥⎥⎥⎦ (4.6)

⇒

⎡⎢⎢⎢⎣
RT

ARB

ATRB +RT
AB

ATB

⎤⎥⎥⎥⎦ =

⎡⎢⎢⎢⎣
10 11 12

20 21 22

30 31 32

⎤⎥⎥⎥⎦
−1 ⎡⎢⎢⎢⎣

C̃1

C̃2

C̃3

⎤⎥⎥⎥⎦
Hence, the master can recover C = ATB by inverting the equation (4.6).

On the other hand, the master can also recover the final product by solving a poly-

nomial interpolation problem, requiring more efficient decoding process. Sub-products

from workers are the value of the 2nd-degree polynomial h(x) at point x = i, where

h(x) is given by

h(x) = RT
ARB + x(ATRB +RT

AB) + x2ATB. (4.7)

Thus, the master can recover coefficients of h(x), RT
ARB , ATRB + RT

AB, and ATB,

using any possible set of three sub-products by interpolating h(x) given its values at 3

points. Consequently, the master recovers the final product C = ATB.
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Figure 4.2: The overall procedure of secure distributed computation using polynomial

codes.

General Description

I generalize the secure distributed computing scheme using polynomial codes that

achieves the upper bound on optimum recovery threshold K∗ in Theorem 4.3.1. I

divide the whole procedure of the secure distributed computing into three steps: en-

coding at the master, computing at workers, and last, decoding at the master.

1) Encoding: If I divide two input matrices A and B into m and n fractions, re-

spectively, A and B can be represented as

A = [A1A2 · · ·Am], B = [B1B2 · · ·Bn].

The master securely encodes two inputs with the fractions of them and randomly

generated matrix RA ∈ F
s× r

m
q and RB ∈ F

s× t
n

q , each of which has the same size

of the fractions of A and B, respectively. Specifically, the master generates the se-

curely encoded sets Ã and B̃ using polynomial codes on {RA, A1, . . . , Am} and

{RB, B1, . . . , Bn}, respectively. The securely encoded sub-matrices Ãi and B̃i as-

signed to worker Wi are represented as

Ãi = RAx
0
i +

m∑
j=1

Ajx
j
i , B̃i = RBx

0
i +

n∑
k=1

Bkx
k(m+1)−1
i , ∀i ∈ [1 : N ]. (4.8)
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Variables xi, ∀i ∈ [1 : N ] are assigned to workers such that all xi’s are distinct in

Fq (in the motivating example, xi = i is assigned to worker Wi). The degrees of the

polynomial code for two securely encoded sets are carefully chosen to ensure that all

the terms with AT
j Bk, ∀j ∈ [1 : m], ∀k ∈ [1 : n] in the sub-product C̃i = ÃT

i B̃i have

different exponents of xi.

2) Computing: After workers store securely encoded inputs sent by the master,

each worker Wi computes the sub-product

C̃i = ÃT
i B̃i (4.9)

= RT
ARBx

0
i +

m∑
j=1

AT
j RBx

j
i +

n∑
k=1

RT
ABkx

k(m+1)−1
i +

m∑
j=1

n∑
k=1

AT
j Bkx

j+k(m+1)−1
i ,

and returns it to the master. It should be noted that these sub-products are the value of

the (mn+m+n− 1)th-degree polynomial h(x) at point x = xi, where h(x) is given

by

h(x) = RT
ARBx

0 +

m−1∑
j=1

AT
j RBx

j + (AT
mRB +RT

AB1)x
m

+
n∑

k=2

RT
ABkx

k(m+1)−1 +
m∑
j=1

n∑
k=1

AT
j Bkx

j+k(m+1)−1. (4.10)

3) Decoding: The master decodes the final product after receiving the sub-products

from the fastest mn+m+ n workers. It can recover all coefficients of h(x) in (4.10)

using any possible set of mn + m + n sub-products from the fastest mn + m + n

workers finishing their tasks by interpolating h(x) given its values at mn + m + n

points. It is worth mentioning that the problem of polynomial interpolation for decod-

ing polynomial codes at the master can be solved efficiently by using existing decoding

algorithms for Reed-Solomon codes [83, 47]. From the coefficients of h(x), the master
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gets the final output C = ATB as

C = ATB =

⎡⎢⎢⎢⎢⎢⎢⎣
AT

1 B1 AT
1 B2 · · · AT

1 Bn

AT
2 B1 AT

2 B2 · · · AT
2 Bn

...
...

. . .
...

AT
mB1 AT

mB2 · · · AT
mBn

⎤⎥⎥⎥⎥⎥⎥⎦ . (4.11)

Note that the degrees of the sub-matrices assigned to workers are carefully chosen to

ensure that all terms with AT
j Bk, ∀j ∈ [1 : m], ∀k ∈ [1 : n] in the sub-product have

different exponents of xi, thus all the elements of the final product matrix in (4.11) can

be recovered at the master. The overall procedure of the secure distributed computation

using polynomial codes for matrix multiplication is described in Fig. 4.2.

Remark 4.3.1. Without security constraint, the optimum recovery threshold K∗ for

a distributed matrix multiplication task C = ATB, where each worker can store 1
m

fraction of A and 1
n fraction of B, is given by

K∗ = mn. (4.12)

Optimum recovery threshold can be achieved by distributed computing strategy using

polynomial codes [43]. In a secure distributed computing scenario, I reveal that the

recovery threshold mn + m + n can be achieved in Theorem 4.3.1, implying that

the master should wait for extra m + n workers to preserve information about two

confidential data from workers with my scheme. Additional m + n workers for the

master to wait for can be regarded as the price of security in my scheme for a secure

distributed computing scenario.

4.3.2 Analysis on Recovery Threshold

I provide an information-theoretic lower bound on optimal achievable recovery.

Theorem 4.3.2. For secure distributed computing of matrix multiplication task C =

ATB using N workers, where each worker can store 1
m fraction of A and 1

n fraction
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of B without information about A and B, optimum recovery threshold K∗ is lower

bounded by

K∗ ≥ mn+ 1. (4.13)

Without loss of generality, let me consider that the master can recover the final

product C from sub-products of the K∗ workers {Wi}K
∗

i=1. It can be represented as

H
(
C
∣∣∣C̃1, . . . , C̃K∗

)
= 0. (4.14)

In addition, the mutual information between the final product and each of the sub-

products is given by

I
(
C; C̃i

)
= I

(
ATB; ÃT

i B̃i

)
(4.15)

= H
(
ATB

)
−H

(
ATB

∣∣∣ÃT
i B̃i

)
(4.16)

≤ H
(
ATB

)
−H

(
ATB

∣∣∣ÃT
i B̃i, Ãi, B̃i

)
(4.17)

= H
(
ATB

)
−H

(
ATB

∣∣∣Ãi, B̃i

)
(4.18)

≤ H
(
ATB

)
−H

(
(A,B)+

∣∣∣Ãi, B̃i

)
(4.19)

= H
(
ATB

)
−H

(
(A,B)+

)
(4.20)

≤ 0 (4.21)

where (4.17) is due to the fact that conditioning reduces entropy, (4.18) is due to the

fact that ÃT
i B̃i is a deterministic function of Ãi and B̃i, (4.19) follows from the fact

that either of the two inputs is a tall matrix where (A,B)+ denotes one of the two

matrices A and B whose rank is not less than the other, and (4.20) follows from (4.1),

that implies that each of the sub-matrices has no information about two input matrices.

According to the definition of the mutual information [86], I
(
C; C̃i

)
, ∀i ∈ [1 : K∗]

is not a negative value. Hence, from (4.21),

I
(
C; C̃i

)
= 0. (4.22)
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Finally, I have

H (C) = I
(
C; C̃1, . . . , C̃K∗

)
+H

(
C
∣∣∣C̃1, . . . , C̃K∗

)
(4.23)

= I
(
C; C̃1, . . . , C̃K∗

)
(4.24)

= H
(
C̃1, . . . , C̃K∗

)
−H

(
C̃1, . . . , C̃K∗

∣∣∣C)
(4.25)

≤ H
(
C̃1, . . . , C̃K∗

)
−H

(
C̃i

∣∣∣C)
(4.26)

= H
(
C̃1, . . . , C̃K∗

)
−H

(
C̃i

)
(4.27)

≤
K∗∑
j=1

H
(
C̃j

)
−H

(
C̃i

)
(4.28)

= (K∗ − 1)H
(
C̃i

)
, (4.29)

for any i ∈ [1 : K∗] where (4.24) follows from (4.14), (4.27) follows from (4.22), and

(4.28) is due to the fact that dropping conditioning does not reduce entropy. Since the

size of the sub-matrices is 1
mn times smaller than the size of the final product,

K∗ ≥ mn+ 1. (4.30)

This completes the proof.

The proof of Theorem 4.3.2 is that the master cannot obtain any information about

the final product from each of the sub-products, i.e.,

I
(
C; C̃i

)
= 0, ∀i ∈ [1 : N ], (4.31)

since each of the sub-matrices assigned to the workers has zero information about

two inputs A and B (4.1). Theorem 4.3.2 reveals that the master should wait for at

least one more worker for a secure distributed computing compared to a non-secure

distributed computing scenario. However, this lower bound does not match with the

derived upper bound, thus I state that optimal recovery threshold can be characterized

within a constant factor by comparing two bounds.
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Theorem 4.3.3. For secure distributed computing of matrix multiplication task

C = ATB using N workers, where each worker can store 1
m fraction of A and 1

n

fraction of B without information about A and B, optimum recovery threshold K∗ is

characterized within a factor of 2, i.e.,

1

2
Kpolynomial < K∗ ≤ Kpolynomial, (4.32)

where Kpolynomial = mn + m + n is the upper bound on the recovery threshold K∗,

that can be achieved by polynomial codes.

I prove Theorem 4.3.3 by using the upper and the lower bounds in Theorems 4.3.1

and 4.3.2.

K∗ ≥ mn+ 1 (4.33)

≥ mn+ 1 +m+ n

2
(4.34)

>
mn+m+ n

2
(4.35)

=
1

2
Kpolynomial. (4.36)

where (4.33) follows from Theorem 4.3.2, (4.34) is due to the fact that mn+1 ≥ m+n

when m ≥ 1 and n ≥ 1, and (4.36) follows from Theorem 4.3.1. From (4.36) and

Theorem 4.3.1,

1

2
Kpolynomial < K∗ ≤ Kpolynomial. (4.37)

This completes the proof.

Remark 4.3.2. From results on the recovery threshold in Theorems 4.3.1 and 4.3.2,

I provide a fundamental trade-off between recovery threshold and computation load

at each worker, by assuming A and B can be divided into 1
m fraction and 1

n fraction,

respectively, i.e., r � m and t� n. I define the computation load L at each worker as

computational complexity of C̃i = ÃT
i B̃i, normalized by computational complexity
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Figure 4.3: Tradeoff between computation load and recovery threshold with N = 20

workers.

of C = ATB, i.e., L � 1
mn . Recovery threshold of a distributed computing with the

computation load L at each worker is denoted as K(L). By considering the assumption

of m,n ∈ N, achievable recovery threshold in Theorem 4.3.1 is converted to the upper

bound on K(L) as

K(L) ≤

⎧⎨⎩ min mn+m+ n

s.t. 1
L ≤ mn ≤ N, m, n ∈ N

(4.38)

Meanwhile, the proof of Theorem 4.3.2 can be easily extended to the case of 1
L =

mn ∈ R, thus the lower bound on K(L) is given by

K(L) ≥ 1

L
+ 1. (4.39)

For example, Fig. 4.3 shows a tradeoff between computation load and recovery thresh-

old for a secure distributed computing using N = 20 workers.

To validate the novelty of my proposed scheme using polynomial codes for matrix
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Figure 4.4: Secure distributed computing using secret sharing with N workers.

multiplication of two confidential inputs, I introduce a comparable secure distributed

computing scheme using secret sharing.

Definition 4.3.1. I can imagine a secure distributed computing scheme using secret

sharing [33] for matrix multiplication of two confidential inputs. A master encodes A

and B into the secret shares, each of which has 1
m times the size of A and 1

n times the

size of B, and assigns sub-tasks to N workers. To extend the secret sharing scheme

from a single confidential input to two confidential inputs for multiplication, I assume

that workers are divided into
√
N groups, each of which consists of

√
N workers.

Workers in each group are assigned
√
N shares of A, and similarly each group is

assigned
√
N shares of B. The master can recover the final product C from the sub-

products of n + 1 groups in which the m + 1 workers finish their tasks. The detailed

description is illustrated in Fig. 4.4. I can demonstrate that secret sharing achieves a

recovery threshold of

Ksecret-sharing =
√
Nn+m(

√
N − n) + 1 = Θ(

√
N). (4.40)
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Remark 4.3.3. According to Theorem 4.3.1, achievable recovery threshold of se-

cure distributed matrix multiplication task using polynomial codes is order-optimal to

the number of workers, i.e., it does not scale with the number of workers N .

Kpolynomial = mn+m+ n = Θ(1). (4.41)

Existing secure distributed computing schemes using secret sharing (Definition 4.3.1)

or staircase codes [42] regard only one of the two input matrices as confidential data.

Thus, simple extensions of these schemes for the scenario wherein the two inputs are

confidential cannot achieve order-optimality of the recovery threshold to the number of

workers, due to the worst-case scenario. To the contrary, secure distributed computing

scheme using polynomial codes can achieve order-optimality by carefully encoding

the two confidential inputs, which is not influenced by the worst-case scenario.

4.4 Extension to Distributed Convolution

I dedicate this section to propose an extension of secure distributed computation using

polynomial codes for a convolution task.

4.4.1 Achievable Scheme

I consider a secure distributed convolution scenario in which a master wants to perform

a convolution task c = a ∗ b using N workers on two confidential data a ∈ Ftm
q and

b ∈ Ftn
q . If I divide two input vectors into m and n fractions, respectively, they can be

represented as

a = [a1a2 · · ·am], b = [b1b2 · · ·bn],

where aj ∈ Ft
q, bk ∈ Ft

q for all i ∈ [1 : m] and k ∈ [1 : n]. To exploit inherent

property of the convolution task in my scheme, sub-vectors of a and b assigned to
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workers should have the same size. I provide an achievable recovery threshold on the

secure distributed convolution scenario as follows.

Theorem 4.4.1. For secure distributed computing of convolution task c = a ∗ b
using N workers, where each worker can store 1

m fraction of a and 1
n fraction of

b without information about a and b, the optimal recovery threshold K∗
conv is upper

bounded by

K∗
conv ≤ max{m,n}+m+ n. (4.42)

To achieve recovery threshold of max{m,n} + m + n for a secure distributed

convolution task, I modify distributed computing strategy using polynomial codes for

matrix multiplication.

1) Encoding: The master randomly generates two vectors ra ∈ Ft
q and rb ∈ Ft

q,

that have the same size of the fractions of a and b. With two random vectors ra and rb,

and fractions of a and b, the master generates securely encoded sets of a and b, and

assigns them to workers. Securely encoded sub-vectors ãi and b̃i assigned to worker

Wi are represented as

ãi =

m∑
j=1

ajx
j−1
i + rax

m+n−1
i , b̃i =

n∑
k=1

bkx
k−1
i + rbx

m+n−1
i . (4.43)

Contrary to the secure distributed computing strategy for matrix multiplication, de-

grees of the polynomial code for fractions of a and b are carefully chosen for the

convolution terms aj−k ∗ bk to have the same exponent of xi (xj−2
i ), to improve the

recovery threshold by leveraging inherent property of a convolution task. In addition,

degrees of the polynomial code m+ n− 1 for the randomly generated vectors ra and

rb are chosen to ensure the decodability of c = a ∗ b at the master, provided that all

the terms for the convolution of the fractions of a and b in c̃i = ãi ∗ b̃i do not have

the same exponent of xi with the convolution terms including ra or rb.
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2) Computing: Each worker Wi computes the sub-task c̃i = ãi ∗ b̃i from the

assigned vectors ãi and b̃i in (4.43) as

c̃i = ãi ∗ b̃i (4.44)

=

m∑
j=1

n∑
k=1

aj ∗ bkx
j+k−2
i +

m∑
j=1

aj ∗ rbxj−1+m+n−1
i

+

n∑
k=1

ra ∗ bkx
m+n−1+k−1
i + ra ∗ rbx2(m+n−1)

i .

If the worker finishes its convolution task, it returns c̃i to the master. Note that all the

terms of xi in
m∑
j=1

n∑
k=1

aj ∗ bkx
j+k−2
i have different exponents of xi from the other

terms including ra or rb. These sub-vectors from workers are the value of the (2m +

2n− 2)th-degree polynomial h(x) at point x = xi, where h(x) is given by

h(x) =
m∑
j=1

n∑
k=1

aj ∗ bkx
j+k−2 +

m∑
j=1

aj ∗ rbxj+m+n−2

+

n∑
k=1

ra ∗ bkx
k+m+n−2 + ra ∗ rbx2(m+n−1). (4.45)

I note that the coefficients of xmax{m,n}+m+n−1, . . . , x2m+2n−3 are zero, thus all the

coefficients of h(x) can be recovered from the max{m,n}+m+ n values of h(x).

3) Decoding: The master can recover all the coefficients of h(x) using any possible

set of max{m,n}+m+n sub-products from the fastest max{m,n}+m+n workers

finishing their tasks by interpolating h(x) given its values at max{m,n} + m + n

points. The convolution terms of the fractions of a and b can be represented as

m∑
j=1

n∑
k=1

aj ∗ bkx
j+k−2 =

m+n∑
j=2

min{j−1,n}∑
k=max{1,j−m}

aj−k ∗ bkx
j−2. (4.46)

From coefficients of these terms, the master can recover the final output c = a ∗ b by

adding them with proper shift by zero-padding.
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Figure 4.5: Decoding process at the master in the distributed convolution task for m =

n = 2.

Example 4.4.1. Let me consider a simple case of m = 2 and n = 2, wherein

workers are assigned 1
4 fractions of the whole convolution task. In this case, workers

return the value of h(x), where h(x) is given by

h(x) =
2∑

j=1

2∑
k=1

aj ∗ bkx
j+k−2 +

2∑
j=1

aj ∗ rbxj+2 +

2∑
k=1

ra ∗ bkx
k+2 + ra ∗ rbx6

= a1 ∗ b1x
0 + (a2 ∗ b1 + a1 ∗ b2)x

1 + a2 ∗ b2x
2 + (a1 ∗ rb + ra ∗ b1)x

3

+ (a2 ∗ rb + ra ∗ b2)x
4 + ra ∗ rbx6.

By the six sub-products from the fastest six workers, the master can recover the coef-

ficients of h(x). Hence, the master gets a1 ∗ b1, a2 ∗ b1 + a1 ∗ b2, and a2 ∗ b2. From

these sub-results, the master can recover the final product c = a ∗ b with proper shift

by zero-padding as illustrated in Fig. 4.5.

4.4.2 Analysis on Recovery Threshold

In addition, I reveal the order-optimality of the achievable recovery threshold to the

number of workers, and characterize optimal recovery threshold K∗
conv within a con-
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stant factor for a secure distributed convolution task, as in a secure distributed matrix

multiplication task.

Remark 4.4.1. According to Theorem 4.4.1, the achievable recovery threshold of

secure distributed convolution using polynomial codes is also order-optimal to the

number of workers, as in the achievable recovery threshold of secure distributed matrix

multiplication in Remark 4.3.3.

Kconv, polynomial = max{m,n}+m+ n = Θ(1). (4.47)

Theorem 4.4.2. For secure distributed computing of convolution task c = a ∗ b
using N workers, where each worker can store 1

m fraction of a and 1
n fraction of

b without any information about a and b, the optimum recovery threshold K∗
conv is

characterized within a factor of 3, i.e.,

1

3
Kconv, polynomial < K∗

conv ≤ Kconv, polynomial, (4.48)

where Kconv, polynomial = max{m,n} + m + n is the upper bound on the recovery

threshold K∗
conv, which can be achieved by polynomial codes.

For a distributed convolution task where each worker can store 1
m fraction of a

and 1
n fraction of b without security constraints, lower bound on optimal recovery

threshold is max{m,n} [43]. This bound can be also applied to a secure distributed

convolution task since the security constraint to workers does not lower the bound.

Hence,

K∗
conv ≥ max{m,n} (4.49)

=
1

3
max{m,n}+ 2

3
max{m,n} (4.50)

≥ 1

3
max{m,n}+ 2

3

m+ n

2
(4.51)

=
max{m,n}+m+ n

3
(4.52)

=
1

3
Kconv, polynomial. (4.53)
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where (4.51) is due to the fact that the maximum of the two values is not less than

the mean of them, and (4.53) follows from Theorem 4.4.1. From (4.53) and Theorem

4.4.1,

1

3
Kconv, polynomial < K∗

conv ≤ Kconv, polynomial. (4.54)

This completes the proof.

4.5 Numerical Analysis

I dedicate this section to estimate overall runtime distribution to recover the final prod-

uct at the master. I assume that runtime for encoding and decoding process at the

master are deterministic, and I only consider waiting time of returning sub-products

from workers at the master. I compare waiting time distributions for three cases as

follows.

• Polynomial Codes: The master divides the sub-tasks to workers by using poly-

nomial codes. Workers are assigned a size of 1
mn fraction of the whole task to

compute C = ATB. Thus, the master needs to wait for the fastest mn+m+ n

workers.

• Lower Bound: I consider the ideal case wherein workers are assigned a size of

1
mn fraction of the whole task, and the master needs to wait for the fastest mn+1

workers only, which is a lower bound.

• Uncoded Scheme: I consider an uncoded scheme, not designed to mitigate the

straggling effect. Assigned tasks are encoded to preserve the security of the two

inputs from workers. In this case, if the entire number of workers is N , each

worker is assigned with 1
N−1 fraction of the whole task and the master waits for

all workers to finish.

171



I denote the time spent to compute C = ATB as a random variable TC . I assume

that the computing time distribution Pr(TC ≤ t) follows an exponential distribution

[82], i.e.,

Pr(TC ≤ t) = 1− e−μt, ∀t ≥ 0, (4.55)

where exponential rate μ is referred to as straggling parameter. If workers are assigned

with L fraction of the whole task, I denote the time spent at each worker as a random

variable TW . Computing time distribution at each worker is

Pr(TW ≤ t) = 1− e−
μ
L
t, ∀t ≥ 0, (4.56)

I now calculate expected values of waiting time for three cases. Note that expected

value of the kth statistics of n independent random variables with an exponential distri-

bution with rate μ
L is

L(Hn−Hn−k)
μ , where Hn =

∑n
i=1

1
i � log n is the nth harmonic

sum [74]. In my scheme using polynomial codes, the master needs to wait for the

fastest mn + m + n workers among N workers, each of which is assigned to com-

pute 1
mn fraction of the whole computation task C = ATB. The expected waiting

time E[Tpoly] of my scheme for the fastest mn+m+ n workers among N workers to

compute the final product at the master is given by

E[Tpoly] =
HN −HN−(mn+m+n)

μmn
� 1

μmn
log

(
N

N − (mn+m+ n)

)
. (4.57)

Using the same approach, I estimate expected waiting time E[Tbound] for the ideal

scheme that achieves the lower bound as

E[Tbound] =
HN −HN−(mn+1)

μmn
� 1

μmn
log

(
N

N − (mn+ 1)

)
. (4.58)

In addition, I can easily derive expected waiting time E[Tuncoded] for the uncoded

scheme as

E[Tuncoded] =
HN

μ(N − 1)
� 1

μ(N − 1)
logN. (4.59)
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Figure 4.6: CDF of the waiting times when m = n = 3 with N = 30 workers.

From expected waiting times for the scheme using polynomial codes and the un-

coded scheme, it is not easy to reveal the effect of polynomial codes to reduce waiting

time by mitigating the straggling effect (i.e., the coding gain is statistical). Thus, I

compare cumulative distribution functions (CDF) for specific problem parameters. I

consider that the master divides its task to N = 30 workers. In the proposed scheme

using polynomial codes and the ideal scheme that achieves lower bound, I assume that

each worker is assigned with sub-matrices which have 1
3 the size of A and B, respec-

tively (m = 3, n = 3). In the uncoded scheme, each worker is assigned with the

sub-task which is a 1
30−1 = 1

29 fraction of the whole task. Fig. 4.6 shows the CDFs of

waiting times for three schemes. It is observed that the waiting time at the master is

reduced by using polynomial codes, that can efficiently mitigate straggler effects than

the uncoded scheme.

I compare waiting times of the proposed scheme with different sub-task assign-

ments. I consider the four cases of the sizes of sub-tasks, the CDFs of which are given

in Fig. 4.7. If smaller sub-tasks are assigned to each worker, workers can finish their

sub-tasks faster, but the master should wait for more workers to finish to recover the fi-
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Figure 4.7: CDF of the waiting times with N = 30 workers.

nal product. Conversely, if the larger sub-tasks are assigned, the master waits for fewer

workers to finish, but workers may finish their sub-tasks at a slower pace. Waiting time

at the master depends on the straggling parameter μ and the number of workers N

according to the size of the sub-tasks. Thus, I can optimize waiting time at the master

by considering these system parameters.

Lastly, I analyze the waiting times of the proposed scheme for heterogeneous clus-

ters. In this case, the computing time distribution at each worker can be modified as

Pr(Ti ≤ t) = 1− e
− μi

Li
(t−αiLi), ∀t ≥ αiLi, (4.60)

where μi, αi, and Li represent a straggling parameter, a shift parameter, and the com-

putation load at Wi, respectively [84]. Figs 4.8 and 4.9 show the waiting times with

N = 30 workers as in previous simulations, but with two groups of workers with

different stragging parameters (μ1 = 0.5 for 15 workers, μ2 = 1.5 for 15 workers).

We can see that the proposed scheme does not effective for the heterogeneous clusters

compared to the homogeneous clusters.
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Figure 4.8: CDF of the waiting times when m = n = 3 with N = 30 heterogeneous

workers.
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Figure 4.9: CDF of the waiting times with N = 30 heterogeneous workers.
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4.6 Conclusion

In this chapter, I investigated a secure distributed computing problem wherein a mas-

ter wants to hide information about input data from workers. I proposed a secure

distributed computing scheme using polynomial codes for matrix multiplication and

convolution tasks of two confidential inputs. I demonstrated that my proposed scheme

efficiently addresses stragglers by using polynomial codes on the design of sub-tasks

assigned to workers. It was further derived that achievable recovery threshold of my

proposed scheme is order-optimal to the number of workers. I derived lower bound on

the optimal recovery threshold, and by using results I claimed that the optimal recovery

threshold can be characterized within a constant multiplicative factor.
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Chapter 5

Conclusion

5.1 Summary

In this dissertation, I proposed scalable and secure architectures for communication,

storage, and computation in large-scale distributed networks. Specifically, I considered

the following three issues: interference management in distributed networks, privacy

and security in distributed storage systems, and security in distributed computing with

stragglers. I hope the proposed scalable and secure architectures will contribute to de-

signing large-scale distributed networks which meet a significant demand for emerging

IoT. The specific contributions of this dissertation are as follows.

• In chapter 2, I considered the blind IA scheme with reconfigurable antenna

switching at the receiver sides, in order to reduce feedback overhead in dis-

tributed networks as managing interfering signals at the receivers. I derived the

theoretical DoF upper-bound for the blind interference technique with reconfig-

urable antenna switching, by exploring inherent property on the channel states of

quasi-static fading channels when receivers are equipped with reconfigurable an-

tennas. I showed the linear DoF upper-bounds for SISO/MISO fully-connected
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K-user IC. Moreover, I claimed that the linear sum DoF upper-bound is achiev-

able by modifying the existing achievable scheme for MISO IC when certain

conditions are satisfied. In addition, I also considered partially-connected K-

user IC. By bridging the gap with the problem of TIM, I derived two linear sym-

metric DoF upper bounds and proposed an achievable scheme for the topologies

where there are no forks in the alignment graph of the network. Lastly, I pro-

posed a hierarchical blind IA scheme for the scenario where coherence time

of the channel is not long enough, thus the channel states do not remain con-

stant during a symbol extension period. I showed that the hierarchical blind IA

scheme can achieve higher DoF within the limited symbol extension period than

the conventional blind IA schemes.

• In chapter 3, I investigated a PIR problem for secure distributed storage systems,

to deal with security issue in large-scale distributed storage systems. I jointly de-

signed the secure distributed database and the corresponding PIR scheme, which

protect not only user’s privacy from the databases, but also data security from

an eavesdropper. I considered two different assumptions on the availability of

a set of indices of the data stored in other databases. I proposed secure dis-

tributed storage scheme by exploiting a secret sharing scheme when storing the

messages for data security at each of the databases. Moreover, I designed an ef-

ficient PIR procedure which exploits the secret shares of undesired messages as

a side information by means of storing the secret shares at multiple databases.

Consequently, I showed that the rates of the proposed PIR schemes are within a

constant multiplicative factor from the derived upper-bound on the capacity of

the PIR problem. As an extension, I also discussed the size of databases and the

improved lower bound for a storage system with two databases.

• In chapter 4, I considered a secure distributed computing framework where a
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master wants to perform a computation (i.e., matrix multiplication, vector con-

volution) on confidential inputs with multiple workers in parallel. To preserve

data security from workers, a master does not reveal information about input data

to the workers in an information-theoretic sense. In such a setting, I proposed

a secure distributed computing scheme that can efficiently cope with stragglers

among workers by applying polynomial codes on sub-tasks assigned to work-

ers. I derived that the achievable recovery threshold of the proposed scheme

is order-optimal to the number of workers, thus it gives the scalability to dis-

tributed computing frameworks. Moreover, I showed that the achievable recov-

ery threshold of the proposed scheme is within a constant multiplicative factor

from information-theoretic lower bound. I demonstrated that the waiting time at

a master can be reduced by using the proposed scheme since it can efficiently

deal with straggling effects.

5.2 Future Directions

In this section, I discuss some of the interesting future research directions relevant to

the topics in this dissertation.

• Sharpening bounds: I derived the lower and upper bounds on the capacity of

distributed networks for communication, information retrieval, and computing.

However, there still exist the gaps between the lower and upper bounds. In Sec-

tions 2.3 and 2.4, I derived the lower bound for general network settings, but I

could not show the DoF achievability for specific cases. It is possible to bridge

the gaps between the bounds by proposing an achievable scheme for general

cases that meets the lower bound. In Chapter 3, I derived the lower bound on the

PIR capacity by proposing new PIR schemes, and showed that the rates of the
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proposed PIR schemes are within a constant multiplicative factor from the de-

rived upper bound on the capacity of the PIR problem. Similarly, in Chapter 4, I

proved the lower bound on the recovery threshold of the secure distributed com-

puting problem by proposing an achievable scheme using polynomial codes,

and showed the achievable recovery threshold is within a constant multiplica-

tive factor from the lower bound. It would be an interesting topic to bridging the

gaps between the bounds for the secure PIR and secure distributed computing

problems.

• Heterogeneous networks: Throughout the dissertation, I considered homoge-

neous networks to analyze the performance of the distributed networks for data

communication, storage, and computation. However, I can also imagine het-

erogeneous networks where the nodes in a network (e.g., transmitter, receiver,

database, and worker) have different capabilities. In Chapter 2, I can imagine

heterogeneous interference networks in which transmitters have different num-

ber of antennas and receivers are equipped with reconfigurable antennas with

different number of preset modes. In chapter 3, databases in a distributed storage

system can have different sizes to store data and the the conditions of informa-

tion retrieval links to the databases (e.g. network bandwidth) could be different.

In chapter 4, workers in distributed computing network can have different per-

formance to compute sub-tasks or different memory sizes to store assigned sub-

matrices. It would be an interesting research to propose new achievable schemes

for heterogeneous networks.

• Weak data security: In chapter 3, information about messages are protected

from databases to provide against an internal eavesdropper (a suspicious database)

and an eavesdropper who can access to the stored data in the database.Similarly,

in chapter 4, data security is preserved from workers to exploit suspicious but
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useful workers for distributed computing. I referred to it as strong data security.

However, I can imagine a secure distributed storage system and a secure dis-

tributed computing framework from the network security perspective, that pre-

serve weak data security from an eavesdropper with access to the link between

the user and databases or between the master and workers, under the assumption

that databases and workers are trustworthy. In addition, I can imagine distributed

networks with heterogeneous security where a different level of data security is

required to databases or workers: data security should be guarded against some

databases or workers, but it is not required for the others.
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초록

수많은 기기로 이루어진 네트워크 환경에서의 대용량 데이터 통신, 저장, 계산

에 대한 요구가 커짐에 따라, 분산 네트워크의 디자인에 대한 관심이 높아지고 있

다. 이는 기존의 중앙집중형 네트워크가 데이터 용량 증가와 기기 수 증가에 따른

사물인터넷(Internet of Things) 환경의 요구(저지연, 초연결)를 만족시키지 못하기

때문이다. 본 학위논문에서는 분산 네트워크 구성의 가장 중요한 문제인 확장성과

보안에 초점을 맞추어 대용량 데이터의 통신, 저장, 계산을 위한 분산형 네트워크

구조를 제안한다. 이를 뒷받침하기 위해, 분산 네트워크의 성능을 정보이론적으로

분석하고 제안하는 구조가 분산 네트워크에서 대용량 데이터 통신, 저장, 계산에

있어최적에가까운성능을가짐을보인다.

우선, 분산 네트워크에서의 간섭 관리 문제를 다룬다. 구체적으로 송신단에서

광역 채널 정보를 필요로 하지 않고 수신단의 재구성 안테나를 활용하는 블라인드

간섭 정렬 기법에 초점을 맞춘다. 블라인드 간섭 정렬 기법은 대규모 간섭 네트워

크에서 채널 정보를 얻기 위한 피드백 부담을 줄여 네트워크의 확장성을 보장한

다. 완전히 연결되었거나 부분적으로 연결된 간섭 네트워크를 위한 블라인드 간섭

정렬 기법을 제안하고, 간섭 네트워크의 자유도(degrees of freedom)의 정보이론적

한계를 유도한다. 또한, 블라인드 간섭 정렬 기법을 수행할만큼 채널의 상관 시간

(coherence time)이길지않은현실적인채널가정에대해서도고려한다.

두번째로, 분산 저장 시스템에서 정보 복원시 사용자 프라이버시와 데이터 보

안 문제를 고려한다. 데이터베이스로부터 사용자 프라이버시를 지키고 데이터베

이스 혹은 사용자와 데이터베이스 사이의 연결에 접근성을 가지는 도청자로부터

데이터보안을지키는안전한분산저장시스템과이를위한사적정보복원(private

information retrieval) 기법을 두 가지 제안한다. 또한, 제안하는 기법의 사적 정보

복원성능이사적정보복원문제의용량한계와상수곱이내의차이를가지는것을
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보인다.

마지막으로, 비밀 데이터에 대한 계산 업무(행렬 곱, 벡터 합성곱(convolution))

를정보이론적관점에서서버에게데이터정보를공개하지않고여러서버를이용해

병렬적으로 처리하는 안전한 분산 컴퓨팅 문제를 다룬다. 분산 컴퓨팅 네트워크의

확장성을높이기위해다항코드(polynomial code)를활용하여낙오효과(straggling

effect)를 효과적으로 다루는 분산 컴퓨팅 기법을 제안한다. 제안하는 기법의 달성

가능한복구한계치(recovery threshold)가이론적한계와상수곱이내의차이를가

지는것을보임으로써제안하는기법의복구한계치에대한성능을입증하였다.

주요어:간섭관리,개인정보복원,분산컴퓨팅,정보이론,보안

학번: 2013-20822
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