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Abstract 

 

A Robust Authentication Algorithm 

for ECG Wavelet  

with Varying Characteristics  

 

Dong Suk Sung 

Interdisciplinary Program in Bioengineering 

The Graduate School 

Seoul National University 

 

Human authentication based on electrocardiogram (ECG) has been a remarkable 

issue for recent twenty years. Several anatomical and physiological patterns, such as 

fingerprints, face, and iris, have been introduced and applied already in some smart 

devices. However, those techniques are suffering with the forgery problems. 

Recently, the new generation of biometric authentication modality, which are 

biomedical signals that typically used for clinical diagnostic purposes, has been 

suggested for these problems. Among the biomedical signals, ECG has been the most 

robust modality for biometric authentication, because it is recorded in non-invasive, 
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simple, effective, and low-cost procedure.  

 In this study, infinite feature selection was used to decide discriminative 

features for verification, and the Mahalanobis distance, which considers both the 

mean difference and standard deviation of the distribution, was used to verify the 

test data is from genuine or imposter. Verification performance was evaluated by the 

measure of equal error rate (EER), and compared with state-of-the-art authentication 

systems. 

 ECG data was acquired from 105 healthy subjects in three modulated 

situations; the subjects were asked to record their ECG in two different day (temporal 

difference), in two different posture (postural difference), and in pre-exercise, post-

exercise (physical activity status difference) situations. The signals have been 

obtained for about 5 minutes in each acquisition status. 

 Both enrollment and test data was pre-processed before the verification step 

is conducted. Pre-processing steps are divided into three sub-steps: Filtering, 

Heartbeat Extraction, Outlier Removal. After pre-processing, best features were 

selected using Infinite Feature Selection in the enrolled set. The order of selected 

features was enrolled in the system for the user and it was re-used in verification step 

when the test set was acquired. A pre-processed heartbeat of test set is reorganized 

in system-enrolled order and top M features are selected. These test features are 

compared with the enrolled features by the Mahalanobis distance, and if the distance 

is smaller than enrolled threshold the system claims that the test user is genuine.  

 In this study, only 1-to-1 verification was evaluated by comparing EER of 

other state-of-the-art works. In 1-to-1 verification, identity has already been declared 

among the N identities, and the system verifies whether the test user matches with 
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the identity. When we averaged over all participants, we obtained an EER of 1% in 

the time-varying situation, 2.21% in the posture change situation, and 5.80% after 

the exercise. This results is better than the result from state-of-the-art techniques, and 

especially after exercise, EER was about 12 % lower than the best algorithm among 

the previous works.   
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Chapter 1. Introduction 

 

1.1. Biometrics authentication 

 

Traditional passwords consist of too many complex combinations of letters so that 

they are hard to remind, and besides the system requires the users to change their 

password frequently. One of the solutions is the biometrics, which are the unique 

anatomical or physiological patterns of oneself. Most widely used biometric 

recognition nowadays is the system using fingerprints. Many smart devices have 

already included the well-established fingerprint authentication technique. However, 

some people who have dim fingerprint, or have hyperhidrosis may have difficulties 

in using fingerprint recognition system. In addition, it also have counterfeit 

fingerprint issues. Not only a fingerprint, but also other commercial biometrics such 

as iris, voice, and face recognitions also have their forgery issues. Recently, the new 

generation of biometric authentication modalities has been suggested including 

biomedical signals, which are typically used for clinical diagnostic purposes. 

Biomedical signals that can be used for biometric authentication include 

Electrocardiogram (ECG), Photoplethysmogram (PPG), Electroencephalogram 

(EEG), and many others. Among these biomedical signals, ECG has been the most 

robust modality for biometric authentication, because it is recorded in non-invasive, 

simple, effective and low-cost procedure [1]. In addition, Biel et al. [2] shows that 

one lead, which is only three electrodes have to be attached, is good enough to 

authenticate a person. 
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1.2. Factors affecting the ECG signal 

 

There are several factors that affect the morphology of ECG, and these factors can 

deteriorate the performance of the authentication using ECG. If the authentication 

algorithm is applied to only healthy people who do not have any cardiac 

abnormalities, there are four main factors that can give influence on the ECG 

morphology: Time evolution, Posture, Exercise, and Psychology. 

 First, time-varying characteristics of the ECG is one of the troublesome 

issue in developing ECG authentication system. Even in a few seconds, the ECG 

morphology including QRS complex altered due to the respiration. There have been 

lots of studies to overcome this time-varying issue. Odinaka et al. [3] compared the 

authentication performances applying various state-of-art techniques for within-

session and across-session recordings. The result showed that serious degradation of 

the authentication performance was observed when the training set and test set was 

obtained on two separate days.  

 Second, Einthoven et al. [4] insisted that the electrical heart vector varies 

regarding to body position. This work demonstrated that body position affects the 

cardiac responses when using limb leads. Wahabi et al. [5] compared four different 

body posture, which are sit, stand, supine, and tripod, and figured out that AC/LDA 

approaches by Agrafioti et al. [6] performed the best. However, if the state-detection 

verification was conducted Chan et al. [7] showed the best identification 

performance. 

 Third, exercise is the most serious factors that can deteriorate the temporal 

and frequency content of the ECG. Depending on the grade of an exercise, heart rate 
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can increase more than twice than normal resting state heart rate. Raising of heart 

rate causes T wave to move closer toward QRS complex as shown in Figure 1. Kim 

et al. [8] asserted that heart rate effects are able to be eliminated through 

normalization of time-domain ECG features. 

 Finally, changing emotions can cause the variation of ECG signal. This is 

because the fluctuations of emotional state causes changes in heart rate which is 

controlled by the autonomic nervous system (ANS). The impact of the ECG because 

of emotional changes was described by Agrafioti et al. [9] 
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Figure 1-1. ECG morphology variability according to its affecting factors 

(a) Temporal difference: day 1 (blue), day 2 (red) (b) Posture difference: sit (blue), 

stand (red) (c) Exercise: before exercise (blue), after exercise (red) 
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1.3. Related publications 

 

To this day, a lot of approaches for ECG authentication system have been suggested, 

but there is still no firmly decided consent about methodologies of ECG based human 

authentication [10]. In addition, it has not been considered lots of ECG morphology 

affecting factors in one study. Most of the cases only deal with the temporal 

variances of the ECG. 

 The time evolution is the ECG affecting factor that have been mainly 

discussed in several studies. Chan et al. [7] used three measures to determine the 

subject’s identity: percent residual difference (PRD), correlation coefficient 

(CCORR), and a wavelet distance measure (WDIST). They assessed the 

performance by changing the morphological features regarding to the length and 

location of the signal-averaged ECG segment. The recognition accuracy was 89% 

which cannot be acceptable comparing with conventional biometrics such as 

fingerprints, but they suggest that ECG can give supplementary information that can 

enhance the performance of conventional biometrics. Wubbeler et al. [11] used 

morphological features especially the QRS complex of three different leads. They 

used PTB database which is recorded during several months up to several years. 

They drew repetitively two adjacent data sets from the PTB database and used a 

standard nearest neighbor and threshold schemes for identification and verification 

respectively. The authentication performance was assessed with across session 

analysis with 3 channels ECG, which verification performance was 2.8 % EER and 

identification performance was 98.1% recognition accuracy.  

 The number of subject is also one of the factor that can give influence of 
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authentication performance. Odinaka et al. [12] developed the database that have 269 

subjects which is relatively large, and improved the identification performance up to 

99 % and verification performance up to 0.37 % using log-normal spectrogram and 

log-likelihood ratio in the case of within session. On the other hand, in the case of 

across session with fusion analysis, the authentication performance was deficient that 

EER was 5.58 % and recognition accuracy was 76.9 %. These results imply a 

limitation coming from the time-varying nature of the ECG signals. 

 Body posture or physical activity are the factors that not have been 

discussed a lot. As mentioned earlier, Wahabi et al. [5] evaluated the ECG 

authentication system based on four state-of-the-art works. Among the state-of-the-

art works, the feature extraction using AC/LDA and verification using the Euclidean 

distance shows the best result. The verification performance was 8.16 %, and 24.16 % 

when body posture changed and exercise was conducted respectively. 

 ECG authentication in the emotional deviation is also the red ocean 

research area. Israel et al. [13] used 15 fiducial points and selected appropriate 

features using Wilks’ lambda feature selection, then used Linear Discriminant 

Analysis Classifier to classify individuals in across-anxiety authentication 

circumstances. The study shows that the extracted features were invariant to the 

individual’s state of anxiety. Coutinho et al. [14] acquired data from 26 healthy 

subjects whose ECG was recorded during conducting the special tasks which can 

cause emotional stress. Since, subject-tuned threshold was used in their research, the 

results were far superior in the perspective of authentication performance, which was 

0.29 % EER and 99.94 % recognition. Table 1-1 illustrates the summary of the 

techniques and performances of these previous studies. 



 

  

7 

Table 1-1. Previous works of ECG Authentication 
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1.4. Purpose of research 

 

This study has had three purposes. First, it developed the verification system that 

have reasonable performances which is regardless of three ECG wavelet changing 

factors: time evolution, body posture, and physical activity (exercise). Reasonable 

performances mean that the result is better in overall situation when comparing with 

the state-of-the-art works. Second, it tried to find the appropriate time for enrollment 

and test set. Smaller the number of enrollment or test time, more practical in real life, 

but still more than single heart beat is need to achieve plausible verification 

performance. Therefore, it is important to find the proper acquisition time that is not 

too long but can accomplish an acceptable performance. Third, it evaluated the 

feasibility of ECG acquired from finger. This is because for future application, there 

are many mobile devices that have electrodes where fingers should be placed. If the 

performance of the finger ECG is similar or better than the limb ECG, which has 

already been proved to be acceptable, this algorithm can be applied on the 

authentication applications of mobile devices.  
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Chapter 2. Methods 

 

2.1. Data acquisition 

 

ECG data was obtained by Biopac, MP150 which A/D resolution is 16 bit per sample 

and the sampling frequency was set at 1000 Hz. 105 healthy people (51 male, 54 

female), age range from 20 to 60, participated in this research and each subject signed 

a consent form in order to qualify their participation in the study. All subjects were 

asked to visit twice, but one subject failed to visit twice so that total 104 subjects 

visited twice. Among these 104 people, 49 people conducted only time evolution 

task, and rest of 55 people conducted posture difference task and exercise task. The 

first group with 49 people attached only limb ECG electrodes and the second group 

with 55 people attached both finger and limb ECG electrodes as shown in Figure 2-

1 (a). Three wet Ag-AgCl electrodes were used; the electrodes on the left finger and 

left limb were connected to the anode (red line), and the electrodes on the right finger 

and right limb were connected to the cathode (white line), and ground (black line). 

Table 2-1 summarized the number of subjects regarding to the numbers of recording 

days, location of electrodes, and circumstances. 

 The first group, who conducted only time evolution task, recorded their 

ECG with the experiment protocol shown in Figure 2-2 (a). After 20 seconds of 

adjustment time, the subjects were asked to close their eyes for 70 seconds, and open 

their eyes for 70 seconds. These two states were treated as the same conditions, since 

there have been no research that ECG is affected by the eye opening and closing 
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state, and actually there have been no significant differences. This protocol was 

repeated again on another day and the time difference was from 1 day to about 2 

weeks. 

The second group who supported posture difference and exercise 

experiments acquired ECG with two different protocol on two different days. On the 

first day, the experiment was conducted in two different postures, which are sitting 

and standing. The whole process is shown in Figure 2-2 (b). At first, there were 20 

seconds of adjustment time to find the most convenient sitting posture. ECG data 

was recorded for 70 seconds and the acquisition trial is repeated 5 times. There were 

15 seconds interstitial adjustment time. Then, the subject were asked to stand up and 

adjust one’s position for 20 seconds, and proceed in same way as conducted while 

he or she was sitting.  

 On the second day, ECG was acquired in sitting at rest before and after the 

5 minutes of exercise. Before exercise, ECG data was acquired 5 times in sitting at 

rest for 70 seconds just like the first day. After then, exercise was conducted with 

stepper (Sean Lee 2 in 1 Stepper, IWHASMP) with the electrodes attached as shown 

in the Figure 2-1 (c). The participants were asked to step as fast as they can. After 

exercise, the subjects were asked to sit and adjust their position for 20 seconds. At 

last, the data was acquired 5 times in sitting at rest for 70 seconds just like the 

procedure executed before exercise. The whole process is described in Figure 2-2 

(c). 
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Table 2-1. The number of subjects regarding several factors 

 

 

(a) 

         

          (b)             (c)                   (d) 

Figure 2-1. Experiment set ups  

(a) Finger and limb electrodes placements. Data acquisition in (b) sitting at rest 

position, and (c) standing at rest position. (d) It shows how the subjects conducted 

exercise using a stepper. 
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(a) 

 

(b) 

 

(c) 

 

Figure 2-2. Experiment protocols 

(a) Conducted for 50 subjects with eye closed and eye opened in sit at rest position. 

(b) Conducted in two different postures: sit, stand. (c) Conducted before and after 

the 5 minute exercise using stepper.  
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2.2. Pre-processing 

 

Pre-processing is the procedure that singles appropriate heartbeats out for 

authentication. Although the ECG data goes through the hardware filter of a device, 

still there are lots of noises mixed in the signal. Thus, additional software filtering 

and outlier removal is required and those proper heartbeats are segmented based on 

each R peaks. These processes are the three steps of the pre-processing: filtering, 

heartbeat extraction, outlier removal.  

 

2.2.1. Filtering  

 

First, the data have to be filtered, since there can be some noises from motion 

artifacts, DC power noise, and 60Hz noise of AC power. Therefore, data was filtered 

with 5th Butterworth band pass filter which low cut off frequency is 1Hz and high 

cut off frequency is 35Hz. The algorithm used not only ECG itself but also its first 

and second derivatives, which is from now denoted as First Derivatives of ECG 

(FDECG) and Second Derivatives of ECG (SDECG). FDECG is a filtered signal of 

the difference of two adjacent points of ECG. The same 1 Hz ~ 35 Hz 5th 

Butterworth band pass filter was applied. SDECG is a filtered signal of the difference 

of two adjacent points of FDECG, and also the same band pass filter was applied. 

Figure 3 shows the sample morphology of FDECG and SDECG. There are three 

feature points in FDECG and SDECG, respectively. I will call the three feature point 

of FDECG as dQ, dR, dS, and those of SDECG as ddQ, ddR, and ddS. This is 

because those feature points are around the Q point, R point, and S point of QRS 

complex of ECG signal as shown in Figure 2-3. 
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(a) 

 

(b) 

Figure 2-3. Morphology and three characteristic points of derivatives. (a) First 

Derivative of ECG (FDECG) comparing with ECG, and three characteristic points: 

dQ, dR, and dS. (b) Second Derivative of ECG (SDECG) comparing with ECG, and 

three characteristic points: ddQ, ddR, and ddS 
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2.2.2. Heartbeat extraction 

  

A peak detection was conducted to provide the reference position for heartbeat 

extraction. In some cases, R peak of the ECG wavelet can be smaller than the 

maximum point of P wave or T wave. Hence, it is better to take minimum points, 

especially the periodic minimum points of FDECG. The minimum point of ECG 

wavelet, which is S wave portion, can be ambiguous in some cases, but the minimum 

point of FDECG (dR valley) are always so clear that they are much better to employ 

as reference position of segmentation. The peak detection procedure was conducted 

in four steps. First, inverse FDECG was segmented with the empirically selected 

window size. Second, the maximum point among the local maxima in the window 

was acquired. Third, the maximum peak was investigated whether its amplitude is 

too large or too small or it is too far from the previous peak. Then these maximum 

peaks are actually minimum valley point of original FDECG wavelet. The maximum 

point of ECG wavelet (R peak) and the minimum point of SDECG (ddR valley) can 

be detected using dR valley of FDECG. The R peak of ECG is the maximum point 

in the range from (𝑡𝑑𝑅 – 25 ms) to (𝑡𝑑𝑅 + 25 ms), and ddR valley of SDECG is the 

minimum point in the same range, where tdR is the temporal position of dR valley. 

ECG, FDECG, and SDECG signals were segmented regarding to these received 

reference points, which are R peaks, dR valleys, and ddR valleys respectively. 50 

heartbeats are extracted from (𝑡𝑟𝑒𝑓 - 300ms) to (𝑡𝑟𝑒𝑓 + 500ms), where 𝑡𝑟𝑒𝑓 is the 

reference point of each signals. This 800 ms segment includes all the ECG features 

which are P wave, QRS complex, and T wave. 50 heartbeats are the reasonable 

number that can be obtained in one minute. 
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2.2.3. Outlier removal 

 

Even though there is a filtering step to get rid of several noises, an ECG signal still 

holds the motion artifact or other physiological electric signals. Therefore, additional 

outlier removal should be taken account. There are four rules regarding to the outlier 

removal.  

First, if a temporal difference of the minimum valley of FDECG segment 

(dR valley) and the maximum point of SDECG is larger than 50 ms, the excerpt is 

removed. This is because all the reference points are based on dR valley, but 

sometimes dR valley is obtained in an erroneous spot, so that comparing with the 

location of the maximum point of SDECG segment can give confidence about the 

reference points. Figure 2-4 (a) shows the case that dR valley does not place near the 

maximum point of SDECG segment (ddQ peak or ddS peak) 

 Second, regarding to dR valley, the reference point of FDECG, let say P 

wave portion of FDECG is the range of (𝑡𝑑𝑅 – 200 ms) ~ (𝑡𝑑𝑅 – 50 ms), and T 

wave portion of FDECG is the range of (𝑡𝑑𝑅 + 50 ms) ~ (𝑡𝑑𝑅 + 500 ms). Moreover, 

let say x is an excerpt of FDECG. If there are any points, that satisfy following 

condition, 

 

 𝑥(𝑡) >
𝑥(𝑡𝑑𝑄) + 𝑥(𝑡𝑑𝑆)

2
 (1) 

   

, where 𝑡 ∈ [(𝑡𝑟𝑒𝑓 − 300 𝑚𝑠), (𝑡𝑟𝑒𝑓 + 500 𝑚𝑠)] then the segment 𝑥(𝑡)  is 

removed. Figure 2-4 (b) shows the case that wrong dR valley was detected because 
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of an abnormally large peak in the range of T wave portion. 

 Third, the correlation coefficient between two adjacent FDECG segments 

should be higher than 0.95, otherwise later segment is pulled out. This rule means 

that all the selected segments should be highly correlated. Reference correlation 

coefficient 0.95 was empirically chosen. This cannot guarantee whether the 

deviation of each features is small, but it makes sure that all the morphology of the 

segment are similar. Figure 2-4 (c) shows the case that the correlation coefficient is 

0.999 and 0.8051 which is lower than 0.95. In most of the cases, adjacent two 

segments are in similar morphology, so that the segment with the correlation 

coefficient lower than 0.95 is usually an outlier. 

 At last, heart rate should be higher than 40 bpm, and lower than 150 bpm. 

A person can have a heartrate lower than 40 bpm or higher than 150 bpm, but the 

morphologies of the ECG, FDECG, SDECG are critically deteriorated, especially P 

wave and T wave. Therefore, since the algorithm is not only using QRS complex, 

the segment should be in the heartbeat range from 40 bpm to 150 bpm. 
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(a) 

 

(b) 

 

(c) 

Figure 2-4. Cases of outlier that should be removed.  

(a) A blue line is FDECG and a red line is scaled SDECG, and if there are no ddS or 

ddQ near the dR, dR is removed. (b) A blue line is FDECG and a black line is scaled 

ECG, and the red dR is removed since there are abnormal T wave around the dR. (c) 

Two adjacent FDECG that the correlation coefficient is larger than 0.95 (left) and 

smaller than 0.95 (right) 
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2.3. Discrete Wavelet Transform 

 

The discrete wavelet transform (DWT) was used for feature extraction. Although the 

ECG, and its derivatives are filtered, some of the unfiltered noises, which are in the 

same frequency range with the signal, cause intra-class variability. The discrete 

wavelet transform can help to solve this problem. It supports not only the additional 

noise reduction but also delineation based on the maxima line information from the 

DWT coefficients. [15] 

 Figure 2-5 shows the simple principle of the DWT. DWT applied high pass 

filter and low pass filter consecutively. If the signal goes through the high pass filter, 

the detail coefficient (𝐷𝑝) is obtained and if it goes through the low pass filter, the 

approximate coefficient (𝐴𝑝 ) can be obtained. This decomposition process can 

extract the features in the specific frequency range. If the first decomposition is 

called 1-level decomposition, 𝑝-level decomposition yields detail coefficients in the 

frequency range of follow: 

 

 
𝑓𝑠

2𝑝+1 
< 𝑓 <

𝑓𝑠

2𝑝
 (2) 

 

, where the sampling frequency of the signal is 𝑓𝑠. Final feature is the aggregation 

of detail coefficient from 1- to N-level decomposition.  

 The decomposition is conducted by taking a convolution with mother 

wavelet as follow: 
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 cd = ∫ 𝑥(𝑡) ∗
1

√2𝑝
𝜑 (

𝑡 − 𝑟 ∗ 2𝑝

2𝑝 ) 𝑑𝑡
∞

−∞
 (3) 

 

, where 𝜑(𝑡) is the mother wavelet, 𝑝 is the level of decomposition, 𝑥(𝑡) is the 

input signal and 𝑐𝑑  is the detail coefficient. There are several mother wavelet 

families such as Haar, Daubechies, Biorthogonal, Coiflet, and Symmlet. In this study, 

three different wavelet families, which are Biorthogonal, Coiflet and Daubechies, 

were evaluated. 

Karimian et al. described that the ‘bior6.8’ showed the best among 

Biorthogonal families, the fifth-order Coiflet (‘coif5’) among Coiflet family and 

‘db9’ was the best among different Daubechies scales. [16] On the other hand Tan 

and Perkowski [17] insisted ‘db3’ showed the best performance and Zhang et al. [18] 

demonstrated ‘db6’ was the best mother wavelet. Therefore, all these mother wavelet 

‘db3’, ‘db6’, ‘db9’, ‘bior6.8’, and ‘coif5’ was assessed using the detail coefficients 

from 3 to 10 level decomposition. Input signal was SDECG which has the high 

similarity with the mother wavelets.  
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Figure 2-5. SDECG original signal and decomposed signals 

Input signal was SDECG and decomposed signal are illustrated in different scale. 

Thus, they seems larger than they really are. 
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2.4. Infinite Feature Selection 

 

In this system, Infinite Feature Selection (Inf-FS) was used for feature selection. The 

Inf-FS is a recent graph-based filter suggested by Roffo et al. [19]. The nodes of the 

graph are the features, and the edges connecting the nodes are related to the standard 

deviation through the samples and redundancy computed by Spearman’s rank 

correlation.  

 Let say a set of whole segmented morphological feature distributions 

are 𝐹 = {𝑓(1), … , 𝑓(𝑛)}. An indirect fully-connected graph G =(V, E); V is the set 

of vertices corresponding, one by one, to each feature distribution, while E codifies 

weighted edges, which model pairwise relations among feature distributions. A 

weighted edge linking two feature nodes  𝑓(𝑖)  and  𝑓(𝑗)  is modified from the 

original version. The modified version is defined as: 

 

 𝑎𝑖𝑗 = 𝛼𝑠𝑖𝑗 + (1 − 𝛼)𝑐𝑖𝑗 (4) 

 

where 𝛼 ∈ [0,1] is a coefficient that determine where to weigh more. The first term 

𝑠𝑖𝑗 = 𝑚𝑎𝑥(𝑠(𝑖), 𝑠(𝑗))  with 𝑠(𝑖) = s(i,0)/𝑠(𝑖,𝑘)  is computed by 𝑠(𝑖,𝑘)  which is a 

standard deviation over the subject k’s samples {𝑥𝑘} ∈ 𝑓(𝑖,𝑘), and 𝑠(𝑖,0) which is a 

standard deviation over the subject-averaged samples {�̅�} ∈ 𝑓(𝑖). The second term 

is 𝑐𝑖𝑗 = 1 − |𝑆𝑝𝑒𝑎𝑟𝑚𝑎𝑛(𝑓(𝑖), 𝑓(𝑗))| , with 𝑆𝑝𝑒𝑎𝑟𝑚𝑎𝑛  indicating Spearman’s 

rank correlation coefficient. The standard deviation 𝑠𝑖𝑗 accounts for the larger inter-

class deviation and smaller intra-class deviation among the two features, and 𝑐𝑖𝑗 

corresponds to the redundancy of the features which has negative relationship with 



 

  

23 

the correlation. 

 Now, let 𝛾 = {𝑣0 = 𝑖, 𝑣1, … , 𝑣𝑙−1, 𝑣𝑙 = 𝑗}  denote a path of length 𝑙 

between vertices 𝑖  and 𝑗 , that is, feature 𝑓(𝑖)  and 𝑓(𝑗) , through other features 

𝑣1, … , 𝑣𝑙−1. If the feature score energy matrix 𝑆 has a component that accumulate 

all the edge weights 𝑎𝑘,𝑘+1, (𝑘 ∈ {0, 1, … , 𝑙 − 1}) with considering all the length 

of path 𝑙, which range is from 1 to infinite, 𝑆 can be obtained as: 

 

 𝑆 = ∑ 𝐴𝑙

∞

𝑙=1

 (5) 

 

, where 𝐴(𝑖, 𝑗) = 𝑎𝑖𝑗. As it is easy to note, summing infinite 𝐴𝑙 terms brings to 

divergence. Thus, regularization is need, in the form of generating functions. [20] 

Then, regularized feature score energy matrix �̆� can be established as follow:  

 

 �̆� = ∑ 𝑟𝑙𝐴𝑙

∞

𝑙=1

 (6) 

 

For the theory of convergence of the geometric series of matrices, 

 

 lim
𝑙→∞

𝑟𝑙𝐴𝑙 = 0 ⟺  𝜌(𝑟𝐴) < 1 ⟺  ∑(𝑟𝐴)𝑙

∞

𝑙=1

= (𝐼 − 𝑟𝐴)−1 − 𝐼 (7) 

 

, where 𝜌(𝑟𝐴) = max
𝜆𝑖∈{𝜆0,…,𝜆𝑛−1}

{|𝜆𝑖|}, and {𝜆0, … , 𝜆𝑛−1} are the eigenvalues of the 
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matrix 𝑟𝐴. Therefore following equation (6) can be derived from (4) and (5): 

 

 �̆� = ∑(𝑟𝐴)𝑙

∞

𝑙=1

= (𝐼 − 𝑟𝐴)−1 − 𝐼 (8) 

 

Just like the previous work 𝑟 =
0.9

𝜌(𝐴)
 was used for a regularization factor. 

Finally rank weight vector 𝑊 = {𝑤(1), … , 𝑤(𝑛)} was computed from the 

regularized feature score energy matrix �̆�. 

 

 𝑤(𝑖) = ∑ �̆�(𝑖, 𝑗)

𝑛

𝑗=1

,   𝑖 = 1,2, … , 𝑛 (9) 

 

Using these rank weights appropriate features are selected. Let say a sorted rank 

weight vector in descending order is �̃� = {�̃�(1), … , �̃�(𝑛)}. The number of selected 

features is determined by the value of rank weight vector element �̃�(𝑘). The rank 

weight vector was computed subject by subject respectively, and Figure 4 shows all 

subjects’ rank weight vectors. As shown in Figure 2-6, all the rank weight vectors 

converge to the value little bit lower than 9. Therefore, when the sorted feature vector 

is �̃� = {𝑓(1), … , 𝑓(𝑛)}, selected features were determined as follow: 

 �̃�𝑠 = {𝑓(𝑖) | �̃�(𝑖) > 9, 𝑖 = 1, … , 𝑛},  (10) 

These selected feature vector and the sorted rank weight vector are enrolled subject 

by subject for future verification. 
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Figure 2-6. The rank weight vector sorted in descending order 

Different colors represent the rank weight vector from each subject respectively.  
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2.5. Verification based on the Mahalanobis distance 

 

To verify whether the user is a genuine or an imposter, the Mahalanobis distance 

between the enrollment set and test set was computed. The Mahalanobis distance is 

a measure of the distance between a point P and a distribution D, suggested by P. C. 

Mahalanobis. [21] To consider the characteristic of a distribution standard deviation 

of the distribution is considered. Hence, the Mahalanobis distance is: 

 

 
𝑀𝐷𝑖(�̃�) = √(�̃� − 𝜇𝑖)𝑇Σ

𝑖

−1
(�̃� − 𝜇𝑖) (11) 

 

, where, 𝜇𝑖 =
1

Men
∑ 𝑠𝑖𝑘(𝑟𝑖1, 𝑟𝑖2,  ⋯ , 𝑟𝑖𝑁)

𝑀𝑒𝑛
𝑘=1 , when 𝑠𝑖𝑘 is a 𝑘𝑡ℎ segment of subject 

𝑖′s  enrolled set,  𝛴𝑖 = 𝑐𝑜𝑣(𝒮𝑖),       𝑆𝑖 = {𝑠𝑖1, 𝑠𝑖2,  ⋯ , 𝑠𝑖𝑀𝑒𝑛
) , �̃� =

1

Mte
∑ �̃�𝑘(𝑟𝑖1, 𝑟𝑖2,  ⋯ , 𝑟𝑖𝑁)

𝑀𝑡𝑒
𝑘=1 , �̃�𝑘 = 𝑘𝑡ℎ segment of test set. The Mahalanobis 

distance can classify into more various distance values.  

For example, Figure 2-7 shows how the Mahalaobis distance is different 

from Euclidean distance. Although the blue point and red point placed in the same 

Euclidean distance, which is 4, from the gray points’ distribution  𝐷 , the 

Mahalanobis distance of the blue point is farther than the red point. This is because 

the distribution 𝐷 is biased to the x-axis direction, so that the red point which is 

apart from the distribution in x-direction are affected more by the larger standard 

deviation in x-direction.  
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Figure 2-7. Comparison of Mahalanobis distance with Euclidean distance. 

Although the Euclidean distance both to a blue point and a point is the same as 4, the 

Mahalanobis distance shows a big difference. 
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The Mahalanobis distance was not used directly as a score, since the scale 

of the distance was too large. Therefore, the score was negative of a log-scale of the 

Mahalanobis distance: 

 

 𝑠𝑐𝑜𝑟𝑒 = −𝑙𝑜𝑔 (𝑀𝐷𝑖(�̃�)) (12) 

 

Hence, if the score was larger than the threshold the user is a genuine, otherwise the 

user is an imposter. 
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2.6. An overall system and an authentication scenario 

 

In summary, an overall system is consisted of data acquisition, pre-processing, 

feature extraction using DWT, feature selection using Inf-FS, and at last verification 

step. The system flow chart is shown in Figure 2-8. Both the enrollment data and test 

data go through pre-processing and feature extraction step. However, rank weight 

vector �̃�  is only obtained from the enrollment data. The same feature rank is 

applied to the test set.  

This study considered only 1-to-1 verification that the system can only 

verify the user when the user’s identity is already known. For example, when a user 

wants to be enrolled in the system, the system asked the user to type his or her ID. 

Then, the system asked the user to enroll one’s ECG for password. When a test user 

wants to authenticate to the system, the user should enter his or her ID first. If the 

inserted ID is incorrect, the user is rejected, otherwise the user is asked to record 

ECG. The test ECG is pre-processed as same as the enrollment set, and the enrolled 

feature and rank weight vector that corresponded to the ID are applied to the test 

signal. If the score based on the Mahalanobis distance between the test set and the 

enrolled template is smaller than the system-inherent threshold, the user is verified 

as a genuine person. The scenario flow char is described in Figure 2-9. 
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Figure 2-8. Summary of the authentication system.  

The system is consisted of data acquisition, pre-processing, feature extraction, 

feature selection, and verification. 
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Figure 2-9. The flow chart of 1-to-1 verification scenario  

The flow chart divided into 3 scenarios of the verification according to whether the 

user is enrolled and the user’s score is over threshold. The number of enrollment and 

test beats 𝑀𝐸 and 𝑀𝑇 will be mentioned in section 3.2. 
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2.7. Evaluation with state-of-the-art techniques 

 

This study evaluated the performance of the algorithm with the state-of-the-art ECG 

authentication techniques. The evaluation metric is equal error rate (EER). Equal 

error rate can be obtained from the point where false acceptance rate (FAR) and false 

rejection rate (FRR) is the same. FAR and FRR is defined as follow: 

 

 
𝐹𝐴𝑅 =

𝑁𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑓𝑎𝑙𝑠𝑒𝑙𝑦 𝑎𝑢𝑡ℎ𝑒𝑛𝑡𝑖𝑐𝑎𝑡𝑒𝑑 𝑎𝑡𝑡𝑒𝑚𝑝𝑡𝑠

𝑇𝑜𝑡𝑎𝑙 𝑎𝑡𝑡𝑒𝑚𝑝𝑡𝑠 𝑜𝑓 𝑖𝑛𝑡𝑟𝑢𝑑𝑒𝑟𝑠
 (13) 

   

 
𝐹𝑅𝑅 =

𝑁𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑟𝑒𝑗𝑒𝑐𝑡𝑒𝑑 𝑙𝑒𝑔𝑖𝑡𝑖𝑚𝑎𝑡𝑒 𝑎𝑡𝑡𝑒𝑚𝑝𝑠

𝑇𝑜𝑡𝑎𝑙 𝑎𝑡𝑡𝑒𝑚𝑝𝑡𝑠 𝑜𝑓 𝑔𝑒𝑛𝑢𝑖𝑛𝑒𝑠
 (14) 

 

FAR and FRR are modulated depending on the threshold value that decides whether 

the attempt can be accepted or rejected. Different threshold values were assigned to 

each subjects. Figure 2-9 shows the FAR-FRR curve of a specific subject which 

describes where EER is achieved: EER = FAR = FRR. EER is a good parameter to 

measure the performance of a biometric authentication in verification mode. 

However, since there are no other biometric authentication system that used the 

database used in this study, state-of-the-art methods were implemented to compare 

with the system developed in this research. 
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Figure 2-10. FAR-FRR curve. 

A blue line is FAR curve and a red line is FRR curve. EER is a point where two 

curve meets. This is a FAR-FRR curve based on the user-tuned threshold. 
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First, DWT with the wavelet distance measure (WDIST) approach by Chan 

et al. [7] was developed. Here, the same pre-processing which includes filtering, 

heartbeat extraction, and outlier removal was used. The mother wavelet function for 

the DWT was from the Daubechies scalar wavelet (db3) and the decomposition level 

was 5. The distance measure for the verification was WDIST: 

   

 
𝑊𝐷𝐼𝑆𝑇 =  ∑ ∑

|𝛾𝑖𝑛𝑝𝑢𝑡
𝑝,𝑞

− 𝛾𝑐𝑙𝑎𝑖𝑚
𝑝,𝑞

|

𝑚𝑎𝑥 (𝛾
ℎ

𝑝,𝑞
, 𝜏)

𝑄

𝑞=1

𝑃

𝑝=1

  (15) 

 

, where 𝛾𝑐𝑙𝑎𝑖𝑚
𝑝,𝑞

, 𝛾𝑖𝑛𝑝𝑢𝑡
𝑝,𝑞

 denotes the detail coefficient 𝑞  from the 𝑝𝑡ℎ  level of 

decomposition of enrollment and test set respectively, and 𝜏 is specific constant 

which is empirically selected to 0.9. Figure 2-11 (a) shows the block diagram of this 

algorithm. 

 Second, Short Time Fourier Transform (STFT) with log-likelihood ratio 

approach by Odinaka et al. [12] was implemented. Likewise, the same pre-

processing was conducted, and then the heartbeat was normalized as follow: 

 

 
ℎ𝑏𝑛𝑜𝑟𝑚𝑎𝑙𝑖𝑧𝑒𝑑 =

ℎ𝑏 − 𝑚𝑒𝑎𝑛(ℎ𝑏)

𝑠𝑡𝑑(ℎ𝑏)
  (16) 

 

, where ℎ𝑏 is a segmented heartbeat. The STFT of a heartbeat was obtained by the 

spectrogram using Hamming window of length 64 ms with 54 ms overlap. The time-

frequency components of the spectrogram were enrolled in the form of a feature 

vector using maximum likelihood estimation. The feature vector was denoted as 
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𝜃�̂�(𝑙) = (𝜇𝑖𝑙 ,  𝜎𝑖𝑙
2)  for each time-frequency bin 𝑙  of subject  𝑖 . After then, the 

dimensionality reduction was conducted using the symmetric relative entropy based 

on Kullback-Leibler divergence. For the Gaussian distribution, the symmetric 

relative entropy between the two distribution 𝒩(𝜇𝑖𝑙 ,  𝜎𝑖𝑙
2) and 𝒩(𝜇0𝑙 ,  𝜎0𝑙

2 ) is  

 

 
𝑑 (𝜃𝑖(𝑙), 𝜃0(𝑙)) =

𝜎𝑖𝑙
2 + (𝜇𝑖𝑙 − 𝜇0𝑙)2

2𝜎0𝑙
2 +

𝜎0𝑙
2 + (𝜇𝑖𝑙 − 𝜇0𝑙)2

2𝜎𝑖𝑙
2 − 1  (17) 

 

 

, where 𝜃0̂(𝑙) = (𝜇0𝑙 ,  𝜎0𝑙
2 )  is a feature vector for time-frequency bin  𝑙  of all 

subjects. The bin 𝑙 was selected as the feature where 𝑑 (𝜃𝑖(𝑙), 𝜃0(𝑙)) is larger than 

the empirically determined value kappa (𝜅 = 0.1). For the verification process, the 

log-likelihood ration (LLR) was used as follow:  

 

 

Λ
𝑖

= ∑ log [
𝑝𝑖 (𝑌(𝑙)|𝜃𝑖(𝑙))

𝑝0 (𝑌(𝑙)|𝜃0(𝑙))
]

𝐿

𝑙=1

𝐼
𝑑(�̂�𝑖(𝑙),�̂�0(𝑙))>𝜅

  (18) 

 

, where 𝑙 is the index of bins and 𝐼
𝑑(�̂�𝑖(𝑙),�̂�0(𝑙))>𝜅

 is the truth function indicating 

which time-frequency bins are selected for subject 𝑖. The test heartbeat is accepted 

as a genuine if the estimated LLR Λ
𝑖
 is larger than a threshold τ. Figure 2-11 (b) 

shows the block diagram of this algorithm. 

 Third, autocorrelation and linear discriminant analysis (AC / LDA) based 
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approach by Agrafioti et al. [22] was evaluated. This method did not need a heartbeat 

extraction process, so that only the same filtering was applied. The filtered signal 

was segmented into overlapping windows of 6 sec length with 3 sec overlap. The 

normalized autocorrelation coefficient �̂�𝑥𝑥 was computed as follow: 

 

 
�̂�𝑥𝑥[𝑚] =

∑ 𝑥[𝑖]𝑥[𝑖 + 𝑚]𝑁−|𝑚|−1
𝑖=0

�̂�𝑥𝑥[0]
 (19) 

 

, where 𝑥[𝑖] represents the windowed ECG and 𝑥[𝑖 + 𝑚] represents the delayed 

version of ECG window with a time lag of 𝑚 = 0,1, … 𝑀 − 1 and 𝑀 ≪ 𝑁. In this 

implementation, since the sampling frequency was 1000 Hz, 250 lags which 

corresponds to 250 ms and much smaller than the number of samples in each window 

𝑁 (= 6 second × 1000
sample

second
= 6000 𝑠𝑎𝑚𝑝𝑙𝑒𝑠). Before applying the LDA, to 

overcome the so-called “small sample sized problem” PCA was applied. [23] After 

dimension reduction by PCA, LDA was conducted for additional dimension 

reduction and improving separability for different subjects. Finally, the basic 

distance measure, Euclidean distance was used for verification based on the 

threshold adjustment. Figure 2-11 (c) shows the block diagram of this algorithm. 
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(a) 

 

(b) 

 

(c) 

 

(d) 

Figure 2-11. Block diagrams of state-of-the-art works and this study. 

(a) Discrete wavelet transform approach: SAECG + DWT (db3, decomposition level 

5) + WDIST [7], (b) Frequency based approach: Short Time Fourier Transform + 

log likelihood ratio [12], (c) Autocorrelation based approach: AC / LDA + Euclidean 

distance [22] 
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Chapter 3. Results 

 

3.1. Appropriate DWT parameters. 

 

As mentioned in section 2.3, 5 different mother wavelets (db3, db6, db9, coif5, 

bior6.8), which showed the good performance in the several previous works, and 8 

different decomposition level (3 ~ 10) was assessed. According to the section 2.1, 

all subjects’ ECG were recorded for total 350 seconds (= 70 seconds ×

5 trials), thus at least 250 heartbeats can be acquired. All these 250 beats from 1st 

day data of 104 subjects are used for enrollment set, and test set were considered as 

250 attempts using single beat from 2nd day data of 104 subjects.  

 The power spectral densities of the all subjects’ SDECG are shown in 

Figure 3-1. Most of the information was in the range from 1 Hz to 50 Hz, since the 

signal was filtered through the 5th Butterworth band pass filter in the pre-processing 

step. Therefore, most of the information is in the frequency range of detail coefficient 

of 5th level decomposition. 

 Figure 3-2 shows the verification performance regarding to the mother 

wavelet and the decomposition level. Combining detail coefficient until 4-level and 

5-level decomposition resulted in similar EER, but 4-level decomposition was 

slightly better with EER of 1.48%. This means that the information in the range of 

31.25 Hz to 500 Hz yields the best performance.  
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Figure 3-1. The power spectral densities of all subjects. 

 

 

Figure 3-2. EER according to DWT parameters.  

The best performed parameter combination was ‘db9’ with using combined form 

from 1 to 4 level decomposition 

 

EER = 1.48% 
(best)
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3.2. The number of enrollment and test beats 

 

As longer the enrollment and test time, the verification performance is getting better. 

However, there will be a marginal point that the gradient of the EER curve gets lower 

slowly. The enrollment and test beats can be thought as one of the measure for the 

enrollment and test time. First, when the number of test beats are fixed, appropriate 

number of enrollment beat was searched. The enrollment data was from limb ECG 

acquired in sit at rest on 1st day of 104 subjects, and the test data also acquired from 

limb in sit at rest position on 2nd day of 104 subjects. For feature extraction, ‘db9’ 

with 4-level decomposition was conducted. The number of enrollment beats were 

assessed from 10 to 250 with increment of 10 and the fixed number of test beats are 

1~10. The results are shown in Figure 3-3. The EER begins to gradually decrease 

when around 50~60 beats are used for the enrollment.  
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Figure 3-3. EER according to the number of enrolled beats 

Each graph shows the verification performance when 1, 3, 5, 7, and 9 test beats are 

used in order from the top. 
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Meanwhile, since the performance when using single beat have had a 

limitation, thus the proper number of test beats had to be computed. As shown in 

Figure 3-4 (a), the magnitude of R peak is fluctuated because of respiration. Figure 

3-4 (b) shows the upper boundary of the obtained ECG signal which is the same as 

red lines in Figure 3-4 (a). This is the R peak fluctuation because of respiration. Then, 

the Welch’s power spectral density estimate was obtained from each subject 

respectively. Let say the first peak in the Welch’s power spectral density estimate is 

𝑓1, which is a fundamental frequency of respiration. Then the period of R peak 

fluctuation  𝑇𝑅𝐹 = 1/f1 , and the period in the unit of a beat can be computed 

approximately as follow: 

 

   

 
𝐵𝑒𝑎𝑡𝑅𝐹 =

mean(hb)

60
×

1

𝑓1
 (20) 

 

The average value of 𝐵𝑒𝑎𝑡𝑅𝐹 throughout the whole 104 subjects was 5 beats. From 

the performance result according to the number of enrollment, the proper enrollment 

beats can be decided by comparing with the 1% EER line. Therefore, it is plausible 

to 60 beats for enrollment since when the test beats are 5 beats the EER is 1%. 
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(a) 

 

(b) 

 

(c) 

Figure 3-4. Finding a fundamental frequency of respiration. 

This shows the process of getting a fundamental frequency of respiration. (a), (b) 

Respiration pattern can be extracted by taking an upper boundary of an ECG signal. 

(c) A fundamental frequency 0.267 Hz is obtained by using Welch’s power spectral 

density estimate  

X: 0.267 

Y: -2.321 
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3.3. Evaluation in different authentication situations. 

 

There were six different situations depends on the acquisition time, posture, and 

exercise status in this study. Table 3-1 shows the enrollment set and test set for each 

situation. In addition, the opposite six other circumstances was also evaluated. i.e. 

Day 2 Sit, before exercise data was used for enrollment, and Day 1, sit data was used 

for test set (Opposite of Case 1). Not only these across-state verification but also 

within-state circumstances was appraised. For within-state verification, each state 

(e.g. Day 1, sit) data was divided half randomly. A half of the data was used for 

enrollment and the other half was used for test. 

 For evaluation, three state-of-the-art works were implemented as 

mentioned earlier in section 2.7. Limb ECG was used and the database was divided 

into two categories according to the situations. In across-state verification, case 1 

and its opposite situation used 104 subjects’ database, which including 49 subjects 

data conducted on the protocol introduced in Figure 2-2 (a), and the other cases used 

database from 55 subjects who conducted the experiments based on the protocol 

introduced in Figure 2-2 (b), (c). In within-state verification, Day 1, sit and Day 2, 

sit before exercise situations used 104 subjects’ database, and Day 1, stand and Day 

2, sit after exercise situations used 55 subjects’ database. Additionally, regarding the 

result from the section 3.2, 60 beats are used for enrollment, and 5 beats are used for 

test. Table 3-2 shows the verification performance using EER when applying the 

algorithms developed in this study, and three other implemented algorithms. In most 

of the cases, the algorithm developed in this study achieved the lowest EER. In the 

within-state analysis, all EER was lower than 0.1% except for the case after exercise, 
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but it was also lower than 1%. Exceptionally when the enrollment set is from day 1 

stand, and the test set is from day 1 sit, AC/LDA shows the best result. However, it 

used 6 seconds segment for autocorrelation, which usually contains more than 6 

beats. Thus, 60 beats enrollment set and 6 beats test set obtained in day 1 stand and 

day 1 sit respectively which result in the 1.42 % EER (smaller than 1.57% EER from 

AC/LDA).  
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Table 3-1. Several Authentication Circumstances. 

 Enrollment Test 

Case 1 Day 1, Sit Day 2, Sit, before exercise 

Case 2 Day 1, Sit Day 1, Stand 

Case 3 Day 1, Sit Day 2, Sit, after exercise 

Case 4 Day 1, Stand Day 2, Sit, before exercise 

Case 5 Day 1, Stand Day 2, Sit, after exercise 

Case 6 Day 2, Sit, before exercise Day 2, Sit, after exercise 
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Table 3-2. Evaluation using EER in various situations with state-of-the-art 

works 

[unit: %] 

(a) This study 

(b) Chan et al. [7] 

(c) Odinaka et al. [12] 

(d)Agrafioti et al. [22] 

Test 

Enroll 

Sit 

(1st Day) 

Stand 

(1st Day) 

Sit 

(2nd Day) 

Exercise 

(2nd Day) 

Sit (1st Day) 0.07 2.21 1.00 5.94 

Stand (1st Day) 1.67 0.05 2.69 5.84 

Sit (2nd Day) 1.41 1.63 0.01 5.80 

Exercise (2nd Day) 5.69 4.89 5.93 0.56 

Test 

Enroll 

Sit 

(1st Day) 

Stand 

(1st Day) 

Sit 

(2nd Day) 

Exercise 

(2nd Day) 

Sit (1st Day) 0.66 5.47 3.66 29.20 

Stand (1st Day) 5.64 0.40 5.21 29.31 

Sit (2nd Day) 4.20 7.37 0.31 29.60 

Exercise (2nd Day) 9.81 7.54 8.28 6.15 

Test 

Enroll 

Sit 

(1st Day) 

Stand 

(1st Day) 

Sit 

(2nd Day) 

Exercise 

(2nd Day) 

Sit (1st Day) 0.00 5.10 5.44 26.01 

Stand (1st Day) 2.80 0.72 7.58 22.54 

Sit (2nd Day) 5.86 11.34 0.02 22.52 

Exercise (2nd Day) 23.11 22.91 25.67 0.51 

Test 

Enroll 

Sit 

(1st Day) 

Stand 

(1st Day) 

Sit 

(2nd Day) 

Exercise 

(2nd Day) 

Sit (1st Day) 0.48 3.01 2.79 18.51 

Stand (1st Day) 1.57 0.95 3.38 13.84 

Sit (2nd Day) 2.71 4.54 0.82 17.92 

Exercise (2nd Day) 12.34 10.89 11.66 8.63 
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Table 3-3 and Figure 3-5 illustrates the verification performance according to the 

ECG morphology affecting factors: time evolution (Case 1), posture (Case 2), and 

exercise (Case 6). This algorithm have more stability against temporal difference 

than postural difference. The verification performance after exercise is lower than 6% 

which is similar with the performance of other algorithms conducted in the 

circumstances of presence of temporal or postural difference. Although this post-

exercise performance was not good enough when comparing with other situations, it 

can suggest the possibility of using ECG authentication even in the case that has 

large variances of heart rate. 
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Figure 3-5. EER according to ECG affecting factors 

Yellow bar with red edge is the performance of the algorithm developed in this study. 

It outperforms other algorithms especially in the exercise situation. 

 

 

Table 3-3. Comparison of EER with state-of-the-art work according to the ECG 

morphology affecting factors 

 DWT STFT AC/LDA This Study 

Time 3.66 % 5.44 % 2.79 % 1.00 % 

Posture 5.47 % 5.10 % 3.01 % 2.21 % 

Exercise 29.60 % 22.52 % 18.54 % 5.80 % 
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3.4. Comparison regarding the location of electrodes 

 

The database developed in this study contains not only the limb ECG but also the 

finger ECG. However, finger ECG was acquired from only 55 subjects among 105 

subjects. The performance using finger ECG data was evaluated because finger ECG 

has more possibility to be used in future mobile devices. For this reason, there have 

been many researches acquiring finger ECG. [5], [7], [24]   

 Here, the verification performance regarding the location of electrodes are 

compared according to three ECG affecting factors. Case 1, Case 2, and Case 6 were 

evaluated with the 55 subjects’ data. Table 3-4 shows the results from the two data 

set recorded in different location of electrodes. It demonstrates that EER obtained 

from finger ECG is lower than that obtained from limb ECG throughout the whole 

cases. Still, it is hard to firmly assert that finger ECG is much better than limb ECG, 

because opposite cases and other cases (i.e. Case 3, 4, and 5) were not evaluated. 

Nevertheless, it can be concluded that finger ECG can yield better or similar 

performance comparing with the limb ECG.  
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Figure 3-6. EER according to the location of electrodes 

Both of the performance is conducted by the algorithm developed in this study. 

Yellow bar is the EER when the location of electrodes are fingers 

 

Table 3-4. Comparison of EER from limb and finger ECG 

 Time Posture Exercise 

Limb 1.19 % 2.21 % 5.80 % 

Finger 0.95 % 1.82 % 5.50 % 
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Chapter 4. Discussion 

 

4.1. Roles of DWT and Inf-FS 

 

The authentication system developed in this study used DWT and Inf-FS for feature 

extraction and selection. Either of them had a role for good performance, and if one 

of them was missing the result deteriorate significantly. For example, for the data 

acquired from subject 52, when we only use DWT (4 level decomposition with ‘db9’) 

the average verification performance was 34.83 %, and when I only used Inf-FS the 

average verification performance was 19.34 %. DWT can extract the features that in 

the specific frequency band that have few correlations with the ECG morphology 

variance such as QRS complex. However, it also contains the noises in the same 

frequency band, which can cause tremendous intra-class variances. Inf-FS can solve 

this problem by selecting the features that only hold the feature that have small intra-

class variances and large inter-class variances. Meanwhile, Inf-FS itself cannot 

accomplish the good verification performance. Figure 4-1 shows the selected 

features using Inf-FS from original ECG signals, SDECG signals, and DWT 

coefficients of subject 52 in the case 6. It can be observed that selected features 

(green stars) of ECG and SDECG in Figure 4-1 (a), and (b), have large variances as 

the heart rate changes. On the other hand, selected features of detail coefficient from 

4-level decomposition with ‘db9’ have relatively small deviations.  
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(a)                            (b) 

 

(c) 

Figure 4-1. Features selected using Inf-FS 

Black line is an enrolled template and red lines are overlapped all data in test set. 

The green stars represent the enrolled features selected using Inf-FS from the 

template of (a) ECG, (b) SDECG, and (c) detail coefficients obtained by DWT (db9, 

4-level decomposition) 
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4.2. Feasibility of applying on mobile devices. 

 

This system does not requiring the heavy processing steps for verifications which 

only including filtering, DWT, and Inf-FS. DWT is similar with the filtering, and 

Inf-FS only has few computation process such as acquiring covariance matrix or 

pseudo-inverse matrix. Roffo et al. claims that computation time is relatively small 

than other heavy feature selection algorithms such as SVM-RFE, Relief-F, FSV, etc. 

with the higher performances. [19] Therefore, it has a feasibility to be applied in the 

mobile device environment which computation capability is relatively weaker than 

that of PC-based system.   

 Furthermore, it was evaluated with the ECG data acquired from finger. 

Many ECG acquisition mobile devices have been used finger ECG. For example, 

AliveCor Kardia Mobile ECG have been developed and Kwon et al. developed 

Sinabro: A smartphone-Integrated opportunistic electrocardiogram monitoring 

system, which is a smartphone case that can acquire ECG signals from fingers. [25] 

According to this research, the ECG acquired from finger can be used for person 

verification when comparing the limb ECG which is normally used. Therefore, this 

algorithm will be able to be applied to ECG authentication system equipped on 

mobile devices such as a smart phone or wearable devices.  

 

 

 

 



 

  

55 

 

4.3. Limitations of the present study 

 

In this study, there are some limitations in the aspect of the number of subjects, 

identification performance, other ECG affecting factors such as emotion, and data 

acquired from mobile devices. First, the number of subject is not too small 

comparing with other state-of-the-art works. However, there are larger data set which 

was developed from University of Toronto which have more than 1000 subjects. [5] 

Therefore, larger database or other public database should be applied to evaluate the 

performance more acceptably. 

Second, this study assumed that the user’s identity is known as certain 

format not in ECG. In addition, the threshold deciding whether the user is true or 

false is subject-tuned. Hence, it needs further study about how to identify the users 

only using ECG, and observes the performance when global threshold is applied. 

Third, this study did not use the database which included emotion-varying 

conditions. Therefore, additional study should be conducted by collecting the data in 

emotion-varying situations. Most of the studies are focused on stress-inducing tasks, 

but more variety of emotion such as laughing, surprising, fear, etc. have to be 

considered. 

Finally, this algorithm is conducted in MATLAB environment with the 

high-performing medical device. Therefore, it has to be evaluated with the data 

acquired from mobile devices, and be implemented into more practical languages 

such as C, C++, or Python.  
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Chapter 5. Conclusion 

 

In this study, a robust verification algorithm was introduced, that achieved better 

performances rather than other state-of-the-art works in several circumstances that 

have the varying ECG wavelet morphology. This algorithm presented extraordinary 

improved performance especially when the test data is obtained after a 5 minute 

physical activity. It achieved EER smaller than 6% which was smaller than half of 

EER that achieved by other three implemented state-of-the-art techniques. Not only 

the exercise situation, it outperformed 1~2% EER when comparing with the result 

of others.  

 Meanwhile, the appropriate test beats were 5 because of the ECG 

turbulence caused by respiration. The respiration is caused even in the calmly resting 

state. This testing time will be an obstacle to use ECG as a tool for authentication. 

However, if the continuous ECG acquisition system is developed, ECG is able to be 

recorded in all time which means that the system always have more than 5 beats.  

 Although there are some limitations in this research, it gives more 

possibility to be applied in larger database from mobile devices. In other words, this 

study can be the foundation for the solution of changing morphology of ECG in 

several circumstances, and few tuning will help to acquire advanced form of 

algorithm which can be applied in our real life. 
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국문 초록 

 

변화하는 심전도 파형에 적합한 인증 

알고리즘 
 

성 동 석 

협동과정 바이오엔지니어링 전공 

공과대학원 

서울대학교 

 

최근 20동안 심전도 (ECG)에 기반한 개인 생체 인증은 여러 연구를 

통해 주목 받아 왔다. 지문, 얼굴 및 홍채와 같은 몇 가지 해부학적, 

생리학적 패턴이 도입되어 일부 스마트 장치에 이미 적용되었다. 하지만 

이러한 기술은 위조 문제로 어려움을 겪고 있다. 최근 임상적으로 

사용되는 생체 신호들이 새로운 생체 인증 방식으로 제안되고 있다. 

생체 신호 중에서도 ECG는 비침습적이며 간단하고 효과적이며 

저비용으로 얻을 수 있기 때문에 가장 유력하게 사용될 수 있는 생체 

인증 방식이라고 할 수 있다. 

본 연구에서는 인증을 위해 필요한 구별되는 특징들을 얻기 

위해 Infinite Feature Selection을 사용했고, 입력된 시험 신호가 사용자의 

올바른 신호인지 외부의 침입자 것인지 확인하기 위해 분포의 평균과 
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표준편차를 이용하는 마할라노비스 거리를 이용했다. 인증 성능은 Equal 

Error Rate (EER) 로 평가하였고 선행 연구에서 개발된 인증 시스템과 

비교하였다. 

심전도는 105명의 건강한 참가자들로부터 세 가지 변형된 

상황에 대해서 측정되었다. 즉 서로 다른 두 날 (시간 변화), 서로 다른 

두 자세 (자세 변화), 그리고 운동 전후 (신체적 활동에 따른 변화)의 

상황에서 심전도가 측정되었다. 각 상황에 대해서 신호는 약 5분간 

측정되었다. 

등록 데이터와 시험 데이터는 인증 단계에 이르기 전까지 

동일한 전처리 과정을 거쳤다. 전처리 과정은 크게 세가지로 나뉜다: 

필터링, 심박 추출, 이상 신호 검출. 전처리 과정 후에는 Infinite Feature 

Selection을 이용하여 등록된 세트에서 가장 좋은 특징들을 선택했다. 

선택된 특징들의 순서는 시스템에 등록된 후 시험자가 시스템을 

사용하려 할 때 확인 단계에서 다시 사용된다. 시험 세트의 전처리 

과정을 거친 심박은 등록된 특징 순서에 따라 다시 재배열된다. 이렇게 

재배열된 시험 특징점들은 마할라노비스 거리를 통해 등록된 특징들과 

비교되고, 만약에 거리가 특정 경계값보다 더 작으면 맞는 사람으로 

확인된다. 

본 연구에서는 일대일 확인 과정에 대해서 EER을 이용해 선행 

연구들과 비교하였다. 일대일 확인 과정에서는 N명의 신원 중 하나로 

이미 선언되어 있고, 이렇게 선언된 신원이 맞는지를 확인하게 된다. 
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전체 참가자에 대해서 평균을 냈을 때, 시간이 변한 상황에서는 1 %의 

EER을 얻었고, 자세가 변한 상황에서는 2.21 %, 마지막으로 운동을 한 

뒤에는 5.80 %의 EER을 얻을 수 있었다. 이는 선행 연구들에 비해 훨씬 

더 좋은 결과였으며, 특히 운동 후의 결과는 그 전에 개발된 알고리즘에 

의한 결과보다 EER이 약 12 % 더 낮았다.  
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