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Abstract 

Blockchain based resource management model 

for civil documents 

Hanbi Jeong 

Management Information System 

The Graduate School of Business, Seoul National University 

 

With the advent of Information and Communication Technology (ICT), e-

governance becomes an essential part of the government. Among the services 

provided by the Korean government, Minwon24, which issues civil documents, is 

the most used one. However, it has some limitations, namely: (1) for the documents 

that are impossible to get, people should go to a government agency which is open 

only from 9 a.m. to 6 p.m.; (2) it provides a checking authenticity service.; (3) 

people cannot know what happened even if the agency handles the documents 

arbitrarily.  

To address the issues outlined above, Blockchain can be an alternative. Put 

simply, Blockchain can be defined as “the distributed digital ledger”. It has a 

tremendous potential in that it has maximal transparency and low risk of being 

hacked. Resource management is one of the areas where Blockchain is frequently 

used.  

In the present study, we suggest a new model based on Blockchain for 

Minwon24; the proposed model is a type of resource management. There are three 
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participants: Issuer, Owner, and Receiver. The proposed model has two stages: 

issuing and exchanging. Issuing is creating civil documents on the database, which 

is BigchainDB in our study. Exchanging, the next stage, is a transaction between 

the owner and the receiver. Based on this model, the actual program is conducted 

with the programming language Python. To evaluate our model, we use various 

criteria, such as privacy, security, and scalability, and compare some key properties 

of the proposed model to the existing model. It shows the excellence of our model 

compared to others in prior literature. 

 

Keywords: Blockchain, e-governance, database, resource management 

Student Number: 2017-20241 
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Chapter 1. Introduction 
   

Blockchain can be simply explained as “the distributed digital ledger”. It 

has emerged with the advent of Bitcoin, which is the most typical cryptocurrency. 

The information in Blockchain cannot be fabricated or hacked. In addition, it 

makes it possible to achieve maximal transparency, as everyone involved can see 

all transactions that happened on Blockchain.  

Due to the technological potential of Blockchain, it attracts considerable 

interest of various private and public sectors. Actually, it has extended its usability 

to the technological foundation of business, such as financial service, banking, 

trading, insurance, data protection, voting, intellectual property, identity 

authentication, leasing, and government service (Atzori, 2015; De Meijer, 2016; 

Fanning and Centers, 2016; Peters and Panayi, 2016; Swan, 2015; Trautman, 2016; 

Wall Street Journal [WSJ], 2015; Yermack, 2017; Zyskind et al., 2015). Public 

sector is one of them, and Blockchain is considered in it as the core technology of 

e-governance.  

With the advent of Information and Communication Technology (ICT), e-

governance has become an essential part of the government. E-governance, 

meaning ‘electronic governance’ is using information and communication 

technologies(ICTs) at various parts of the government and the public area and more, 

for the purpose of enhancing the whole government activities (Bedi, Singh and 

Srivastava, 2001; Holmes, 2001; Okot-Uma, 2000). Through e-governance, 

citizens can easily access civil documents and government serviced. In Korea, one 

of the most representative bodies of e-governance is Minwon24. User face of 
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Minwon24 is shown in Figure 1. 

Figure 1. User face of Minwon24 

 

 

 

 

 

 

 

 

Minwon 24 is an e-governance service which grants citizens access to civil 

documents without having to visit a government agency. Through Minwon24, 

citizens can get civil documents needed for various purposes, such as applying for 

a loan, dealing with real estate issues, or applying for a job. Minwon24 is useful to 

citizens who do not have time to get documents through government agencies that 

are typically open from 9 a.m. to 6 p.m., i.e. the usual working time for most 

people. Therefore, according to National Statistical Office, Minwon24 is the most 

used webpage of the entire government website (KOSIS, 2018; see Table 1 for 

relevant statistics). However, although Minwon24 allows citizens to easily access 

their documents, it has several limitations. 

 

Table 1. Statistical results of using e-governance services 

E-governance service Percentage (%) 

Minwon 24 68.4 
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Government agency 36.9 

NEIS service (Education) 27.4 

Bokjiro (Welfare) 18.1 

E-people (Petition) 14.5 

Open-info (Release of the information) 16.8 

 

 Minwon24 provides service for checking whether the documents are faked 

or not. If a person who receives documents wants to check whether it is authentic, 

it should be checked, and this checking process is cumbersome. In addition, even if 

the agency handles the documents arbitrarily like giving them to other agencies, 

citizen who has the ownership of documents do not know what happens. This 

limitation can be overcome with the Blockchain technology. 

 Through request of information disclosure, it is known that the five most 

frequently issued document types, land registration, building registration, resident 

registration, certificate of local tax payment, land(forest) registration, account for 

89.9% of all documents requested for issuance from Minwon24, which indicates 

that approximately 90% of the tasks require a higher work efficiency. Therefore, 

the present study will focus on the aforementioned five most frequently issued 

documents.  

 The remainder of this paper is organized as follows. In Chapter 2, we 

review related works. In Chapter 3, our alternative for Minwon24 is explained. 

Then, the results are presented in Chapter 4. The evaluation of our model will be 

discussed in Chapter 5. Finally, in Chapter 6, the contributions of the present study 

are discussed and the limitations are acknowledged. 
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Chapter 2. Related Works 
 

2.1. The basic concept of Blockchain 

2.1.1. The definition of Blockchain 

 Blockchain appeared with the advent of Bitcoin. Bitcoin is one of the 

most famous cryptocurrencies and was introduced by Satoshi Nakamoto. 

Blockchain is the fundamental network for Bitcoin at first. It is needed to know 

how to deal with bitcoin.  

Transactions occurring in bitcoins are quite different from those with 

traditional currencies (Nakamoto, 2008). It uses asymmetric key encryption. The 

parties participating in a transaction have two keys: the public key and the private 

key. These are paired keys, so the contents encrypted by one of them can only be 

decrypted with the other. Once the payer encrypts the content of a transaction with 

the payee’s public key, the payee can open the content with his/her private key. 

With that encryption method, the content is protected against hacking. The 

procedure of asymmetric key encryption is depicted in Figure 2. 

Also, the payer sends his/her digital signature to the payee. Digital 

signature is the hash encrypted with the payer’s private key. Using it, the payee can 

verify the ownership of content. However, there is a risk that the payee cannot 

prove that the payer did not double-spend the money in the content. This issue can 

be solved by the proof of work which is explained in the next section. The 

procedure of digital signature is depicted in Figure 3. 
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Figure 2. Asymmetric key encryption 

 

 

 

 

 

 

 

 

 

 

 

Figure 3. Digital signature 
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 Blockchain is a public distributed ledger and is continuously growing due 

to the increasing number of the participants in Blockchain (Nakamoto, 2008). 

Blockchain was devised to prevent double-spending in peer-to-peer transactions 

and consists of blocks containing the transactions occurring during a certain period. 

Every participant updates and saves it. 

   

2.1.2. The principle of Blockchain 

 In his paper, Nakamoto (2008) thoroughly explains the principle of 

Blockchain. Blockchain is composed of blocks, so it is better to know the structure 

of the block. Block is composed of two parts: the header and the body. The header 

has the hash of previous block, calculated hash of transactions, timestamp, the level 

of PoW (Proof of Work) algorithm’s difficulty, and Nonce. Hash of the block 

contains the hash of the previous block, so hackers should counterfeit the whole 

Blockchain if they want to fake one block. It is nearly impossible to do it. 

Calculated block is open to all participants of Blockchain and these participants 

automatically monitor Blockchain.  

 Blockchain is made of the blocks composed of transactions in a certain 

period of time. It is created by the following procedure. First, a new transaction is 

broadcast to all nodes in Blockchain. A node is the same as a participant in 

Blockchain. They collect new transactions into a block. Each node does PoW. PoW 

is finding a nonce by incrementing it until a value is found that gives the block’s 

certain hash. Next, when the node finds a PoW, it broadcasts the block to all nodes. 

The node accepts the block when the transactions in the block are valid and not 

already spent. Nodes express their acceptance for a block by using a previous hash 

when calculating the next block. 
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 Most votes to Blockchain are represented by the longest chain. It means 

that the longest chain becomes the valid chain and it is accepted by all nodes. Even 

if the two nodes create new block at the same time and it makes Blockchain forked, 

the problem is solved when a new block is added to the chain that makes one of 

chains become the longest one. The process of choosing Blockchain is illustrated in 

Figure 4. 

Figure 4. The process of choosing Blockchain 

 

 

 

 

 

①  Two nodes create new blocks at the same time. 

 

 

 

 

 

 

 

②  Miners make other blocks with the forked Blockchain. 

 



 

 13 

 

③  The longest Blockchain is chosen, and the other is banished. 

 

 

 The principle of Blockchain makes it particularly valuable (Underwood, 

2016). Blockchain is open to all participants, so it achieves maximal transparency. 

Even though the transactions are open to the public, the parties in transaction are 

anonymous. Thus, while there is no privacy protection problem, a third-party has 

the risk of a personal information disclosure. Also, Blockchain does not need 

intermediaries, which reduces the cost of transactions and time for the third-party. 

As the ledger is distributed to all participants and there is a consensus algorithms 

(PoW), the risk of forgery is almost zero. Therefore, Blockchain is trusted, 

auditable, and immutable by itself. That’s why Blockchain is thought to empower 

not only commerce and industry, but also the government. 

There are various consensus algorithms like PoW (Proof of Work), PoS 

(Proof of Stake), DPoS (Delegated Proof of Stake), PBFT (Practical Byzantine 

Fault Tolerance), and Raft. PoW, PoS, and DPoS are good for public Blockchain, 

but others are good for private Blockchain (Mingxiao et al. 2017). In PoW, vote 

depends on CPU, but, in PoS, it depends on the stake invested in voting. DPoS is 

similar to PoS. On the other hand, PBFT is known to be operated better in private 
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Blockchain. PBFT works that are totally different from the algorithms mentioned 

above. The principle of PBFT is shown in Figure 5. 

 

Figure 5. The principle of PBFT 

 

 

 

 

 

 

 

 

The process for PBFT has four steps: (1) Leader collects Client’s request 

and sends it to other nodes; (2) Nodes who got the request execute it and send the 

results to other nodes; (3) If nodes get the same results from over 2/3 of all nodes, 

they decide to add block to their Blockchain. If not, they decide not to do it. (4) 

After the process, all nodes have the same data agreed upon by over a half of nodes 

(Migule et al., 1999). 

 

2.2. Blockchain and Database 

2.2.1. Scalability issue in Blockchain 

 While Blockchain has a huge potential in many areas, there is the 

scalability issue. To handle more data in the future, Blockchain should solve the 

problem related to scalability, such as throughput, latency, capacity, and network 
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bandwidth. 

Throughput is the amount of data Blockchain can handle. For example, 

the Bitcoin network processes on average from two to four transactions per second 

(tps). It could handle a higher throughput if each block were bigger, though right 

now making blocks bigger would lead to size issues. This throughput is 

unacceptably low as compared to the number of transactions in other institutions 

like Visa (2, 000 tps average) (Trillo, 2013), Twitter (5, 000 tps average), 

advertising networks (500,000 tps average), trading networks, or email networks 

(global email volume is 183 billion emails/day or 2,100,000 tps) (Sourabh, 2014). 

An ideal Blockchain should support high throughput in multiple uses. 

Latency can simply be described as ‘waiting time’. This means the time 

spent on process transactions. Each block on the Bitcoin blockchain takes 10 

minutes to process. In every ten minutes, a new block is broadcast. To ensure 

security, it is better to wait for at least an hour, giving more time to nodes for the 

consensus. By comparison, a transaction on the Visa network is accepted in 

seconds at most. The confirmation of Blockchain is considerably delayed in 

Blockchain. 

Capacity and network bandwidth refers to the amount of data that 

Blockchain can handle. The Bitcoin Blockchain is about 50 GB; in 2015, it grew 

by 24 GB (Blockchain Info, 2015). It takes a day to download the entire data and 

transactions in Blockchain. If the throughput increased by 2,000x to Visa levels, the 

additional transactions would result in the database growth of 3.9 GB/day. At 

150,000 tps, Blockchain would grow by 214 PB/year. If the throughput were 1M 

tps, it could completely overwhelm the bandwidth of any node’s connection, which 

is counterproductive to the democratic goals of Blockchain. 
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However, the technology Blockchain has several problems. Specifically, 

PoW takes too much time to quickly handle transactions. If the network wants to 

accelerate the transaction speed, it has to compromise the security. The other cause 

of the problem is that all nodes have to download the entire database. It is difficult 

to keep all data on one hard drive, and this makes nodes give up seeing the records 

anymore. Ironically, this leads to centralization. With the growth of the amount of 

the data, only nodes who can save the data would keep data. They become the only 

participants on Blockchain. Finally, Blockchain uses broadcast as communication 

protocol. Bitcoin uses a simple broadcast network to propagate transactions, 

meaning that bandwidth use increases as a square of the number of nodes in terms 

of bandwidth overhead. To solve this problem, Blockchain communities consider 

many alternatives, and the BigchainDB can be the one for it. 

 

2.2.2. The BigchainDB 

 BigchainDB is the database based on Blockchain. It has Blockchain 

characteristics, such as decentralization, immutability, and owner-controlled 

documents. In addition, it has also inherited the desirable database properties such 

as low latency, high transactions rate, and high capacity. It combines the 

advantages of Blockchain and database (BigchainDB, 2018). 

 The data stored on BigchainDB can be shared with all participants and 

cannot be erased or changed. BigchainDB uses MongoDB, and all participants 

have its copy. Even if some nodes are changed and corrupted, other nodes are not 

affected and still have the copy of all data. Also, it uses digital signature for all 

transactions, so if someone wants to change the data, s/he has to change the digital 

signature that is cryptographically encrypted.  
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 The throughput and latency problem is solved with Tendermint-based 

network used by BigchainDB. Tendermint consensus can process thousands of 

transactions per second, with latencies of one or two seconds. It is benchmarked by 

64 nodes distributed across 7 data centers (Cosmos, 2018).  

 There are many use cases with BigchainDB, such as supply chain, 

intellectual property rights management, digital twins and IoT, identity, data 

governance, and immutable audit trails. Therefore, much attention is paid to 

BigchainDB in the area which should handle massive data. 

 In the BigchainDB, there are two types of transactions: CREATE and 

TRANSFER. The CREATE transaction literally means creating asset in a database. 

It needs the owner’s key pair and the contents of the document. When the owner 

provides a signature with his/her private key, the transaction is completed. The 

TRANSFER transaction means transferring the data to someone. In this transaction, 

a new owner provides a signature with his/her private key and it changes the 

signature on the document. It means that the new owner is authorized to spend this 

document.  

 The process of transactions in BigchainDB is simple. There is a client and 

a server node. The client sends transactions to the server node and requests to 

process them. The server node processes transactions and sends it to Blockchain. In 

the server node, there are backlog and Blockchain. Backlog is a transactions set 

that actually processes the transactions. Blockchain validates the block, which 

means “etching content into stone”. It checks whether the block is valid or invalid. 

Every block starts from the undecided status. When most votes for a block are 

positive, it is decides that the block is valid; when most votes for a block are 

negative, as the block is determined as invalid. An invalid block is sent back to 
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backlog. Chainification, adding block to Blockchain, happens at voting time, not 

the time the block was first written to the database.  

 

2.3. Resource management by Blockchain 

 Blockchain facilitates resource management. Every transaction and 

process is remained on Blockchain. It cannot be changed and faked. Using 

Blockchain, resources can be managed in the safest way.  

 Digital resource management based on Blockchain has been already 

suggested (Chakraborty et al., 2017). The digital resource is referred to any 

resources made by online personal or organizational activity online. It is not limited 

only to the SNS profile, e-mail, and so on. It can be any online activity. As most of 

resources are dealt with in an online environment and contain personal information, 

there is a fatal risk if server managing them is hacked. To prevent hacking and 

make them safely saved, Blockchain-based resource management is designed.  

 It uses a multichain which makes each Blockchain exchange its resources 

without the compatibility problem. In a multichain, four streams are made for key 

generation, resource creation, and sharing with another user. The algorithms can be 

explained by online educational certificates. In Stream 1, every student in the 

system has the public key. In Stream 2, the course completion data is saved and 

encrypted with the data’s public key. Every public key is also saved. In Stream 3, 

private key for the data is saved. It is encrypted with the public key of each student. 

In Stream 4, the actual transaction is held. Students encrypt private key of the data 

and their digital signature with public key of employers, which is called access key. 

Employers get the access key by decrypting it with their private key. By using 
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private key of the data, they can get data saved in Stream 2. The data can be 

accessed within a limited time if users set the limitation. By using Blockchain, the 

actual owner manages his/her own data.  

 Kishigami et al. (2015) also suggest the digital content distribution based 

on Blockchain. It is also designed to guarantee the rights of actual owners. That is, 

holders can manage their own digital contents and operate the suggested system. 

The system is aimed at simple, easy, but reliable operation. Reasonable security 

and simplicity should be realized. The first target of the system is the super high 

resolution video. There are three entities: licensor, licensee, and mining server. 

Licensor can only control its contents and has the permission to send these contents. 

Licensee gets the permission for contents from the licensor. The mining server 

generates a new block and adds it to Blockchain. It shows the simulator and 

proposes future function to be added.  

 Many sectors in industry actually have used Blockchain for resource 

management. The representative applied industry is agriculture and healthcare. The 

supply chain of agriculture should be traced and controlled by a credible system. 

The Blockchain system with RFID can be the answer to this issue (Tian, 2016). 

Originally, the hospital or insurance company has most healthcare information pf 

he patients. However, healthcare data are personal data, so they should be managed 

by their owner. To realize it, Blockchain has been introduced in the healthcare 

system. Owners can manage and send them only if they want (Yue et al, 2016; 

Rakic, 2018). If Blockchain is operated with IoT like a wearable device, it is 

possible to get real-time data without any effort (Linn and Koo, 2016). Furthermore, 

Blockchain is also useful to resource management in patent pledge (Shanahan, 

2016) and human resource information (Wang et al., 2017). 
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Chapter 3 Model 
 

In order to make the model for the Minwon24 system, it should be 

considered that the system is comprised of two parts: (1) Issue and (2) Exchange. 

The overall design for the model is shown in Figure 6.  

 

Figure 6. The overall design of the proposed model 

 

 

 

 

 

 

 

 

 

 

3.1. Participants 

 First, to demonstrate the system, we identified various participants 

involved in the system. The three participants in the system are as follows: (1) 

Issuer, (2) Owner, and (3) Receiver.  

 

• Issuer The entity that will issue the document in the database. There is 

only one issuer in the system, and it participates as a node of BigchainDB. 
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In our model, the issuer would be the government.  

• Owner The user who has the ownership of document in the database 

and who can control access to this document. 

• Receiver The user who wants to get an access to the document and 

proves that resource is sent from the real owner of document. Its identity 

can be known by public key it has. 

 

 Issuer controls all of resource only in the database. To approve that the 

resource is verified, all resources in database are owned by issuer. That is, the 

public and private keys of the issuer are used for issuing resources. Even if the 

owner of resources is the issuer, the content in document is encrypted with the 

owner’s public key. The contents in document cannot be arbitrarily changed by 

issuer.  

 For an exchange, owner and receiver need to have the public and the 

private keys. It is similar to having a digital wallet in a Bitcoin transaction. The 

private keys should be kept safely. We assume that they already have their own 

public and private keys. The receiver can be a person or an organization.  

 

3.2. The new form of civil documents 

 To issue the documents and make them secure, a new form of civil 

documents is required. The new document is made as a dictionary. It is better to 

find the information than the document used before, because it sorts the 

information by items. Also, since the old one is a PDF or an image file which takes 

more capacity as compared to that of a dictionary, it reduces the capacity of 
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documents. To make the documents secure, the digital signature is attached at the 

concluding part of the document. The digital signature is made by a private key of 

the issuer and is verified with its public key. It means that if receiver wants to 

check whether the document is faked or not, it can be easily verified with issuer’s 

public key. The process of signing and verifying the digital signature is presented 

in Appendix. 

The items used in the new form follow the old form. The needed in the 

documents, such as a land registration map and a forest land map, are made as 

string type. Figure 7 shows the new form of the documents among the five most 

frequently issued documents. The remaining types of documents are shown in 

Appendix. 

Figure 7. The new form of civil documents(Land register) 

 

 

 

 

3.3. Stage 1: Issue 
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 The first stage for the model is ‘Issue’. The ‘Issue’ stage is literally issuing 

the document to the database. The Issue’ stage is needed to verify the document 

which will be exchanged. The document, a civil document, should be approved by 

a third party, such as the government. It is a public document and should be trusted 

by anyone. Without trust, the civil document cannot take effect when it is needed.  

To issue a document, general Blockchain is not enough. As mentioned 

above, Blockchain has the scalability problem. There are so many civil documents 

that a database which will solve the scalability problem is needed. The database 

used in the proposed model is BigchainDB.  

Before issuing a document, the document should be encrypted with the 

public key of the document’s owner, as the content in BigchainDB can be seen to 

everyone participating in the database. When the process for approving document 

is completed, it is ready to issue the document to database. After encryption, the 

document is issued to by CREATE transaction in BigchainDB. To prove that the 

document is verified by the issuer, all documents should be issued with the public 

and private keys of the issuer. 

 While it might seem that the issuer is the owner of the document, the 

document is encrypted by the public key of the owner, and the content can only be 

accessible with the private key of the owner. No one can read and change the 

content of the document. The issuer just performs an administrative task.  
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3.4. Stage 2: Exchange 

 

 

 

 

 

 

 

 

 After the ‘Issue’ stage, owners can use their own documents as they want. 

When they want to send their document(s), one more stage is needed. The second 

stage is the ‘Exchange’ stage.  

 Without the limitation of time and place, there should be a credible route 

to send a document. The document contains private and important information. If 

this information is leaked, owners can experience a critical damage. To prevent this 

from occurring, Blockchain is the best alternative.  

With the asymmetric cryptography that uses public and private keys to 

encrypt the data, the content in the document cannot be read and leaked. In addition, 

the Blockchain allows users to know all information about transactions that have 

been made. This means that users can trace their transactions and have control over 

their own documents. It is possible to set up conditions like time, the extent to open, 

and so on.  

When an owner wants to send his/her document, the document is pulled 

out from the database. Since it is encrypted with the owner’s public key, the owner 
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decrypts it with his/her private key. After decryption, the owner gets the content of 

the document and encrypts it with the public key of the receiver again. Due to 

encryption, the document is protected by another person except for the owner and 

the receiver. After that, owner sends the request to Blockchain to make the block 

for documents receiver wants. As in traditional Blockchain, miners calculate the 

hash of collected transactions, and the new block is added to Blockchain. Once the 

block is added, receiver can get the document which is encrypted with its public 

key. Document will be decrypted with receiver’s private key and receiver can 

access to content of document. 
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Chapter 4 Results  
  

In the present paper, we incorporate the actual model with Python, one of 

the most widely used programming languages. The proposed model has the 

following two parts: (1) Stage 1 (2) Stage 2. The code for the whole process is 

provided in Appendix.  

 

4.1. Stage 1 

 In Stage 1, the first thing to do is to create the public and the private keys 

of the owner and the receiver. To his end, the ‘pycrypto’ module is used, which is a 

collection of both secure hash functions (SHA256 and RIPEMD160) and various 

encryption algorithms (AES, DES, RSA, ElGamal). Among them, RSA is used for 

creating public and private keys. RSA is one of the first public-key cryptosystem 

that is widely used for transmitting data. In RSA, the encryption key is public, but 

the decryption key is possessed by only owner and thus private and confidential.  

 After the creation of the key pairs, the data should be encrypted with the 

public key of the owner. It also uses the ‘pycrypto’ module. Among the packages in 

that module, the ‘Random’ package is used to avoid making an attack on the data. 

In the program, it is assumed that the data type is dictionary. The data type 

of encrypted data is bytes, but BigchainDB cannot accept byte type as an asset. 

Before putting it to database, the decoding process should be performed. For 

decoding, ‘ISO-8859-1’ is used, which is a commonly used character encoding. 

The results of encryption and decoding are shown in Table 2. 
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Table 2. Result of encryption and decoding 

Encryption 

with public 

key of 

owner 

 

Decoding  

 

 

The last step for Stage 1 is issuing a document to the database. As 

specified above, in the present paper, we are going to use BigchainDB and, among 

various drivers, the Python driver for BigchainDB is used. To get the BigchainDB 

network, the virtual network environment is used. To issue a document to the 

database, the key pair for issuer is generated. The issuer seems to be the owner of 

the document only in the database. The ‘CREATE’ transaction is created with the 

issuer’s public key and is sent to BigchainDB network to complete the transaction. 
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The completed transaction is shown in Figure 8. 

Figure 8. Completed transaction 

 

 

4.2. Stage 2 

After Stage 1, the actual transaction for the exchange occurs on another 

Blockchain. Firstly, the owner has to encrypt the document with the receiver’s 

public key to send it. The owner pulls out the document from the database and 

decrypts it with his/her private key. Once the original data are obtained, they are 

encrypted with the receiver’s public key again. The encryption process is the same 

as in Stage 1. It is ready to be sent to the receiver. The results of encryption are 

shown in Figure 9. 
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Figure 9. The results of encryption with the receiver’s public key 

 

 

 Blockchain for transaction consists of two parts: the Class for Blockchain 

and the application to realize the class. In Class for Blockchain, various functions 

are included, such as computing hash, creating block, adding block to Blockchain, 

as well as mining and validating block. In the application, ‘Flask’, a Python web 

framework, is used. Functions for data input are included, such as getting chain, 

mining, validating, consensus, and announcing the new block. The code for 

Blockchain is derived from Kansal’s code (2018). The application is shown in 

Figure 9.  
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Figure 10. Application for Blockchain 

 The owner puts the encrypted data with the receiver’s public key and 

clicks on the post. Collected transactions are subjected to be mined. Next, owner 

requests mining and the new block is added to Blockchain. It would be announced 

to other participants in Blockchain. The application looks like Figure below after 

announcing. 

 

Figure 11. The application after announcing 

 

 

 The final step for Stage 2 is decryption. The receiver decrypts the 

document with his/her own private key and gets the original data from it. 
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Chapter 5. Evaluation 
 

 In this section, we evaluate the proposed model based on various criteria, 

such as identity management, fine-grained access control, scalability and distance 

access, and compare proposed model to the existing models according to these 

criteria. They are related to data sharing and resource management based on 

Blockchain. The explanation of criteria is also referred. The properties used in 

evaluation are derived from Zhang et al (2018). 

• Identity management. Participants in Blockchain should know each 

entity’s role. This means that, without revealing its private information, each entity 

should know who will manage the documents. This can be achieved by giving the 

identity to the participants. In the previous model, identity was confused, and it was 

not clearly defined even if it had a lot of participants (Tian, 2016). Also, in the 

other model, it just shows the participants, not their role and how to trust each 

other’s identity (Yue et al, 2016).  

In our model, three participants’ identities—issuer, owner and receiver—

are precisely defined. There is only one issuer who issues the documents, and 

receivers have their distinct public key. Participants can recognize them easily and 

trust each participant in our model.  

In addition, identity management has to deal with the privacy problem. In 

particular, in our model, the privacy issue is the most important thing to be 

discussed, because civil documents contain much private information. Documents 

in the model are encrypted and stored in a database, Bigchaindb. On Blockchain, 

only encrypted documents are exchanged. At the same time, any access to private 

information of owners is impossible. The information is accessible only with their 
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public key. Also, access to the documents is possible only upon the owner’s 

permission.  

• Fine-grained access control Our model is a secure data sharing and 

resource management system that offers a fine-grained data access control and is 

based on the use of cryptographic techniques. The security of the model is operated 

on two levels. The first level is the asymmetric key encryption of the documents. 

To add the documents to the database, the issuer should encrypt the documents 

with the owner’s public key. The issuer and the owner also have to follow the 

verification process to ensure that encryption is properly done. No one can open the 

documents without the owner’s private key. This creates basic trust between the 

parties and rules out the possibility of falsifying the documents by a third party.  

The second level is digital signature. There is a risk of performing 

malicious operations with documents by the owner. When the owner opens the 

document, it is possible to change its contents. To prevent this, the digital signature 

made by the issuer is attached to the document. Even if the owner changes the 

contents, the receiver will know it by comparing the digital signature made by the 

issuer and the other calculated by the receiver. Also, the entire exchange process is 

done on Blockchain, so the owner will be notified whenever the documents are sent 

and used.  

Most previous studies (Kishigami et al., 2015; Azaria et al., 2016; Tian, 

2016; Yue et al., 2016; Dubovitskaya et al., 2017) do not explain access control 

sufficiently well or do not have it at all. 

• Scalability. Scalability problem is the limitation on the amount of 

transactions that Blockchain can process. The amount of transactions increases 
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tremendously as people use it more, but the throughput and speed of the process 

cannot keep up with it. It is the most well-known problem of Blockchain.  

Scalability issue is not properly dealt with previous studies. It is either not 

mentioned at all (Kishigami et al., 2015; Chakraborty et al., 2017), or the issue 

seems to be solved in a theoretical way. Its solution is not tangible (Azaria et al., 

2016)) 

However, in our model, the scalability problem is dealt with a practical 

way. Specifically, all documents are stored in the database called Bigchaindb. In 

Bigchaindb, the votes for issuing documents are limited to permissioned entities. It 

means that the speed and throughput for processing documents are tremendously 

increased. Therefore, the obstacle to scalability is removed. 

• Distant access. Participants can be in a situation that they need data 

regardless of time and space restrictions. Therefore, data sharing should not be 

limited even if data exist far away from participants. Data should be accessible 

wherever participants are located.  

Blockchain uses a shared network, so most previous studies suggest how 

to access data from a distance; however, one paper does not mention how to use the 

model presented (Azaria et al, 2016). In our model, participants can exchange data 

simply by connecting to the network. They can access to database, Blockchain, for 

an easy data exchange without any device.  

Furthermore, Table 3 shows a comparison between our model and the 

previously proposed resource management models. As can be seen in Table 3, our 

model works better than the others. 
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Table 3. The comparison between models suggested in literatures 

Reference 
Identity 

management 

Fine-grained 

access control 
Scalability 

Distant 

access 

Kishigami et al 

(2015) 
Y N N Y 

Azaria et al 

(2016) 
Y N N N 

Tian (2016) N N Y Y 

Yue et al 

(2016) 
N N N Y 

Chakraborty et 

al (2017) 
Y Y N Y 

Dubovitskaya 

et al (2017) 
Y N Y Y 

Our study Y Y Y Y 
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Chapter 6. Conclusions 
 

6.1. Implications 

In the present study, we proposed the new model based on Blockchain for 

Minwon24, which can contribute to e-governance by introducing a technology that 

guarantees efficiency and safety. Although Blockchain has a huge potential for 

many areas, there is no actual model for e-governance. Previous studies mostly 

focused on the applications of Blockchain on the industrial level and the use of the 

theoretical framework, rather than the actual program. In the present study, we have 

addressed such limitations by suggesting the actual model using a programming 

language and provided partial solutions for them. 

In this study, we have taken a different approach that the one used in 

previous research. We have tried to not only make a theoretical model, but also to 

propose the actual program for our model. Hence, we have looked through the 

application which can be applied to the model and found the best application for 

our model. When it is difficult to find it, an application is made which is fit in the 

model.  

6.2. Limitations and future research 

Our study shows the possibility that the model suggested actually can be 

operated in adequate environment. It suggests the alternatives for forthcoming 

technology. Nevertheless, it has some limitations. Those limitations provide the 

room for future research. 

First of all, it would be better to make a program with other consensus 

algorithm, PBFT. In the proposed model, the civil documents are private and need 

to be kept safely. Furthermore, people want them to be transferred as quickly as 
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possible. Due to these characteristics afforded by the proposed model, the private 

Blockchain which accepts only permissioned participants is a better choice. In this 

study, PBFT is not applied on consensus algorithms. In future research, the 

proposed model can be devised using the PBFT algorithm. 

Furthermore, the actual program would be more reliable when it is 

operated with multiple nodes. The proposed program is the initial model, so it is 

tested with just one node. It is difficult to check with the multiple nodes. Since the 

target of the model is all people in a country, with multiple nodes, it becomes close 

to what the model really seeks to achieve. In the future, experimenting with 

multiple nodes would make a better model.  

Finally, applications in real environment would demonstrate the 

effectiveness of the model, as well as the problem we did not account for. First, 

some trials with the application in the government with application is done. After 

wards, the problem has to be fixed before it is introduced to the government.  
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Appendix 
 

1. The new form of civil documents 
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2. Code for model 
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