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Like other emerging technologies, Internet-of-Things is becoming “as-a-

Service” integrated with the existing cloud platforms. Still, it has several 

technical issues with respect to scalability, geographic limitations, and 

interoperability. Studies have been proposed to adopt the concept of cloud 

federation to address these limitations. Although cloud federation has been 

envisioned to be a solution for IoT-as-a-Service, there is a paucity of studies 

from business and economic perspective. The research objective of this paper 

is to analyze IoT-as-a-Service federation model, which allows IoT providers 

to join and leave a federation, regarding the value that is created for IoT 

providers. An Agent-Based Model (ABM) with preparatory modeling 

schemes have been implemented, to conduct simulations of different 

federation scenarios. Simulation results demonstrate that this new concept of 

technology can contribute to the economic utility and technical efficiency by 

reducing costs, making better resource allocation, improving the Quality of 
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1. Introduction 

Internet-of-Things, IoT, integrates the physical world and the virtual world 

through a number of devices distributed everywhere. This evolving 

technology of today generates a tremendous amount of data and introduces 

many novel applications, which can deliver new values to various 

participants in the IoT ecosystem. As time goes on, more and more IoT 

devices are being connected to the ecosystem, and interactions between the 

stakeholders are increasing rapidly. 

Similar to other emerging technologies, IoT is also evolving to “as-a-

Service” with the cloud computing paradigm. This transformation is mainly 

motivated by the complementarity of two different technologies, IoT and 

Cloud, leading disruptive innovation with new application scenarios (Botta, 

2016). As the cloud is becoming an essential part of IoT implementations, 

most IoT solutions in the future are expected to be built and become 

dependent on the cloud-native architecture (Aguzzi, 2013). 

However, there are still several technology issues of the existing IoT-as-a-

Service platforms. First, scalability issue. As the number of IoT devices 

continues to increase steeply as well as the amount of generated data, 

dynamic cloud scalability is required since the capacity of a single IoT Cloud 

service provider is unable to meet the demands. Second, geographic 

limitations. Massive IoT-as-a-Service distributed in a large geographical area 

requires global-level service coverage (e.g., logistics, environment sensing), 

but current IoT Cloud service provider can only cover a limited land area. 
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Third, interoperability problems. The IoT ecosystem has intricate 

characteristics as a heterogeneous environment on which many types of 

devices, technologies, and applications operate simultaneously. As they are 

not always able to communicate over standards, the interoperability problem 

is a growing issue as the size of the ecosystem becomes larger. 

To address the above limitations, several studies have been proposed to adopt 

the concept of cloud federation to IoT. Cloud federation is a strategic 

alliance of independent cloud providers for providing shared resources to 

deal with varying demands from users (Haile, 2015, May). In general, a 

single cloud service provider has a limited capability to accommodate large-

scale applications and complex platforms incorporating various standards 

and technologies. Cloud federation provides more advanced scalability and 

availability with virtually unlimited shared resources on geographically 

distributed clouds (Airaj, 2013, December). Also, enhanced interoperability 

allows flexible service execution independent of the nature of the platform. 

The economic benefits of cloud federation have been discussed from a 

perspective of profitability of service providers (Goiri, 2010, July), and also 

with relevant economic theories (Kim, 2014). 

Thus, the limitations of IoT-as-a-Service can be solved by the introduction of 

cloud federation. The federation in infrastructure and platform layers will 

cope with the issues of data expansion and scalability, geographic limitations 

of cross-border scale applications as well as interoperability issues in the 

heterogeneous environment. The federation in software layer will enable the 

integration of various applications to provide users with improved usability 
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and novel services. The benefits of conventional cloud federation concept 

were mostly studied from a resource economics viewpoint, whereas 

federation in the IoT area can further enhance the flexibility of services. 

Since cloud federation has been envisioned to be a solution for IoT-as-a-

Service, yet little research has been conducted on business perspective and 

its impact on technical implementation. The widespread adoption of IoT 

requires a novel approach to the business model, which is distinct from 

traditional applications (Dijkman, 2015). In the IoT ecosystem, there are 

extensive interactions among various types of stakeholders, which transform 

the existing value chain more stereoscopically (Bilgeri, 2015). Hence, there 

is an absence of ideas on how to construct a value chain and profit model for 

the federation of specialized service, especially IoT. The prior research on 

IoT cloud federation is focusing on technical architecture (Celesti, 2016, 

March), energy resource management (Giacobbe, 2015, Sep), emerging 

storage (Fazio, 2014) and security (Barreto, 2015) issues. In order for this 

novel technology to generate actual economic values in reality, research on 

how business perspective determine the technical requirements and 

implementation of IoT-as-a-Service federation is in great need. 

The research objective of this paper is to analyze IoT-as-a-Service federation 

model, which allows IoT providers to join and leave a federation, with 

respect to the value that is created for IoT providers. Based on this objective, 

the research questions were formulated as follows:  

1. How are values created and delivered among the stakeholders in the IoT 

Cloud ecosystem, assuming IoT-as-a-Service federation? 
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2. How to model the dynamics of IoT-as-a-Service federation triggered by 

business requirements, i.e., the frequent establishment and termination of 

federations? 

3. What will be benefits of IoT-as-a-Service federation in cost reduction 

and resource allocation? 

To develop a research model for IoT-as-a-Service Federation, we considered 

Agent-Based Modeling (ABM) as a main methodology for the following 

reasons. First, IoT-as-a-Service federation model involves intricate 

interactions between heterogeneous stakeholders in the ecosystem. Second, 

this model is appropriate to demonstrate the dynamics of IoT-as-a-Service 

federation triggered by business requirements, especially the frequent 

establishment and termination of federations. For an elaborate 

implementation of agent-based modeling from the software engineering 

perspective, the ecosystem modeling using Stakeholder Network Diagram 

and the technical implementation using UML Sequence Diagram were 

implemented as preparatory steps. 

We built two operating scenarios on the Stakeholder Network Diagram: 

Scenario A from the IaaS/PaaS perspective: A large multi-national logistics 

platform (for geographic coverage) and Scenario B from the SaaS 

perspective: A meta application in the smart city (for integration). Next, we 

constructed the Sequence Diagram with Unified Modeling Language (UML) 

to architect an actual technical implementation of IoT-as-a-Service federation 

model. Two types of implementations were considered, which are 1) Without 

federation and 2) With federation, and there is also a subtype of 
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implementation 2-1) With federation (Dynamic Resource Allocation). 

Based on the analysis of the two types of diagrams above, we implemented 

the agent-based model using NetLogo program. Through the comparison of 

two cases (i.e., without federation and with federation), detailed simulations 

are conducted by adjusting several parameters. 

Consequently, we conducted an economic analysis on IoT-as-a-Service 

federation model through agent-based modeling and a couple of preliminary 

modeling schemes. This model can contribute to a better understanding of 

how economic values are created and delivered among the stakeholders in 

the ecosystem. Simulation analysis with specific federation scenarios 

demonstrates that IoT-as-a-Service federation can increase the economic 

utility and technical efficiency by maximizing profits, making better resource 

allocation, improving the Quality of Service experienced by end users. The 

results from the simulation can be used as a motivation for decision makers 

to invest in IoT-as-a-Service federation platform as well as IoT service itself. 

The more IoT-as-a-Service federation ecosystem grows, the more innovative 

large-scale application services will become a reality. 

The remainder of the paper is summarized as follows: Section 2 reviews 

related literature and works. The research model for IoT-as-a-Service 

federation is presented in Section 3. Section 4 discusses the detailed results 

of the simulation with agent-based modeling. Finally, the paper concludes 

with a discussion of the results, contribution, and limitations in Section 5. 
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2. State-of-the-Art 

2.1. IoT(Internet-of-Things)-as-a-Service 

Like many emerging technologies that drive the fourth industrial revolution, 

IoT is also becoming “as-a-Service” consolidated with the existing cloud 

platforms. Previous studies have proposed several alternatives to 

complement the inherent shortcomings of this tiny hardware-centric 

technology with limited capability, but the integration with cloud computing 

has emerged as the most powerful solution. This is due to the mutually 

complementary properties of IoT and Cloud, which can give many 

advantages to each other in terms of storage, computation, and 

communication resources (Botta, 2016). For instance, if applications are 

running on an IoT device where computational resources are limited, it can 

adapt its settings with the environment to improve resource efficiency 

through the cooperation with the cloud (Jeferry, 2015). Besides, rapid 

delivery of services, high flexibility, and reduced costs are attracting many 

IoT providers into the cloud environment, and more and more IoT solutions 

are being implemented on the cloud-native architecture (Aguzzi, 2013). 

Cloud-native implementation enables a huge number of IoT devices to be 

efficiently managed and controlled in real time through the Internet. In 

addition, since most cloud platforms of today offer a variety of different 

applications, IoT-as-a-Service can be combined with them to create new 

business opportunities for service providers. Big data coming out of the 

widespread IoT networks can also generate new values and insights to the 

clients through the analytics platforms on the cloud. 
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However, there are still few technical issues of the existing IoT-as-a-Service 

platforms. First, IoT data is expanding exponentially. As the amount of data 

from a vast number of IoT devices explosively increases, current scalability 

of the existing cloud platform begins to hit the limits. This phenomenon has 

been predicted for a long time, but the growth rate of IoT devices far exceed 

the prediction. It is forecasted that the number of IoT devices will rise from 9 

billion in 2017 to over 55 billion by 2025 (BI Intelligence, 2018). On the 

contrary, the most prestigious cloud providers that are currently leading the 

market have a definite limit on their infrastructure capacity and have too 

much data to process even beyond IoT. As a result, the lack of scalability 

causes the entire system going down and the service outages in a wide area 

are increasingly occurring. 

Second, there are geographic limitations. The business requirements of 

recent IoT applications are becoming more complex and diverse, demanding 

global coverage to capture cross-border business opportunities. Especially 

like Massive-IoT, which refers to the billion scale number of devices 

requiring real-time connections even from the most remote regions 

(Qualcomm, 2017) needs adequate cloud resources to deal with 

geographically distributed service requests. However, the single cloud 

service provider has a clear limit with respect to such resource provisioning 

capabilities. Even market-leading cloud providers do not operate their data 

centers in all regions, which can cause the degradation or failure of services 

in some areas. 

Third, the interoperability problems. The IoT ecosystem is characterized by a 
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heterogeneous environment, on which numerous types of devices, 

technologies, applications are operating simultaneously. Since they are not 

always capable of communicating with each other, the interoperability 

problem becomes a big issue as the size of the ecosystem grows larger. The 

problem of fragmentation between different IoT environments hinders the 

entry of new stakeholders and the advent of cross-platform applications 

(Bröring, 2017). The lack of interoperability also causes the lock-in effect of 

the current platform, which can reduce the productivity of the provider and 

the end user's satisfaction (Haile, 2018). As such, interoperability has a 

profound impact on business as well as technical aspects. However, the 

single cloud service provider is not sufficient to resolve these intricate 

problems, which means collaboration with other cloud platforms is strongly 

required. 

2.2. Cloud Federation 

Cloud Federation is an advanced solution for conventional cloud computing, 

which can efficiently settle the problems diagnosed in 2.1. As the word 

implies, it is a strategic alliance between independent cloud service providers 

that jointly provide their resources to address the diverse service 

requirements of users (Haile, 2015, May). The limited capabilities of the 

single cloud service provider make it challenging to handle large-scale 

applications and complex platforms incorporating multiple standards and 

technologies. Cloud federation can actively cope with a variety of changing 

demands from users by allocating shared resources dynamically and can 

increase the profit of the provider, also by renting spare resources (Goiri, 



 

 

 

9 

2010, July). Besides, improved interoperability facilitates flexible service 

execution independent of the nature of the platform. These benefits of cloud 

federation can also be proven from an economic perspective, a reduction in 

costs due to the achievement of economies of scale and an increase in utility 

due to the enhancements in network externalities (Kim, 2014). 

In order for individual cloud providers to actively join in cloud federation, it 

is essential to make them perceive their potential benefits for the 

participation. In this regard, the cloud federation platform, or the federated 

cloud provider performs a variety of roles to manage cloud federation to 

operate successfully and fairly. These roles include resource provider 

management, business logic and mechanism, efficient resource allocation, 

and application management (Altmann, 2017, September). It is important to 

guarantee a fair division of revenue for the participants in proportion to their 

contribution to the federation (Aryal, 2017, September). A rational revenue 

sharing model can drive sustainable value creation for relevant stakeholders 

and make their ecosystem grow up (Haile, 2016, Feb). 

For users, as their behaviors and application requirements change over time, 

the cloud federation platform should allocate proper virtual machines 

dynamically for the whole application lifecycle, not only the initial stage 

(Aryal, 2018, April). Consistent and appropriate resource allocation is 

essential to increase the revenue opportunity for service provider since users’ 

willingness-to-pay for services is measured through the time that they spent 

on services (Haile, 2016, May). Likewise, the total cost of running services 

can be minimized through an optimal service placement algorithm on the 
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federated hybrid cloud (Altmann, 2014). Cloud federation for IoT-as-a-

Service should incorporate appropriate management schemes that take into 

account the unique characteristics of IoT technology and applications. 

2.3. IoT-as-a-Service Federation 

The limitations of existing IoT-as-a-Service platforms discussed above can 

be overcome with the introduction of a Cloud Federation concept. The 

federation in infrastructure and platform layers will address issues related to 

data expansion and scalability, geographic limitations of cross-border scale 

applications as well as interoperability issues in the heterogeneous 

environment. Moreover, the federation in software layer signifies that 

various sorts of applications can be integrated to improve usability and 

provide novel services. Through the federation at each layer, we can consider 

a variety of unique service scenarios. 

The benefits of traditional cloud federation concept were mostly discussed 

from a resource economics perspective, whereas federation in the IoT area 

can further improve the service flexibility. Since the IoT applications have 

been built across a wide range of fragmented domains, the federation idea 

can make it available to provide innovative services through developing 

cross-domain applications (Soursos, 2016, June). The implementation of 

federation architecture is actualized with container virtualization technology, 

and related scenarios have been discussed (Celesti, 2016, March). Further 

discussion is needed for diverse application scenarios of IoT-as-a-Service 

federation in the real world. 
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3. Research Model 

3.1. Literature Research on Methodology 

To develop an appropriate research model for IoT-as-a-Service Federation, 

we considered Agent-Based Modeling (ABM) as a main methodology. With 

agent-based modeling, we can model and simulate the complex system in 

which autonomous agents operate according to pre-set rules, bringing 

information about a variety of dynamic interactions between the agents like 

in the real world (Bonabeau, 2002). In this research, agent-based modeling is 

considered as a priority over other modeling schemes for the following 

reasons. First, IoT-as-a-Service federation model involves complex 

interactions between heterogeneous stakeholders in the ecosystem. Second, 

this model also allows setting the dynamics of IoT-as-a-Service federation 

triggered by business requirements, especially the frequent establishment and 

termination of federations. For a sophisticated implementation of agent-

based modeling from the software engineering perspective, 3.2. Ecosystem 

Modeling using Stakeholder Network Diagram and 3.3. Technical 

Implementation using UML Sequence Diagram were implemented as 

preparatory steps.  

3.2. Ecosystem Modeling (Stakeholder Network 
Diagram) 

By building the Stakeholder Network Diagram, we identified various types 

of stakeholders and services they provide in the ecosystem. There are mainly 

three types of stakeholders in the diagram, which are Cloud/IoT Provider, IT 
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Service Provider, and End User. Accordingly, there are mainly two types of 

services which are Cloud/IT Service and IoT Device Service. And we also 

identified the exchange of services and economic values between each 

stakeholder interactively. For different purposes, we built two operating 

scenarios on the diagram like followings. 

3.2.1. Scenario A from the IaaS/PaaS Perspective: A large multi-

national logistics platform (for geographic coverage)  

Figure 1. Stakeholder Network Diagram for Scenario A 

Scenario A was constructed from the IaaS (Infrastructure-as-a-Service) / 

PaaS (Platform-as-a-Service) perspective. In this scenario, the application 

domain is a large multi-national logistics platform, and the purpose is to 

expand geographic coverage to the global reach. IT service provider could be 

a logistics service provider (e.g., DHL, UPS, etc.) in this scenario. Multiple 
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cloud providers from four different regions are federated to provide a 

federated IoT-as-a-Service (IaaS/PaaS) for a single IT service provider. The 

configuration of the service providers in each area was created differently. In 

region 1 (warehousing operations), IT service provider provides IoT device 

service. In region 2 (freight transportation), IoT service provider provides 

IoT device service. In region 3 (last-mile delivery), cloud provider provides 

its own IoT device service. In region 4 (customer experience), IT service 

provider provides its own IoT device service. With this configuration, each 

service provider can implement their own logistics applications in their 

respective areas (Macaulay, 2015). 

Stakeholders who were provided services are willing to pay economic values 

in the form of licenses and usage fees, which become the revenue of the 

provider. Federated cloud provider distributes the revenue based on the 

number and service time of the virtual machines deployed by each Cloud/IoT 

provider. 
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3.2.2. Scenario B from the SaaS Perspective: A meta application in 

the smart city (for integration) 

Figure 2. Stakeholder Network Diagram for Scenario B 

Scenario B was constructed from the SaaS (Software-as-a-Service) 

perspective. In this scenario, the application domain is a meta application in 

the smart city and the purpose is to integrate heterogeneous applications 

services. IT service providers could be smart city service providers (e.g., 

smart home, building, etc.) in this scenario. Multiple IT service providers 

from different regions are federated to provide a meta application service 

(SaaS) for end user. The configuration of the service providers in each area 

was created identically. Each IT service provider has its own application 

service and each cloud provider provides its own IoT device service. In 

region 1, smart home applications are provided. In region 2, smart building 
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(HVAC, security) applications are provided. In region 3, smart street (light, 

Wi-Fi) applications are provided. In region 4, smart mobility (autonomous 

car) applications are provided. With this configuration, each IT service 

provider can implement their own smart city applications in their respective 

areas. 

Stakeholders who were provided services are willing to pay economic values 

in the form of licenses and usage fees, which become the revenue of the 

provider. Federated IT service provider distributes the revenue based on the 

number and service time of the virtual machines deployed by each Cloud/IoT 

provider. 

3.3. Technical Implementation (Sequence Diagram) 

We constructed the Sequence Diagram with Unified Modeling Language 

(UML) to architect an actual technical implementation of IoT-as-a-Service 

federation model. Two types of implementations were considered, which are 

1) Without federation and 2) With federation, and there is also a subtype of 

implementation 2-1) With federation (Dynamic Resource Allocation). The 

ecosystem stakeholders and their technical interactions identified in the 

Stakeholder Network Diagram are demonstrated in these sequence diagrams. 

Each diagram consists of four technical steps: a) provider registration, b) 

service request, c) service execution, and d) service termination. There is a 

significant difference in detailed operation according to whether the 

federation option is on or off, especially dynamic resource allocation. 
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3.3.1. Without Federation  

 

Figure 3. Sequence Diagram for Without Federation Case 
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In this implementation, IT service provider should manage every registration 

and connection with each of Cloud/IoT providers. Since IT service provider 

is a stakeholder who receives Cloud/IoT service to provide IT service, it is 

difficult to handle all of these connections throughout the service periods. 

Directly managing all resources, services, and applications incurs a lot of 

overhead costs for IT service provider. If there is more than one IT service 

provider, the costs of Cloud/IoT providers will also increase rapidly as the 

number of connections increases. 
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3.3.2. With Federation 

 

Figure 4. Sequence Diagram for With Federation Case 



 

 

 

19 

In this implementation, there is federated cloud provider who can manage 

every registration and connection with each of Cloud/IoT providers. Now, IT 

service providers can fully concentrate on their own tasks of proving IT 

service while maintaining a single connection with federated cloud provider. 

We assumed that this implementation could significantly reduce the costs of 

stakeholders compared to without federation case. This implementation also 

makes dynamic resource allocation possible, which we will discuss in detail 

on the next diagram. 
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3.3.3. With Federation (Dynamic Resource Allocation) 

 

Figure 5. Sequence Diagram for Dynamic Resource Allocation 

With this dynamic resource allocation function, federated cloud provider can 

manage various resources in real time and dynamic manner. It allows each of 

Cloud/IoT providers to join and leave a federation dynamically by business 
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requirements. For example, if end user moved and gets out of service 

coverage, federated cloud provider automatically searches for additional 

resource providers in real time. After it confirms that the existing application 

is running successfully on the new resource provider, then it terminates the 

connection with the old resource provider. In this way, end user can be 

provided with seamless services regardless of its location.  

3.4. Simulation Setup with Agent-Based Modeling 

Based on the analysis of the two types of diagrams above, we implemented 

the agent-based model using NetLogo program. For the basic settings, 

various types of stakeholders in the ecosystem were declared by agentset 

breeds. 1) The arrow-shaped agent represents End User, white means no 

resources allocated, sky blue means cloud resources allocated, and green 

means IoT resources allocated. These end users move through the world in 

NetLogo to get resources. 2) Blue box indicates Federated Cloud Provider 

and red box indicates IT Service Provider. 3) The star-shaped agent 

represents a resource provider, sky blue for Cloud Provider and green for IoT 

Provider. The circle around a resource provider means service coverage in 

the physical world. If more end users than the predefined IoT capacity enter 

into the service coverage, the color of the IoT provider changes to red, and it 

is no longer available to allocate new resources. 4) The link breeds between 

stakeholders mean connections, but also can be costs. 5) There are three 

main regions in the world, and in the middle region, federated cloud provider 

and IT service provider manage the connections between stakeholders. In the 

Region A, agents operate under the 'without federation' implementation. In 
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the Region B, agents operate under the 'with federation' implementation with 

dynamic resource allocation. 

Figure 6. Simulation with NetLogo Program 

Through this comparison of the two regions, detailed simulations are 

conducted by adjusting various types of variables. We will control the 

number of each stakeholder and also the capacity parameter of IoT provider. 

In the next section, we will analyze and discuss the simulation results. 
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4. Simulation Results 

4.1. Basic Settings 

For the simulation, the following numbers of agents are considered in Table 

1. The number of agents can be adjusted for each purpose in the simulation.  

Table 1. Number of Agents used in the Simulation 

Federated 

Cloud 

Provider 

IT Service 

Provider 

Cloud 

Provider 

IoT 

Provider 

Static End 

User 

Dynamic 

End User 

1 50 1 50 25 25 

In order to focus on the behavior of IoT providers and the value generated 

thereby, the deployment of a relatively large number of IoT providers 

compared to the cloud providers was considered. Static end user is a type of 

user who does not move and receive/not receive resources constantly in an 

area, and dynamic end user is a type of user who moves around the physical 

world and participates in establishment and termination of federations. The 

number of IT service providers was set equal to the total number of end users 

because it was identified as a moderate number that did not bias the IoT-as-a-

Service federation. 
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4.2. Cost Analysis 

In this simulation, we compared the costs in Region A (without federation 

case) and Region B (with federation case) to evaluate the economic utility of 

IoT-as-a-Service Federation. The link connecting each type of agent is cost 

itself, and each type of link has a different price. In 3.3., we assumed that 

Federated cloud provider could significantly reduce the costs of stakeholders. 

Figure 7 shows the cost difference between the two regions by calculating 

the cost ratio of Region B / Region A. Remarkable cost reduction was 

achieved in IoT with federation case compared to without federation case. 

This difference goes even more significant as the number of IT service 

 

Figure 7. Cost Analysis for Region A and B 
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providers increases, which can be explained as follows. First, the difference 

in the number of links. As discussed earlier in Section 3.3., federated cloud 

provider operates as a resource broker between IT service providers and 

Cloud/IoT providers in IoT with federation case, thereby significantly 

reducing the number of nodes required. It can also be checked by the density 

of the links on the NetLogo world. Second, the price difference per link. IT 

service provider lacks the ability to perform professional resource brokerage 

because it has its own business of providing IT service. In this simulation, we 

assumed that the connection cost between IT service provider and Cloud/IoT 

provider is 25% higher than the connection cost between federated cloud 

provider and Cloud/IoT provider. Even though the cost of single connection 

between IT service provider and federated cloud provider is considerably 

high, the total cost-savings due to the decrease in the number of nodes are 

significantly greater which result in substantial cost differences of the two 

regions. 
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4.3. Resource Allocation 

In this simulation, we compared the resource allocation levels in Region A 

(without federation case) and Region B (with federation case) to assess the 

technical efficiency of IoT-as-a-Service Federation and derive business 

insights for decision makers. Various kinds of results were measured by 

adjusting several key parameters. Each of simulation results will be 

discussed below. 

Figure 8 depicts the resource allocation levels of IoT without/with federation 

cases. All parameters were fixed at default settings. Over 25,000 ticks, end 

users in IoT with federation case have been allocated with an average of 85% 

more resources. This is because dynamic resource allocation function allows 

dynamic(moving) users to continue to receive resources regardless of its 

location. 

 

Figure 8. Resource Allocation of IoT without/with Federation 
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Figure 9 shows the resource allocation levels of IoT without/with federation 

cases by increasing the number of end users. The remaining parameters were 

fixed at the default setting. We see that the gap in resource allocation 

between the two cases identified in Figure 8 is going even greater as end 

users increase. This tendency is maintained until the number of end users 

reaches 100. 

 

Figure 9. Resource Allocation by Increasing End Users 
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Figure 10 shows the maximum capacity of IoT providers in the two cases by 

increasing the number of end users. Maximum capacity was calculated by 

Resource Allocation / (IoT Providers * End users). This is a measure to see 

how the maximum resource capacity of IoT provider changes as end users 

increase. The average maximum capacity in IoT with federation case is more 

than twice as much as that of IoT without federation case. Even if the 

number of end users increases to 100, it shows that there is no notable 

volatility in the maximum capacity. 

 

Figure 10. Maximum Capacity of IoT Providers 
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Figure 11 shows the resource allocation levels when IoT capacity is limited 

to 1. This means that if more than one end user enters into the service 

coverage, IoT provider is no longer available to allocate new resources. As 

the number of end users increases, the increment of the resource allocation 

level gradually decreases and eventually the level reaches a certain limit, the 

maximum empirical capacity. 

 

Figure 11. Resource Allocation when IoT Capacity = 1 
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Figure 12 shows the loss in resource allocation when IoT capacity is limited 

to 1. This is a measure to see how many end users did not get services. The 

loss was calculated by subtracting the resource allocation levels identified in 

Figure 11 from the maximum theoretical capacity, which is the number of 

deployed IoT providers. As the number of end users increases, the loss in 

resource allocation also shows a slow decline. 

 

 

 

 

 

 

Figure 12. Loss in Resource Allocation (Theoretical) 
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4.4. Profit Maximization Condition 

From the simulation results of cost analysis (Section 4.2.) and resource 

allocation (Section 4.3.), we calculated the revenue, cost, and profit of IT 

service provider to figure out the profit maximization condition. 

Figure 13 depicts the revenue, cost, and profit of IT service provider who 

pays for federations with Cloud/IoT providers through federated cloud 

provider and provides their own services to end users. Their revenue is 

proportional to the level of allocated resources on which their applications 

are running, while cost is proportional to the number of links connected with 

resource providers. Once IT service provider establishes more federations 

with IoT providers, the revenue and cost will increase, and profit will be 

changed accordingly. However, as cost increases linearly while the rate of 

increase in revenue gradually decreases, profit will be changed to a negative 

 

Figure 13. Revenue, Cost, and Profit by Increasing IoT Providers 
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value if the number of IoT providers exceeds a specific number. This is 

because the resource allocation level is reaching its limit. In this simulation, 

where we set the number of end users to 50, if the number of IoT providers 

exceeds 110, then IT service provider will suffer an economic loss. 

Figure 14 expresses profits by increasing IoT providers per each number of 

end users. As discussed in Figure 13, profit varies with the number of IoT 

providers, and its curve has inverted U-shape. That is, each curve has a 

unique profit maximization point. (e.g., If the end user is 50, profit is 

maximized when IoT provider is also 50. Same for 100-70 and 150-90.)  

For profit maximization, IT service provider should establish federations 

with the proper number of IoT providers considering the number of end users 

in the ecosystem. 

 

 

Figure 14. Profits per each number of End Users 
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5. Discussion and Conclusion 

5.1. Discussion 

In the cost analysis simulation (Section 4.2.), we were able to discover a 

significant cost reduction in IoT with federation case compared to without 

federation case. This result comes from the federated cloud provider's 

specialized attribute as a resource broker, which has greatly reduced the 

number of connections required to build the service architecture and also the 

cost per link. We can consider a new business model for IoT-as-a-Service 

federation with these advantages, particularly as a resource broker. It can be 

formulated by building the federated cloud provider as 1) an independent 

stakeholder or 2) an affiliated stakeholder of IT service provider. 

Theoretically, the outcome of cost-saving reaches the maximum when the 

number of federated cloud providers is just one. If the number of federated 

cloud providers increases over one, the complexity of the overall network 

also becomes higher and likely to reduce the cost-saving effects. 

From the comparison of resource allocation simulations in both cases 

(Section 4.3.), it is revealed that IoT with federation case results in better 

resource allocation. This difference originates from the existence of dynamic 

resource allocation function, which allows dynamic end users to receive 

resources consistently regardless of location. The distinction is more evident 

in the comparison of maximum capacity. In this way, it is expected that 

dynamic users in the real world can be continuously provided with various 

kinds of resources without being dependent on specific IoT provider. This 
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will improve usability and enable innovative large-scale services for end 

users. Another critical factor to consider with regard to resource allocation is 

the capacity. As shown in Figure 11 and Figure 12, if the capacity of the IoT 

provider is limited, the resource allocation level cannot go out of certain 

bounds, and some part of the end users are not able to receive the service 

properly. Thus, IT service provider should consider the capacity and 

attributes of IoT provider when they are looking for proper resources on 

which they will run their applications for end users. 

In section 4.4, we identified a profit maximization condition that reflects the 

simulation results of cost and resource allocation. If the number of IoT 

provider increases, cost continues to rise linearly, but there is a certain limit 

for the increase in revenue which is proportional to the resource allocation 

level. Thus, the profit graph for IT service provider represents an inverted U-

shape and has a unique point for profit maximization. This means that more 

allocation of resources than necessary for running service will result in a 

decrease of profit. For the maximization of profit, IT service provider needs 

to establish federations with the appropriate number of IoT providers 

considering the number of end users in the ecosystem. In this regard, 

federated cloud provider can contribute to the profit maximization of IT 

service provider and assure the Quality of Service of end users by 

implementing federation level auto-scaling through real-time resource 

monitoring. 

5.2. Summary and Contribution 

Economic analysis on IoT-as-a-Service federation models has been 
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performed with agent-based modeling and a couple of preparatory modeling 

schemes, leading to a better understanding of how economic values are 

created and delivered among the stakeholders in the ecosystem. Simulation 

analysis with different federation scenarios demonstrates that this new 

concept of technology can contribute to the economic utility and technical 

efficiency by maximizing profits, making better resource allocation, 

improving the Quality of Service experienced by end users. 

These results can be utilized as a motivation for decision makers to invest 

more in IoT-as-a-Service federation technology and IoT services. The 

simulations performed in different conditions give them insights on the 

decisive factors they should consider to maximize profits. When an IT 

company or IT service provider build new IoT ecosystem under various 

scenarios and industries, a better business model strategy can be developed if 

they deeply understand the potential interactions and dynamics between the 

stakeholders and how to structure the stakeholder network efficiently. This 

study supports their decision making and leads all stakeholders in the 

ecosystem to benefit as well. For a certain number of stakeholders 

participating in the model, the economic utility of all agents can be 

maximized, and consequently, contribute to overall ecosystem growth. 

Growth in IoT-as-a-Service federation ecosystem will enable novel 

application services that were previously difficult to implement with scale 

and geographic limitations. 

5.3. Limitations 

IoT providers in the real world have many own attributes such as standards, 
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protocols, coverage, and specialized application areas. However, only a 

single type and same capability of IoT provider were considered in this paper. 

In future studies, more realistic results can be obtained through models 

considering various characteristics of IoT. Furthermore, we want to address 

the interoperability problem that may arise from considering heterogeneous 

types of IoT through building advanced version of simulations. 

Federated cloud provider can perform functions specific to application 

management such as knowledge extractor and edge SLA manager in addition 

to resource brokerage and resource allocation discussed in this paper 

(Altmann, 2017). The next study will explore ways to improve the economic 

utility and technical efficiency of IoT-as-a-Federation further, taking into 

account these additional functions. 
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