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= B35 98 WAl#d (Machine Learning) & @830 HJEX =

AEsA717] 1% A7 ol FolA AL QAAINE, AAl Bl A AFe] A8
7)o = old REz AFo|th walEy 7]uke] F e E| A AL ];ﬂ
oy Fe Tl AnE FYS @AY F AqAN, divFo 4

of Abg HolHE 7hesta A EdFd w4 EfFoR o
(Labeling) sfjoF gttt A7 MIEQ A EdF o] S A4 UE
ER 5 34 EHIY vES 197} iH F H7] wEe] SaHA
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& 719l @ Eol 7 (Autoencoder) & ©]&3 U EY I HJex 7|
= ARbeth LERQIFIEE ol&atd A4 EY dHolH® 7HA1 2
= TFA7IL, ol VIEoE ¥4 EYdgs XY 7 At A
o] dt}. weta thkd Feo eEIY RdS FHEIL S S
Fato] HA L] @A RES A s

2 AFeA Atst eEQTYH 2o AFAFS HTsH] fsl, 7
< maled 2l F x4 9 HAstE V| R dnksl e RE =
d 4 Q= AEZEHE WA (Support Vector Machine, SVM) 2 ©] 83t
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ARS8k 718 @9l HAEE (Perceptron) o]tk HAY
1957 Frank Rosenblattel] o8] 1oty A8 BF =d[11]=,
(18 2 4]+ &5 HAEEY Fx2E& Yedg x+= 48 95 3hs
UeRda, wi 7FEA (Weight), be HEBias), = 493
(Activation Function) & WERHATH

output

9F HERS d¥E 2¥For AU, 995 a9
g dolgt £8% Frow 499y BYE FFE AR gol 99
oA §5E BYHL FFE AT AUERS FH0E dehyw
A

1if z=0

G HAAEESS HAY EF% 7bss] wiEel 713l XOR
(Exclusive—OR) 7|°|EY 24 %3 7@ & glups A0
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¥ XOR AlolEE ¥kl Az t2d 1¢ F¥sn, god 0% %_-'f%‘
7 A =



2719 v MAERS oY% wdo BHH Pz Aamels
(Sigmoid) 42 A& Th A1x mefoehi o, of
o 4 (29} o] v]ito] goldt FElE Fx AMg

(2)
0'(2) = 0(2)(1 - a(2)

7y 59 7y et | gk 93k (Backpropagation) €al#] < [12]
= HA 7FeAek W @he doo goz x7|ststa,
4 P EY3ks FAsT Sk B3R Abole] exkE
T3&ta, AAF 3 (Gradient Descent) 2 o] g& 2x7F 7HA4dt= W
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(Chain Rule)& o] &8 A%
gell 3171
Unit) - [13]17F AlgksE 92,

t}[14].

| 22 (Vanishing Gradient)©] 2 &k
03}
e wallyrbd 1 gke] 0= HE

wolth. o] EAE

.Sl FE AN HE 243 49

PN

T
1 Abele] wt wigksiE = ARl =
PN

2
s1Ad3sl7] 98 ReLU (Rectified Linear
o]% wo FF7ol FA3} shr) ATty
[22-1]13 %2

= =
ST

¥x2-1] &3 &+ F7 [14]

st ota +4)
Sigmoid (2) = !
g A =T +e” %
ef—e” %
Tanh tanh(z) = pEanp
RelLU max{0,z}
Leaky ReLU max{0.01z,z}
z=>0
ELU {a(e Z_1) z<0
Maxout max{z,,z,}

=Y S| ALt Sh= o] E5F (Binary Classification) & t
2 FF (Multiclass Classification) ol w2} FE¥ ) o]z Zg
M= AZEO|E FE Abgsta, ve iﬂ% 5
A (Softmax) & AFEstth, AT EWMA Shp= A

h I — 1 R

_/;/3'% /51(3)3,]. 7]":}. OSN3 E A

A T —
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Function) & ARESTH A &A= Fd AT 22 (Mean
Squared Error, MSE) &} w2}l E & 3] @ 2} (Cross Entropy Error, CEE)
7F Atk BaAlmexbs A (4) 9 Zom vy AATEY E9ak tv 3
%, ke HolE ] A4 & oJw|stit},

-

1 2
E= EZ(YI{ — tk) 4)
X
WANERI @ xb= 2 (5) & 2o, log= Hol el AHAE T (loge),
v AW 54, t5 533G ke dlolH Y A 5 vt}
E=-) tilogy (5)
X
ASAAGL ARk o=z 27| o]ide] 249FS X3 tF HAEE
S oulsit}, ;apY o dlolE BEHIF sMset AZAA WS olux| A
ok A =2 e Holv FAHAIAE YW (Convolutional Neural
Network, CNN) ¥} z}elo] g Hofo|A] =& AH5S Holx 3kalF
I (Recurrent Neural Network, RNN) 502 ¥z alo] vhofst Hofo

A #EgE A 3

E AGoAE ASAAY 76t Y EY T oS X rdS
st MEYA 54 EfF st &4 A= &It}

2. 2EQdFY

LENFYE AV|AEdHEel &3k A3AATY ok JHE, A1F
TS AA U E"gko] Ao dHEHY sHAA LS shgele R
olth[15]. &, dg dloly e} #HolEs VMR gEstes Aol ofYer ¢
g dlolH ks o] &35l doly AAC 5AS UEsta thA| HY s
REJIYE ¢lFH (Encoder) 8 FE=(Code), TlZUY (Decoder)® -
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t}.
of wl=d (Mapping) 8}, tFZH= 21 (7) 3} o] hxH AP dHolH
= Al 12299 dolHZ 59 (Reconstruction) gHt}.

h = fo(x) = a(Wx +b) (6)

x'=gg'(h) =a(W'h+ D) (7)

S AelA o= dxH e SEtvE 6 = {(W,b}, ' YT vt
B 6= {W,b}, a()= A3 FE AuitH16]. eEJIAY = 7|2
Aog 79 9z (Reconstruction Error)E HA3}6teE ndS FHZ
stsim, o= 2 (8) 3 o] Ykl F k. L& AT E ovshH,
PHA TS} ANEZT QS F2 AFLSH]

n
0*,0" = argmin Z L(x(i),x’(i))
6,6' :

i

3

1l
=

(8)

S|e
(Ngb

Il
=

= argmin L(x®, ggr (fo(x™))
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LEJIHE= A9 22 712FQ FE felx® FAA LERIFY
(Denoising Autoencoder), 34 2 E<QIF T (Sparse Autoencoder), %
% @ EQ 30 (Stacked Autoencoder) 7} St}

FEAA LEJFIHE "HolHeol 5 Noise)= F7bsto] Rdleo] ¢
oz AREstaL, Feo] gle d dHolHE Bdaes mds

71 FZolth ol B LEJICE HolE F2 54 =
= 5}‘:} dnbd oz o dolgo Ay 7heARE S FrlstAY
ok (Dropout) AlS& F7Feto] ARg-ght.

Ji eEQlIH= dolHe Fa SA& SEdty] fd A
(Sparsity) & ©]-&3H[17]. J¥F] A7|RY 2=F9 A7 22
Z1EARl LA FHet 2, dYTe AVET =S A7)
& A 28 1‘41*1 JA Zﬂ A F4 3t A

& F7hste] frelol
_]

< o = QEQFHOH, &
T= 7S g B3 54 g5 vk 45 LEQIIY
Auizl o7 FE=S FHO o7} o

A32 P9 7| HIEQA ol AT BA AT

gelde el wAd 2YEe TEHa Ut AFYoR, Buw
54 3% BAYT F Ak J1Eolth oY PHE wA, Ao
A, &4 4, AAY BA3 2o tE ooy 58 4Ee
do gon1g], A MEADL FUaAel Jelde Fgas ATt
5] o] 7ol X3 gk,

Staudemeyer S[19]2 dAForE= Ad7|w 28 (Long Short—
Term Memory, LSTM) 32174 %& o] &3 YELY T HASAAA
AordAth KDD Cup 1999 o] A [20] & AF&3to] A7) v 2a

o] 8k glolE AN RE TA §3S s&E 4 9les

73
HATH Gao T[21]1> ASAE A= (Deep Belief Network, DBN) =
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20 Aes SHIN, AXEUEHHAY JAFAAEY EdHT &
B AsS HYS geldith Kim 52219 AFolds AQEAAA
glof ASAAY dug)ES AEsta, KDD Cup 1999 HolEH M-S A
ato] ST Add nde AL AL, QEHE SdoA J|E B
dut 53 AsS Uedth Le $[23]12 HQEA AEgAN di
AHEE = AMEEWE WA, k—FH 25 0]% (k—Nearest Neighbor, kNN) ©]
& LHES BYS Wela, olF JhAdsk] S8 Adridee =3l
A% RAS AYdEAA A ALY, oAH FFRE FEuOlA

[¢)

(Optimizer) & R4 7}& Astst 2L 21, 77 5 NadamS AHES
= uf o]d AFEY ¥4 Fso] FFES B AN 9 A=
Al AFg-3F KDD Cup 1999 dlolEHAMS F5& eﬂigg—i o1l Abera] A
Fd d3E vekd = v g A2

Javaid 5[251& KDD Cup 1999 o ]EV}JT% 748 NSL—KDD ¢
o] A [26] & AFE3sle]l Pl 7|Hte] Self—taught Learning (STL) 7]
NS Ak, HAE 5A S5 (Unsupervised Feature Learning,
UFL)Y % 34 ¢ E9 79 (Sparse Autoencoder)E o]g3slo] naS
st 713, AFA &< (Pre—training) ¥ QlFbo] AZEWA 3
(Softmax Regression) & AE3st] A5 %4 (Fine Tuning) & ¥4
g2t Yousefi—Azar S [27]19 dAFelMd= A BE=ubal
(Restricted Boltzmann Machine, RBM) = A} sk 3 7}$-A]QF 1}o]
B o] = (Gaussian Naive Bayes), k—#gol%, AEXEHE A,
XGBoost Ed& AREste] 3ALS XY Li (28] SAAFAAY

= ol&d HEYA AJEAALTES AGAT. ET HolEHE 88
olulx] Fefe 2xY WH=E WSk F, ResNet—50% GoogLeNets
o] g-3lo] ErEFAIFY. a8 7|E HAHY Edy Ae vnE F
Ajkst dejd Bdllo] 8 s vEdE FRFT 9] A=A

AHE-g NSL-KDD dle]Ej4l %Al KDD Cup 1999 ©dlo]E A& 7|Nto =
st Q1Y) wWEe] AN YEYA F s wkgshy] oy, AlEY

o] YIEY A HoA FHE dHolgo]7] wZe A UEYA Ed
IS dHEA xdg S gtk
Vinayakumar &[29]-2 KDD Cup 1999, NSL—KDD dH¢o]g Al w}

olyg}, UNSW—-NB15, Kyoto, CICIDS2017 5 HlwZd Hite] £x%

YDA E B 840 FQ o 34 9EAFY, AdE BEvlual k-
Bt TA3 7PT/\]°P 23 72d So] 98

13 -':rw-.ﬁ-: -"';:I- 1_'“ =1



HEYA EdY dolgals Aol AMEZth ASAAET 7|He] vE
A3 HJEA 2ds F& ET dolE o FdHoln uxdEed &
2 2ds gusta, 1 Ay 7€ Halgd RdEng dso] ¢4
AP sHAT 9 ATl = SFHolE g BrkHolHE #eE o
AMZE 34 Fel dall zelshA oot A= 34 F3el digt &
A e sk = siTh

Ao 7€ UEYA EY dolgAe FAYS MAT
CICIDS2017 Ho|HA[30]& Ab&stel A& &dstua shoh 7]&E
Aol F=2 AR AEsE 7Nk BE Al 27| A =85 7]RE
o] QERIFTE olgste] UESZ HAYEA EdS Fdsty, Zd]
A Adsg geletth 3 S S AR F2 A2 FAe uis
S s dAdsta el st des Elstaat st

14



A3 AT W

A1ZE bEHI EIHNY dolg|Al

YE A EHY o] A &4 dAeA= AlFEA e HolHAE
gHsl= Aol Fastt MESA EYY A HE 5, 7F &
7 Tol nHE HEHZ EHT HolgAls AREsfiof gttt

KDD Cup 1999 d®o]gA[20]< 1998 DARPA (Defense
Advanced Research Projects Agency) HYJEHR| H7} L2 73l of| A 4
A HolEYE 7o wHEoRl dolE Ao R, 5 YEYS Bt
Hoko A da] AbgEo] gt} o] wolE Al 387119 5790 23
HoJ3lal, ©]& DoS (Denial of Service), R2L (Remote To Local), U2R
(User To Root), Probing¥} #o] 47H4] 324 F3d o= #7F3tal Stk
&A8E KDD Cup 1999 HlolH AL FHe T8 dz=sl A 374
ol sk Jr B 5o FAE Qe B Ayl tist AFEAdE BA
& o itk Tavallaee 5[26]& oleldt #4175 7f4dst NSL-KDD
ol AS Attt A% NSL-KDD doJgA <Al KDD Cup
1999 dlolE Al 7IRko® sk 9l7] wiiel HA UEHAA Fd -
< WHYeA] Xstal, AA UEL A FAAA FHE dolgrt ofy 7]
ol AAl MESA Efqgs st 2dE stk Aol 3
t}.

Hbd - gyt v B A9 figlw o] CIC (Canadian Institute for
Cybersecurity) ol 4] Al &g CICIDS2017 HolE{ 4 [30]> 20174 7€

O

tlo

of =% Holgz, A WEA A A /A E Edeta v

. Sharafaldin 5 [31]< HTTP, HTTPS, FTP, SSH ¥ Email X2 EZ
718ke] AbgA} FEAS E3 B-ZEulY AJAES o] gslo] AA 4
EfA &4 7Esta HolHE A4 2 3. CICIDS2017 dlo]
B AL Brute Force, Heartbleed, Botnet, DoS(Denial—of—Service),
DDoS (Distributed DoS), Web Attack, Infiltration & ©HFdt &2 Alut

© 1998 DARPA Ho]E]A& MIT A AFAe] 93 U.S. Air Force LAN9)
wol #AFA 957 Bk 7.

© 3% dolHE 247149 Ao ® FAEA, HI} dolEE 147149
FZo] F7r7 EFEol L.

15 SR



PoE ugow F 59%) A1 FREA

[33-112> vMELA ET dolgAe A=4ds B7ketr] 91 10
7HA] 71222 KDD Cup 1999, NSL-KDD, CICIDS2017% ®lw & 2
#o]th[30]. & AFelA= ofd VIS EF WSSk CICIDS2017
dolE A& A}%BPO% Aeg Yt =F S

h

[(23-1] VEY=Z EHF dolgA vl [30]

= e’ | nNsLkop | cicips2017
A HESA 7+ of o o
AH EcfE OtL 2 OfL 2 of
20l ooy of of of
HERA 4258 o of o
MA| =T BA 4 o Nl
HTTP o o o
HTTPS ofL| R oL o
AN ItsSt ZR2ES SSH of of o
FTP o of of
Email o o ol
Browser ot oL 2 of
Bruteforce o o ofl
DoS of o ol
=7 ek Scan of of o
Backdoor ot oL 2 of
DNS oL@ oL of
7|Et B2 o of dl
HESA SHol 0]EA ofL| R oL of
Hole E4 &2 M3 o o o
HEFSE XS o o o

P 2017 7€ 3YRE 20179 7€ 797HA
16
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MEEWE WAL Haled e txzl &7 E2EA, ¥ HFE T
Aot HlolHEs 3T F v HAA Y =% W (Hyperplane) & 2o}
= ol Ay BF mdolrti[32]. AXEWNEHHALS AHA 93 F
%3} Y& (Empirical Risk Minimization) < 7]HFC. 2 &= AukAQl o

Agd Ry gy x4 99 FHA&3H(Structural  Risk
Minimization) & 7]¥t
T3 HelHE 1Ak
= AHEste] BAdE ERE 2
= ATl M= 7F-AIQE WAL 71A] 34 (Radial Basis Function, RBF)
Ad TR AR AZEANHHAS o] &sto] HER A o AFE
Agtet, [3#3-219 HEuEE 7|Fo2 T18l= A X (Grid Search)

=
4& Atgetel Balel AFE C9) gamma G Fvh

o ol

(%3 -2] AEEWEHMA o] vejv]E

mh2to|E &
C 0.01,0.1,1, 10, 100
gamma 0.01,0.1,1, 10, 100

Ce drht @2 dvolH7t g Zdiel sole AL s &steAs
Ao C7F vs sew Hade, C7F v sow srA el A
& & Utk gammai HolEZF 4EH S Bk AdE A

2. ASAAZEG 71Nk A

2 dreldE MESA BT dolHe] He ujdy dAE Rl
B RS ARgE ke ASAFTE o8t vESA o]
AFE gAY (2”3 -112 2 Aol o] 8F ASANAY
TEE BT 1Y AAE 4 HojE o] Ay dASES
76709 yrdow FAsta, 4 e dETN 2HTor, 24T
A EHFOoR ¢hHs] AdE T x2E AR 7127 24E WA e
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rie
2
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R

)
o
X,
o m 2 2N

Mol o

¥ x o o i pEl o

=
A% EHT dHolHE g5A7 eLEJFIY EEE A4 EgT

M WS 5d exE YEhANE, 34 EFC disi s s

I )

o% ¥4 HolHE BAsES T

Algorithm find optimal threshold

Input: reconstruction error of benign traffic data: £yenign
Output: optimal threshold

=

flscore,, «— 0
threshold .z, < 0
calculate /. and o Of Epenign
threshold < e + 30
while threshold > u,. do
calculate f1score of the model using threshold
if f1score > flscore,,, then
flscore,,,, < flscore
threshold,,., < threshold
threshold < threshold — 0.01
end while

=R e
N 2o

return threshold,,,

g A3 A5 QA
JEREREE I £2
128 Aga 49 AANE 7]



o dHolH e Ay 5
Fe

-

A5kl
%

&

g
#
ReLUE At
Normalization) & %3 0% 1 Alo]l9 #S 7HA = = 3

A RO EE ARgsit [ 3 -4]9 stoly denHE 7|Fo® A&z}
E Fd HH mdS Attt

[33-4] 2EJIFIY EH9 sto]ly depry 274

8lo| I m2}o|E SR/
AE 37| 4,8, 16,32, 64
olAL 245 & 123
23t g RelU
=2 st Sigmoid
EN-TES Mean Squared Error
SE|ofo| X Adam
HiX| AFO|= 256
SRS 500
SHEE 0.001
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A4 dE 2 A3

B AR AE Awss Ao AmEenan 43089, 4]
Awsty e o EQNHE o] 8d WED AT BA RUS
PR, 7 mde A 4% S 2en A B} Aus
o ® o] A4S g1 mdl 1k Aee vlusta I adE gl
MEEME A MEZEHEHM 2 B}

e e

EEEE i | NG G S i

el | =n v WENPL-I} HEUEY 22 Et

1%

AT

o =]
Ezfyg m ™ e > ZE e 7 T 5
Glo] Ef i) HolH <R|EE> Ctﬂ’o@){g%ég) &t

QEQAH REQIAH BH EI}

N EI:-II Sk N —
Lﬁ,\ "ot Mexx™
<K\ R =85> 0| E o=

[ 4-1] HESAA EF oA F &4 = A4 %

2. A% 3

riet

7

ool A3¥S Python 3.6.8 TE2I1#W dojS Algsle] W3k
o UESH A EY dHolHe dA-EE $3d Numpy 1.16.1, Pandas
0.24.1 golB & AbE&stal, doly Aaftst 9 st5 doldH e B7t
dolg 2= Scikit—learn 0.20.2 #olB =S AL Hejd &
d 9] F&& Tensorflow 1.12.0% TensorflowE "Wl = (Back—end)
2 o= Keras 2.2.45 A&t 2Elo] sk; U A5 H7b= Intel(R)
Core(TM) i7—9700K CPU @ 3.60GHz, GeForce RTX 2080 Ti ¥4
off A sttt [E4-1]12 2 A7 A3 874 YRS el

3 i i §
21 ":l""i .'."-1'!; [



[4-1] A48 &4 4w

A g dy
CPU Intel(R) Core(TM) i7-9700K CPU @ 3.60GHz x 8
RAM 64 GB
GPU GeForce RTX 2080 Ti

0S Ubuntu 16.04 LTS
GPGPU API CUDA Toolkit 9.0 / cuDNN 7.4.2

Ry [e)

I dlolEle] EAe A3 A B AxE A= Aol a8t
ATellAes 2o Aess Hriehr]l a4k ™ (Confusion
Matrix) & AFg3tch, extaldS Eelr A= (Accuracy), FEUE
(Precision), A3 & (Recall), F1 239 (F1 score)E AAFSt1L o] = nf
gox Rd¥ Adss vl A8 TH[34].

e EE dolgAle] tha Edlo] w3t A}
HER A o] dAds &% Rdo x4 [#

AT,

—

AN Egjd Ddio| o =3 EfE S
A S S
A Ef g TN . EP N
°c (True Negative) (False Positive)
oA Egjg FN - P
coT (False Negative) (True Positive)

AT A5 Ave AA gol Avht BARAe] et wEw, A
A VEND 29 F Y Edgs 34 =
F2 dehit. 3FsE oxgd geld FH0w vehiE 4(9) 9

dS

v}

[e)
E

22 H 2-1H
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TP+TN
TP+TN+FP+FN
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TP
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(10)

Precision

o

B

JErE, A1) 3

EeX
=

Njo

TP
TP+ FN

(1D)

Recall

¢+
o}

s

o] dtt. F1 ~35

21(12) 8 Zol HY

ol

ojt}, F1 207}

AFol A Ak

& A%

| +2 AL

5]

_?4

7HE

s

wghe},

9
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)
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Precision - Recall

(12)

Precision + Recall

1
Recall

F1 score

+

Precision

HESS Kt HokolA 3
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(False Positive Rate) = d5 F7} 7ol xEgsit),

False Positive Rate = FPETN (13)

Azd 48 U 2 2
1. A dlolE &4 3 A5

B Ao A AFE3F CICIDS2017 HlolEHALS YEYT EHIS A
1

)3+ PCAP (Packet Capture) W& S|z A|FEct o] 3dS& VEY
4 EY E25 +4 &< CICFlowMeter[35, 3615 ©l&3to] A
sty e VEY T Z2% dHolHE A3 & ARE-Fty Ak go

B o] A= [3E4 -3]9 £

[3 4 —-3] CICIDS2017 El¥ Z=29% dloJE oA] [30]

Source Source | Destination | Destination ) Flow
Flow ID P Port P Port Protocol| Timestamp Duration Label
192.168.10.3-
192.168.10.50- ]192.168.10.50| 56108 |192.168.10.3 3268 6 7/7/2017 8:59| 112740690|BENIGN
3268-56108-6
192.168.10.3-
192.168.10.50- |192.168.10.50 | 42144 |192.168.10.3 389 6 7/7/2017 8:59| 112740560/BENIGN
389-42144-6
8‘0‘6'4’;'8'0'1’0’ 8.6.0.1 0 8.0.64 0 0 |7/7/2017 9:00( 113757377|BENIGN
192.168.10.9-
224.0.0.252- 192.168.10.9 | 63210 | 224.0.0.252 5355 17 7/7/2017 9:00 100126{BENIGN
63210-5355-17
192.168.10.9- .
224.00.22-0-0-0 192.168.10.9 0 224.0.0.22 0 0 7/7/2017 9:00 54760|BENIGN

HeE dolEE ZZ9mitt FlowlD, SourcelP, SourcePort,
DestinationIP, DestinationPort, Protocol 5 [3% 4 —4] 9} o] F 847
o] 54 (Feature) O & o]Fox glom, Fo 54 JrE [E4-5]°
A gle 4 gl

b i i
24 A - — T !



[3 4 —4] CICIDS2017 57 X [30]
e £ HS £y HS £3
1 FlowlID 29 FwdIATStd 57 ECEFlagCount
2  SourcelP 30 FwdIlATMax 58 Down/UpRatio
3 SourcePort 31 FwdIATMin 59 AveragePacketSize
4 DestinationIP 32 BwdIATTotal 60 AvgFwdSegmentSize
5 DestinationPort 33 BwdIATMean 61 AvgBwdSegmentSize
6  Protocol 34 BwdIATSt 62 FwdAvgBytes/Bulk
7  Timestamp 35 BwdIATMax 63 FwdAvgPackets/Bulk
8  FlowDuration 36 BwdIATMin 64 FwdAvgBulkRate
9  TotalFwdPackets 37 FwdPSHFlags 65 BwdAvgBytes/Bulk
10 TotalBackwardPackets 38 BwdPSHFlags 66 BwdAvgPackets/Bulk
11 TotalLengthofFwdPackets39 FwdURGFlags 67 BwdAvgBulkRate
12 TotalLengthofBwdPackets40 BwdURGFlags 68 SubflowFwdPackets
13 FwdPacketLengthMax 41 FwdHeaderLength 69 SubflowFwdBytes
14 FwdPacketLengthMin 42 BwdHeaderLength 70 SubflowBwdPackets
15 FwdPacketLengthMean 43 FwdPackets/s 71 SubflowBwdBytes
16 FwdPacketLengthStd 44 BwdPackets/s 72 Init_Win_bytes_forward
17 BwdPacketLengthMax 45 MinPacketLength 73 Init_Win_bytes_backward
18 BwdPacketLengthMin 46 MaxPacketLength 74 Act_data_pkt_fwd
19 BwdPacketLengthMean 47 PacketLengthMean 75 min_seg_size forward
20 BwdPacketLengthStd 48 PacketLengthStd 76 ActiveMean
21 FlowBytes/s 49 PacketLengthVariance77 ActiveStd
22 FlowPackets/s 50 FINFlagCount 78  ActiveMax
23  FlowlATMean 51 SYNFlagCount 79  ActiveMin
24  FlowlATStd 52 RSTFlagCount 80 IdleMean
25 FlowlATMax 53 PSHFlagCount 81 IdleStd
26 FlowlATMin 54 ACKFlagCount 82 IdleMax
27 FwdlATTotal 55 URGFlagCount 83 IdleMin
28 FwdlATMean 56 CWEFlagCount 84 Label

25



[3 4 —5] CICIDS2017 2 5% X [30]
Mz 5% Hy
8 | FlowDuration |H{EQ3 Z229| MK A8 A7t
21 Flow Bytes/s |1XEt Z2Z2 HIO|E %=
22 | Flow Packets/s |1xG Z22 T3l =
23 | Flow IAT Mean | & D7l AtO|9| utst & 7vA A|ZH(Inter-arrival Time)Q| Hat
28 | FwdIAT Mean | &£ 1zl AtO|o| Hutsk Xk 7tZ A|ZH(Inter-arrival Time)2| T
33 | BwdIAT Mean | & I{Zl AtO|Q| ARSF =& 7k A|Zk(Inter-arrival Time)2| Ha
76 | Active Mean |E3 2297t BAIE AlZto] W
80 | ldleMean |LEI S2L7} 7| AEfQI AlZte] BR
2 A= FlowID$F SourcelP 5 54 WENA 745 YeER
= 542 AAs dolE £ F 77N 54 HERE AR er 14
S S5 AT
CICIDS2017 dlolgAle A7 (Benign) E#H3 DoS, DDoS,
Heartbleed, Web Attack, Infiltration 5 147H %339/] >4 Eggow
TAEANT. ERE FEE HE e [E4-6], 713 o
[3 4 —6] CICIDS2017 7 Ed= #& = [30]
ke HE 2 ME+ | SHE%
Monday-WorkingHours 529,918
Tuesday-WorkingHours 432,074
Benign Wednesday-WorkingHours 440,031 2,273,097
Thusday-WorkingHours 456,752
Friday-WorkingHours 414,322
2 A 2,273,097

26



[3% 4 —7] CICIDS2017 &4 Ed¥ #34 ME 5 [30]
2% Mg 88 MES | S4B
DoS Hulk 231,073
DoS Slowhttptest 5,499
Port Scan Nmap Port Scan 158,930 158,930
DDoS DDoSLOIT 128,027 128,027
Brute-Force 'S:STE—E:::’EE: é:g;g 13,835
Web Brute-Force 1,507
Web Attack XSS 652 2,180
SQL Injection 21
Botnet Botnet Ares 1,966 1,966
Infiltration Infiltration 36 36
Heartbleed Heartbleech 11 11
gA 557,646
DoS B4 NAES otoow A Aru 4de PEH
ato] def Axd =% ARRSA FoHA skhe AR, CICIDS2017
delg el DoS &4 AMES ¥4l /\P%‘J =% WAl weEt DoS

Hulk®, Dos Goldeneye®, DoS Slowloris”, DoS Slowhttptest”® %
drh 2 A e et AN fEoR FEHL e T
DoS 50175‘ ETS A hatow A s}

¢ EdZ3} DoS &4 EgF HolE o ZxE #elsty] 9@, 1
i}% E]"]H% AlZyslels dl3EAQl Wl t—SNE  (t—Stochastic
Neighborhood Embedding) S 3] 2xge dHd WE =2 wWH3lshe]

Fra

AlZbekgih. Addel ARSRE HlolE= [ZH4-2]9 Zo] =& WAY
545 vl A Edga 34 EdFe] A 54 ¥t o
SRR, o5 sty fsiM s HAe vAdd wAE BP9l
= Rdo] Fasith Jede aakde] nAdd dolHE Aeshks

ds2 i lerw S 7Rke

©

’ https://github.com/grafov/hulk
https://github.com/jseidl/GoldenEye
https://github.com/gkbrk/slowloris

Y https://github.com/shekyan/slowhttptest A _
97 p =T |

©
©

10

=

E)


https://github.com/grafov/hulk
https://github.com/jseidl/GoldenEye
https://github.com/gkbrk/slowloris
https://github.com/shekyan/slowhttptest

e Benign "2
75 - DoS Hulk & s P . b
o DoS Goldeneye % §° ¥ o

0,0 r \ ‘
o DoS Slowloris ,"’ .q A AN s
504 o DoS Slowhttptest 3 ¢ _— aZ.. s
i g ", ~

. b s 9
| RGN
.“‘\. S . x’?

(a\]
: Y (g
g 0 - ° - . go' :.J’ > Q) /
£ L 0 So A ogprmg w: i
&) . \ ')‘ # 6 -
e T e °
TN TR g et
—l ‘ \. @frzy o® ‘e.b. § ° ’
— 5 - ) s. 3 i ¢ 29
° t’ J‘ . .’ m L4 ‘.” "
. ®° '5?"': 3
ol o, % Veen V0, ¥
=751 (Vg "3 o 0.0 i
- N
=75 -50 =25 0 25 50 75
Dimension 1

[Z1¥ 4 —2] t—SNEZ %3 dlo]E] A|zt3}

2ES 537]e] kA, dHolEAle] FEE dolE el A5 HolE
W ol A (14) ¢ #ol HA-H A3t
19] oz Hslsi)

e
o X,
SN
o o
2R
—
> a
o o
o
i)
1o

X — Xmin

xnorm—m (14)

2 AdelA gF dlolEl gt Bt dHole= 8:2 Hl&RE et &
5 Hlel8H e 20%+= St Aol s HF= Sl ARgEh 2elan Af
2% 34 #F%o Wi 84 Ade &= 98l DoS Hulk, DoS
Goldeneye, DoS Slowloris, DoS Slowhttptest = 7} #HAl 32 #39
olWwA HTTP =24 (Flooding) ¥} CC (Cache Control) &Z°] 7} 3t
DoS Goldeneye ¥74& MEE ¥4 FFOE 7Hgsith. =, DoS

>

Goldeneye #2742 &t dHlolEoA= A28t H7F dlo|g o9k ¥3F
" &
. EoeT



[(E4-8] A% doldd F38 BE 5

74 a5 HlolH #3 oy Eot ool
Benign 543,289 135,746 169,967

DoS Hulk 55,272 13,977 17,174
DoS Goldeneye 0 0 10,286
DoS Slowhttptest 3,398 829 1,001
DoS Slowloris 3,505 814 1,066
Yo Efg 543,289 135,746 169,967
=4 Egfg 62,175 15,620 29,527

5% dol, 4% dlole, WAk dolHe 7 Eds F3u H&s
[19 4 -3l &3l &1 5 Qi
100 + [ Benign [ Hulk [ Goldeneye [ Slowhttptest [ Slowloris
51 o 3
: :
90 — T c
)
©
'O.E' 85 1 —
o
o
8
c
8
5 151
- n N S
10 1 o o s
2
5 n
s 8 3 o83 2 3
g © o o © o =
0 T T |.—'_|
Training Set Validation Set Test Set

[29 4 =3] HolEjAe] Eefa Fd Hl&

Edgiacs YENDL o dFE BAYh [£3-2]9 setE g

29 ; Aﬂ _1]| LT



0.90

0.85 A

0.80 1

0.75 A

F1 score

0.70 A -

0.65 1

c10 .

C 100

060 T T T T

10 100

gamma

(719 4 —4] C2} gamma®] W3lo] WE F1 AF9]

(2™ 4 -4]= AEXEHEHAS] C2 gammad W3l W& F1 ~
FoAE HAAFHY. C o] S7ME845 F1 AFo7F =okAtrt C Fhol
10914 7F4 =& AH5S ®HQ, gamma F I F7HESEE Fl1 A%

o 3Flo) sk
= HUZE
=
[¢}

o

o7} EolA| 7t gamma #kol 1oA HZA A& UEd
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Abstract

Self—supervised
Network Anomaly Detection
using Autoencoders

Seungsoo Seo
Department of Engineering Practice
Graduate School of Engineering Practice

Seoul National University

With the development of network and communication technologies,
the volume of network traffic is rapidly growing. This has led to an
increase of cyber threats, and it is necessary to efficiently detect
various types of network attacks. Network Intrusion Detection
Systems (NIDSs) can be classified into two types: signature
detection and anomaly detection. Signature detection is highly
effective in detecting known attacks, but is insufficient against
unknown or novel attacks. Anomaly detection is able to detect
unknown and novel attacks, but produces a high false positive rate.

Recently, deep learning has achieved great success in various
areas such as computer vision, speech recognition, healthcare, etc.
In the field of network security, many researchers use deep learning
methods to improve detection of network anomalies. However, most
of the datasets used in previous studies are out of date and may not
represent current patterns of network traffic. Some of these datasets
do not cover the variety of attack and are unreliable to use. Moreover,

most NIDSs based on supervised learning require data labeling and
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may suffer from data imbalance problem.

In this study, we propose a self—supervised network anomaly
detection method using autoencoders. Our proposed model uses only
benign data for training. In addition, we study the performance of the
proposed model on an up—to—date dataset, named CICIDS2017. We
compare the performance of the proposed model with those of a
conventional support vector machine model and a deep neural
network model. The experimental results show that the proposed
model outperforms the two baseline models in terms of accuracy,
F1—score and novelty detection rate. We believe that these findings

will contribute to the development of NIDS.

Keywords: NIDS, Anomaly Detection, Deep Learning, DNN,
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