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ABSTRACT 
 

 

Countering Terrorist Propaganda and Speech in the 

Information Age 
-Comparative Study on the legal provisions in the  

United Kingdom and the United States 

 
 

Soo Chung Kim 
International Cooperation Major 

Graduate School of International Studies 
Seoul National University 

 

 

 

The innovation in technology and the advent of newborn communication tools, 

including the internet and social media brought about significant changes in 

terrorism tactics. Terrorist propaganda began to proliferate throughout the internet, 

and online radicalization emerged as a new threat to nation-states and the 

international community. Without a binding force by the international community, 

however, the formation of response has mainly relied upon nation-states and 

domestic authorities. Whereas the United Kingdom (UK) and the United States (US) 

have both fought the “war on terror” with the mark of the 21st century, the two 

countries have taken contrasting legislative approaches in response to terrorist’s 

extensive reach into the internet.   

This research aimed to first, explore the differing legislative measures taken by 

the UK and US; second, examine the legal provisions of relevance in each country 

and analyze how they have been applied in practice; third, based on the former 
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analysis, answer as to whether the legal provisions in the UK and US suffice to 

combat the threat; and last, explore why the two countries have responded in a 

strikingly different manner.  

The findings demonstrate that the UK has adopted new pieces of legislation to 

specifically target online activities by terrorists, whereas the US has refrained from 

taking a similar approach and maintains its existing laws. The findings further 

suggest that the material support statutes of the US fail to adequately address the 

issue, given their considerably limited applicability to restricting speech activities. 

On the other hand, the offenses under UK Terrorism Act 2006 were frequently 

applied to penalize activities of inciting and glorifying terrorism. The research 

identified that the difference in the domestic laws protecting freedom of speech was 

the major reason for the divergence in the legislative measures taken by the two 

countries.  
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I. Introduction 

 

 

1. Background 

 

With the mark of the digital revolution, the form of communication rapidly 

changed to appear substantially different from that of the previous era. The advent 

of computers, internet, and social media created the borderless and convenient 

communicational means of today. Prior to the information age, individuals remained 

as mere audiences of mass media, but with the introduction of the internet and the 

social networking systems, users acquired the ability to easily generate and deliver 

information to a wide pool of audience.  

However, this innovation was not devoid of consequences. The birth of 

cyberspace also branched the creation of new domestic crimes and national security 

issues. New forms of non-state actors emerged as new threats to the international 

community. Whereas some of the issues concerning the cyber domain revolved 

around the technological sphere involving hacking, malware, and viruses, other 

issues arose from its communicational use. One prominent example of the latter is 

the active exploitation of the internet by terrorists. Although the emergence of novel 

threats has required corresponding policy responses, the understanding of the nature 

of cyberspace and security has been a slow learning process, resulting in the delay 

of the development of adequate strategies. The application of conventional security 

mechanisms within cyberspace has also been uncertain.1 

 
1 Kello, 2013, p. 7 
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The concept of cybersecurity encompasses various meanings, including the 

measures to ensure proper functioning of computer systems by protecting them from 

hostile action, and measures to protect data from unauthorized intrusion. 2 

Cybersecurity may also refer to the governmental protection of information flow, for 

instance, in the form of internet censorship. The latter concept is often referred to as 

information security, which will be the part dealt upon in this research. With massive 

volumes of information pouring out from countless sources, issues of information 

content, such as child pornography, hate speech, and terrorist speech began to surface. 

Whereas most areas have remained in the domestic realm, terrorist content within 

cyberspace has emerged as a new form of danger to the national security of nation-

states and the international community. Rather than using the ambiguous term 

cyberspace, this research will limit its wordings to the widely used internet. The 

creation of the internet and social network enabled individuals to become active 

producers and distributors of information, and terrorists have not been the exception. 

Terrorists have taken advantage of the communicative benefits provided by the 

internet. However, legislative measures countering the elevation of non-state actors 

and maintaining pace with the advancement of technology have traditionally been 

slow to develop across the world.3 

 

a. Terrorist propaganda and the internet 

 

 
2 Kello, 2013 
3 Honeywood, 2016, p. 48 
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The act of terrorism is political in that it is aimed to achieve a certain goal. The 

targeting of civilians derives from the purpose of conveying a political message, 

rather than the mere destruction itself.4 The Budapest Convention on Cybercrime 

has noted that cybercrime typically lacks political or strategic intent and accordingly, 

hardly impacts national security.5  Terrorism, however, is politically oriented and 

differs from general crime which is more likely driven by personal gains or economic 

reasons.6  Thereby, when the cyber domain is combined with terrorism, it most 

definitely bears relevance to national and international security. 

Along with the advancement in technology, terrorism tactics have also evolved 

accordingly. Terrorists have run terrorist websites, blogs, and used emails and social 

media platforms. Going back to the 9/11 attacks, evidence strongly insisted that 

internet was used as an important tool for al Qaeda to prepare and execute the attacks. 

Internet services facilitated the exchange of messages among the members of 

terrorist organization.7 Moreover, the propaganda strategy of the Islamic State (IS) 

has involved the active use of social media platforms, not only in terms of social 

networking but also in the form of producing and sharing high-quality videos to a 

massive volume of audience. 8  On 2014 and 2015, the most successful and 

influential forms of propaganda had been videos which portrayed the brutality of IS 

executioners. The proliferation on the internet was swift, reaching millions of 

viewers. Though Islamic State is not the only group which has taken advantage of 

 
4 Sheen, 2006, p. 33 
5 Kello, 2013 
6 Mayali and Yoo, 2016 
7 Thomas, 2003, p. 112 
8 Awan, 2017; EUROPOL, 2018 
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the communications technology, the group has demonstrated distinctive use of social 

media, depicting one of the best examples of terrorist propaganda online. 9  In 

addition, the 2019 Islamophobic terrorist attacks in Christchurch were purposefully 

streamed live on social media. New Zealand’s Prime Minister Ardern noted that “the 

March 15 terrorist attacks saw social media used in an unprecedented way as a tool 

to promote an act of terrorism and hate.”10  

The reason why the internet has been so attractive to terrorists lies in its 

characteristics of easy accessibility, provision of anonymity, potential for a huge 

audience, and low cost.11  Terrorists have taken advantage of the communicative 

benefits of utilizing the internet and social media to achieve certain purposes. 

Propaganda, recruitment, incitement, financing, training, planning, and cyberattacks 

are areas in which terrorists have shown activity.12 The boundaries of each activity 

may not be clear, as each may overlap with one another. Terrorist propaganda often 

includes statements inciting violence. It is oriented towards instilling violent and 

extremist ideologies into the minds of its audience, thereby radicalizing people and 

attracting them into committing violent actions.13  Propaganda may also include 

content persuading its audience to join terrorist organizations or providing 

information on the route to joining the group, as recruiting new members is a crucial 

part of terrorism-related activity. Youths have especially shown susceptibility to the 

recruitment activities through the internet.14 Along the same lines, terrorist groups 

 
9 Lakomy, 2017 
10 “New Zealand and France want to ban terrorists from social media,” 2019 
11 Bipartisan Policy Center, 2018; Sheen, 2006; Thomas, 2003  
12 UNODC, 2012  
13 Lieberman, 2017 
14 Brumfield, 2016 
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also seek for financial support, and internet has facilitated their reach to potential 

funders. In addition, terrorist propaganda may provide practical instructions, for 

example on the construction of weapons, which may be useful in preparing or 

carrying out terrorism acts. Such activities may overlap with the area of terrorism 

training. In sum, terrorist propaganda may share ideologies, encourage violent acts 

of terrorism, and provide detrimental information of practical use to its targeted 

audience. Propaganda can take various forms such as in that of messages, audios, 

and video files. Another area of terrorist activity involving the internet is cyberattack. 

Cyberattack indicates the exploitation of the computer system; hacking virus, and 

malware are examples. Whereas disseminating terrorist propaganda involves more 

of the usage of communicational services provided on the internet, launching a 

cyberattack most typically requires technological knowledge and skills. The earliest 

concern over the combination of terrorism and the internet had circumvented around 

cyberattacks, often referred to as cyberterrorism. However, it turned out that rather, 

terrorists were using the internet ‘just like everybody else.’15  The capability of 

terrorists in the area of cyberterrorism is yet limited.16 Propaganda continues to be 

the principal part of terrorist use, while the overall threat of cyberattacks by terrorists 

remains low.17 The focus of this research will be on the former. 

 

b. Regulatory framework 

 

 
15 Clarke (former White House cybersecurity chief), 2004 as cited in Ramsay, 2008 
16 EUROPOL, 2018 
17 EUROPOL, 2018, pp. 15, 30 
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Content regulation  

 
The following three elements are frequently considered in the discussion of 

content policy: 1) human rights, 2) government, and 3) technology.18 Content policy 

must be set within reasonable boundaries, taking into consideration both the efficacy 

of the policy and the effect it may have to human rights. 19  Government-based 

approaches refer to the legislative measures on content control. Technology is 

associated with the tools which may be applied in filtering content.  

Primarily, there are three types of content which are subject to regulation. The 

first is child pornography. Second, content which is prone to be sensitive to certain 

countries, regions, ethnicity, religion, or culture may also be controlled. For example, 

Germany has highly developed jurisprudence in this field of regulation. There have 

been numerous cases tried against individuals who have operated websites hosting 

Nazi materials. 20  Third, publications which consist of certain political and 

ideological content may also be open to regulation. Although existing regulations 

may be applied to restrict speech of particular content, some argue that legislation 

should specifically targeting speech on the internet. The characteristics of the internet 

have altered the quantity of communication; for instance, the number of 

interchangeable messages and the pool of audience have increased tremendously. In 

effect, the quality of communication has also changed, resulting in the emergence of 

different types of legal issues and the complication of enforcing existing policies.21  

 
18 Conway, 2007 
19 Walker & Conway, 2015 
20 Conway, 2007 
21 Conway, 2007 
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International legal framework 

 
The dilemma of regulating terrorist propaganda and speech online mainly arises 

from the protection of freedom of speech, a fundamental value in democratic nations. 

Speech in general is protected, and the spreading of propaganda is also protected 

activity. In the international context, the right to freedom of speech was recognized 

in article 9 of the Universal Declaration of Human Rights (UDHR).22  However, 

freedom of expression is not an absolute right; certain forms of speech are subject to 

restriction. Whereas mere propaganda is not prohibited, speech inciting violence 

may be restricted under certain conditions. Under article 9, paragraph 3 of the 

International Covenant on Civil and Political Rights (ICCPR), the prevention and 

deterrence of incitement to terrorism for the purpose of protecting national security 

are legitimate. Article 20, paragraph 2 of the ICCPR urged the necessity of 

prohibiting “any advocacy of national, racial, or religious hatred that constitutes 

incitement to discrimination, hostility, or violence.”23 Furthermore, the UN Security 

Council Resolution 1624, which was introduced in the wake of the July 2005 

bombings in the United Kingdom, reinforced this stance. Specifically, it called for 

member states to enact domestic laws for the prevention and prohibition of 

incitement to terrorism. The act of imposing limitations on exercising the right to 

freedom of expression, however, should be both proportional and necessary to the 

threat presented.24 

 
22 Wu, p. 290 
23 Wu, 2015, p. 291 
24 UNODC, 2012, p. 6 



 

 

 
８ 

As of current, however, a universal instrument mandating the enactment of a 

law specifically addressing terrorist speech on the internet is absent, and the 

responsibility of regulating terrorism content online ultimately lies within the states; 

the formation of regulatory measures is highly dependent on the decisions of 

domestic authorities.25 

 

National approaches to regulate terrorist content online 

 
Despite the provisions by the international community, the boundary of which 

types of speech fall under the category of protected speech and which do not is a 

grey area, leaving the development or application of regulatory measures in the 

discretion of state authorities. 26  In comparison to cyberattacks, often termed as 

cyberterrorism, regulatory content on the internet is more difficult to determine. In 

the case of a cyberattack, any form of intrusion into a server would be considered 

unacceptable. In contrast, determining whether a certain form of speech is a violation 

requires the assessment of whether the content is harmful to the extent that it should 

be regulated, involving far more discretion and uncertainty. 27  In general, mere 

propaganda is contained under the category of protected speech, whereas incitement 

to commit acts of terrorism is not and therefore open to restriction. The standards of 

differentiating incitement to terrorism from normal propaganda vary by country. 

Several nation-states require the existence of a direct causal relation between the 

publication of speech and a specific plan or commission of terrorism activity. In 

 
25 UNODC, 2012 
26 UNODC, 2012 
27 Wu, 2015, p. 284 
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France, for example, the simple act of spreading instructive materials on explosives 

would not be subject to restriction under the French law. Only under the circumstance 

that the material was shared for the purpose for advancing terrorism activity will it 

be considered a violation.28 In addition, without a common definition of terrorism 

among nations, each have devised their own separate definitions of terrorism under 

domestic law.29 This has also led to the wide variance in state approaches.  

In order to regulate or control the issue of terrorism activities on the internet, 

most governments have taken the approach of utilizing a combination of existing 

legislation, such as general criminal laws, cybercrime laws, and counterterrorism 

laws.30 The adoption of legislation precisely targeting the terrorist content internet 

is not the widespread norm, but there are a few states which have taken such direction. 

The United Kingdom is one prominent example. On the contrary, the United States 

has mainly used its existing criminal laws. Aside from legislative approaches, the 

detection, prevention, and deterrence of terrorist activity on the internet also involve 

the cooperation of the private sector; the coordination of both the public and private 

sectors is crucial. State approaches toward the private sector also vary substantially. 

Some states have applied strict regulatory forces, while others have relied more 

heavily on the self-regulation systems developed by the private companies. 

Nonetheless, the primary responsibility for regulating content lies within the 

government, and the adequate development and application of government policies 

are essential in combating terrorism activities online.31  Thereby, examining state 

 
28 UNODC, 2012, p. 6 
29 Simeon, 2019 
30 UNODC, 2012 
31 UNODC, 2012 
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policy and legislation would be the rudimentary step in understanding the basic 

structure in countering terrorist activities online.  

 

 

2. Literature Review 

 

Need for legislative response 

 
The need for states to take appropriate measures against terrorist exploitation 

of the internet has been underscored by numerous scholars, intelligence agencies, 

private companies, practitioners, and political officials. Prior research in this area 

have stressed the following. First, the necessity of legislative response by the 

government, targeting the act of distributing terrorist materials online was voiced; 

and second, the inadequacy of relying on content control by the private sector was 

highlighted.  

As state governments are the principal players in the area of content control, 

they should provide the basic guidelines on what to regulate and how.32 Much of the 

legal frameworks were developed decades before the emergence of the internet and 

social networking systems, and therefore have become obsolete in the changing 

environment of communication.33 Tsesis (2017b) suggested the development of a 

criminal anti-terrorism statute, specifically criminalizing terrorist expression even if 

it lacks the propensity of producing imminent harm. The national security 

community has also voiced the necessity of new legislation for regulating terrorist 

 
32 Conway, 2007 
33 Softness, 2016 
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incitement. The United States senators Richard Burr and Dianne Feinstein have 

stated the need for the enactment of additional law for the prevention of 

dissemination of terrorist propaganda, recruitment, and planning in social media.34 

Wu (2015) stated that despite the importance of monitoring activities by private 

actors, the presence of state actors is compulsory.  

One reason why government-based approaches are necessary and essential is 

that the capability of the private sector, including internet service providers, search 

engine companies, and social media companies, is limited. Although the cooperation 

of private companies may play a crucial role in combating the issue of terrorist 

propaganda over the internet, it is far from sufficient. Some private companies have 

worked towards the disablement of accounts identified as having connection to 

terrorist organizations and the removal of content supporting acts of violence or 

terrorism.35 However, the success of these attempts is uncertain.36 Because private 

companies have different standards of regulation, and some do not enforce specific 

rules to control terrorist accounts and terrorism content, individuals whose accounts 

are frozen in one platform may simply move to a different platform.37 Furthermore, 

considering the massive amount of information on the internet, monitoring is a 

tedious task with practical and financial problems.38  The private interests of the 

companies may collide with public interests, aggravating matters.39 Also, the private 

 
34 Tsesis, 2017b 
35 Killion, 2019, p. 7 
36 Tiku, 2019 as cited in Killion, 2019 
37 Hershenov, 2019 as cited in Killion, 2019 
38 Wu, 2015 
39 Wu, 2015 
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company’s comprehension of the nature of terrorism and terrorist organizations in 

general is limited.40 Without the provision of a clearly set criteria by the government 

for what establishes incitement and what does not, the self-policing tactics by social 

network platforms have lacked coherency and effectiveness.41 

Also, the simple deletion of content is not the fundamental solution to the issue 

of terrorist propaganda and radicalization through the internet. Perpetrators must 

recognize the consequences for their activities.42 Removal of online content is also 

problematic in that it indicates the removal of evidence which can be used in court.43 

In Germany, the Network Enforcement Act was passed by the government, enforcing 

social media platforms to delete unlawful content within 24 hours of notification. 

Rohleder (2018), the chief executive officer of Bitkom, argued that the major 

problem with this form of response is that the private companies are burdened with 

the responsibility to determine inappropriate and unlawful content. Law enforcement 

is one of the primary duties of the state, not the private company. 

 

Whereas some nations have taken robust legislative measures to counter the 

issue of terrorist propaganda and radicalization, others have taken softer approaches. 

The opposing approaches taken by the two nations – the United Kingdom and the 

United States are conspicuous. The UK and the US are two countries which have 

both been profoundly affected by terrorism. With the mark of the 21st century, both 

 
40 Tsesis, 2017b 
41 Tsesis, 2017b 
42 Rohleder, 2018 
43 Rohleder, 2018 
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countries have fought the “war on terror.”44  The strategies in the two countries, 

however, have diverged. 45  The United Kingdom has apparently taken hardline 

measures to counter terrorist speech-related activities on the internet by enacting 

pieces of internet-specific legislation.46 On the contrary, the United States has rather 

maintained its existing criminal laws.47  

 

Legislative response by the United Kingdom 

 
The United Kingdom passed the Terrorism Act 2006, which criminalized 

speech encouraging terrorism.48  Not only direct encouragement but also indirect 

encouragement was restricted under the Act. Specifically, encouragement of 

terrorism encompasses both incitement to terrorism and glorification. 49  Murray 

(2009) noted that the objective of criminalizing indirect encouragement and 

glorification lay in the establishment of an environment in which terrorist activities 

are deemed unacceptable, or at least the provision of such impression. Also, a 

distinctive point about the provision under UK Terrorism Act 2006 is that when 

determining whether a certain statement characterizes offensive speech, not only the 

intent or knowledge of the speaker but the comprehension of the receivers of 

information is also considered. The UK Terrorism Act 2006 illustrates the example 

of domestic legislation explicitly responding to terrorist exploitation of the internet; 

 
44 Parker, 2007 
45 Parker, 2007 
46 Meleagrou-Hitchens & Kaderbhai, 2017 
47 UNODC, 2012 
48 Parker, 2007; Murray, 2009; Tsesis, 2017b 
49 Murray, 2009 
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it straightforwardly addresses the internet realm.50  

 

Legislative response by the European Union (EU) 

 
Along the same lines, the European region has also taken practical steps to 

restrict speech inciting terrorism. Though the specific responses in each country vary, 

the European Union implemented new laws addressing terrorist activities on the 

internet. The Council of European Convention on the Prevention of Terrorism 

(CECPT) 2005, under article 5, called for states to prohibit the “public provocation 

to commit a terrorist offence.”51  By provocation, the Convention referred to the 

distribution of a message intended to incite terrorism, including both direct and 

indirect incitement to terrorism offenses. To clarify, the Convention prohibited 

speech publicly praising, supporting, or justifying terrorism.52 The convention was 

aimed to prevent terrorism while also abiding by the rules of protecting human rights. 

Also, under one of the four strategic strands of the EU Counter-Terrorism Strategy 

of 2005 – “to prevent,” the need to prevent individuals from being recruited into 

terrorist organizations was recognized; the factors and root causes leading to 

radicalization were to be identified and addressed.53 The EU Strategy for Combating 

Radicalisation and Recruitment to Terrorism of 2008 attempted to disrupt 

networking activities which enticed individuals into terrorism; the necessity for 

further policing and monitoring within the internet was voiced.  

 
50 Murray, 2009 
51 CECPT, 2005 as cited in Tsesis, 2017b 
52 Tsesis, 2017b 
53 Healy, 2009 
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Legislative response by the United States 

    
In contrast to the measures taken by the UK and the EU, the US government 

has withheld the enactment of newly constructed laws specifically targeting the issue 

of terrorist incitement within the internet.54 Healy (2009) introduced two principal 

pieces of legislation passed in the US subsequent to the 9/11 terrorist attacks – the 

Patriot Act and the Homeland Security Act. The Patriot Act attempted to combat 

terrorism by centering on surveillance, terrorist financing, and immigration.55 It also 

attempted to enhance information sharing among federal, state, and local law 

enforcement agencies, thereby facilitating the procedures of investigation and 

prosecution concerning terrorists. However, it did not impose restrictions on terrorist 

speech nor address the internet.56 The Cyber Security Enhancement Act of 2002, 

which was enacted under the Homeland Security Act, called for the strengthening of 

penalties for computer crimes, considering their serious nature. However, a basis for 

conviction remained unprovided, requiring the utilization of already existing laws 

for the conviction of terrorist activity on the internet. Also, its focus was on 

cyberattacks, rather than on other communicative activities. Whereas the United 

States worked towards developing its national infrastructures to defend against 

cyberattacks, it failed to devise a clear-cut strategy to counter issues of online 

terrorist content.57 

 
54 Parker, 2007; Healy, 2009; Tsesis, 2017b 
55 Parker, 2007, p. 721 
56 Parker, 2007; Healy, 2009 
57 Healy, 2009 
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As for pre-existing laws in the US which may be applicable in addressing the 

issue of online radicalization, prior research referred to the material support statutes 

– sections 2339A and 2339B provided under Title 18 of the United States Code 

(USC).58 Tsesis (2017a) indicated the material support statute as bearing the closest 

relevance in efficiently and effectively countering incitement and recruitment to 

terrorism.59 Back in 2009, Healy identified only one case in which a person was 

convicted for running a terrorist website. Oussama Kassir (2009) was successfully 

convicted based on the act of operating a website which distributed terrorist manuals 

and provided practical information on constructing explosives. He also attempted to 

establish a training camp for terrorists within the US soil. Previously, efforts to 

convict based on the act of operating a terrorist website were unsuccessful, including 

the Al-Hussayen case (2004). Al-Hussayen was in charge of running three terrorist 

websites, two which overtly appeared to be linked to the funding of terrorist 

organizations. However, it was concluded in court that Al-Hussayen was not guilty. 

One jury remarked that evidence proving Al-Hussayen’s position as a terrorist was 

lacking. Some proposed that the omission of the terms “internet” or “websites” 

complicated the conviction of online activities also facilitating the acquittal of Al-

Hussayen. In short, Healy illustrated that applying the material support statutes to 

restrict terrorist websites has been limited. Overall, numerous scholars have argued 

that the US government has been unable to craft adequate legislations in response to 

the evolving nature of communications and terrorism.60  

 
58 Healy, 2009; Tsesis, 2017b 
59 Tsesis, 2017a, p. 616 
60 Healy, 2009; Softness, 2016; Tsesis, 2017b 
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Why the contrasting approaches?  

 
Having examined the contrasting legislative responses, one may ask the 

following question. Why has the United States refrained from developing new laws 

to counter the issue of terrorist radicalization online, whereas the UK and EU have 

progressively implemented newly framed legislation? Parker claimed that the 

difference in Muslim culture is one factor which may be accountable for the different 

legislative approaches by the US and the UK. Not only is the percentage of Muslims 

comprising the total population higher in the UK than in the US, but also the issue 

of homegrown terrorists, for instance British born Muslims of Middle-Eastern 

descent, is a far more serious matter in the United Kingdom. The July 2005 attacks 

were caused by British Muslims, unlike the September 11 attacks in 2001 which 

were perpetrated by foreign Muslims. In addition, Healy noted that the history of 

terrorism within Europe is far longer than that of the United States, which may be a 

factor contributing to the hardline approaches by Europe and the lenient response by 

the United States. Also, the geographical location of Europe is much closer to areas 

such as Afghanistan and Iraq. 

Aside from the differences in Muslim culture, history of terrorism, and the 

geographic proximity to the countries where a large proportion of terrorist originate, 

the difference in the standard of protecting freedom of speech is foremost discussed. 

Scholars, including Parker (2007), Healy (2009), and Rediker (2015) have proposed 

the difference in the constitution as the reason why the United States has taken softer 

approaches to counter terrorist speech on the internet. Rediker mentioned that 
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historically, the tolerance of speech in the United States has been greater compared 

to that of Europe. In the US, freedom of speech is protected under the First 

Amendment of the Constitution. Speech supporting the use of force or violation of 

the law is also included under protected speech. The Supreme Court set out two 

criteria for regulating speech to be justified. Referred to as the Brandenburg standard, 

only under the circumstance that the speech presented is (1) directed to incite or 

produce imminent lawless action and (2) likely to incite or produce the action may 

the right to freedom of speech be impinged upon. 61  However, scholars have 

expressed doubt as to whether any form of speech published on the internet would 

generate a clear and imminent danger.62 In the United Kingdom, freedom of speech 

in not protected under the same constitutional framework. The concept of 

constitution differs in the UK, in that it is comprised of a combination of legislation, 

common law, and other fundamental laws. 63  A constitutional measure is not 

prioritized over other statutes passed by the Parliament64 ; it is unable to bind its 

successors.65 Also, the Charter of Fundamental Rights, which protects the right to 

freedom of speech within the EU, was first created in 2000. On the other hand, the 

First Amendment of the Constitution in the US was last amended in 1791, when the 

context of speech dramatically differed from today; communication between the 

speaker and audience was presumed to be held in a face-to-face setting.66 Healy 

claimed that the Constitution and the strict standard under Brandenburg have 

 
61 Brandenburg v. Ohio as cited in Rediker, 2015 
62 Healy, 2009; Tsesis, 2017b 
63 Peysakhovich, 2004 as cited in Parker, 2007 
64 Lester & Clapinska, 2004 as cited in Parker, 2007 
65 Laws, 1998 as cited in Parker, 2007 
66 Healy, 2009 
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prevented the establishment of law in the United States which restricts freedom of 

expression, unless under the circumstance that a certain speech advocating violence 

is likely to produce imminent lawless action. Whereas some have persisted that the 

Constitution inhibits the development of a statute criminalizing terrorist speech in 

the United States, Tsesis refuted that numerous precedents disclose that the Court 

has restricted low value speech such as true threats, incitement, and material support 

for the public interest of preserving safety. Nonetheless, the protection of freedom of 

speech has been at the core of debate and the difference in its standards within the 

United States and other nations is conspicuous.  

 

 
3. Limitations of Prior Research  

 
The need for legislative response by the government was extensively stressed 

in prior research. The United Kingdom was commonly exemplified as a nation-state 

which has taken vigorous steps to counter the issue of terrorist communication 

through the internet. Specifically, Terrorism Act 2006 was frequently referred to. The 

response by the United Kingdom is no exception in that the European region has also 

taken legislative measures particularly targeting the issue of radicalization and 

incitement to terrorism. In contrast, scholars have frequently voiced the insufficiency 

of the response by the US government. However, there are several limitations of 

prior research conducted on this topic.  

First, although the United Kingdom has often been presented as an example of 

a country which has provided corresponding legislative measures to the evolving 
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tactics of terrorists, research thoroughly looking into the relevant sections of the law 

is scarce. Prior research in general has only covered the surface of Terrorism Act 

2006, though its legal effect on restricting speech of inciting and glorifying terrorism 

is recognized. The specific elements which are required to constitute the offenses are 

barely dealt upon in prior research. In addition, prior research has failed to examine 

how these measures have been applied in practice. Have the additional provisions 

criminalizing speech inciting or glorifying terrorism under the Terrorism Act 2006 

functioned as purposed? Considering that over a decade has elapsed since the 

enforcement of the Act, examining the practical application of the provisions under 

the Act may be reasonable. Also, the amendments to the Act in 2019 were omitted in 

prior research, which is not surprising considering the date of the research conducted. 

Additional pieces of legislation applicable to countering terrorist activities on the 

internet such as the Counter-Terrorism and Border Security Act 2019 should be taken 

into consideration. The government of the United Kingdom is constantly providing 

supplementary pieces of legislation, which require up-to-date research for the 

understanding of its policies.  

Concerning the United States, prior research has outlined the limited boundary 

of prohibiting speech-related activity. Scholars have claimed that restricting online 

speech inciting terrorism based on Brandenburg is improbable; rather, the material 

support statutes were introduced as being more applicable to limit terrorist activity 

on the internet. Likewise, prior research on how these material support statutes have 

been applied to restrict the area of terrorist publications on the internet is scarce. 

Though there has been research conducted on the cases in which a person had 

operated a terrorism-related website, it is rather outdated; the relevant cases 
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examined were dated 2004 and 2009. Overall, both the analyses on the practical 

application of the relevant provisions of law in the UK and US are lacking.  

Previous literature also predominantly focused on the different standards of 

freedom of speech as the reason to why the UK and the US have taken diverging 

paths in framing their counterterrorism laws to counter terrorist propaganda and 

speech. However, whereas freedom of speech in general is covered, reference to its 

specific application to the internet is excluded in prior research. 
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II. Research Design 

 

 

1. Research Question 

 
State policies are bound to vary without an internationally binding force to 

regulate terrorist use of internet. And with considerable variation, the most effective 

and adequate means of combating online radicalization have been unclear. In such 

circumstance, examining and analyzing the approaches that states have undergone 

may provide a better understanding of government-based policy targeting the issue 

of terrorist propaganda online. 

This thesis aims to answer the following questions. First, what are the 

legislative steps taken by the United Kingdom and the United States to address the 

issue of terrorist propaganda and online radicalization? How do the responses differ 

in the two countries? Despite the reach of previous research into this area, additional 

pieces of legislation and amendments to existing legislation should also be studied, 

considering the implementation of recent government policies. Second, how have 

the relevant provisions under law in each country been applied to restrict terrorist 

propaganda and speech? Specifically, Terrorism Act 2006 in the UK and the material 

support statutes in the US will be the focus of examination. After comparing the 

legislative responses, the laws applicable to address the issue, and the practical 

application of these laws in the UK and the US, this thesis will analyze whether the 

legal provisions in the United Kingdom and the United States are sufficient for 
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countering the threat of terrorist’s communicative use of the internet. Last, the thesis 

will explore as to why the two countries have taken strikingly differing legislative 

approaches to counter the terrorist propaganda and online radicalization. By 

conducting a comparative study on the relevant legal provisions in the UK and the 

US, this thesis aims to enhance the understanding of the regulatory policies of the 

two states.  

 

 
2. Significance of Research 

 

Many scholars have voiced the severity of the issue of the growing use of 

internet and social media by terrorists. Though the use of the internet has certainly 

not been limited to jihadist terrorists, they have often been the center of analysis due 

to their large scale and rampant influence on the Western world. Radicalization into 

terrorist ideologies, for example, the Islamic State has been threatening to both the 

national security and societal order of states. IS reaped immense success in attracting 

those perceiving themselves to be marginalized in their communities and those 

fascinated by the religious concept of the Islamic State.67 With the intensification of 

radicalization, the pool of recruitment has expanded over the years. Gunaratna (2015) 

argued that the real threat by terrorists lies not in the mere possession of territory nor 

the physical attacks carried out by terrorist groups such as IS and al Qaeda, but rather 

the conveyance of radical messages which eventually shape the affected 

communities. Therefore, combating terrorism should not only be about capturing and 

 
67 Gunaratna, 2015 
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killing terrorists, but more about confronting radicalization and violent extremism. 

Countering terrorism should involve not only the physical battles in Iraq, Syria, 

Afghanistan, and other countries, but also the fight against certain ideas which can 

function as soft power. 68  “Leaders of terrorist organizations are aware of the 

importance that communications bear in disseminating propaganda, recruiting 

members, and terrorizing populations.” 69  And the cyber domain, especially the 

internet, has been used as an essential tool in the success of radicalization and 

recruitment by terrorists. Lieberman and the US Senate Committee on Homeland 

Security and Governmental Affairs (2008) indicated the internet as one of the 

principal drivers of the terrorism threat in the US. A former French Interior minister 

had stated in 2015 that 90 percent of the people recruited into terrorist organizations 

had been indoctrinated through internet content.70 In addition, intelligence agencies 

such as the Federal Bureau of Investigation (FBI) have also recognized the terrorist 

organizations’ rampant reach into internet and social media. 71  Cohen-Almagor 

(2012) referred to the internet as the factor of paramount importance in shifting what 

had mainly been local concerns to the international jihad.72 

Considering the importance of this issue, understanding how nation-states have 

responded is also a crucial matter, especially under the current context in which 

terrorist propaganda is not controlled under an internationally binding force. Despite 

the importance of the cooperation of various sectors, the primary responsibility for 

 
68 Gunaratna, 2015 
69 Tsesis, 2017b, p. 659 
70 Donck, 2015 as cited in Tsesis, 2017a 
71 Tsesis, 2017b 
72 Cohen-Almagor, 2012, p. 12 
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regulation lies within the states. Prior research on state policies countering terrorist 

activities specified to the internet realm is relatively scarce, despite the expansion of 

research on the broader terms of counterterrorism policies. This may be accountable 

to the weak development of domestic policies addressing terrorist activities within 

the internet. Also, the widespread availability of the internet and social media is 

relatively a new phenomenon which is no more than a few decades old. As of current, 

analytical frameworks have been slow to develop and the assessment of the 

effectiveness of policies are also underdeveloped. 73  The conceptualization of 

modern terrorist propaganda strategies has been unclear, and thereby how best to 

respond remains a matter of debate.74 The significance of research on this area arises 

as the need for understanding corresponding policies is underscored in the wake of 

the evolution of terrorism tactics. The success of counterterrorism is largely 

dependent on the application of knowledge on terrorism, ranging from the 

phenomenon of terrorism itself to counterterrorism strategies.75 Thereby, research 

on counterterrorism policies has an important play in the overall management of the 

terrorism threat.  

Among the countries, the United Kingdom and the United States were selected 

for comparison for the following reasons. First and foremost, the two are major 

countries which have profoundly been affected by terrorism, including transnational 

jihadist terrorism. The issue of radicalization and recruitment to terrorism over the 

internet prevails in both areas. In addition, the UK and the US are the world’s oldest 

 
73 Horne & Bestvater, 2016 
74 Meleagrou-Hitchens & Kaderbhai, 2017 
75 Ellis, 2003 
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liberal democracies.76  Both share democratic values and therefore are obliged to 

balance human rights with their policies. Nonetheless, as examined in prior literature, 

the two countries have taken starkly contrasting approaches.  

 

 
3. Conceptual Framework 

 

UNODC (2012) presented a broad categorization on the focuses of policy and 

legislative approaches to counter terrorist use of the internet: 

(a) Criminalization of unlawful acts carried out by terrorist over the internet or 

related services; 

(b) Provision of investigative powers for law enforcement agencies engaged in 

terrorism-related investigations; 

(c) Regulation of internet-related services and content control; 

(d) Facilitation of international cooperation; 

(e) Development of specialized judicial or evidential procedures; 

(f) Maintenance of international human rights standards.77 

 

Though all areas are of vital importance, the center of analysis in this thesis will be 

limited to (a). The need for legislation criminalizing the act of individuals was voiced 

by numerous scholars in prior research, as illustrated in the literature review. Despite 

the growing cooperation from the private sector and company-based content 

 
76 Landman, 2007, p. 75 
77 UNODC, 2012, p. 27 
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regulations, the insufficiency of solely relying on (c) has been outlined in the 

literature review. The criminalization of individuals is also an essential element of 

the legal framework in addressing the issue of terrorist propaganda. 

In constructing laws to counter terrorist threats, policymakers and legislators 

are obliged to weigh the balance between human rights and public safety, which is 

often difficult to achieve. Holt et al. (2019) applied the Two Models of Criminal 

Justice, presented by Herbert Packer, to explain the current legislative framework 

designed to counter radicalization online. Two competing models are the due process 

model and the crime control model. The due process model underscores the value of 

human rights and focuses on the legal processes which protect individuals when 

arrested, charged, or on trial. The crime control model, on the other hand, centers on 

the objective of securing public safety. It prefers the simplification of legal processes 

for the enhancement of efficiency. Though both models must always coexist, one 

may be favored over the other. The current legal responses to terrorist speech online 

reflect the model proposed by Packer. Democratic governments have pursued to 

balance both values, even in cases where speech may be hateful or inciting violence. 

This thesis will attempt to apply the two models to understand the legislative 

approaches taken by the United Kingdom and the United States. 

 

 

4. Research Methodology 

 
This thesis will focus on the differences of the subjects of examination and 

conduct a qualitative and comparative analysis. First, the counterterrorism and 
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criminal laws in the UK and US will be overviewed; and next, the pieces of law 

which may be applicable in criminalizing activities of inciting terrorism and 

spreading propaganda online will be identified. Specifically, Terrorism Act 2006 of 

the United Kingdom and the material support statutes of the United States will be 

the scope of in-depth analysis. For laws that provide offenses applicable to terrorist 

activities on the internet, the number of cases in which conviction resulted will be 

examined. Additionally, selected cases of conviction will be analyzed and compared 

to provide a clearer picture as to how the laws are employed in practice.  

Secondary sources on the overview of general counterterrorism legislation will 

be referenced. Firsthand sources including official documents issued by the 

government will be used to explore the counterterrorism strategy of each country. In 

examining the relevant sections of the laws, the author will refer to the UK official 

government legislation website and the US Department of Justice Archives. For the 

interpretation of the legal provisions, the documents issued by the UK government 

department Home Office, and secondary sources including law reviews and journals 

will be looked into. The data on the number of convictions will be extracted from 

the National Statistics of the UK government provided by the Home Office; as for 

the US, secondary sources including non-partisan organizations – Human Rights 

First and Transactional Records Access Clearinghouse (TRAC) will be referred to. 

The cases of conviction in the UK will be drawn from the Counter-Terrorism 

Division of the Crown Prosecution Service (CTD-CPS). In analyzing the cases for 

the legal provisions in the United States, secondary sources will be actively referred 

to.  
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III. United Kingdom  

 

 

1. Definition of Terrorism 
 

In the United Kingdom, the definition of terrorism follows the provision by the 

Terrorism Act 2000, with slight amendments since its date of issue. Terrorism 

indicates the use or threat of action “designed to influence the government or an 

international governmental organization or to intimidate the public or a section of 

the public” and is driven by the “purpose of advancing a political, religious, racial 

or ideological cause.” 78  (Italics have been added by the author.) International 

governmental organization was added under the Terrorism Act 2006, and the racial 

cause was included under the Counter-Terrorism Act 2008. 

As noted above, terrorism refers to the use or threat of action. The meaning of 

action is clarified in subsection (2) of Terrorism Act 2000. Action encompasses the 

“serious violence against a person,” “serious damage to property,” endangering of 

another person’s life, creating “a serious risk to the health or safety of the public,” 

and designing to seriously disrupt an electronic system.79  

 

 

2. Overview of Counterterrorism Legislation 
 

 
78 Terrorism Act 2000, 1(1) 
79 Terrorism Act 2000, 1(2) 
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General counterterrorism legislation 

 
The UK has extensive experience of terrorism and accordingly, a massive 

volume of counterterrorism laws have been passed to manage the issue. The current 

legislation builds upon its experience of terrorism and counterterrorism responses. 

Counterterrorism acts passed prior to the millennium include the Civil Authorities 

(Special Powers) Acts 1922-43 (Northern Ireland), the Prevention of Violence 

(Temporary Provisions) Act 1939, the Northern Ireland (Emergency Provisions) Acts 

1973-98, and the Prevention of Terrorism (Temporary Provisions) Acts 1974-89.80 

Despite the success of the Northern Irish peace process, the UK government 

concluded that a permanent counterterrorism legislation was needed, limited not only 

to countering Northern Ireland but also covering terrorism in general. As a result, the 

Terrorism Act 2000 was enacted.81 

The Terrorism Act 2000 was the first permanent counterterrorism statute in the 

UK.82 It presented a legal definition for terrorism and an extensive list of proscribed 

organizations expanding beyond Northern Ireland.83 Even afterwards, a staggering 

quantity of counterterrorism laws were enacted. The Anti-Terrorism Crime and 

Security Act 2001 was passed after the outbreak of the September 11 attacks. 

Prevention of Terrorism Act 2005, Terrorism Act 2006, Counter-Terrorism Act 2008, 

Terrorism Asset-Freezing etc Act 2010, Counter-Terrorism and Security Act 2015, 

and the Counter-Terrorism and Border Security Act 2019 followed. In the Counter-
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81 Tomkins, 2010  
82 Anderson, 2011, paragraph 1.4 
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Terrorism and Border Security Bill issued in 2018, it was noted that government 

intervention was deemed necessary in the rapidly evolving nature of the terrorist 

threat, with a high proportion of radicalization taking place online. The objective of 

the Act was the renewal of terrorist offenses apt for the digital age, reflecting the 

current patterns of radicalization.84 

As explored above, a substantial quantity of counterterrorism laws were enacted 

in the UK. The British government has been consistent in claiming its preference for 

using criminal prosecution to counter terrorism activities. 85  Whereas a large 

proportion of the offenses are relevant to the commission of actions, some of the 

offenses were provided for the purpose of preventing such commission. 

 

Counterterrorism Strategy and ‘Prevent’ 

 
The importance of prevention in countering terrorism is depicted in the 

counterterrorism strategy (CONTEST) of the United Kingdom. The UK’s 

counterterrorism strategy of 2018 acknowledged the power of the internet in 

radicalizing and recruiting vulnerable individuals, and enabling terrorist attacks.86 It 

further recognized that terrorist groups and networks of all ideologies, including 

Islamist terrorists, extreme right-wing terrorists, and Northern Ireland terrorists 

continue to exploit the internet, social media, and technology to extend their aims. 

Adopted in 2006 and revised several times, CONTEST focuses on four work strands. 

The four Ps are: 1) Prevent (to stop people from becoming terrorists or supporting 

 
84 Home Office, 2018 
85 Tomkins, 2010, p. 86 
86 HM Government, 2018a 
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violent extremism), 2) Pursue (to stop terrorist attacks), 3) Protect (to strengthen 

protection against terrorist attacks) and 4) Prepare (to mitigate the impact of a 

terrorist attack). 87  The Prevent Strategy Review issued on 2011 referred to the 

internet as vital to Prevent work.88 Preventative measures range from the attempts 

of positive engagement of minority communities and challenging radicalization 

ideologies to more sanction-based approaches. Other more robust measures step over 

into Pursue. For example, prosecution of terrorism-related activities is a main 

element of Pursue.89 Though the lines between the four Ps are not clear-cut, each 

area has its specific focus.90 Figure 1 illustrates the specific objectives under Prevent 

and Pursue, as updated in 2018. 

 
87 HM Government, 2018a; Anderson, 2012, p. 28 
88 HM Government, 2011a, paragraph 7.4 
89 Walker & Conway, 2015 
90 Brady, 2016 
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Figure 1. Link between Prevent and Pursue objectives.  

Reprinted from HM Government, 2018a. 

 

One of the main elements of Pursue, as depicted in Figure 1, is to disrupt 

terrorist activities including through prosecution. Accordingly, counterterrorism 

laws are applied to prosecute certain activities. Also, as presented in Figure 1, one 

of the objectives under Prevent is to tackle the causes of radicalization and respond 

to the ideological challenge of terrorism. Under this objective, the issue of 

radicalization is addressed. Two major responses have been taken: 1) “working with 
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civil society groups to build their ability to challenge and counter-terrorist narratives 

online,” and 2) “taking robust action to ensure there are no safe places for terrorists 

online by preventing the dissemination of online terrorist content.”91 The provision 

of several sections of counterterrorism law reflect this second form of response.  

 

Criminalization of terrorism-related activities  

 
An extraordinary array of offenses for terrorism exist within the British law, as 

Terrorism Act 2000 (TA 2000) and Terrorism Act 2006 (TA 2006) being the two most 

relevant and crucial statutes in criminalizing terrorism activities.92 Though generally, 

a person is prosecuted after the commission of an act of crime, counterterrorism 

highlights the importance of prevention. “The necessity of terrorism precursor 

offenses, particularly those created under Terrorism Act 2006, has been voiced based 

on the limited scope of the inchoate offenses of the attempt or encouragement of 

crime.”93 Much of the general offenses of terrorism-related activities are addressed 

under Terrorism Act 2000. Terrorism Act 2006 added several more precursor 

offenses such as the incitement to terrorism, distribution of terrorist propaganda, and 

preparation and training of terrorism. The following offenses under counterterrorism 

laws are examples of terrorism-related precursor offenses: 

 Possession of articles for terrorist purposes (TA 2000, s.57) 

 Collection of information useful for terrorism (TA 2000, s.58) 

 Fundraising (TA 2000, ss.15-19) 

 
91 HM Government, 2018a, p. 34 
92 Tomkins, 2010, p. 86 
93 Carlile & Macdonald, 2014 



 

 

 
３５ 

 Weapons training (TA 2000, s.54) 

 Encouragement of terrorism (TA 2006, s.1) 

 Dissemination of terrorist publications (TA 2006, s.2) 

 Preparation of terrorist activities (TA 2006, s.5)  

 Training for terrorism (TA 2006, s.6) 

 

In particular, the offenses – encouragement of terrorism (TA 2006, s.1) and 

dissemination of terrorist publications (TA 2006, s.2) address the issue of terrorist 

propaganda and incitement. The purpose of these provisions is to diminish 

radicalization activities by terrorists.94 The internet having been actively exploited 

by terrorists for such uses, Terrorism Act 2006 directly specified its application of 

terrorist offenses to embody internet activities. It is articulated under section 3 that 

sections 1 and 2 apply to activities carried out through the internet and electronic 

devices. Also, under Terrorism Act 2000, not only the provision of information but 

also the possession and collection of certain information are prohibited. With the 

enactment of the Counter-Terrorism and Border Security Act 2019, the meaning of 

the collection of information expanded to encompass the activity of viewing or 

accessing content containing information useful for terrorism activities through the 

internet. As can be observed, there are various provisions which are purposed to 

prevent the preparation or commission of terrorist acts by prohibiting early stages of 

action. The focus of this thesis, however, will specifically be on the offenses provided 

under sections 1 and 2 of Terrorism Act 2006, considering their direct relation to 

 
94 HM Government, 2011a 
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terrorist speech and radicalization. Terrorism Act 2006 aroused much controversy at 

the time of its issue. Sections 1 and 2 have been the core of debate, especially 

concerning their effect on the infringement of freedom of speech.95 

 

 

3. Relevant Offenses under UK Terrorism Act 2006  

 
Subsequent to the July 2005 bombings in London which left over 50 casualties, 

a new terrorism act was proposed.96 After receiving Royal assent on March 2006, 

the UK Terrorism Act 2006 was officially issued on April 13, 2006. It was enacted 

for the purpose of complementing existing counterterrorism legislation.97 The Act 

created new offenses which in effect relate to Prevent.98 Specifically, offenses for 

the encouragement of terrorism, dissemination of terrorist publications, preparation 

and training for terrorism activities were constituted. Several modifications to 

existing legislation – the UK Terrorism Act 2000, Intelligence Services Act 1994 and 

the Regulation of Investigatory Powers Act 2000 were also made under Terrorism 

Act 2006. Terrorism Act 2006 has also undergone revisions, most recently under the 

Counter-Terrorism and Border Security Act 2019. The revision under this Act will 

also be dealt upon. 

Part 1 of the Terrorism Act 2006 contains the offenses. Part 1 not only addresses 

the offenses relevant to terrorist speech and propaganda but also its applicability to 

 
95 Carlile, 2009, p. 48 
96 “July 7 2005 London Bombings Fast Facts,” 2019 
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the internet. Section 1 refers to the offense of encouragement of terrorism, section 2 

refers to the dissemination of terrorist publications, and section 3 directly mentions 

their applicability to internet activity.  

 

a. Encouragement of terrorism 

 
The offense of ‘encouragement of terrorism’ is provided under section 1 of the 

Terrorism Act 2006. For a person to commit this specific offense, the following three 

elements are to be met:  

1. A defendant must publish or cause another to publish a statement.99 

2. The statement should likely be understood by a reasonable person as a 

direct or indirect encouragement to the targeted audience of the public to 

commit, prepare, or instigate acts of terrorism.100 

3. During the publication of the statement, the defendant must have the 

necessary state of mind. That is, either the person had committed the act 

intentionally or recklessly.101 

 

To elaborate on the third element, there are two circumstances. First, the person 

had intended to directly or indirectly encourage terrorism at the point of publishing 

the problematized statement. Otherwise, second, the person had been reckless as to 

“whether members of the public will be directly or indirectly encouraged” to engage 

 
99 Terrorism Act 2006, 1(2)(a) 
100 Terrorism Act 2006, 1(1) 
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in terrorism-related activities specifically mentioned in subsection (3).102 The term 

reckless is interpreted in accordance to the case laws of the UK. The person in 

question must have been “aware of the risk that an effect of the statement would be 

to encourage terrorism or Convention offences, and in the circumstances known to 

him, it was unreasonable for him to take that risk.”103  

Also, elaborating on the second element, as this section criminalizes both the 

direct and indirect encouragement of terrorism, the meaning of indirect 

encouragement of terrorism is further clarified in subsection (3). A statement 

glorifying terrorism falls under the category of indirect encouragement of terrorism 

only when “members of the public could reasonably be expected to infer that what 

is being glorified is being glorified as conduct that should be emulated by them in 

existing circumstances.” 104  That is, the audience must be able to reasonably 

understand that they should do something similar to the glorified action, and second, 

the glorified action must be possible to conduct in today’s setting, thereby excluding 

distant historical settings. 105  An important point to note is that it is irrelevant 

whether the encouraged acts of terrorism are specific acts or acts in general.106 It is 

also irrelevant as to whether anyone was actually encouraged to conduct or prepare 

any act of terrorism.107 

To summarize, the defendant should publish or cause another to publish a 

statement. The defendant should intend to encourage or be reckless as to whether 

 
102 Home Office, 2006 
103 Home Office, 2006 
104 Terrorism Act 2006, 1(3)(b) 
105 Home Office, 2006 
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somebody will be encouraged by the statement. However, it is not necessary for the 

statement to have been effective. In other words, the statement of encouragement 

need not relate to a specific act of terrorism. 

On conviction on indictment, a person guilty under this offense may be 

imprisoned up to 15 years or pay a fine, or both. 108  Originally, the term of 

imprisonment was limited to not exceeding 7 years but was amended with the 

enforcement of the Counter-Terrorism and Border Security Act 2019.  

 

b. Dissemination of terrorist publications 

 

In addition to making a statement encouraging terrorism, the act of 

disseminating terrorist publications is also an offense under section 2 of Terrorism 

Act 2006. Specifically, dissemination of terrorist publications includes the acts of 

distributing, giving, selling, lending, and providing terrorist publications.109  The 

term publication encompasses articles or records containing matters to read, listen 

to, view, or watch.110 Similar to the elements required to constitute the offense of 

encouragement of terrorism, both the intention or awareness of the distributor and 

the objective understanding of a reasonable third person are taken into account. For 

a certain act to be held as an offense of dissemination of terrorist publications, the 

following three elements are to be met. The terms dissemination and publication 

have already been clarified above. For the offense to apply, the following three 
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elements are to be met: 

1. A defendant must disseminate or prepare for the dissemination of a terrorist 

publication.111  

2. For a publication to be a terrorist publication, matter contained in it is likely 

to be 

(a) understood by a reasonable person as a direct or indirect 

encouragement or other inducement, to some or all of the persons to 

whom it is or may become available as a result of that conduct, to 

commit, prepare, or instigate acts of terrorism,112 or 

(b) useful in the commission or preparation of acts of terrorism and 

understood, by some or all of those persons, as contained in the 

publication, or made available to them, wholly or mainly for the 

purpose of being so useful to them.113 

3. The defendant must have the necessary state of mind. The offense was 

committed either intentionally or recklessly.114   

 

To elaborate on the third element, for an action to have been committed 

intentionally, the person either had the intention of directly or indirectly encouraging 

terrorism or of aiding the targeted audience in the commission or preparation of 

terrorism acts; reckless can be interpreted along the same lines as mentioned in the 

 
111 Home Office, 2006, paragraph 1 of “Dissemination of Terrorist Publications” 
112 Terrorism Act 2006, 2(3)(a) 
113 Terrorism Act 2006, 2(3)(b) 
114 Terrorism Act 2006, 2(1) 
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section of offense for encouragement of terrorism.115 

To clarify, whether the information contained in the terrorist publications 

disseminated is useful information for conducting an act of terrorism is irrelevant. 

The content may contain useful, practical information, or it may merely include the 

encouragement terrorism such as glorification of terrorism. Moreover, whether the 

information was actually used to carry out a terrorist attack, or whether anyone was 

encouraged by the content in question is irrelevant.116  

The provision of section 2 in the Terrorism Act 2006 expanded the subject of 

penalization to not only the original publisher but also to those who deliver and 

spread the publication. “The value of section 2 to the prosecutor is in catching 

disseminators of terrorist materials who did not go so far as to incite any terrorist 

offence.” 117  In case of having been reckless, it is a defense to reveal that the 

publication did not contain the defendant’s views and did not have his 

endorsement.118  

The penalty on a person guilty under this offense is the same as under the 

offense provided in section 1. On conviction on indictment, a person guilty under 

this offense may be imprisoned up to 15 years or pay a fine, or both.119 Likewise, 

before the amendment in 2019, the limit on the term of imprisonment was up to 7 

years.  

 

 
115 Home Office, 2006 
116 Home Office, 2006, paragraph 11 of “Dissemination of Terrorist Publications” 
117 Anderson, 2011, p. 88, paragraph 10.7 
118 Terrorism Act 2006, 2(9) 
119 Terrorism Act 2006, 2(11)(a) 
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Originally, before the implementation of the Counter-Terrorism and Border 

Security Act 2019, the second element for both offenses provided under sections 1 

and 2 differed from what is presented above. Formerly, a statement encouraging 

terrorism was determined as such by the understanding of “some or all of the 

members of the public to whom it was published,”120 whereas as of current this has 

been amended to the understanding of a reasonable third person. The requirement 

was modified for the purpose of protecting children and vulnerable people who may 

be unable to understand the published materials properly. The targeted audience of 

publications of radicalization and the incitement of hatred and violence often consists 

of the most vulnerable people of society, and the amendment of sections 1 and 2 

reflects this pattern.121 Ben Wallace, as the UK Minister of State for Security and 

Economic Crime, underscored the importance of addressing this issue by law. He 

presented the example of Umar Haque, who had educated hundreds of children in 

unregulated schools in London, instilling them with radical ideologies. In addition, 

not only jihadist terrorists, but also the extreme right and white superior terrorists 

frequently target the most marginalized group of people in society. Though 

fortunately, seemingly there are no known cases where prosecution was prevented 

due to the clause prior to the amendment, the amendment of sections 1 and 2 of the 

Terrorism Act 2006 by the Counter-Terrorism and Border Security Act 2019 is 

expected to fill in the blind spot of the law originally passed.  

 

 
120 Terrorism Act 2006, 1(1) as originally enacted 
121 Wallace, 2018 
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c. Application to internet activity 
 

The offenses provided under sections 1 and 2 also apply to statements and 

publications on the internet and electronic services.122  

 

 
4. Practical Application of relevant offenses 
 

The offenses – encouragement of terrorism (TA 2006, section 1) and 

dissemination of terrorist publications (TA 2006, section 2) are known as the 

glorification offenses. They were provided for the purpose of curtailing 

radicalization activities by renowned apologists for terrorism.123 However, a crucial 

question arises. Have they been of practical use in convicting those inciting terrorism 

and spreading propaganda? How have these specific offenses been applied within 

the United Kingdom? The author will examine the number of convictions under the 

relevant offenses and the specific cases in which conviction was based on the 

offenses. 

 

Number of convictions 
 

Table 1 

Principal Offense for which persons charged under Terrorism Legislation in the 

UK 

 
122 Home Office, 2006, paragraph 1 of “Application to the internet”  
123 HM Government, 2011a 
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Numbers
Great Britain

Offence description and legislation
Yr to
June
2002

Yr to
June
2003

Yr to
June
2004

Yr to
June
2005

Yr to
June
2006

Yr to
June
2007

Yr to
June
2008

Yr to
June
2009

Yr to
June
2010

Yr to
June
2011

Yr to
June
2012

Yr to
June
2013

Yr to
June
2014

Yr to
June
2015

Yr to
June
2016

Yr to
June
2017

Yr to
June
2018

Yr to
June
2019

Terrorism Act 2000
Collection of information useful for an act of terrorism (s.58)

1
         

1
         

1
         

1
         

4
         

6
         

5
         

4
         

1
         

3
         

10
        

8
         

9
         

6
         

3
         

19
        

14
        

18
        

114
           

Port and border controls (Sch.7)
-

          
3

         
2

         
-

         
6

         
3

         
3

         
2

         
15

       
16

       
9

         
11

        
5

         
7

         
8

         
4

         
5

          
4

         
103

           
Possession of an article for terrorist purposes (s.57)

7
         

21
        

16
       

-
         

17
       

7
         

6
         

1
         

-
         

-
         

-
          

-
          

-
         

2
         

-
          

2
         

1
          

-
          

80
            

Membership of a proscribed organisation (ss.11-13)
5

         
4

         
6

         
5

         
4

         
6

         
1

         
1

         
-

         
-

         
-

          
-

          
1

         
6

         
9

         
2

         
16

        
9

         
75

            
Fundraising (ss.15-19)

6
         

8
         

1
         

7
         

4
         

8
         

1
         

-
         

1
         

1
         

3
         

-
          

8
         

5
         

9
         

3
         

5
          

5
         

75
            

Provision of information relating to a terrorist investigation (ss.38b & 39)
-

          
2

         
3

         
-

         
10

       
6

         
2

         
1

         
-

         
-

         
3

         
1

         
1

         
3

         
1

         
2

         
1

          
-

          
36

            
Inciting terrorism acts overseas (ss.59-61)

-
          

1
         

-
         

-
         

3
         

4
         

2
         

-
         

-
         

-
         

-
          

-
          

1
         

1
         

-
          

-
          

-
          

1
         

13
            

Weapons training  (ss.54 & 56)
1

         
-

          
-

         
-

         
1

         
1

         
1

         
-

         
-

         
-

         
-

          
-

          
-

         
-

         
-

          
-

          
-

          
1

         
5

              
Committing fundraising offences overseas (s.63)

-
          

-
          

-
         

-
         

-
         

-
         

-
         

-
         

-
         

-
         

-
          

2
         

-
         

-
         

-
          

-
          

-
          

-
          

2
              

Obstruction of a constable (s.47)
-

          
-

          
-

         
-

         
1

         
-

         
-

         
-

         
-

         
-

         
-

          
-

          
-

         
-

         
-

          
-

          
-

          
-

          
1

              
Anti-terrorism, Crime and Security Act 2001

Using or threatening to use noxious substances to cause harm (ss.113 & 114)
-

          
1

         
1

         
2

         
1

         
2

         
2

         
2

         
1

         
-

         
-

          
-

          
-

         
-

         
-

          
1

         
2

          
-

          
15

            
Prevention of Terrorism Act 2005

Contravening a control order (s.9)
-

          
-

          
-

         
-

         
2

         
5

         
3

         
4

         
2

         
-

         
4

         
-

          
-

         
-

         
-

          
-

          
-

          
-

          
20

            
Terrorism Act 2006

Preparation for terrorist acts (s.5)
-

          
-

          
-

         
-

         
-

         
8

         
7

         
6

         
6

         
10

       
15

        
11

        
19

       
38

       
16

        
29

        
14

        
2

         
181

           
Dissemination of terrorist publications (s.2)

-
          

-
          

-
         

-
         

-
         

-
         

3
         

2
         

1
         

-
         

1
         

4
         

3
         

8
         

13
        

14
        

13
        

-
          

62
            

Encouragement of terrorism (s.1)
-

          
-

          
-

         
-

         
-

         
1

         
-

         
-

         
-

         
-

         
-

          
-

          
2

         
2

         
3

         
8

         
5

          
4

         
25

            
Training for terrorism (ss.6 & 8)

-
          

-
          

-
         

-
         

-
         

5
         

-
         

-
         

-
         

-
         

-
          

-
          

3
         

1
         

1
         

-
          

1
          

-
          

11
            

Counter-terrorism Act 2008
Foreign travel restriction orders (s.58)

-
          

-
          

-
         

-
         

-
         

-
         

-
         

-
         

-
         

-
         

-
          

-
          

-
         

1
         

3
         

2
         

-
          

-
          

6
              

Terrorism Prevention and Investigation Measures Act 2011
Contravening a control order (s.23)

-
          

-
          

-
         

-
         

-
         

-
         

-
         

-
         

-
         

-
         

1
         

3
         

2
         

-
         

1
         

2
         

-
          

2
         

11
            

Total
20

       
41

       
30

       
15

       
53

       
62

       
36

       
23

       
27

       
30

       
46

        
40

       
54

       
80

       
67

        
88

        
77

        
46

        
835

           

Total since
Sep 11 2001

' - ' = Nil

Time of arrest 5
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Note. Reprinted from Home Office, 2019. 

 
1. When a suspect is convicted of more than one offense, only the principal 

offense is shown. This is the most serious offense based upon the maximum 

penalty for each offense. In some cases, a suspect may be convicted for both 

a terrorism-related offense and a non-terrorism-related offense. In such cases, 

the principal conviction may be a non-terrorism related.  

2. Data presented here are based on the latest position with each case as at the 

date of data provision from National Counter-Terrorism Police Operations 

Centre (NCTPOC) (25 July 2019).  

3. Figures for the year ending June 2002 include data from 11 September 2001 

onwards.       

       

Table 1 has been extracted from the document – “Operation of police powers 

under the Terrorism Act 2000: quarterly update to June 2019: annual data tables” 

provided under the National Statistics of the UK government. Table 1 shows the 

number of convictions according to the principal offenses provided under terrorism-

related legislation. Our focus of attention will be on the number of convictions under 

sections 1 and 2 of the Terrorism Act 2006. To provide a more compact view on the 

number of convictions under the relevant sections of Terrorism Act 2006 exclusively, 

Figure 2 has been drawn by the author based on the data presented in Table 1. 
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Figure 2. Convictions under principal offenses of Terrorism Act 2006 

Adapted from NCTPOC. 

 

In comparing the numbers of convictions in the early years since Terrorism Act 

2006 was implemented and that of more recent, the overall changes are conspicuous. 

The numbers of convictions under both section 1 and section 2 have risen 

substantially as of recent. During the first few years since the Act was introduced, 

the offenses – encouragement of terrorism (TA 2006, section 1) and dissemination 

of terrorist publications (TA 2006, section 2) were barely used as principal offenses 

in convicting people. There was only 1 conviction in 2006/2007 under the principal 

offense of encouragement of terrorism and none afterwards until 2013/2014. The 

numbers of convictions under the principal offense of dissemination of terrorist 

publications were also low, ranging from 0 to 2 each time period until 2012/2013. 

The Prevent Strategy (2011) noted that prosecuting under the offenses provided in 
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sections 1 and 2 of TA 2006 was unclear, there being only 3 people convicted under 

these offenses.124 Despite the establishment of the law, the absence of conviction in 

the early years of its enactment may reflect the hesitancy in the use of sections 1 and 

2 in practice due to their controversial nature. Concerning sections 1 and 2 of the 

Terrorism Act 2006, the early Independent Reviewer of Terrorism Legislation stated 

the following in the review published on 2010. “I think I reflect judicial opinion that 

it is desirable that as many prosecutions as possible should be linked to specific 

terrorism acts and conspiracies. Juries are less likely to convict of less specific 

offences like these.”125 Lord Carlile (2010) claimed that in combating radicalization, 

prosecution should be an instrument of last resort and expressed his support for the 

use of community-level engagement. 

However, recent numbers of conviction and reviews on the Terrorism Act 2006 

seemingly disclose otherwise. The number of cases of conviction in which the 

principal offense was the encouragement of terrorism rose to 5 to 6 convictions per 

time period in 2015/2016, 2016/2017, and 2017/2018. The numbers were even 

higher for cases in which the principal offense was the dissemination of terrorist 

publications, which began rising around the years 2012 to 2014, and peaking in 

2016/2017 with 14 convictions. Even when compared to other terrorism-related 

offenses, the numbers of convictions under the offense of dissemination of terrorist 

publications are significantly high. Returning to Table 1, the total number of persons 

convicted since September 11, 2001 for each offense is visible at the far-right column. 

With a total of 57 cases of conviction in which dissemination of terrorist publications 

 
124 HM Government, 2011a, p. 26, paragraph 6.13 
125 Carlile, 2010, p. 53, paragraph 276 
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was the principal offense, this number marks the third highest, only succeeded by 

the offenses of preparation for terrorist acts (TA 2006, s.5) and collection of 

information useful for an act of terrorism (TA 2000, s.58). Taking into consideration 

that Terrorism Act 2006 was enacted in 2006 and the offenses provided under the 

Act were also implemented since that time period, the author has counted the total 

number of convictions for all offenses under counterterrorism legislation beginning 

from July 2006 to June 2019. The numbers are displayed in Table 2.  
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Table 2 

Total Number of Convictions under Principal Offenses from July 2006 to June 2019 

 

Offense description and legislation Total number 
of convictions 

 
Terrorism Act 2000 

 

 Collection of information useful for an act of terrorism (s.58) 76 
 Port and border controls (Sch.7) 38 
 Membership of a proscribed organization (ss. 11-13) 33 
 Fundraising (ss. 15-19) 31 
 Possession of an article for terrorist purposes (s.57) 10 
 Provision of information relating to a terrorist investigation (ss.38b & 

39) 
11 

 Inciting terrorism acts overseas (ss.59-61) 6 
 Weapons training (ss.54 & 56) 1 
 Obstruction of a constable (s.47) 0 
Anti-terrorism, Crime and Security Act 2001  
 Using or threatening to use noxious substances to cause harm (ss.113 

& 114) 
7 

Prevention of Terrorism Act 2005  
 Contravening a control order (s.9) 2 
Terrorism Act 2006  
 Preparation for terrorist acts (s.5) 142 
 Dissemination of terrorist publications (s.2) 57 
 Encouragement of terrorism (s.1) 20 
 Training for terrorism (ss.6 & 8) 7 
Counter-terrorism Act 2008  
 Foreign travel restriction orders (s.58) 5 
Terrorism Prevention and Investigation Measures Act 2011  
 Contravening a control order (s.23) 7 

 
Total 453 
  

 
Note. Adapted from NCTPOC. 

 

The ranking remains the same for the top three most frequently used offenses, 

which are preparation of terrorist acts (TA 2006, s.5), collection of information useful 

for an act of terrorism (TA 2000, s.58), and dissemination of terrorist publications 
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(TA 2006, s.2) in order. The proportion of the numbers for the offenses – 

encouragement of terrorism (TA 2006, s.1) and dissemination of terrorist 

publications (TA 2006, s.2), however, do increase out of the total number of 

convictions. In the report of Terrorism Acts in 2016, the Independent Reviewer 

remarked that the offense of dissemination of terrorist publications (TA 2006, s.2) is 

an offense of great utility. He mentioned the importance of this offense “in a world 

of modern communications.” 126  Although the number of convictions under the 

offense of encouragement of terrorism was not high, it was excluded from the list 

offenses which are rarely used for prosecution. The Government Responses to the 

Annual Report on the Operation of the Terrorism Acts in 2015 and 2016 by the 

Independent Reviewer of Terrorism Legislation acknowledged the rampant use of 

modern social media and messaging platforms on the internet for the purposes of 

disseminating terrorist propaganda and radicalizing individuals. The enforcement of 

the Counter-Terrorism and Border Security Act 2019 was an additional measure to 

complement existing counterterrorism legislation in this context.  

The numbers of convictions demonstrate that the glorification offenses are of 

practical use in law enforcement. Particularly, the offense of dissemination of 

terrorist publications is of frequent use, and this pattern is also recognized in the 

relevant reviews of counterterrorism legislation.  

 

Cases 

 
Aside from the data on the number of convictions, the specific cases in which 

 
126 Hill, 2018, p. 68, paragraph 7.9. 
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conviction was based on the relevant offenses under Terrorism Act 2006 – offense 

of encouragement of terrorism (TA 2006, section 1) and dissemination of terrorist 

publications (TA 2006, section 2) will also be examined. The author retrieved some 

of the relevant cases organized by the CTD-CPS. 

In R v Gary Staples (2018), Staples was charged with eight offenses of 

encouraging terrorism (TA 2006, section 1) and one offense of disseminating a 

terrorist publication (TA 2006, section 2). Eventually, he was convicted of all counts 

except one. Staples’ intention of encouraging others to engage in terrorism and join 

IS was explicit. He posted videos via his open source social media accounts. His 

Google+ account, which was linked to his YouTube account, was open to anyone 

who attempted to find him. Staples regularly posted videos through his account, 

exposing them to the public. It was inferred that the eight of the videos in relevance 

to section 1 were produced by Staples himself. Though the original versions of the 

pictures used in his videos were discovered in his devices, they did not consist of 

additional messages. The content included songs praising death in jihad, explicit 

messages such as ‘Come to Jihad,’ images of al Qaeda and IS leaders, heroic 

depiction of jihadist fighters, and pictures disparaging the West. The section 2 video 

was determined to have been created by pro-IS media. Except one video, which may 

have been categorized as political comment and therefore protected, all were 

considered unlawful, and Staple was convicted accordingly. 

In R v Abdulraham Alcharbati (2018), Alcharbati was charged with one offense 

under TA 2000, section 58, and six counts under the offense of disseminating terrorist 

publications (TA 2006, section 2). Alcharbati posted links to the videos showing an 

attack on three males; encouraging people to join the caliphate, become suicide 
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bombers and martyrs; glorifying the children living under IS rule; and praising 

suicide operations. He either intended that his activities would encourage or induce 

the commission, preparation, or instigation of terrorism, or was reckless as to 

whether his conduct would have such effect. He was found guilty and convicted 

under the offenses. 

In R v Amir Maqpool (2018), Maqpool was convicted based on the offense of 

encouraging terrorism (TA 2006, section 1). Maqbool regularly posted links to 

stories including the IS poisoning wells in Syria and explosion of mosques, and 

added comments glorifying such actions. He admitted himself having been reckless 

and that he was aware of the risk his actions could provoke. 

In R v Mohammed Khilji (2018), Khilji was convicted under eight offenses of 

disseminating terrorist publications (TA 2006, section 2). He had sent an internet link 

to another person in eight separate occasions. The link was directed to a video 

featuring IS propaganda. The themes in each video were similar: the religious 

justification of violence; the deliberate perpetration of murderous acts; and the 

appraisal of the participants. Khilji also sent numerous messages to his acquaintances 

which revealed his profound sympathy for IS and his will to convey their message. 

Also, the pictures contained in his phone and his use of computer software to produce 

IS imitation videos clearly demonstrated his intention to encourage terrorism.  

In R v Zana Abbas Sulieman (2018), Sulieman was pleaded guilty of various 

offenses contrary to several sections provided under counterterrorism legislation, 

including sections 1 and 2 of TA 2006. Sulieman used three Facebook accounts for 

the purpose of disseminating terrorist propaganda. Two of the accounts contained IS 

videos glorifying and celebrating murderous acts. Specifically, the videos depicted 
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fighters in action, inflicted enemies, and the triumph of their battles. Suicide attacks 

were featured prominently, and such actions were portrayed as heroic and worthy of 

praise. Within his third Facebook account, propaganda videos not only encouraging 

terrorism acts but also providing instructions on how to make a bomb were posted. 

The experts from Forensic Explosives Laboratory concluded that sufficient 

information was presented in the video to manufacture a quantity which may cause 

serious injury or death. Sulieman also sent these instructions via Facebook 

Messenger to individuals who were interested in constructing explosive devices. He 

eventually admitted that he provided information with the intention that it be used 

for preparing or committing terrorism.  

The cases examined show that the act of distributing terrorist propaganda and 

inciting terrorism using the internet and social media are punishable in the United 

Kingdom. Not only practical information which may aid the conduct of terrorist acts 

but also speech which encourages or glorifies terrorism is subject to restriction under 

the laws of the UK. As depicted, however, evidence demonstrating the intention or 

recklessness of the defendant is required. Nevertheless, the cases illustrate that the 

act of creating and distributing various forms of terrorist propaganda over the 

internet can be considered unlawful and thereby punishable under the criminal 

justice system. In cases where conviction resulted, terrorist propaganda has 

commonly taken the form of videos and were posted via social media platforms.  
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IV. United States 

 

 

1. Definition of Terrorism  

 

In the United States, terrorism is defined under section 2331, Title 18 of the 

United States Code (USC). Terrorism refers to activities that “involve violent acts or 

acts dangerous to human life,” “intended to intimidate or coerce a civilian population” 

and to influence government policy or conduct.127 (Italics have been added by the 

author.) Unlike in the United Kingdom, in the United States, terrorism is divided into 

two separate categories – domestic terrorism and international terrorism. The two 

definitions are virtually identical except for the difference in geographical scope.128 

Domestic terrorism is restricted to the boundaries within the jurisdiction of the 

United States whereas international terrorism is the reverse. The use of violence or 

threat to influence the government and public are common elements of terrorism in 

both the UK and the US.129 

 

 
2. Overview of Counterterrorism legislation 
 

General counterterrorism legislation 

 

 
127 18 USC §2331 
128 Simeon, 2019, p. 7 
129 Landes, 2011, p. 15 
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The outbreak of the 9/11 attacks, leaving almost 3000 casualties, led to 

significant changes in the counterterrorism strategies and laws in the United 

States.130 On the day of 9/11, President George W. Bush described the day’s events 

as “a series of deliberate and deadly terrorist acts” in his speech to the American 

people.131 The priorities of the United States were turned overnight. Terrorism was 

not a major national security concern under the pre-Bush administration, including 

the Clinton administration, but after 9/11, the federal government shifted its focus to 

formulating and executing a response.132 Previously, the United States had mainly 

responded to terrorism by utilizing its existing law enforcement agencies. 133 

Subsequent to the attacks, the dimensions for tackling terrorism expanded to include 

preventative and preemptive approaches, including the use of military forces and the 

empowerment of the intelligence agencies and police force. The government took 

legislative measures, reforming the spheres of counterterrorism ranging from law 

enforcement to intelligence agencies to target the specific issue of terrorism. Such 

include the Uniting and Strengthening America by Providing Appropriate Tools 

Required to Intercept and Obstruct Terrorism (Patriot) Act of 2001, the Homeland 

Security Act of 2002, and the Intelligence Reform and Terrorism Prevention Act of 

2004. The Patriot Act facilitated the cooperation and information sharing among 

government agencies and strengthened the surveillance powers of law enforcement 

 
130 EPRS, 2018 
131 Statement by the President in His Address to the Nation, 2001 as cited in Pyetranker, 
2012 
132 Pyetranker, 2012, p. 23 
133 Mayali & Yoo, 2016 
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agencies.134 It was reauthorized several times by subsequent legislation, including 

the Patriot Improvement and Reauthorization Act of 2005, Patriot Improvement and 

Reauthorization Act of 2011, and the Freedom Act of 2015. 135  Also, with the 

enactment of the Homeland Security Act of 2002, the Department of Homeland 

Security was established. Separate federal departments and agencies were integrated 

into a single Cabinet department.136 In addition to such reformation, sections of the 

criminal law relevant to terrorism were also revised under counterterrorism 

legislation. However, as examined in prior research, the Patriot Act and Homeland 

Security Act did not address the issue of terrorist propaganda and radicalization. 

Criminal offenses on relevant activities were not provided. 

 

Counterterrorism Strategy 

 
The changing nature of terrorism with the advancement of technology and 

transnational communication in the information age was recognized in the 

counterterrorism strategy of the United States.137 The counterterrorism strategy of 

2003 under the Bush administration presented four fronts: 1) Defeat (to defeat 

terrorists and their organization), 2) Deny (to deny sponsorship, support, sanctuary 

to terrorists), 3) Diminish (to diminish the underlying conditions that terrorists seek 

to exploit), and 4) Defend (to defend US citizens and interests at home and 

abroad). 138  Though the strategy addressed a wide array of terrorist activities 

 
134 EPRS, 2018 
135 Library of Congress 
136 EPRS, 2018 
137 Central Intelligence Agency, 2003; White House, 2011; White House, 2018 
138 Central Intelligence Agency, 2003 
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including activities of advocacy, it did not cover the issue of terrorism-related speech 

and radicalization. In the counterterrorism strategy of 2011, which was issued under 

the Obama administration, the surfacing problem of radicalization was directly 

referred to.139 A strategy for countering radicalization was adopted, with the name 

“countering violent extremism” (CVE).140 The strategy mainly underscored local 

partnerships and community-based approaches, but did not include the use of the 

criminal justice system and prosecution for countering radicalization. The 

counterterrorism strategy of 2018 under the Trump administration listed ‘combating 

of terrorist radicalization and recruitment’ as one of the priority actions in countering 

terrorism. The use of hardline approaches such as that of the criminal justice system 

to address this specific problem, however, was omitted.  

 

Criminalization of terrorism-related activities  

 
In the United States, activities relevant to terrorism can be controlled under 

criminal law. Despite the expansion of counterterrorism spheres, the criminal justice 

system is still profoundly relied upon.141  Though a direct law targeting terrorist 

speech and propaganda is not present in the US, relevant sections of the law may be 

applicable. 18 USC titled ‘crimes and criminal procedure,’ includes terrorism under 

Chapter 113B. The offenses for terrorism encompass not only the commission of acts 

of violence but also assistance and preparatory acts. The following list includes 

 
139 White House, 2011 
140 Bjelopera, 2014 
141 Mayali & Yoo, 2016 
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terrorism-related precursor offenses under criminal law:142 

 Financial transactions (18 USC §2332d) 

 Missile systems designed to destroy aircraft (18 USC §2332g) 

 Radiological dispersal devices (18 USC §2332h) 

 Providing material support to terrorists (18 USC §2339A) 

 Providing material support or resources to designated foreign terrorist 

organizations (18 USC §2339B) 

 Financing of terrorism (18 USC §2339C) 

 Receiving military-type training from a foreign terrorist organization (18 

USC §2339D) 

 

There is also a section of the criminal statute, though not included under Chapter 

113B, but may be applied to restrict the act of aiding terrorist activities: 

 Distribution of information relating to explosives, destructive devices, and 

weapons of mass destruction (18 USC §824(p)) 

 

This particular section may be applicable in penalizing activities of distributing 

information which may be useful for carrying out attacks of violence. However, its 

scope is limited to the act of disseminating information concerning explosive devices 

and weapons. Despite information on weaponry also being a crucial part of terrorist 

propaganda, radicalization and recruitment is often associated with the conveyance 

of messages inciting terrorism and ideologies. Thereby, rather than this section, the 
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material support statutes, which cover a broad range of activities of advocacy 

towards terrorists and terrorist organizations, will be the focus of inspection. Since 

the 9/11 attacks, the material support statutes have been at the core of the terrorism-

related prosecutions by the Department of Justice (DOJ).143 They have provided the 

basis for law enforcement to legally arrest persons seeking to facilitate terrorist 

activities. The thesis will further examine whether these statutes are applicable in 

addressing terrorist propaganda and speech online.  

 

 
3. Material Support Statutes 

 
In contrast to the UK, there is no section of counterterrorism law which directly 

prohibits speech glorifying or encouraging terrorism in the US. The material support 

statutes, however, do proscribe the action of providing material support to terrorists 

or terrorist organizations. Though they were established for the purpose of 

preventing support to terrorism activities and terrorist organizations, they may also 

be applicable in prosecuting individuals who engage in online activities supporting 

terrorism. Section 2339A – the offense for providing material support to terrorists 

was first established by Congress with the enactment of the Violent Crime Control 

and Law Enforcement Act of 1994.144 It was passed in the aftermath of the bombing 

of the World Trade Center in 1993. Soon after, following the Oklahoma City 

bombing in 1995, the Antiterrorism and Effective Death Penalty Act 1996 was 
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enacted.145 It amended section 2339A and provided a complementary statute under 

section 2339B – the offense for providing material support to designated foreign 

terrorist organizations. The sections continued to undergo amendments under the 

USA Patriot Act of 2001 and the Intelligence Reform and Terrorism Prevention Act 

of 2004. Further amendments were made in 2009 and 2015.146 The current material 

support statute is as follows. 

 

a. Providing material support to terrorists 

 

Section 2339A criminalizes the support or concealment of support for the 

preparation or commission of terrorist activities. The following elements are to be 

met for an action to be held as an offense.  

1. A person must attempt to, conspire to, or actually 

(a) provide material support or resources or  

(b) conceal or disguise the nature, location, source, or ownership of 

material support or resources.147 

2. The person must have conducted the act mentioned above knowing or 

intending that the material support or resources are to be used in preparation 

for, or in carrying out an offense identified as terrorism.148  

 

The term “material support or resources” means any property, tangible or 
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146 OLRC Home 
147 18 USC §2339A(a) 
148 18 USC §2339A(a) 



 

 

 
６１ 

intangible, or service, including currency or monetary instruments or financial 

securities, financial services, lodging, training, expert advice or assistance, 

safehouses, false documentation or identification, communications equipment, 

facilities, weapons, lethal substances, explosives, personnel (1 or more 

individuals who may be or include oneself), and transportation, except medicine 

or religious materials.149  

In the original piece of legislation, the term material support did not encompass 

expert advice or assistance.150 Expert advice and assistance were included under the 

definition of material support with the enactment of the USA Patriot Act in 2001.151 

The term refers to “advice or assistance derived from scientific, technical or other 

specialized knowledge.”152 In addition, the term training under material support is 

clarified as the “instruction or teaching designed to impart a specific skill, as opposed 

to general knowledge.”153 

Section 2339A is applicable even in a situation where an anticipated crime of 

terrorism does not occur. 154  Also, the section criminalizes not only the actual 

provision of support to terrorists but also the attempt and conspiracy of doing such 

an act. As a general rule, the meaning of attempt is the “unfulfilled commission of 

an underlying offense.”155 Attempt is differentiated from mere preparation by the 

clear demonstration that crime would have taken place without the interruption by 
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independent circumstances. As for conspiracy, it indicates the agreement to provide 

material support. The offense of conspiracy is complete upon assent. Support need 

not be delivered; it may have been merely prepared.156 A defendant’s conspiratorial 

statements may be introduced as evidence in trail without being held as a violation 

of the First Amendment. Whereas statement of religious or political beliefs may be 

protected under the First Amendment, a statement expressing the agreement of 

engaging in criminal activities is not regarded as protected speech.157  

The punishment under this section will include a fine, or imprisonment which 

does not exceed 15 years, or both.158 (If a death of a person occurs, the defendant 

may be imprisoned for any period of years or for life.) 

 

b. Providing material support to foreign terrorist organizations 

 

Section 2339B prohibits the provision of material support to designated foreign 

terrorist organizations (FTOs). Specifically, the following elements are to be met for 

the offense under this section to apply: 

1. A person must attempt to, conspire to, or actually provide material support 

or resources to a foreign terrorist organization.159 

2. The person must have the knowledge that the organization is a designated 

terrorist organization or has engaged or engages in terrorism.160 
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The meanings of attempt, conspiracy, and material support follow the 

explanations provided for section 2339A. Section 2339B was created to adequately 

address the blind spot of section 2339A, which left open the possibility of legally 

allowing a person to provide financial support to terrorist organizations in the 

circumstance that the donor had thought the money or other forms of support would 

be used for humanitarian purposes or on social or political services.161 Also, even if 

the money or support provided to terrorist organizations were solely used for other 

purposes, such use may spare room for other funds to be directed towards the 

promotion of terrorist activities.162 Such concerns were substantially elevated in the 

mid-1990s, consequently leading to the establishment of section 2339B.163 With the 

provision of section 2339B, a person can be prosecuted for providing material 

support for FTOs, even without having had the intention or knowledge of furthering 

a specific conduct of terrorism. 

A person convicted under this offense will be fined or imprisoned up to 20 years, 

or both.164 (If a death of a person results, the defendant may be imprisoned for any 

period of years or for life.) 
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4. Practical Application of relevant offenses 

 

Number of convictions 

 
To summarize the contents of the material support statutes, section 2339A 

prohibits the provision of material support facilitating terrorist activities both 

international and domestic, whereas section 2339B prohibits the provision of 

material support to FTOs.165 Section 2339A centers on the specified crimes, while 

section 2339B centers on the link between the defendant and specified terrorist 

organizations. Thereby, a significant difference between the two is that the former 

requires the defendant to have the knowledge or intent of providing support to a 

certain act of terrorism while the latter does not.166 It is no surprise that out of the 

two material support statutes, section 2339B has been at the center of terrorism 

prosecution efforts by the DOJ. Prosecutions under section 2339B began to 

proliferate after 9/11 and the enactment of the Patriot Act. 167  The DOJ has 

successfully prosecuted supporters of FTOs including al Qaeda, IS, Hamas, and 

Hezbollah for various roles of advocacy.168 A large proportion of terrorism charges 

nowadays include a material support charge.169 Table 3 illustrates the number of 

convictions for the offenses which have been most commonly used for terrorism-

related charges and convictions. 
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Table 3 

Total Number of Convictions under the most frequently used Terrorism Offenses 

since September 11, 2001 to year 2016 

 

Type of Offense Total number of Convictions 

 
Providing material support or resources to 
designated foreign terrorist organizations 
(18 USC §2339B) 

 
205 

Conspiracy to commit offense or to defraud 
United States (18 USC §371) 

116 

Providing material support to terrorists (18 
USC §2339A) 

90 

Statements or entries generally (18 USC 
§1001) 

77 

Laundering of monetary instruments (18 
USC §1956) 
 

44 

 
Note. Reprinted from Human Rights First, 2018.  

 

Individuals may be convicted for more than one type of offense, and the number 

of convictions under one type of offense may overlap with another. The total number 

of convictions based on the offense of providing material support or resources to 

foreign terrorist organizations (18 USC §2339B) was particularly high, marking 205 

cases since September 11, 2001 till year 2016.  
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Figure 3. Convictions under principal offenses of the material support statutes (from 

September 11, 2001 to September 2019).  

Adapted from TRAC Report, 2019.  

 

Though Figure 3 was adapted from the TRAC Report, the original source of 

information lies in the Justice Department’s Executive Office for United States 

Attorneys. Figure 3 shows the number of convictions each year in which the lead 

charges had been section 2339A or section 2339B. Both material support statutes 

have consistently been used for conviction. Out of the material support statutes, 

section 2339B has been more frequently used as the lead charge in the conviction of 

those who have engaged in terrorism-related activities. Evidently, section 2339B is 

an essential piece of criminal law within the United States in countering terrorism-

related activities. However, an important point to note is that the numbers do not 

reveal whether the material support statutes have been applicable in addressing the 
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issue of terrorist propaganda and speech online. Whereas sections 1 and 2 of 

Terrorism Act 2006 in the United Kingdom were established to target the issue of 

online radicalization, the material support statutes were not purposed to directly 

combat terrorist speech. Rather, they encompass the wide array of activities of 

advocacy for terrorism. Because the precise number of convictions for solely speech-

related convictions are not available, an examination of relevant cases would 

facilitate the understanding of how the material support statutes have been applied 

in addressing this specific area. 

 

Cases 

 
In the case Holder v. Humanitarian Law Project (2010), the Department of 

Justice articulated that section 2339B does not target expression at all. Rather, it aims 

to regulate the conduct of providing support to foreign terrorist organizations, 

regardless of whether the support takes the form of speech. 

Congress has prohibited material support, which most often does not take the 

form of speech. And when it does, the statute is carefully drawn to cover only a 

narrow category of speech to, under the direction of, or in coordination with 

foreign groups that the speaker knows to be terrorist organizations.170  

The Supreme Court clarified that section 2339B does not prohibit independent 

speech, even if it may benefit FTOs. For instance, one may perceive that the 

permittance of independent speech supporting foreign terrorist organizations would 
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indicate that an individual is able to post terrorism-related propaganda through his 

personal social media account. 171  The focus of analysis on speech lay in the 

relationship between the defendant and foreign terrorist organization rather than in 

the content of speech itself. However, the Court did not elaborate on the precise 

meaning of coordination with foreign terrorist organizations and which specific 

elements constituted speech of independent advocacy. The Court’s omission of the 

qualification for coordination under the material support statute in the Holder v. 

Humanitarian case left the line between regulatory speech and protected speech 

unclear.172 

United States v. Mehanna (2014) is one of the most prominent cases in which 

the distinction between independent advocacy and coordinated activity proposed in 

the Holder v. Humanitarian was taken into consideration by the federal court.173 

Mehanna was convicted based on the offense of “conspiring to provide material 

support to a designated foreign terrorist organization” (18 USC §2339B), 

“conspiring to provide material support for a conspiracy to kill persons in a foreign 

country” (18 USC §2339A), and “providing (or attempting to provide) material 

support for a conspiracy to kill persons in a foreign country” (18 USC §2339A).174 

These counts were based on his plans to travel overseas, receive terrorist training, 

and attack United States troops in Iraq. The US government also argued that 

Mehanna violated sections 2339A and 2339B by conspiring and attempting to 

provide translation services to al-Qaeda. Mehanna was charged for mainly two 
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activities: 1) he traveled to Yemen intending to join an al-Qaeda terrorist training 

camp and 2) actively engaged in online terrorism-related activities by translating 

videos and documents from Arabic to English, posting them online, and conveying 

messages of jihadist ideas to his friends.175 The first question was whether any of 

the activities constituted material support. The government argued that a reasonable 

person “would recognize that agreeing and attempting to translate, digitally edit, and 

disseminate specific media for the purpose of supporting terrorists and terrorist 

organizations constituted the provision of ‘services,’ ‘expert advice and assistance,’ 

as well as ‘personnel.’”176 The document translated by Mehanna titled “39 Ways to 

Serve and Participate in Jihad” was interpreted as an effective training guideline by 

the prosecution expert, though the defense experts denied such claim. The second 

question was whether the activities of translating and disseminating terrorist 

publications of pro-jihadist content were independent advocacy and thus lawful 

speech based on the First Amendment or were coordinated with a specific terrorist 

organization. Though parts of the speech by Mehanna were apparently directed 

towards al-Qaeda, proving that the speech actions were directed from or coordinated 

with al Qaeda was a difficult task. Evidence on the direct connection between the 

defendant and al Qaeda was nonexistent; rather, there was only an indirect relation 

at best. The government testified that there was a close connection between al-Qaeda 

and Tibyan Publications, a British jihadist website. Mehanna had engaged in online 

activities through this website, in which he served as a moderator at one point. 
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Although there was a request from al-Qaeda to Tibyan, suggesting that Mehanna 

translate a certain text, there was no evidence on whether the act was carried out.177 

Eventually, the First Circuit Court of Appeals affirmed of Mehanna’s convictions. It 

did not overtly assert, however, that his translation activities via the internet were 

enough to constitute the offense of attempt to provide material support. Rather, the 

evidence that Mehanna had traveled to Yemen seeking to take part in al Qaeda’s 

training camp played a decisive role in the result of convictions for material 

support.178 The court collected ample evidence on Mehanna’s trip to Yemen with the 

aim of joining a terrorist training camp. The puzzle of determining where the explicit 

line lay between independent advocacy and coordination under terrorist 

organizations remained unresolved.179 Regarding the matter of speech, the district 

court reaffirmed the standard set in the Holder v. Humanitarian case. An individual 

who independently engages in speech-related activities cannot be convicted under 

the material support statute, even when the person acts toward the promotion of a 

foreign terrorist organization’s objectives. 180  That is, independent actions of an 

individual are protected, in contrast to actions directed under or coordinated with 

FTOs. Nonetheless, the Mehanna case did not provide a clarification as to when 

speech-related activity was considered as being directed under or coordinated with 

an FTO, and thereby constituted material support.181 

Following Holder v. Humanitarian, due to the ambiguous standards set by the 
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Supreme Court, federal courts have made their own decisions based on the broad 

differentiation between independent speech activity and FTO-directed speech 

activity. Feltner (2017) identified a common factor in the cases where defendants 

were convicted based on the act of advocacy to an FTO taking the form of service or 

personnel. Going back to the Mehanna case, Mehanna was convicted based on his 

trip to Yemen, attempting to join a terrorist camp. Additionally, in the Ahmad case, 

Jubair Ahmad had contacted and received training from an FTO in advance to 

posting a propaganda video online. In the Farhane case, the defendant had planned 

to travel abroad for the purpose of providing medical services for al Qaeda. 

According to Feltner, the defendants who were convicted had commonly taken 

supportive action towards an FTO by contacting or attempting to join the 

organization. However, the author argues that restricting speech activities based on 

the material support statute remains unclear. Despite there being a general pattern in 

the cases which resulted in the conviction of the defendants under the statute, these 

forms of action such as attempting to join a terrorist camp or the FTO itself are 

separate actions to speech activities. The cases studied reveal that conviction based 

solely on speech activities may be difficult to achieve under the material support 

statute. The provision of services such as expert advice, assistance, and personnel 

are manifestly included under activities of material support. However, even the 

translation and dissemination activities by Mehanna were not regarded as sufficient 

evidence for convicting under the offense of section 2339B, despite the 

government’s claim that they constituted expert advice and assistance, in addition to 

personnel. Rather, the coordination requirement was underscored once more. 

Therefore, it can be implied that conviction based exclusively on the activities of 
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spreading terrorist propaganda is improbable under this section of law. For one thing, 

whether publishing a statement inciting or glorifying the act of terrorism falls under 

material support is questionable. Also, even under the circumstance that the content 

of the propaganda includes practical information or instructions constituting material 

support, the coordination requirement would need to be met. Which elements fulfill 

the requirement is yet unclear, and subsequent cases have demonstrated that 

conviction has been based on other activities such as attempting to join terrorist 

organizations, rather than speech-related activities. 
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V. Comparative Analysis of the United Kingdom and 

United States 
 

 

1. Countering Terrorist Propaganda and Speech 

 

Having examined the general counterterrorism legislation in the UK and US, 

the legal provisions most relevant to countering terrorist propaganda and speech, and 

the application of the relevant sections of law in each country, the author draws the 

following analysis.  

The counterterrorism laws in the United Kingdom – Terrorism Act 2000 and 

Terrorism Act 2006, directly address the issue of terrorist use of the internet from a 

variety of dimensions. As reviewed in Chapter I, terrorists use the internet in 

numerous ways, including the spreading of propaganda, recruiting new members, 

receiving financial support, providing and receiving training, and preparing for acts 

of terrorism. The United Kingdom’s counterterrorism laws address each of these 

activities, including terrorist propaganda which may bear close relevance to 

generating recruitment and radicalization effects. Not only publications useful for 

preparing or carrying out acts of terrorism but also those directly or indirectly 

encouraging terrorism are regulated. That is, incitement to terrorism and glorification 

of terrorist activities are open to restriction. Sections 1 and 2 of Terrorism Act 2006 

directly target speech inciting or glorifying terrorism, and section 3 clarifies that 

sections 1 and 2 apply to internet activities. There are also separate provisions which 
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address fundraising (TA 2000, ss.15-19), preparation (TA 2006 s.5, TA 2000 s.57), 

training (TA 2006 s. 6, 8) for terrorist activities, and weapons training (TA 2000 ss. 

54, 56). The United States also addresses the issues of terrorism financing (18 USC 

§2339A, §2339B, §2339C), training (18 USC §2339D, §824(p)), and preparation 

(18 USC §2339A) in its criminal law. However, there is no section of the criminal 

law which directly targets terrorist propaganda or speech. There are provisions which 

address material support to a specific act of terrorism (18 USC §2339A) and 

designated foreign terrorist organizations (18 USC §2339B). The possibility of 

applying the material support statutes to criminalize online terrorist activities 

surfaced in prior literature. 

An important question is, do the Terrorism Act 2006 in the United Kingdom 

and the material support statutes in the United States adequately address the issue of 

terrorist propaganda and speech online which in effect may promote the 

radicalization of people and recruitment of new members? A core objective of 

terrorist propaganda is to instill terrorism ideologies into the minds of susceptible 

people, elevating their disposition to engage in terrorism activities and normalizing 

unlawful violence.182  Based on the examination of both the most relevant legal 

provisions in the UK and the US, the author’s answer would be yes for the former 

and no for the latter. The reasons for the author’s argument are as follows. 

 

Objective: Targeting radicalization vs. targeting support 

 
To begin with, terrorist propaganda and speech are the major target of sections 
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1 and 2 of Terrorism Act 2006, whereas speech is not the focus of the material support 

statutes. This is a fundamental difference. Although both the relevant sections of 

Terrorism Act 2006 and the material support statutes are commonly oriented towards 

preventing terrorism by imposing penalties prior to the outbreak of a terrorist attack, 

the range of activities covered under the laws differ. Terrorism Act 2006 contains 

provisions which restrict speech. It is noted under section 1 of Terrorism Act 2006 – 

‘encouragement of terrorism’ that the defendant should publish or cause another to 

publish a statement. For the offense of section 2 – ‘dissemination of terrorist 

publications’ to apply, the defendant should disseminate or prepare for the 

dissemination of a terrorist publication. The UK law not only punishes the original 

publisher of terrorism related speech (section 1) but also the disseminator who allows 

for the expansion of terrorist publications (section 2). Overall, it is articulated under 

the relevant sections of Terrorism Act 2006 that terrorism-related speech with certain 

characteristics are subject to regulation. It is quite understandable if you refer to the 

original purpose of the establishment of sections 1 and 2 of Terrorism Act 2006, 

which was to tackle the issue of radicalization. On the other hand, the material 

support statutes cover a far broader array of advocacy to terrorism, encompassing 

the provision of financial support, training, weapons, explosives, personnel, and 

expert advice or assistance. As scrutinized in the relevant cases of conviction, the 

material support statute is not straightforwardly directed towards restricting terrorist 

speech. First established in the 1990s, the purpose of the material support statute was 

to address the activities of support to terrorists, underscoring financial support. The 

Holder v. Humanitarian case examined in Chapter IV illustrated that 18 USC 2339B 

does not target speech. It aims to penalize those who provide support to foreign 
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terrorist organizations, even in cases where support may appear to be a form of 

speech. In sum, the relevant offenses under UK Terrorism Act 2006 explicitly restrict 

terrorist propaganda and speech under certain conditions, whereas the material 

support statutes in the United States are oriented towards limiting various activities 

of support to terrorism or foreign terrorist organizations. Speech is not the target of 

focus in the material support statutes; it may however be included under material 

support and be subject to restriction.   

 

Standard of terrorist speech restriction 

 
With the difference in the objective of the two legislation, it is quite evident that 

restricting terrorist speech is based on far more stringent standards under the material 

support statutes in the United States compared to that of sections 1 and 2 under TA 

2006 in the UK. Then, under which specific conditions can speech be regulated? The 

Terrorism Act 2006 not only prohibits content which is useful for the commission or 

preparation of acts of terrorism but also content which directly or indirectly 

encourage terrorism. To clarify, in addition to practical information, direct and 

indirect encouragement to commit, prepare, or instigate acts of terrorism can be 

restricted. Such statement involves the incitement to specific acts of terrorism, in 

addition to incitement to terrorism in general. Indirect encouragement may even 

extend to oblique incitement which creates an environment where people may 

perceive terrorism acts as acceptable.183 The determination of whether the content 

falls under encouragement of terrorism is dependent on the understanding of a 
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reasonable third person.  

In the United States, circumstances are quite different. In the UK, not only 

practical information useful for preparing or conducting terrorism acts but also 

incitement and glorification of terrorism are addressed under TA 2006. However, for 

speech activity to be restricted under 18 USC 2339A and 2339B, first it must 

constitute material support, requiring more practicality in its character. Also, there 

are additional requirements to be met for speech activity to be restricted under the 

material support statutes. 

Title 18 USC section 2339A prohibits the attempt, conspiracy, or actual 

provision of material support for the preparation or commission of terrorism. The 

occurrence of a crime of terrorism is not a prerequisite for any of the offenses that 

are being discussed to be held liable. This reflects the preventative characteristic of 

both Terrorism Act 2006 and the material support statutes. Aside from this 

commonality, however, there is a significant difference between the sections under 

Terrorism Act 2006 and section 2339A of the United States Code. 18 USC 2339A 

prohibits the material support to a certain act of terrorism. Although a crime of 

terrorism need not occur, at least a conspiracy to commit a specified act of terrorism 

should be present for material support of any kind to exist.184 On the other hand, the 

offenses under sections 1 and 2 of Terrorism Act 2006 speech encouraging people to 

prepare, commit, or instigate acts of terrorism do not necessarily relate to a specific 

conduct of terrorism. 185  Encouragement of terrorism involves both direct and 

indirect encouragement, and indirect encouragement may encompass the 
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glorification of terrorism in more general terms. To sum up, speech may only be 

constrained under 18 USC 2339A when it constitutes material support and is 

supportive of a specific conduct of terrorism. Terrorism Act 2006, in contrast, does 

not require that speech relate to a specific conduct of terrorism for it to be held 

offensive.  

To add on, 18 USC 2339B does not require material support to be directed 

towards a specific conduct of terrorism, unlike section 2339A. Section 2339B 

prohibits the attempt, conspiracy, or actual provision of material support for a 

designated foreign terrorist organization. In Holder v. Humanitarian, the relationship 

between the defendant and the FTO was highlighted as the key factor in determining 

whether the speech in question becomes a violation of section 2339B. Regardless of 

its content, speech of independent advocacy is protected under the First Amendment. 

That is, even if it may help to advance the objectives of a certain foreign terrorist 

organization, it is protected speech if conducted individually. Only under the 

condition that speech was directed under or coordinated with an FTO can it be held 

as offensive under section 2339B. The precise elements which constitute 

coordination remain unresolved, but clearly, the regulation of terrorism-related 

speech is complicated under this requirement. In addition to this coordination 

requirement, section 2339B excludes the prohibition of material support directed 

towards domestic terrorist organizations. It only covers support towards foreign 

terrorist organizations, leaving domestic terrorist organizations unaddressed. 

In short, the range of speech which may be regulated under Terrorism Act 2006 

and the material support statutes significantly differ. The material support statutes 

address speech-related activity to a limited extent, under the circumstance that it 
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constitutes material support of practicality, and that it is directed towards a specific 

act of terrorism (section 2339A) or coordinated with a foreign terrorist organization 

(section 2339B). The material support requirement for both statutes, specific act of 

terrorism requirement for section 2339A and the coordination requirement for 

section 2339B evidently portray the limited scope of prohibited terrorism-related 

speech in the United States compared to the United Kingdom.  

 

Conviction based on speech-related activity 

 
The number of cases in which conviction resulted based on the relevant offenses 

of TA 2006 imply that the offenses are of practical use in the criminal justice system. 

Particularly, dissemination of terrorist publications (TA 2006, section 2) has been 

identified as one of the most frequently used offenses for conviction. The cases 

examined also illustrate that numerous individuals were convicted based on activities 

of posting propaganda videos on social media. Videos often contained messages 

glorifying conduct of violence and encouraging the audience to engage in terrorism 

activities. In certain cases, practical information and instructions were provided. 

Evidently, the issue of the spread of terrorist propaganda on the internet is addressed 

under sections 1 and 2 of TA 2006 within the United Kingdom. 

On the contrary, in the United States, particularly under section 2339B, 

defendants who engaged in speech-related activities have often been convicted 

alongside other more apparent activities, including the attempt or act of joining a 

terrorist organization. The coordination requirement in relation to an FTO remains 

unclear. Also, which type of speech activity falls under material support is also 
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questionable. According to the term material support defined under the statute, 

speech activity should take the form of services such as training, expert advice or 

assistance, and personnel. Thereby, propaganda materials consisting of messages 

merely encouraging terrorism are unlikely to be considered material support. Cases 

have also demonstrated that convicting people based solely on activities of 

publishing and disseminating propaganda is improbable.  

 

Application to the internet  

 
It is overtly recognized under section 3 of TA 2006 that the encouragement of 

terrorism and dissemination of terrorist publications offenses are applicable to 

activities on the internet and electronic devices. In contrast, there is no indication of 

the internet within the material support statutes, and the omission of such reference 

may have complicated the application of offenses regarding the use of internet or 

social media. 

 

In summary, the material support statutes only partially address the issue of 

terrorist propaganda and radicalization. The focus of the statutes is on material 

support for terrorist acts or foreign terrorist organizations. However, radicalization 

is a process which does not always involve overt material support. Individuals may 

build positive connotations to terrorism ideologies or be enticed to join terrorist 

organizations by encountering various forms of propaganda which do not necessarily 

provide practical information on preparing or carrying out a specific act of terrorism. 

Moreover, demonstrating whether a person’s speech was coordinated under a 
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terrorist organization has often required evidence on other apparent activities of 

joining or attempting to join the terrorist organization. It is improbable that activities 

based solely on speech may be due to conviction. In contrast, sections 1 and 2 of 

Terrorism Act 2006 clearly provide offenses which target terrorist propaganda and 

speech, ranging from those that provide information useful for carrying out an act of 

terrorism to even incitement and glorification of terrorism. Section 3 of the Act 

clarifies the application of the preceding sections to internet activities. Having 

analyzed the specific sections of applicable pieces of legislation in the United 

Kingdom and the United States, the author concludes the following. Contrary to the 

United Kingdom, the existing laws in the United States fail to adequately address the 

problem of terrorist propaganda and radicalization which has risen with the 

development of communications technology and the advent of the internet and social 

media.  

 

 
2. Freedom of Speech  

 
The differences in the laws of the United Kingdom and the United States partly 

derive from the difference in their standards of freedom of speech. The major 

obstruction the United States faces in progressing its laws to counter 

communicational issues unequivocally lies in its standard of freedom of speech 

under the First Amendment to the United States Constitution. The First Amendment 

reads as follows: 

Congress shall make no law respecting an establishment of religion, or 
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prohibiting the free exercise thereof; or abridging the freedom of speech, or of 

the press; or the right of the people peaceably to assemble, and to petition the 

Government for a redress of grievances.186  

This statement has been at the center of concerns surrounding the suppression of 

certain forms of speech which may pose detrimental threats to society. Speech is not 

an absolute value which is protected unconditionally, however. Despite the provision 

under the First Amendment, speech of certain characteristics may be prone to 

constraint. In the Brandenburg v. Ohio case, the standards of restricting speech in 

advocacy of violence and unlawful behaviors were outlined. The Supreme Court 

asserted that for speech to fall outside the boundary of protected speech, it should be 

directed towards inciting imminent lawless action and be likely to produce such 

action. 187  However, it is highly doubtful as to whether any type of speech, 

particularly distributed via the internet, would satisfy all elements.188  This strict 

requirement provided under the Brandenburg has likely led to the withdrawal of 

criminal charges or convictions in cases where speech was unlikely to cause visible 

harm. 189  In spite of the rigorous standards, the Supreme Court has allowed 

broadcasted speech to be exceptionally limited to a further extent, considering its 

distinctive accessibility to children.190 However, this does not extend to speech on 

the internet. In Reno v. American Civil Liberties Union, the Court expressed that the 

internet was not as ‘invasive’ as radio or television. Under the Court’s assessment, 

 
186 US Constitution Amend. 1. 
187 Ruane, 2016 
188 Tsesis, 2017b 
189 Adelman & Deitrich, 2010, p. 370 
190 Ruane, 2016 
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as for broadcasted speech, there was a substantial risk of it being accidentally 

exposed to children at an unexpected time, whereas the risk of such exposure was 

comparatively low on the internet. Accordingly, the protection of freedom of speech 

was assured to the highest extent on the internet by the Court. “The interest in 

encouraging freedom of expression in a democratic society outweighs any 

theoretical but unproven benefit of censorship.”191 

In the United Kingdom, freedom of expression is protected based on the Human 

Rights Act 1998.192  With the enactment, the rights provided under the European 

Convention for the Protection of Human Rights and Fundamental Freedoms (ECHR) 

were implemented into UK.193  The ECHR derived from the Council of Europe, 

which is distinguished from the EU, and thereby its provisions continue to hold in 

the UK even after Brexit.194 It is articulated under Article 10 of the Human Rights 

Act that the individual’s right to freedom of expression is protected; everyone is free 

to hold opinions and exchange information and ideas, without the obstruction of the 

public authority. 195  However, it is also recognized that the right to freedom of 

expression is accompanied by duties and responsibilities. Therefore, the exercise of 

this freedom may be restricted for the following reasons: 

Interests of national security, territorial integrity or public safety, the prevention 

of disorder or crime, for the protection of health or morals, the protection of the 

reputation or rights of others, preventing the disclosure of information received 

 
191 Reno v. American Civil Liberties Union, p. 882 
192 “Hate speech vs. free speech: what are the UK laws?” 2018  
193 Barendt, 2009 
194 “What does Brexit mean for equality and human rights in the UK?”, 2017 
195 Human Rights Act 1998 
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in confidence, or maintaining the authority and impartiality of the judiciary.196  

Speech restriction extends to a further extent in the UK than in the US. Unlike in the 

United States, the Human Rights Act 1998 is not a constitution which is binding on 

succeeding laws.197  Though legislation should be “read and given effect” to the 

furthest possible degree of being compatible with the provisions under ECHR, 

superior courts are able to declare a provision which is contradictory of ECHR.198  

Overall, it can be implied that the significant difference in the protection of 

freedom of speech between the two countries is to account for the divergence in the 

legislative measures they have taken to counter terrorist speech activities.  

 

  

 
196 Human Rights Act 1998 
197 Tomlinson as cited in “What does Brexit mean for equality and human rights in the 
UK?”, 2017 
198 Barendt, 2009 
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VI. Conclusion 

 
 

This thesis has observed the differing legislative approaches taken by the United 

Kingdom and United States in response to the proliferation of terrorist propaganda 

on the internet and the threat of radicalization. The development of the internet and 

social media has drastically changed the characteristics of communication, raising 

the voice for the necessity of distinctive regulatory measures for this specific area. 

However, concerns for freedom of expression have collided with this view. Whereas 

both values of public security and human rights must be considered in policymaking, 

one tends to be emphasized over the other. In this specific area of combating 

radicalization online, the United Kingdom depicts the example of the crime control 

model which underscores the value of ensuring public safety. The United States, on 

the other hand, illustrates the example of the due process model which highlights the 

value of protecting the individual rights of people. The United Kingdom and the 

United States have taken contrasting legislative measures. In the United Kingdom, 

where the standard of restriction on the right to freedom of speech is not as stringent 

as in the United States, new laws were enacted for the objective of countering 

terrorist propaganda and speech on the internet. Terrorism Act 2006 provided 

sections particularly relevant to this issue. The offenses under the Terrorism Act 2006 

address speech activities, including the act of disseminating propaganda and inciting 

terrorism. The United States, however, where the First Amendment of the 

Constitution is prioritized, and the conditions for speech restriction are far tighter 
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under the Brandenburg standard, legislation directly prohibiting terrorist propaganda 

and speech failed to develop. Although the provisions similar to sections 1 and 2 of 

the UK Terrorism Act 2006 are absent in the United States, the material support 

statutes under Title 18 of United States Code have been indicated as being the most 

relevant statutes applicable to address this specific issue. 

Additionally, research on the legal provisions applicable to terrorist speech 

activity in each country was conducted, with the purpose of answering whether they 

adequately address the issue of terrorist propaganda. The results indicate that the 

legal provisions in the US fail to tackle this problem. The research found several 

elements of the material support statutes of the US which accounted for their limited 

scope in restricting terrorist speech activity. Relevant cases provided a clearer picture 

of how the sections were practically applied. The boundary of prohibited activities 

articulated under the laws and their practical application altogether portrayed the 

limitation of the material support statutes. Whereas apparent activities of joining or 

attempting to join an FTO have been used as evidence for conviction, convicting 

based on speech activities has been unclear under the statutes. On the other hand, 

sections of the Terrorism Act 2006 straightforwardly addressed the diverse activities 

of terrorists taking place online and offline, including inciting terrorism and 

distributing propaganda materials. The number of convictions in which the relevant 

offenses – encouragement of terrorism (section 1) and dissemination of terrorist 

publications (section 2) were held as principal offenses, also demonstrated that the 

sections are of practical use in criminal justice. Having conducted an in-depth 

research on the elements of the material support statutes and their application in 

comparison to the UK Terrorism Act 2006, this thesis adds strength to the statements 
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held in prior literature that the current laws of the United States are inadequate to 

combat terrorist’s communicational use of the internet. This research is 

distinguishable from prior literature in that it explains why the material support 

statute cannot fully counter this problem by analyzing the provisions under the 

statute and their practical application. The comparison with the sections under TA 

2006 clearly portrays the limits of applying the material statutes to terrorist speech 

activities on the internet. 

However, there are several limitations to this research. The actual effectiveness 

of the provisions under Terrorism Act 2006 in diminishing the degree of 

radicalization has not been tested in this research. The accurate impact of these 

provisions is also unclear. Though the practical application of the relevant sections 

of law have been examined, analyzing the direct causal relationship between the 

provisions and the changes in the level of radicalization was beyond the capability 

of the author. Also, aside from the objective of the provisions to alleviate the 

radicalization effects by the dissemination of terrorist propaganda via the internet 

and social media, there may also be external consequences. The impact of these 

provisions may include negative effects on the rights to freedom of expression and 

on the Muslim community. Assessing the sections of Terrorism Act 2006 would 

require weighing these diverse aspects. In addition, the research focuses solely on 

the legal measures in countering terrorist propaganda. Although the author has 

concluded that the existing laws in the United States do not adequately address the 

issue of online radicalization, other areas of countermeasures have not been dealt 

with in this thesis. Research on countermeasures which fall under softer approaches, 

such as community-based approaches, may also enhance the overall understanding 
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of counterterrorism in the United Kingdom and the United States. The efforts made 

by social media companies may also be considered. The author’s focus was on 

examining the legislative responses by the government and the specific content of 

the relevant laws – Terrorism Act 2006 and the material support statutes. Further 

analysis from various dimensions would add on to overall understanding of 

countermeasures. 

The United Kingdom is prominent for having taken hardline legal approaches 

in response to the growing threat of terrorists and their use of internet for 

communicative benefits. Though not examined in detail in this thesis, there were 

numerous interesting points about its counterterrorism laws. Not only the producer 

of information but also the collector and viewer of certain terrorism-related content 

are subject to penalization under Terrorism Act 2000. With the enactment of the 

Counter-Terrorism and Border Security Act 2019, even the act of mere access to a 

document or record via the internet could be punishable.199 The United Kingdom 

would be an important example to refer to concerning the establishment of internet-

specific counterterrorism laws. Further observation on the operation of its laws may 

help form a guideline in policymaking to other nations.  

 
 
  

 
199 Terrorism Act 2000, 58(1)(c) 
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