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NTFSE sl=t] a3 AFEH T

1. FAT 3}dA| 24
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FAT12, FAT16& Root Directory7} FAT Entry 2Wol| X8},
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FAT32+ Root Directory’} EHH3] HAASIA &+= 3+ FAT Entry

35) Larry E. Daniel, Lars E. Daniel, “¥#2] A&E71e} HE/S 3t txd Ed12]” H|A| o]
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A hard drive with no data
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Clusters 4096 4096
File Data Unallocated Space

A hard drive with file data

Sectors 512\ 512\ 512\ 512\ 512\ 512\ 512\ 512 512\ 512\ 512\ 512\ 512\ 512\ 512\ 512
Clusters 4096 4096
File Data Used By Fide Data Slack

A hard drive after deleting the file data

Sectors 512‘ 512‘ 512‘ 512‘ 512‘ 512‘ 512‘ 512 512‘ 512‘ 512‘ 512‘ 512‘ 512‘ 512‘ 512
Clusters 4096 4096
File Data Delected Data(Old File) Slack

A hard drive with new file data and old file data left over

Sectors

512‘ 512‘ 512‘ 512‘ 512‘ 512‘ 512‘ 512

512‘ 512‘ 512‘ 512‘ 512‘ 512‘ 512‘ 512
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Delected Data(Old File)

File Data

gl 2. NTFS 1}

‘ Slack

2 A2"oM e o ME HEE3)
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Hire  xla AT ESo]E Guidance  Software®]  Encase,
AccessData®] FTK(Forensic Tool Kit), = 7FH7]&A A (a4 23
F&5/ME) e CFT(Computer Forensic Tool), X—wayse] X—Ways
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3. dolel 7hy B
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Byt M 27d 49 BTsie viMer UE £ 9
A ke HY g e t/FE AIUAE 0§
2

/)
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Haa ojm e A ARAGNA (L= JRAGHA W o)t

39) ARols AT A0 47, “HdFY sl s AT, YAE EAAAT 23,
2008. 6.
40) Joachim Metz, Bas Kloet and Robert-Jan Mora, “Analysis of 2007 DFRWS Forensic

Carving Chllenge - The 07 smart carving approach,” Digital Forensic Research
Workshop (DFRWS), July, 2007.
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Disk to File *2le] o]n] A (Imaging), File to File H49
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SAGEA  del ARgEal v F7FERPIE AT A (NSR) 7T
200758 Jieraly] AlFeldal 2009, 7. AF] AFE oy
Ak dadel=& Hdsta Aot

CFT(version 3. 4. 1)¥ 2018. 2. v=re] CFTT Z=213S 3l
olu] Aol sty HAEE Wlth 5714 A9-<9 H2E A}
2= (completed) & A T}

[ 2] Selected Test Cases56)

Case Description Status

Acquire drive of a given type using a given
write blocker connected to a computer with a

given interface to an image file and compute
FT-DI-01-

SATA2S selected hashes for the acquired data. Test the | completed

ability to read a given drive type accurately
and correctly hash the data while creating an
image file.

Acquire drive of a given type using a given
write blocker connected to a computer with a

given interface to an image file and compute
FT-DI-01-

SATA4S selected hashes for the acquired data. Test the | completed

ability to read a given drive type accurately
and correctly hash the data while creating an
image file.

Acquire drive of a given type using a given

write blocker connected to a computer with a
FT-DI-01-

USB given interface to an image file and compute | completed

selected hashes for the acquired data. Test the

ability to read a given drive type accurately

56) Test Results(Federated Testing) for Disk Imaging Tool : Computer Forensic
Tool(CFT) version 3. 4. 1.(February 2018)
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and correctly hash the data while creating an
image file.

Acquire removable media of a given type
using a given media reader connected to a

computer with a given interface to an image
FT-DI-03-

D file and compute selected hashes for the | completed

acquired data. Test the ability to read a given
removable media type accurately and correctly
hash the data while creating an image file.

Acquire partition of a given type to an image
FT-DI-05- | file and compute given partition .type acgurately completed
NTFS and correctly hash the data while creating an

image file.

Compute the hash value of the acquired data
FT-DI-13 | within an image file. Test the ability of the | completed
tool to recompute the hash of an existing

5. Encase & X =zZ13

ILooKIX v.223.1.151, The Sleuth kit(TSK)/Autopsy v3.2.2./2.24,
X-ways Forensicx v16.0 SR-4, Linux v2011-02-02, Encase Forensics
v6.18.0.59, FTK v.3.3.0.33124= W] =¢ CFIT Z2I#S T3l A€
B EFo] tiste] HAEE WUT)

A2 Y EAA Fapge] WA F9

57) Test Results for Delected File Recovery and Active File Listing Tools[ILooKIX
v2.2.3.151.(9/22/2014), The Sleuth Kit(TSK)/Autopsy v3.2.2.(7/2/2014), X-ways
Forensics v16.0 SR-4(7/2/2014), SMART for Linux v2011-02-02, Encase Forensic
v6.18.0.59(6/23/2014), FTK v3.3.0.33124(6/23/2014) 1(www.cftt.niv.gov)
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