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2934 %A (bipartisan orthodoxy)o] o] ‘sl ZHAQ TF9
703 (authentically and independently Australian) &2 <14 HA ¥ a1,

[e]
0179 FE Fe7} olut AFTUAYY AR JaUAE Fa

T w7 AAdE AE-HEE 7R A s o] 2RIHSY o
He = w7 BAES Mo 355 Awo] JAE-E G A
°of Fo domA QE A&, oSt YU T3 mpRTEA R A <t
Aot Agel AR ol UAE THA L AFS A& sk

T WA ol 57 Tl e AAA =T vl gk
AdrH gEAS AASE Al by <tR-AFAl dEUE R
2 A7) W, 53 s5= Adxste] AAA, A dEaAE
datstaiat Aol deEgfA ojsjdAvE RS offEs Je-HE G
Aol dHdes dRAdH 5= Al i T FEd GA
A dFY e AR AFelAM Holvara I dictez M Q=
s AAA REYUR T4t dete=t, oldd oEs 2018 S5 9
WEAFIE B QANEAA TR IA 2035 S8l Hes| =ed b
Atk MY HaMs 2570 ke AAl dEe FE o= Ak
A qrEet G P AAA Az adga EEte w9k,

O A AmettEe] AFHon F4d Wt

9k 3HIORA: Indian

AR

53) Medcalf, 2020, p. 108.

54) Australian Department of Foreign Affairs and Trade, An India Economic
Strategy to 2035. Commonwealth of Australia, 2018c, p. 2, 4.

55) A7, “AUE PP AE-dHF A Awsh 7 UeAFe FAO
2 dadzars W, rduams Aw-s®Y Ak Bk AW, (L
L&, 2019), pp. 262-269.

-32 - ;_'! _CI:I_ 1_-.]



|
=
o
(&7
:
X
—
=
(@)

9 o2
15 Hl

2 Ao o

i

g do X

4

o

2

Do

S

=

EN|

r\"

ks

ui

>

rO

k1

il

ol

Sl

o

I

o

rlr

o
o
LS
rS

The Indo-Pacific Oration II)o| A %= z
e e FEE AR wHelxu Qe A%
HE ol A e} Bl =g AlZS TRAIAL § <
WA BEE, A 0 Bsee wee) s 5
I A 45 7]'bd ﬂb‘]ﬂ =

oo BN

N o

N

o O
e
(4

=2
=
o

2

folr
T N m

K3
q o
Hl
N
[t

oot L > N
=8
RS A
o
rlr
0,
)
4
2
o
fr
\ﬁ
2
QL
= 1
2 N
IRt
>,
AEERN|
o -
i
o\

ox XN

i
o3
I
Ak
=
o
o = i
i
)
)
i)
il
N

2= ofAgte] o@ AIZF A=-eH Y

convenor) 24 WMol JFAS A AL FASkE H] L FIFHS SEAS
a1, ¥ (might)o] Azl o]A £

Ae ey ="agrr 59 }9}@.5% HE FEE 2018

L
o
N
iy
ke

14
Ol
ol
2
i)
8
(@]
)
(@]
rY‘
w
bt
o
=
)
[>
é
Z
I
3.
w0
e
-
o
<
)}
e
folr

56) Grant Wyeth, “Why Has Australia Shifted Back to the Quad?,” 7he Diplomat,
November 16 2017.
https://thediplomat.com/2017/11/why—has—australia-shifted—back-to-the—quad/
(HAY: 201964.)

57) Julie Bishop, “The Indo-Pacific Oration,” Speech at Observer Research
Foundation, Minister for Foreign Affairs website, April 13 2015.

https://www.foreignminister.gov.au/minister/julie-bishop/speech/indo-pacific-ora
tion (FA<: 2020.9.23.)

58) Julie Bishop, “Indo-Pacific Oration II,” Minister for Foreign Affairs website,
July 18 2017.
https://www.foreignminister.gov.au/minister/julie-bishop/speech/indo-pacific-ora
tion—ii (A< 2020.9.23.)

59) Turnbull, 2017.

- 33 - 1


https://thediplomat.com/2017/11/why-has-australia-shifted-back-to-the-quad/
https://www.foreignminister.gov.au/minister/julie-bishop/speech/indo-pacific-oration
https://www.foreignminister.gov.au/minister/julie-bishop/speech/indo-pacific-oration-ii

HALL A3 TAG v Qo
Tk AN A=e] wEA ]

2 4 =
Fore) 2Py gARES 2L 570 dnALe AHFA
_Z’_

T QaEdE AR GA 7 Aol “T57F - el Hshs
el Aol obAlgh FAle] ARam Ak Ahd obAlgh U E
o ‘QUm-elg ol thF ohAete] AN W wpe} o], 15
g, b4, ot 1w Wger SAA AL NS 4k 55 4N
agten #3389 6

A BFE FAYE FohsRe AR B A 2 Ao
St A el 25 e &

o

o,
)

k)
2

3% BYE sjmAolgr|nrks A7) WEy Fe A T
2 FPaE oY lw FAT dwet & F Urh ok F AT F
2 2EY E: A9 A9 FEAT FANFoA AT T 5
of MEE st omt sl wgw guwaske ovuah o Ho
A mFe] Aw-wmY Ake dEAQ oru FA% ome] A
du @ Qud, BFF AT AE-PYE Al FH/ W ANE
nEste] A9 AAL FuaL ofF Bal Aol A AAH o)L
AFSD Golrh HAH G FeE BEZ Fhe 4L FxIL A
o webd Felo] Aw-gHY A9 AANH FRHE F Y& HAF
oo} mhsbA et Mol FQR AnE B & vk

3. AASA LoolAe] 539 Ax-HFF Ak

A& whsh gol, A=-jPYF A FHW AN BEF AT
o 94 Felow AL olF A3 A9H FAPHL FEFA A
9 EFE ou 5bEae gAE w0 B4 gEsies e
2 AN 14 Fad Ae £F7 vl MRe FHoE 8
= 0AH aRge Felst d 144 g

[e=]
o
AH O GHRAE FEHon FE st

o
O
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Turnbull’s First Pacific Islands Forum,

“

80) Jenny Hayward-Jones,

2016.

15

September

Affairs.
http://www.internationalaffairs.org.au/australianoutlook/turnbulls —first—pacific-isl

ands—forum/ (721 : 2020.10.4.)
81) Australian Department of Foreign Affairs and Trade, Stepping up Australia’s

of International

Institute

engagement with our Pacific family. (Commonwealth of Australia, 2019).
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Maritime Security Program)& A ®3dl &3 ghchs) 22 WA F
=2 AlE B gk $-HE FfHste 8w wHEA=S} A HE S
EATEY IYdaEYe] x84 AdRFHES UM ke AR 29
AAo| FEFozN A EAxmEHRS] AuE Flstele =85 7&

k)

ofgfgt fJuH =L 2018 9Y HHIGE=AMTERS T ‘Ko
]

91 (Boe Declaration on Regional Security)8d) @0 g o]olH=d|, o]
AAL &5 wAd= 28a P g 2AwE50] Agsts w59 &
A, S FHE S Aol n=mH Fxe] dAFAAe e ASs T
Yo7l o] X9l 7N AA HEE & Yy LFd 71xd A
A4 g Y s Astetd e 54 A =EHdY X9 35S B
of AdelA ‘HEF A tRFH} HegFo] o] A w79 9
Aot o] A ALEES] Hagdd wet AspHolol dt = e HAE
AA, TR Bl =] oA TP AU EmFEH ArEA 784S &9
g FAS ST dFES AT kA Bl AL Adi=
BN Ao AForNEH HHHSF AFY ol HAE K g
= 3EH 9719 Ae] £ Id= ol IREHJSTES HAFE Aol
), o] HolA " dA FARVINE DA AdASE aFe T
oAl gt B YA 2T SdmEge] HEAE =9 olsfHA
of Ftste Wdow A UIIE H 84 4FS HT B

A SF7F AAA Fas AR oRE Xt FEfE g A ol
A aAdg s FEe Lt 3 A4F olfe 2l Tol U dxE
AAHS] o] NFolA g Fuls =Ry 3 FA] Utk H2
T dUidE S Adstr] A8 A=A AdS gREaA A9
Fpol} HUY'E A9 mlFolE, EREAR ol FrIY 5 HEHH
¥ EAFES TASE d FEAR%L, T5Y ol dEHE 559

82) Australian Department of Defence, Defence Annual Report 2017-18,
(Commonwealth of Australia, 2018¢c), p. 15.

83) Jonathan Pearlman, “Australia, NZ to sign security pact with South Pacific
nations,” The Straits Times, July 7 2018.
https://www.straitstimes.com/asia/australianz/australia—nz-to—sign—security —pact
-with-south—pacific-nations (21 <: 2019.6.11.)

84) AAIg W82 Hol dAd HAELS FE. Pacific Islands Forum Secretariat: Boe

Declara tion on Regional Security,

https://www.forumsec.org/boe-declaration-on-regional -security/
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%52l M2 A(sphere of influence)ol] thdt =H oz Q1A = o] gt} 8
LHHFYH 5= FEHHE G A9ES ‘EdAA e S(arc of instability)’ 2}
Jafi gkl olH3k WA o] Aol HeFA EbEAde A w=F5 o
o o] XA tH YV} TF EEZ LA HolE + U=
S-eoll A v EE Folthss) mEA TFEHN FHY FHEE AHo=w
o] Alg &S AATA AdedA EAstE FEFETEoIL AP A
UFHLA7IZ QAAE kel gl olF7F A= Aol

85) Hugh White, “In denial: Defending Australia as China looks south,” Australian
Foreign Affairs, No. 6 (2019), pp. 5-27,; Jenny Hayward-Jones, “Cross
purposes: Why is Australia’s Pacific influence waning?,’ Australian Foreign

Affairs, No. 6 (2019), pp. 29-50.
86) Graeme Dobell, “From ‘Arc of instability’ to ‘Arc of Responsibility’.”

Challenges, Vol. 8, No. 4 (2012).
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F7ste A npA AR AlolH QER oA e Al qFE I g
7|28 dA FAE A, olE Adst] 98 s dRFY
AL Astsivrblges gAE 298] 3 Ao= B Qo 22 Ay
oM = wl=o]l Ae-vlH G Aol FAstarat st AL (S
g2]) Auj7h old StEYAolet= S AxsHEA Tl gk ==
A AANE =Yl As FASHA s

ol gt W= PH = A AlolH FIHe] FAGTH Y FAAEE
AARete A, G gl AlelW AAE FEFote AYelA A 5
AE FotstEe oxolA HEH AoE & 4 ot 20189 TxE =
ZhAtol B ol A wl=m& A 59 Al dF T StuE AlolW &3t
ANA W= F3gY FHE woH, ol 98 =7 T4 AU A
dzol] wbisleE ‘thso) sl FA A 2 & (multi-stakeholder model)’ S W Al
Atk ol T YAlol ToE thRY = A -H AT Fe Y
T 7bs0] A= w7bS Al A AtolH StR AW A et FEdte Rd®
A olHel= dd Tl g AAVE EAg e S vl =
HE A Abelw] g ito] v ol s FAAF o 7] %23 ¢tE AWAdAE
TEHFOo N AZTA Apdol| Ao mprFA R A AlolW AAE A
st AANAME T5E& wE A sk Aot

ol gt Weto| A 1= HTFFAA Atol AMUAE Fole
= 7bs, 5§38 Twol JpEA oAl AF R PFE AUl Alol¥ ks
TEstHE =9s gt A4S HASH 28E dAs EdE
= Fmol wWEHE =& Fste HAolA ofolA Atoly dEs
FATOEN A AlolH IH A S AAHI S EENAYSY M=
H %3 9y 7S A d o= st s ‘oo dA gESs ¢
Aok "= 2007 S AR wj Tl U= AR FAHE AAE
of W= wHE AA S FAdTA FAg vk glow, 20150l = H
= A T AR e S bR AbolW M= Abro] 9l
AL e 7% s theY) o] &} #Este] WAl Hl= AFAHRS W
AFAANS AN T 129 #YEdA v=s A T =71 F

88)

89)

Nirmal Ghosh, “Mike Pompeo announces $154m in US initiatives for
Indo-Pacific,” The Straits Times, July 31 2018.
https://www.straitstimes.com/world/united - states/pompeo—announces-154m-in-u
s—initiatives—for—indo—pacific (2 <: 2019.7.5.)

Add, ‘T, v= FFY 4009k A5 A TekA#E; June 5 2015
http://www.hani.co.kr/arti/international/china/694516.html (734 2019.5.26.)
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Aekdst QlEdel gE Pda FAR SR S e #7h AAL A
98 wAsE Aolw ANUAE FHATA wddRTh0 = Aol
FHe ARE FA d9om AT AvA AT Zrh A
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A W FEe 19909 FHRE Afoln Fike] HAANE
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A&l AR Fe] FARQIE W e] HH-FA Fofo] Wb
B3t AR AE7 25 (UNGGE: Group of Governmental Experts on
Developments in the Field of Information and Telecommunications in
the Context of International Security)'®] &sol Fo]spHA L ‘Alo]H
ROy Ui, =20 W, AF, AATH Foll dg A Jge]
olE =l ATt 53] Aloln Ftel el =7FAS] e S
et AR S Sdete dol o] nTe HdskA ddask=d, T
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o] Afolw] Fbel] 7|E HAWE Aol drhn FAe A
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Fwaol Fxel A ¢ dgel W PAHE A ofoiA
UNGGEZ £% 229 499 felo} 422 ol wsdly
Apolu] Erbol A WebA $91% Ak vpolrt Abolu] ekw el

o FAFRI FAAE B4 FEAL getals] g8 mFo] Wolx
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2 A= n 9rhes)
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ST Amol g Fad Aloly F A E
of 58 mgd wee melgth 20174 W HE o s3] o@
o=l WAIAHE WA fg 9= FFEA A = H(Foreign
Influence Transparency Scheme Act 2018)'& A|¢tst= FHAANA HH
713e] BRaAE QJAEste] A 10d3E S5 digh T FHe 254
¢l WA B HAATE Ao fvkar FARE vk Ak g 20194

(¢}

92) wrA A, “WSJ ‘gaol] Al HESIE Far--ud ®WYE dl#A) Ay, .
April 21 2017. https://www.yna.co.kr/view/AKR20170421188100072 (7 A}

2019.9.8.)
93) Justina Lee, “Suspected China cyberhack on Singapore is a wake-up call for
Asia,” Nikker Asian Review, August 21 2018.

https://asia.nikkei.com/Spotlight/Asia-Insight/Suspected—-China-cyberhack-on-Si
ngapore-is—a-wake-up-call-for-Asia (A2 Y: 2019.9.2.)

94) Wd+f, “Frrjol ‘T AT FHY WA TA A TAFFAy July 16
2018. https://www.yna.co.kr/view/AKR20180716153500084 (44 : 2019.9.10.)
95) Cisco, Cisco 2018 Asia Pacific Security Capabilities Benchmark Study, Cisco,

2018.
96) Christopher Knaus and Tom Phillips, “Turnbull says Australia will ‘stand up’
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29 W& BF FYE AT 5F Awos

] 4
¢ ZH(sophisticated state actor)’e] <}e]?d FAS Wow T

o 5 ‘?‘.u.
49 AR =BY a3 FNGe] AN AN WL FHS W
sithar VRThOD A mele FeE ooy wh P9t o= 2

7}?_]X] ‘5%3]7\]{— AR s 99 5 NS AHH G (ASD: Australian
=

% ofold grtu TS H27A

]
H
S5 AR ARE o]Fol2 diHe  wY]E(Alastair

MacGibbon) A A2 3 719 35 Ul di7Igd R Ta71del &
o S7REA NS AAE W= A 25 APTIOCZSH Aleln] 4%
wrolgkthar ¥l wp QIth99 EFH 20189 79 T AR A9E e
Ao AHE dfAE] TFFHWSU(ANU) HAabdo] HF3ke] A
HE 233 Abde] glglen 100 20199 6Ll oF 207 Wo] gét=
of gt EHPAH wde] AFARI T FHO TS v FAoR
ogiE = ARG o3 =¥ ARl ¥E A wmako] durh d# ]
AP FA ] gl ¥ ad hdto] AWAN, S At
o7t AR S e BAE AW wgv|HelEt=E HelA A7
3 ALE] Y S E By oAt AR/NELS fE3E 94 AAAHER

to China as foreign influence row heats up,” 7he Guardian, December 9 2017.
https://www.theguardian.com/australia—news/2017/dec/09/china—says—turnbulls—r

emarks—have-poisoned-the—atmosphere—of-relations (74 <: 2019.11.7.)

97) Andrew Tillett, “Chinese spies suspected in cyber attack on major parties,”
The Australian Financial Review; February 18 2019.
https://www.afr.com/politics/cyber—attack—-on-major—parties—computer-systems—
scott-morrison-reveals—20190218-hlbdzm (334 <: 2019.3.10.)

98) Colin Packham, 2019, “Exclusive: Australia concluded China was behind hack
on parliament, political parties - sources,” Reuters, September 16 2019.

https://www.reuters.com/article/us—australia—china—cyber-exclusive/exclusive—au

stralia—concluded—china-was—behind-hack-on—parliament—political -parties—sourc
es-idUSKBNIWOOVFE (A 414:2019.7.19.)
99) John Kehoe, “Australia blasts China for hacking Australian companies,”

Australian Financial Review, December 21 2018.
https://www.afr.com/technology/australia-blasts—china—for-hacking -australian—c
ompanies-20181221-h19d6h (A2 Q: 2019.5.14.)

100) Tom Westbrook, “Top-ranked Australian university hit by Chinese hackers:
media,” Reuters, July 6 2018.
https://www.reuters.com/article/us—australia—cyber/top-ranked-australian—univer
sity—hit-by—chinese-hackers—media-idUSKBN1JWI1KE (A2 <: 2019.3.2.)

101) David Wroe, “China ‘behind huge ANU hack amid fears government
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b ANARE EFE T 1B 0 FAANE THT BHoE B
g hsAel FFehs AL uEgeho
YR BFE AW FHW Aol FAL B Aolw T3
=
H

1} o] o}yl A=A oFH (political security)l039Z 9|3 &=
WA, 2HE 89 T B AdEHdTE HeA us AAE
Ao ® QA EHoIgith  o]Ed AL TF  QFEAES(ASIO:
Australian Security Intelligence Organisation)©] 2]3]ol #| =3 A& H
aAelA  F =, 2008-09d % HaAOA daE 1HE a9
(electronic espionage)7} & tdt =2 ARAF F stU=E 7| H
AL, o] FZ ujd HEHE ASIO Rl Z7t BRI AYA Ale]
B XA @9l (cyber espionage)'®] HZAde] A8 AREQATHIN oA
o, 2015-16W % HiA = Abolw 7HH 397t i%fﬂ S 7hbE, A
D, 7, TAA WA ok F3F

employees couldbe compromised,” 7he Sydney Morning Herald June 5 2019.
https://www.smh.com.au/politics/federal/china-behind-huge-anu-hack -amid-fear

s—government—employees—could-be—compromised—20190605-p5luro.html (7 A 4:

2019.6.11.)
102) Stephanie Borys, “The ANU hack came down to a single email — here’s
what we know,” ABC News, October 2 2019.

https://www.abc.net.au/news/2019-10-02/the-sophisticated—anu-hack-that-comp
romised-private—details/11566540 (721 <: 2019.10.3.)

103) ZAsFA gur}p olofr|sh= AAA kR E HAH A2 (political units) 2]
Z 2% <ot A (organisational stability)ol] #3 Aoz 1 o= =7 FA
of tigk $1¥S T Uk AAH r Foke IUF FH gk BlIAMY 97

(non-military threats)el]l F&3l=dl o= Z7F A hat A g A
7 °PE Hofl A oFAd 4 A7) wEolth A FuE dxste A
gl H-ZH(Barry Buzan)2 X4 @2 w79 244 AN S AdsteE 9

ol =71e] A A A (national identity) ¥ %2] ©]d(organising ideologies) L&
I o] % d3tE Al =(institutions)ol] te 1 elgtn F4gct o volrp Rzt
< FI7F A AT AAA A 0l7] wiel AXF AFS LAHE SFNE
olvf =7k FHd A7 Yol & & due FS H9Ad3Y; Barry Buzan,
Ole Waver, and Jaap de Wilde, Security: A New Framework for Analysis.
(Boulder, Colorado: Lynne Rienner Publisher, 1998), p. 141.; Barry Buzan,
People, States and Fear' An Agenda for International Security Studies in the
Post-Cold War Era, 2nd ed, (Boulder, Colorado: Lynne Rienner Publisher,
1991), pp. 118-119.

104) Australian Security Intelligence Organisation, ASIO Report to Parliament
2005-09, (Commonwealth of Australia, 2009), p. 12.
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105) Australian Security Intelligence Organisation, ASIO Report to Parliament

20015-16, (Commonwealth of Australia, 2016), p. 25.

106)

Full, 2017, p. 80.
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108) ASEAN, “ASEAN Leaders’ Statement on Cybersecurity Cooperation,”
Association of Southeast Asian Nations, April 27 2018.
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Institute, October 29 2018.
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148)  Australian Department of Foreign Affairs and Trade, “First
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2017b.
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This study aims to examine Australia’s foreign policy on cyber
security in the Indo-Pacific and shed light on the structural factors
and perceptions that existed behind Australia’s diplomatic behaviour.
In 2016, amid the escalating U.S.-China strategic competition in
cyberspace and the cyber attacks mounted by China, Australia
declared the preservation of ‘an open, free and secure Internet in the
Indo-Pacific’ to be a national interest and has consistently strived to
strengthen bilateral and multilateral cyber security cooperation with
other like-minded countries in the region, including the member
states of the Five-Eyes intelligence alliance, ASEAN, and the Pacific
Islands Forum. The country, on the other hand, has condemned
China’s unlawful activities in cyberspace and accused the Chinese
Communist Party of committing cyber attacks and interference
against Australia.

There are three aspects of such behaviour that attract academic
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attention. First, Australia has articulated that its foreign policy on
cyber security is a regional approach focusing on the Indo-Pacific
region, rather than a global one. Secondly, in spite of its heavy
economic dependency on China, the country has begun to keep a
distance from China in the domain of cyber security, while
strengthening its links to the United States. Lastly, in order to
alleviate the threat of cyber attacks and interference originated from
China, Australia has strived to strengthen cyber security cooperation
with other like-minded countries in the Indo-Pacific rather than
relying solely on its security ties with the United States. Considering
these aspects, this study seeks to answer the following questions:
Why has Australia formulated its foreign policy on cyber security
within the Indo-Pacific geopolitical framework? Why has the country
became inclined to be pitted against the Chinese government in the
domain of cyber security, at the expense of putting its longstanding
economic relationship with China at risk? Why and how has the
country utilised its intelligence alliance and bilateral/multilateral
relationships with other neighbouring countries to promote regional
cooperation in the cyber security sector?

The study argues that there are two major motivations behind
Australia’s approach. First, Australia has aimed to promote regional
cooperation to build a rules-based cyberspace order in the
Indo—Pacific in order to alleviate the pressure of US-China strategic
competition and the threat of Chinese cyber attacks and interference.
Second, the country has attempted to use cyberspace as an area for
niche diplomacy to consolidate its position as a strategic broker and
maximise its leverage in the Indo-Pacific region’s geostrategic
environment. In this regard, Australia’s approach has some distinctive
characteristics of middle power diplomacy.

In order to support the argument, the study uses network
theories to analyse Australia’s foreign policy on cyber security while
focusing on the structural position and role of middle powers in a
relational structure, or network, constructed around specific issues. A

few notions from three network theories are adopted in particular: 1)
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‘structure’ and ‘structural hole’ from Social Network theory are
adopted to analyse Australia’'s position and role in a network
constructed around the regional cyberspace; 2) Network Organisation
theory is partially applied to examine how the Australian government
has defined its national interests and induced other domestic actors to
support its cyber security-related policies and regulations; 3)
‘transition strategy’ from Actor-Network Theory 1is adopted to
demonstrate how Australia has induced and attracted other
like-minded countries to participate in and promote regional
cooperation in the cyber security sector.

A major implication of this study is that non-great power
diplomacy, or more specifically middle power diplomacy, 1s not
necessarily restrained by individual countries’ attributes and
capabilities, and may not always be entirely subordinate to the
international system based on power distribution. Middle powers can
arguably overcome their limited national strength and further enhance
their international influence if they understand the relational
configuration of a network in which they interact with other actors,
and bridge the cleavages within the network. It is therefore important
for middle powers to grasp how other like-minded countries perceive
certain issues, and to subjugate their own national interests to the

interests of others.

Keywords: Cyber Security, Indo—Pacific, Rules—-based Order, Middle
Power, Australian Foreign Policy, Five Eyes, Intelligence Alliance,

Network Theory
Student Number: 2015-22499
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