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abgstodct ®s Q2juet= 1986\ AH|AIE 5
of Aulxte] 7o YWals WEsIsIE T, 20069 AB|AIESHES AH|A}Y]
AR 8t He] S S TH/dds], 2012). oty
[® 2-5]= ZA|4Y]AI7]Z(Cl: Consumer International)?} AMJAJ§E 4H]
Ao ofF ZHA] 71241 Helet oAl THR] ARz, o= AXWZER] AIAIH
Av|AHE2] 9 SAR] Fel2 & & tHol7]E - 47482, 2012)

[& 2-5] 2| 28|AFRIL(CIe] 46|} 8o Wele} 5o A=
7% e

- 7124 8415 %F0°] HZ|(The right to satisfaction of basic
needs)

- 9tA g H2|(The right to safety)

AH|AL | - & H2](The right to be informed)
8ty - Adeigt Ye2](The right to choose)
)| - QAL H}Oﬂ gk H2](The right to be heard)

- B4F8 ¥FE H|(The right to redress)

- AU At S 8 H2](The right to consumer education)

- -G oA A H2](The right to a healthy environment)

- H]A A]7HS 7}A AHQl(Critical awareness)
- AFA Ao 22 554 859 A(Involvement or action)

i;flﬂx} -OE AW B2 551]’%@‘)1] 01 Av[Ape] go] gist AtelA
Mo AhOl(Social responsibility)
T - AEjA B0 B €4 A A Ql(Ecological responsibility)
- @43 Aoje] AJ(Solidarity)
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0| 7o 2HiElE WY Qujsttt. 282 Ats| 3o A= AGA oA
£ 2uxt AEo] xReE 45 Wel UolH Foldttn B 4 gou 4
H A5 HEL EX)6HR] 2=tHGrossman, 1967 A1A3], 1991. T}A] 23],
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2. tolElAAIe AuIRIEAS] g

Doz tiFAL, tiFAu7t THEsiAIHA], ©es] Ad|oRr
A AE 28R} L2 AT Av[AR SR,
gt 4H|XA]9(Consumer Citizen)0.2 W Q3%
AL ARRIA, AR, ABEIA 2o S sk AdEish= Jijle®, o= 7t
=7} - %Em Ao A A QA

Al S g
teet A9 fAlo A=K2o2 7]oste AH[ARS o]t (/g Al o]

oX

i 2012). ®3 LUAAUL AugEE T2 ASAE, HA P4 3
d SollA A FAlEA S MGt gL Fxste AHAPSolH o]
MatolA] AulAAILE S sulxte] AbelR oAat Mg Fad Ado
2, AHARe] A A FAIARA Are] oS A} SHEf oA m}
ofg 2 9l Aulxte] ROl T Zolxk U] AP A o
A =7tet AAE e 2dARd Agolti(dd2 - ol71E, 2008).

AREle QlEde] Bo] o3 3t AYEYe 92 Alale FR
AE 7IRFe2 st FEe Alelz HiRAZoh gHstz Qlsl gro Al
b AT ulgo] gastn AU AR AT U AMajrt sbssiAA
sl Aol Avlto] Gig Eat Wetdlch &, Al WA Al7] Aulabs
i Bt Afstet MulAS Adjstes FJRTste o84 Yo M=
Hol}, JugAr]E 370 Wste Qls] 4uRle AFE s & - 7t
"Roz Folstel M) Azt 278 AR A A&stAY IR
SHASIUAA FEE FAxstL Aotste 5 At AAlCS Fo, A4 &
2, A4, gl Ao 59 AEe sl = JAn (e, 2008)

BT AwuAoldol Thest BEAGAGNA, ABAE Afetet AH]A
o 7HIxIAbeol Eot A=A02 Jldstol AlF it I¥H e detEe
Z M (Rezabakhsh et al., 2006), ABAFAIQ} AH|X} ZF A7} 5]Z0]A|H
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Al 5. 2015). JEGAA AB|A= ICT AH]AF o] &5h= i A
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Atdo =M HolHe Aoz REY AdE AAAtdYs 22 1 A
‘dof drlo] 78 avAtY] 4H] Aol Ald £YY 2its I A4
el ®st RS 402 F&Hr oA Tl HiolH A9 g2
dole & AAd Aetet Au|xof oigh AvjAre] ARY AH|EE R
FH ABgHAL, dolHe| &8 Aetet AH|A9 AlEE ohdzt ZiQlst
= &l 28R AX|et FFof] WelE FEAE FA|A o] FoiAl.

AEAA AVSEAANA aBAL AFd2 ZHAIUl] #ojxl A - =4 -
AP At ez AetE ot HlolEgAqA ABAls 7H A FHd
7199 dlol8 Z3Z ol Aol et HlojHats FoHAQd Ald S 7HA]
A "ot ol HlolH A2 7199 HlolH EAFAAM ABA g
M a5 Mul2E Algste ol 2859 AlSe AMu|2o digh 4
H EAEES daAA M W A S VRS ofdEl ZHAl AL
Qs U M2E 7RIS AEeH

AH[ALY Q1A - 24 - AIRF A2 7AW e At o= sig At
o] &2 28[AY gArEA | sl o] Foixl= H Hlsh, HlolHe 7Y
o] #+&¢ diojf ZRAFUAA NHe Aoz Av[ARY] AR
Hole 23F &7 7192 oA A3 & Aok= oA 7AW A
dits &9 AHAPE 20 it viEs S £86tr] o mEbA,
dlol8 Ao} AiAtolal FEALRA AHAE BAS siAe Hlo]
B 2HEFS 29stke 1ol ERet A8AF giojE o High AH|xpHe]7}
H7JE ofof gt

AHH o 2 4 0] g|o]E7} 7}7:]% Exgo o A H]xM ;\p«n

1_ ]
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Ol Ao Al AH]|AI= Oo]E AH|AKData-driven consumer)?] 2.4
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[ 2-6] 4%} AIQEY Ache} A1e B2 Fa 2u|AR2A] HPAT aof

AR} o Aulro
(Ax) 9 AH|AREA|
Kucuk | (A2 AITH Foreh as]Ate]
(2016) | obdol ot da], mafolwiA]l Hal, FEE AgerS da], Al=gde A
2], A&EA b5 He 59 ofet ¢
[47} AMA S Ald AR 2A]
- ool Atg]e] fol8 Au]AHData-driven consumer): AH|A} ZL2}o]d
A] R5||, AEio] AFAl =
S - A Alele] AE ’\H]K}(Connected consumer): %] 97, AloJ#{EQt Ao &

;d) - Al AFRle] Re] AH]RKGlass consumer): Z2}oHA] Z5]
« AOFE AFS]Q] ATLE AH|XKSmart consumer): Al7]&, A2 &5, £
olo] Bt Soa olst o5 &
- Bauba /\}94_4 g 3]s AH]AHAlgorithmic Consumer): QJAFAA Q]

(47} AFIei Al Zulxt 2]

ASAEI2 AR WA — 2zt AR ST A7 2, A,
x| 2o ¥ 5) - AL Az 2, Bk AN 25
4 2ol £

(2017) | - 7h¢
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[AR} AFAS AT AHIRE A
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o) xa Au|RI2A)
(193 712 AR culAie 22 ol
- meujels) 9 AEsbE oARA: it bAAR, JbE wEA
@3- 34 5o Aol AP, aulab AbE, BAgEel Y 5 Cl
ARIA - u AR BA S8 b
- aulAte] AR el alate] Ajolgn 47 - B AulA B2 o]§e]
o]Fi | o7t % WA Alslo] chet AujAle] 992 MYS T et ot ¢
(2019) | o] AAYEE wEstol ATkt AN ool A TRP BA WA
S uole AR 4328 §9 FAlE: WUrolgl J]& ¥E 502 §
27 314 371 AR 24 ofRo] fat AA} Al 4G, 1Al BA
el /AR 28 ofRo] mpole ofe}g.
- Al AR efejeale] st of2ie) Helo) ojxlt JFE olsfelAl
23t oAb A 9 2 Jle] avlat oEy At 9= 919
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Abstract

Study on the expanded
consumer data sovereignty and
consumer data right
iIn the data economy

Yun, Sue Young
Dept. Consumer Science

The Graduate School

Seoul National University

With economic and industrial development, the role of
consumers is constantly changing and consumer problems are
also diversifying. In the traditional market economy, consumers
stayed as passive consumers for their own needs and wants,
while in the industrial society, their role was expanded to
consumer citizens who consider sustainable development at the
social and national level, and in the information economy, they
actively produce and distribute content playing a role as a
prosumer. Since then, with the progress of widespread digital
transformation throughout society, society has transformed into
the era of the 4th industrial revolution, and the economic

paradigm has also been transformed into a data economy
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represented by advanced data processing and analysis
technologies such as big data, data mining, algorithms, and
artificial intelligence. In the data economy, consumers are
expanding their role as data citizens who play the role of
producers and providers of data resources that are the core of
value creation. Meanwhile, as the data economy progresses,
various consumer problems such as personal data privacy
infringement, consumer subjectivity weakening, economic rights
and interests infringement are intensifying, but social discussions
on consumer data centered on the protection-oriented rigid
personal information protection that has been discussed since the
information economy. It has not been able to effectively respond
to consumer problems in the data economy where data
processing is routinely performed during daily life. However, in
recent years, several personal data proteciton acts around world
as the EU GDPR, the US CCPA, the Personal Information
Protection Act and the Credit Information Protection Act in
Korea, have been enacting laws related to personal information
protection considering data utilization.

This study categorizes the types of consumer data processed
on the data platform, analyzes consumer benefits and risks for
each type, examines consumer problems in terms of consumer
data in the data economy, and expands direction of consumer
sovereignty to cope with consumer data problems in the data
economy. In order to propose a plan to improve consumer
sovereignty in the data economy by deriving the components of
consumer sovereignty and expanded consumer sovereignty,
concrete consumer data rights for the realization of expanded

consumer sovereignty and policy improvement measures to
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guarantee consumer data rights. The research question is

organized as follows.

Research Question 1: Are there differences in consumer benefits
and risks for each type of consumer data
in the data economy?

Research Question 2: What is the consumer data right for the
realization of the expanded consumer
sovereignty in the data economy?

Research Question 3: What are the policy considerations for
ensuring consumer data rights in the

data economy?

To solve this research problem, this study categorizes
consumer data based on the processing context within the data
value chain, and analyzes whether there are differences in
consumer benefits and risks for each type of consumer data.
Next, the direction of expansion of consumer sovereignty
according to changes in the role of consumers in the data
economy was reviewed and the 10 rights of consumer data were
specified based on the components of the expanded consumer
sovereignty. Lastly, among the 10 consumer data rights, an
expert in-depth interview was conducted on data rights to
strengthen consumer subjectivity, and the importance,
effectiveness, and considerations for institutionalization were
derived for each right, and the results are as follows.

First, consumer data was classified into Personal Information,
Consuemr Generated Contents Data('CGC Data’), Behavior Data,

and Inference Data based on the consumer's willingness to
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provide data, consumer intention of providing data, and data
source. In addition, most experts recognized that the level of
benefit and risk is different for each type of data, so the
consumer benefit of Personal Inforatmion and CGC data, which
are essential for service use, is the highest. For Behavior Data
and Inference Data, government policy group recognize the level
of personalization is not yet high so there was a tendency to
perceive that the consumer benefit was relatively low, but the
corporate expert group recognized that the consumer benefit of
Behavior Data and Inference Data was high. In terms of
consumer risk, Personal Information was assessed to have the
highest risk of data privacy infringement due to high personal
identification, and Behavior Data and Inference Data was
recognized that the risk of infringement of consumer subjectivity
and infringement of economic rights and interests was higher
than the risk of data privacy infringement.

Second, components of consumer sovereignty that has
been expanded in accordance with the expansion of the
role of consumers as producers and suppliers of resources
in the data economy have been derived into consumer data
literacy and consumer data benefits and risk preferences
from the consumer side, and consumer subjectivity and
reinforcement of corporate transparency and accountability
for guarantees and data platforms from business side. In
addition, as a policy direction for this, cultivation of
consumer data literacy and consumer data rights guarantee
have been presented respectively.

Third, among the prerequisites for the realization of

TN )
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expanded consumer sovereignty, the 10 consumer data
rights are embodied in terms of a free and fair market
competition order to guarantee freedom of choice. The 10
consumer data rights are right to data portability, right to
data divdend, right to be protected against discriminatory
automated decision-making, right to blur and right to
restrain in terms of enhencing consumers™ subjectivity
prerspective and right to access, rignt to rectification, right
to erasure, right to be informed on data usage and right to
be informed on data protection in terms of busness’
transparency and accountability for the data platform.
Fourth, considerations for institutionalization of consumer
data rights in terms of consumer subjectivity, which have not yet
been institutionalized or where discussion on institutionalization
has recently begun, were examined. The right to data portability
should provide information on the utility and risk of data
transfer in a form that is easy for consumers to understand
because consumers do not fully understand the related benefits
and risks and the related risks may increase in situations where
consumer data literacy 1is insufficient. It is necessary to
standardize the data transmission method. As for right to data
dividend, experts respond that institutionalization is the most
difficult because it is difficult to obtain social consensus on
dividends for profits generated from data utilization and to
calculate consumer contribution to data value creation.
Therefore, rather than distributing directly to consumers, a
company raises funds with a certain portion of the profits

generated through consumer data use, and a trusted third party
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(TTP) helps improve consumer data rights, such as strengthening
consumer data literacy. It is judged that the social contribution
method that contributes will be appropriate for reaching a social
consensus. The right not to be discriminated against from
automated decision-making requires the establishment of
standards for consumer discrimination, and it would be desirable
to introduce a post-mortem method that allows consumers to
demand re-evaluation with logic and grounds for the decision
and human intervention after the decision of artificial
intelligence. There is an opinion that the right to obscure data is
premature in the business expert group, but the need to
introduce it is high because it is the right to intuitively check the
application result of the consumer's own preference for data
benefits and risks. However, considering the differences in the
size and complexity of the data platform, the government
stipulates only the principle part, and the detailed implementation
plan is to induce companies to autonomously implement it in
consideration of the physical characteristics and rapid
technological development of each company's data platform. This
will increase the efficiency of the system.

Based on the above research results, the following
conclusions were drawn.

First, with the advancement of the data economy, the role of
consumers, which remained as a consumer, has been expanded
to producers and suppliers of data resources, so it is necessary
to expand the existing consumer sovereignty. In addition,
consumer sovereignty in the data economy is highly likely to
weaken the right to know and choose due to the increased

complexity of the data platform, and consumer risks such as the
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risk of infringement of subjectivity and economic rights in
addition to the risk of personal information infringement have
increased. It should be extended in the direction of ensuring
consumer subjectivity and strengthening corporate transparency
and accountability for data platforms.

Second, since consumer benefits and risks are different for
each type of consumer data, it is required to ensure detailed
data rights in consideration of those factors. Since Personal
Information is highly identifiable and has a high risk of data
infringement, it is necessary to strengthen the protection of
consumer data rights in the aspect of prevetino from data
leakage and misuse of Personal Information. In contrast, for
Behavior data and Inference Data with high risk of infringement
of subjectivity and economic rights and interests, related
consumer policies should be prepared focusing on consumer data
rights to ensure consumer subjectivity.

Third, the right to not be discriminated against from data
movement and automated decision-making among consumer data
rights for reinforcing consumer subjectivity for data processing
has only recently been introduced into the personal information
protection legislation with the® advent of the data economy. It is
difficult to find an institutionalized case for the right to blur. In
addition, the difference in perception between the government
policy expert group and the corporate expert group on these
rights was also found to be large. Therefore, for the successful
institutionalization of consumer data rights for reinforcing
consumer subjectivity, discussions should be made to form a
social consensus on the necessity of institutionalizing the rights.

Based on the summarized research results, [ would like to
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make the following suggestions.

First, businesses should take the lead in ensuring
consumer-friendly data rights, such as providing tools that
enable consumers to effectively use and protect data, provide
information on benefits and risks to consumers, and to easily
exercise data rights . The guarantee of consumer data rights is
directly connected to the data competitiveness of companies and
countries, such as contributing to enhancing the reliability of
consumers' data platform and activating the data distribution in
society, and thereby increasing the benefits of wusing data
throughout society, thus ensuring consumer data rights. It
requires active and leading efforts of companies for the future.

Second, the government should prepare regulatory policies
based on real benefits and risks for each type of consumer data,
and encourage corporate self-regulatory activities to ensure
consumer-friendly data rights. The benefits and risks are
different for each data type, and collectively regulating them will
also impede effective and effective consumer data rights
guarantees, and may reduce corporate activities to ensure actual
consumer data rights. Therefore, it is necessary to further
subdivide the data type and have a policy direction based on the
actual benefits and risks of each data type. For example, in
terms of the level of technical and administrative protection
measures to ensure safety, the government regulates the
principle part, and the detailed measures are to allow companies
to autonomously implement them in consideration of the risk of
data punishment.

Third, consumers should strive to cultivate data literacy that

recognizes their preferences for the benefits and risks of data
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processing, as well as a basic understanding of how data
processing and algorithms work. In addition, it recognizes the
expanded role of consumers as producers and suppliers of data
in the data economy, and actively checks information on the
benefits and risks of using data, rather than seeing data use
negatively or having vague rejection, and according to their own
preferences. It is necessary to exercise consumer data rights with
reasonable judgment. To this end, in order to cultivate consumer
data literacy, the government's long-term plan establishment and
the provision of consumer-friendly information by companies
must be done at the same time, and in particular, consideration
for the informatization vulnerable group, which is relatively less

data literacy, is needed.

keywords : consumer data, personal data protection, data
economy, consumer data right, consumer data
policy, consumer sovereignty

Student Number : 2016-36938

- 191 - !



	제 1 장 서 론
	제 1 절 문제 제기
	제 2 절 연구 목적 및 의의

	제 2 장 이론적 고찰
	제 1 절 데이터경제와 소비자 데이터
	1. 데이터경제 이전의 소비자 데이터
	2. 데이터경제내 소비자 데이터의 개념과 유형
	3. 소결

	제 2 절 데이터경제에서의 소비자주권과 소비자권리 고찰
	1. 소비자주권에 대한 개요
	2. 데이터경제와 소비자주권의 한계
	3. 소비자 데이터 권리의 대두
	4. 소결

	제 3 절 소비자 데이터 권리 관련 법제 동향
	1. 국내외 개인정보보호 관련 법제내 개인정보 유형의 분화
	2. 소비자 데이터 권리
	3. 소결


	제 3 장 연구문제 및 연구방법
	제 1 절 연구문제
	제 2 절 연구방법
	1. 자료수집방법
	2. 자료분석방법


	제 4 장 연구결과 및 분석
	제 1 절 소비자 데이터 유형별 편익과 위험
	1. 소비자 데이터 유형별 가치 창출
	2. 데이터 유형별 소비자 편익과 위험

	제 2 절 데이터경제에서 확장된 소비자주권과 구성요소
	1. 데이터경제에서 확장된 소비자주권
	2. 확장된 소비자주권의 구성요소
	3. 소비자주권의 정책적 방향성

	제 3 절 소비자 데이터 10대 권리
	1. 소비자 데이터 10대 권리의 도출
	2. 소비자 데이터 10대 권리별 주요 내용

	제 4 절 소비자 주체성 측면의 소비자 데이터권리 고찰
	1. 소비자 데이터권리의 주요 특징
	2. 소비자 데이터권리 제도화 고려 사항


	제 5 장 결론 및 제언
	제 1 절 요약 및 결론
	제 2 절 제언 및 연구의 한계
	1. 제언
	2. 연구의 한계


	참고 문헌
	1. 국내 문헌
	2. 해외 문헌
	3. 기타 자료
	전문가 심층 면접 질문지
	Abstract


<startpage>18
제 1 장 서 론 1
  제 1 절 문제 제기 1
  제 2 절 연구 목적 및 의의 8
제 2 장 이론적 고찰 10
  제 1 절 데이터경제와 소비자 데이터 10
    1. 데이터경제 이전의 소비자 데이터 10
    2. 데이터경제내 소비자 데이터의 개념과 유형 18
    3. 소결 23
  제 2 절 데이터경제에서의 소비자주권과 소비자권리 고찰 25
    1. 소비자주권에 대한 개요 25
    2. 데이터경제와 소비자주권의 한계 37
    3. 소비자 데이터 권리의 대두 55
    4. 소결 63
  제 3 절 소비자 데이터 권리 관련 법제 동향 64
    1. 국내외 개인정보보호 관련 법제내 개인정보 유형의 분화 65
    2. 소비자 데이터 권리 69
    3. 소결 86
제 3 장 연구문제 및 연구방법 88
  제 1 절 연구문제 88
  제 2 절 연구방법 90
    1. 자료수집방법 90
    2. 자료분석방법 93
제 4 장 연구결과 및 분석 94
  제 1 절 소비자 데이터 유형별 편익과 위험 94
    1. 소비자 데이터 유형별 가치 창출 94
    2. 데이터 유형별 소비자 편익과 위험 103
  제 2 절 데이터경제에서 확장된 소비자주권과 구성요소 111
    1. 데이터경제에서 확장된 소비자주권 111
    2. 확장된 소비자주권의 구성요소 113
    3. 소비자주권의 정책적 방향성 115
  제 3 절 소비자 데이터 10대 권리 117
    1. 소비자 데이터 10대 권리의 도출 117
    2. 소비자 데이터 10대 권리별 주요 내용 121
  제 4 절 소비자 주체성 측면의 소비자 데이터권리 고찰 126
    1. 소비자 데이터권리의 주요 특징 126
    2. 소비자 데이터권리 제도화 고려 사항 132
제 5 장 결론 및 제언 151
  제 1 절 요약 및 결론 151
  제 2 절 제언 및 연구의 한계 155
    1. 제언 155
    2. 연구의 한계 157
참고 문헌 159
1. 국내 문헌 159
2. 해외 문헌 166
3. 기타 자료 170
전문가 심층 면접 질문지 172
Abstract 183
</body>

