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<Abstract>

A Study on Improvement of
Digital Evidence Screening

Procedure

- Focused on Fair Trade Commission—

Park, Young—Min

Department of Mathematical Information Science,
Digital Forensics

The Graduate School of

Convergence Science and Technology

Seoul National University

With the rapid development of information and communication
technology, digital devices have become an important tool in
modern civilization. All data and information are produced and
distributed by digital devices, and added value 1is created
through storage and analysis based on digital information. The
amount of information produced in the cyber world is exploding
beyond imagination as it has recently entered the fourth
industrial revolution through the information age.

The changes are affecting the methods of investigations by
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law-regulated bodies such as the prosecution, police, the
National Tax Service and the Fair Trade Commission. And for
the Fair Trade Commission, which investigates unfair trade
practices by companies, so—called collusion, the change is more
acute. All information produced by a company is digitalized
electronic information, and existing document documents and
work logs have long disappeared. Thus, the Fair Trade
Commission’s investigation has changed to focus on the
investigation of digital information. However, the investigation
into digital information still has the potential to have side effects
that could expose the business secrets of the entity, personal
privacy, etc., depending on the method, size, and procedure. In
order to minimize such side effects and to strengthen the ability
to investigate digital information, the Fair Trade Commission is
responding organically by strengthening specialized organizations
composed of experts.

Digital evidence can be understood to be valuable evidence
among digital information. Screening is the most important
process that should be addressed in order to prevent the
possibility of side effects described above, among cycles from
collecting to disposing of digital evidence. In addition, given the
increasing trend in the amount and scope of data surveyed,
there is a concern that comprehensive collection is likely to
involve side effects, although the need for comprehensive
collection i1s greater than for selective collection.

This study began with the Fair Trade Commission’s

consideration of how the comprehensive collection conducted in
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the course of conducting an administrative investigation to check
whether there were any violations of the relevant laws and
regulations, and the results of the study recognized the
limitations of the keyword analysis methods used mainly in the
analysis of digital evidence during the comprehensive collection
process and the need for measures to strengthen the
management of evidence and guarantee the right to participate
in the investigation companies in the process of selecting digital
evidence according to the relevance of the case.

Based on these Ilimitations and needs, the Fair Trade
Commission plans to improve its digital evidence collection and
screening procedures.

First, we proposed a remote screening framework to expand
the right of the subjects to participate.

Second, the measure was proposed to grant access to
information that could harm the legal interests of the employees
of the investee and its employees through comprehensive
collection.

Third, phased screening of digital evidence was proposed.

This paper means that by redefining the procedures of
collection and screening steps during the process of processing
digital evidence by the Fair Trade Commission, and thus
proposing measures to guarantee the right of participation of the
subjects, the Fair Trade Commission can strengthen the internal
stability of the management of evidence data in the investigation
process, and the opportunity for the suspect to participate in the

process of processing evidence data is expanded.
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Key words : Digital evidence, screening, Fair Trade Commission,
digital evidence capacity, digital evidence screening,
evidence investigation, comprehensive investigation,

right to participate
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