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Abstract

A Study on the Effective Investigation and

Management of Digital Evidence

Jiyeon Lee

Master of Science in Digital Forensics
Department of Mathematical Information Science
The Graduate School of Convergence Science and
Technology

Seoul National University

The precedents related to the practice of seizure and search warrants
and the court’s ability to prove evidence strictly apply the principle of
selective seizure and search without considering the characteristics of
digital evidence.

As a result, digital evidence to be secured in the beginning
disappears without a trace, and investigative agencies have to spend
more time and money to discover the actual truth, causing many
practical problems such as the risk of leakage of investigative secrets
and abuse of the right to participate.

To solve these practical problems, this study proposes a
second-stage seizure and search plan that considers the characteristics
of digital evidence.

In the first step, the relevant evidence generated by the user and all
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the computer-generated evidence is collected in the field, confiscated in
a logical imaging format, and uploaded to D-NET for analysis.

In the second step, the entire storage medium is physically imaged and
then encrypted and wuploaded into a black box based on the
hardware—assisted trusted computing.

As above, the encrypted evidence is calculated and decrypted only in
the black box, but it can be decrypted only with the approval of the
prosecutor, and the calculation process is also encrypted.

In addition, since the entire physical image that has not been
screened is not decoded, but only relevant evidence is decoded, the
fear of infringing the secrets of the confiscated people’s privacy and
personal information is expected to be low.

Based on such hardware—assisted trusted computing technology, it is
possible to secure necessary evidence before the disappearance of
digital evidence, and display only evidence relevant to crime among
them, harmoniously ensuring the illegality problem caused by the
violation of the relevance standard and the possibility of loss of

computer—generated evidence.

keywords : Digital Evidence, Selective acquisition of the
information, Hardware-assisted Trusted Computing, Relevance,
Computer generated evidence, The true establishment of

digital evidence, The right to participate and observe
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