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Abstract

Lee Hyun-kyu
Mathematical Information Science,
Convergence Science and Technology

Seoul National University

Korean government agencies are securing financial
transaction information necessary for their own business
through financial institutions such as banks and the FIU.
Various law enforcement agencies receive tens of thousands
of financial transaction information annually from the FIU
for use in their own business.

This thesis proposes a method to supplement the fact that
sensitive and confidential information of government
agencies is inevitably exposed to the outside by using
homomorphic encryption technology.

The most important reason for the exposure of sensitive
information is that in order to search and extract the
financial information of a specific person from the financial
information database held by the FIU, the work must be
performed in a plain text state. Calculation cannot be
performed in the encrypted state with the currently
commercialized encryption technology. It is expected that

the use of homogeneous encryption can facilitate



information cooperation between organizations without
exposing sensitive information. In this paper, in addition to
the basic system proposal to prevent the exposure of
sensitive information between government agencies by using
homomorphic encryption as above, in addition to the
method of increasing the security by a distributed storage
method of secret keys, and increasing the search operation
speed of the homomorphic encryption database. An

additional plan was proposed.

keywords : homomorphic encryption, FIU, financial transaction
Student number : 2019-25554
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