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Figure 2-4. The original data set (a) de-identified into a 3-anonymous data set (b)
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A 5 & £ d o] (longitudinal data)d A
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2 A= o) el A AmE v X FAA A G A EA T
tl o] ¥l (longitudinal data)®] =AE AEIT. T dolgad o2 A
NA dAZ A #E FRE B e Abdel] g BRE X
et dolHE oudth il o= 5AT A|HoA ZAUg] w3
ARE =3 I d o] E(cross—sectional data)9} FREETH tE A
d T dolHEE AAY dlo]E(time-series data) & g ©o]E
(panel data)7} Slth.112)
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A3 AR WY, BT U, 299 £3E =F v o™, A8
g e, S8 AH el seol Stk

T HeolHe a3 Ao HAAME I folE

O 22 ARE AFs £’ F #@saz s |

111) Ruiz, Nicolas, "A General Framework and Metrics for Longitudinal Data
Anonymization”, International Conference on Privacy in Statistical Databases,
Springer, (2018), p. 216.

112) o|m A, “A}3| =7} dojof & 27 I - A AL ZA} (Times Series Survey)”,
Shar AL s 3kskat g 9 dlAlo],  <https://kossda.tistory.com/8?category=330415> (2020.
11. 19. A%)

113) Ruiz (2018) (Z+= 111), p. 217.

-8 - ___:er _k:i_ -I_-]i



ey
]

of wt

H= Aol d& 50, Ad &Alel &

A

0]

SREE

9

o]
2
ol

ox

¢+

—

.UE
or
T

ol

= HEolY 1

F 3 4947t 9

. 2e 9 doly
AAgel B drpr}

o

—~
fiTe)

il
=

;Q‘.._
"

,_lr“ﬂ

—_—

0

dﬂ )

=

0

e

C o

dolel wa) WA M} o HThI EG o]

gl

9 ol ¥ 229 o g
=

1.
& el

A2 A Fadoly B AE £X
Elol = 3

=

[}

==

Al A

4

s
1

)

A Akl
7t 5

A dE =

7] dEeld. o

()]
A

A 7}

o dlolE el 9o,

Bl ol A

)

wAO
oy
<

]

;O.._

rvze)

A

=
I

A

N
Mo

A

file) "
gl

<

el
°

fvze)

il

ki3

=
T

N

35
IS

-

Aol o]
1AFg 1o
gt dole g we mA. web 9 dolge] mAE 2AE Ase] F

o
h 4

RETA

[}

<)

Sk meby Az
8 A A
%9

X
A

Fo
o719 9]

[¢)
,83,

p. 218

e
= ’

114) #1¢



s
o] Hef s i AdEe =HE s Ao
o} 2

$ FAAE oY )
3 = WY A0l ¥

o) AR Faw ogee kYA

|
o]t}. El Emam and Arbuckle (2013)9]
1
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38 (Gender)7t EgEol 9lth (b) HolEdE FAID E=Z Udd
(Visit Date)¢} Wl FA1e] AFA $-HH 5 (Postcal Code)”t E g o
Atk ol 20000. 8. 7.4 o144l PID 10W  2xk= 2009/01/01,
2009/01/14, 2009/04/18 33] W€t ZolaL, 333 U LAdl= AFA 9
SHM I} KIG2C3o A K7G2C4= HAHATHE AR7F £330 gl
=3

115) El Emam and Arbuckle (2013) (Z++ 15) pp 82-86.
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(a) (b)

PID DoB  Gender PID VisitDate Postal Code

10 2000/08/07 M 0 2009/01/01 K71G203
n 1975/01/01 F 10 2009/01/14 K76203

12 1975/06/24  F 10 2009/04118 K76204
13 19750817 F 11 2009/01/01 KIV7E6
14 197518/09  F 1N 2009/01/20  KIV7ES
15 20000012 M

1 2009/02/22 KIV7ES
2 20081215 K1Y4L5
2 2009/01720 KIV7Es
3 200812722 K1Z5H9
2009/01113 K1Y4Ls
2009/04/20 K7G265

— o -
[V

<" 11> &2k i o] dHolE <A

2, () Wed2 dad=, (i) +-Aies o A= 747 o
ek EE (iv) PID 11H 349 2009/01 WA 1S, (v) PID
119 3k=ko] 2009/02 Widels, (vi) PID 149 22k 2009/01 WAAl -
A D= A2 AAEAT. o3 A qUAERE J7E F U=
7F?
G

PID DoB  Gender VisitDate Postal Code

10 2000 L} 2008/ K?G]

10 2000 M 2009/0 K76

10 2000 I 2009/04 Ke—

n 1675 F 009/ K1V

n 1975 F 2009/01 -

n - = “

12 1975 F M0EN2 K1y

12 1975 F 2009/ Ky

13 1975 F 200812 K1Y

14 1875 F 2008/ -

15 2000 0 2009704 K6 ——
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£ & Jdornz 9l s FUe Havt Ak ofw EA B}
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Ad 2018 1. 1. 7F8Aggk Frek 2019. 1. 1. 7k A FH
B, ArRFAC dell LT S FolFdoewA, g ARFA A o
3l 91 717E Eot oW WM AA=AE S+ A "Jn

3l
Tejuh shel=eele] AFE whs} zel
W HolE e AAY ¥ 3
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2 = =Ly
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e @A nEstefok @k o] wol= O AAAE Thed Akl 9o
ol g tte Fr7HA ol k= AJA(ANAD Fujeld o] =59

120) https://credb.keredit.or.kr/
121) 71 AR A 7Fo] =2121(2020), 64-65.
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2 = aefsfor k= WA A2
o o A3 T delgel disiA e BAE
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(generalization) Z%7} @3] At}

125) 919 =. p. 154.

126) Assefa, Samuel, "Generating synthetic data in finance: opportunities, challenges
and pitfalls” (2020).
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Abstract

Risk-based De-identification

and Pseudonymisation

KIM, Byoung-Pil
School of Law
The Graduate School

Seoul National University

De-identification i1s useful in both utilizing and protecting personal
information. A risk-based approach in de-identification evaluates the
risk of re-identification through systematic and formalized process
and applies technical measures proportional to that risk. Such
methodology aims to balance between data utility and privacy
protection.

The legal definition of personal data in the GDPR shows that
determining the scope of personal data is a dynamic task. The
de-identification methodologies envisaged under the GDPR can be
categorized as (i) anonymisation, (ii) strong pseudonymisation and
(iii) basic pseudonymisation. The GDPR provides different incentives
to each methodology. Such analysis of the GDPR sheds lights on the
interpretation of the Korean Personal Information Protection Act of

2020. The anonymisation is a process to ensure that the risk of
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re—identification becomes remote and it i1s mainly concerned about
disclosing data to the public. The strong pseudonymisation is more
relaxed process, through which the controller cannot readily identify
the data subject. Such measure is mainly considered when personal
information shared with a third party such as researchers for
scientific research purpose. The most relaxed measure is the basic
peudonymisation. This is a process to remove or replace only direct
identifers, through which the level of privacy protection can be
increased.

This paper examines the problem of longitudinal data as an example
of the practical difficulties in applying de-identification measures. As
longitudinal data contain substantial amount of information about the
data subject, it is often very difficult to apply traditional techniques
such as  k—anonymity. Yet  structured  methodologies  for
de-identification have not yet been well developed. This is also the
case In the guidelines for de-identification techniques in Korea.
Therefore, for longitudinal data, alternative methods such as synthetic

data need to be considered.
keywords : de-identification, anonymisation, pseudonymisation,

re—identification, longitudinal data, synthetic data
Student Number : 2018-29594
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