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HAHS 74+=E hit ratez} ot
5z og Wo] ol HEWMSE F=51= T2 73 Hashcat[1]3}
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John the Ripper[2]7} Sitt. ©]&<2 Brute—force attack #%F oYzl Word
list(23] Ao F=% HEUHSE AMIHE ARESt=
attack, Rule—based attack 52 |3ttt

2 HEHS 250 HAHYE F55te] hit rateg Eo|1At o= Al
T7F olFojxal k. Weir et al.[3] probabilistic context—free
grammars(PCFG)E, Narayanan et al.[4]-2 Markov model& ©]-835}to] H]
Ao E &5 Hdz FAStIA sHtt. ESE Melicher et al.[5]2 A&
©2 Neural Networks ©]-gsto] HIAHSE | #Hdo=z AstE+= ¢
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Memory(LSTM)-& ©]-8o5F% 1!, Hitaj et al.[6]2 Generative Adversarial
Network(GAN)& ©o|-gsto] H|UHSE Adst= HES AASHAT. T
Lo}71A Biesner et al.[7]-2 Transformer[8] ¥ Autoencoder[9] RE-S A}
&5t HERIeE st Rds AXSHIL, o589 F& 4= Hl
Skt
LSTM, Transformer 5= ©]|&35t H|UHS AMA gl H|UHTE =}
o] AH2](NLP)of|A] 2ol <ol mdl(Language Model)z® 2@ Jhote=
o Qlo] FEHo] 2t HEHITE tokenE9 sequence® HEHE I,
el token®] sequenceZt Fol W th2o=2 & & Q& tokens9 T
. &, o] 292 token sequence z,., = [z}, @y 23,z ] 7t
Hoz FolAS W, hSOR & 4 Ut 4,9 FE Ploy, loraya,
o 49 2,9 AR e Fos] #2710 =i,
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HdHS S 7] A% 4= © Hdol f335h] oldF
B ZAst9ch 1 = 7}%} Gt T2 732 Hashcat[1]7 John the
Ripper[2]d Zoltt, ol&2 f=49 HUWHS dHo|EAloZRE AEALS]
Heuristico] ¥F9 % Ruled AM835le] A28 vH|UHTE A S
A ARERES] Heuristico] & glo], @22 Ho|HAlo2HE HEHSE
gl-& shEote] M2 HUHeE o5scte | 8d 2dso] 2016 ]
S22 SAs] AlAeldtt Melicher et al.[5]0] H[UHT M-S ¢35
LSTMI[16] mdl-& o]g3t o] &2 Hitaj et al.[6]2 GAN[22]2ES A45
A, Li et al2 BERT[8]ZHE Knowledge Distillations Z#-&
Bidirectional LSTM =Rd-& A}NESH9 Y TSF  Biesner et al
GANI[22], Autoencoder[9], GPT2[10] 52 RHlE A85l7, o]5& H
SHA.
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3.2 EZ3KTokenization)

AHdo] Ao EFS= HAE HolHE ESER 45 A T
sttt o] wf BAEAY EZE9 EF5o| wat Character tokenizer, Subword
tokenizer, Word tokenizer —SO] ZA 3t}

22 AdojA g oA <179l RHEel BERT[8]= WordPiece tokenizer
£ AF8stal, GPT2[10]+= Byte—Pair Encoding(BPE)[111E AF&-3HY.
WordPiece®} BPE 25 subword tokenizer® €£9° =2 subword tokenizer
2 BAs w@ol(word)7t ofd dEjA(subword)Z EATO=ZH  word
tokenizero| A 54Sl= Out of Vocabulary #4158 2T 4 Ut E3H
word=2] Q! dictionarys AFHEAZE S£HE "HQ glo], corpusollA] 2]
A dictionaryg AT 4 Aok= Aol ok B =RME EESE
BPEE Al85}H3IT.

GPT2[10] +=x2°l <JstH, BPEE 3t5A17]7] Aol HA Raw text® &
o, =2, E4EAh, ojfAERNZE ZobE FEHiA((rey, (I, {am))
To= WA —E—@_ﬁh— 1 °°ﬂ BPEE 5}%3}93\‘:}5’— gttt 11 olf= AT
s 2 e.g. dog., dog!,

357} QU]

a9 2
of ml2] Raw textE w45tz Zo] 8 A% 57l s
2 =eolAe Raw textE v|8] 24512 &3 BPEE 285t
BPES] Y3t Hyperparameter= BPEZ WHE Dictionary 7] NO|t},
&3] Ao A 7] HopoflA N2 32,000~64,000At0] S AESH= Zlo]
THdolal, GPT204+= ~N=50,2579] #< ARgsta Qlch.[10] 22y e
370 w2 Hyperparameter tuninge ZgsfE Axp, N A7 F
Aol 2 e nXA goktka websiein (1" 113 (19 2]+ 7
MixedMillion ¥ Rockyou El|o|E|Al-& ARESto] sk Rdo] Nof ok
T2 AT HstE Uedth A= o2 Nof| disiA sts& X8gstel e
FE 459 ¥ A9 glege & 4 Aok No] AXH AdSE Ld
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o] 7|2 EZ(Eul, =2, 5454 {sosy, {pady)= ALt & 3749
subwordt dictionary®l] Z gl

I st BPEE 5%t subword _E._ﬂz}ﬂ 24 % subword sequence®] W
ol <$sosy EFS F7h6rlal, ohso] HiX|(batch)2tE s 2= HEH
59l Zolg 1622 7‘4—}7-2}3* a7t QlojA Zol 161|gt subword

sequence®] Fol {pad) EZE F7}sIAT}
Z,  dE Eo] “passwordl23!’olgt= H|UHISE BPEE  AlES|o]

]

subword EZ3HE 35t that &2 subword sequence”t =2 .

=[{s08,{py,<ar,<{s2,4s>,<w, <0y, <), <d>,<12>,<3) ,<!>,{pad),{pad),{pad)]
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3.3 Y& dHd (Word Embedding)

A G (Embedding)2 EF-S | #d Zdo] o|gid 4 Slks dHHZ
Mol d& dotrh wiEst #Eo] FRol wet Y 7Y
179 (One-Hot Encoding), Y& ¥8d(Word Embedding)s9] #Ho=
=57 & Aok & dHd2 EES U4 9E (dense vector) 2 A}
2X EZE9 A tist ARE FAT & Qtt= HoA o2 dud
H|] ¥55lth zFAAojA ] HofoAE= Pre—trained Word embedding 2
=(e.g. GloVe, word2vec 5)o] £, ol= HIUHE S 2t Ao
mdle] ARgstr]ol= FARsital weste], & =golie R ¢
Embedding tabler #2922 %7|5}sto] el &7 Sh5s3itt

T3, GPT2[10]9] B¢ EE= HEH=E wEd o, E2 d3== 9
o Positional encodings F7F= Tttt Positional encodingo]gt EFo]
Hl2~ES & HAof fx|h=A] BASt= HWE ot £ =wolAe uzirt
A2 FA49= z7|5fsto] Ryt b7 shEshait



3.4 B4 fLx
3.4.1 LSTM

Long Short—Term Memory(LSTM)[16]-2 Recurrent Neural Network<]
AFoltt. RNN2 W9, &2, 54 214 59 sequential dataE SH55}H7]
A5 TrEol AT 2l Vanilla RNNC| 79 dlo]ge] Zolzp 4
4% Backpropagation % Gradient7} £4Fo] 2# o] mHElS 27] ot
£ =A%l . LSTM2 ol& 7iAdst] 9o 54 +2=2, RNN +
Z9] hidden stateo] cell stateS F7}sto] &7 7199 714 4 Ath

LSTMO] +x&= o33 7t [17]

& ® &
| t

t
D — L),
A fi-ﬂ,{ A
©

|
2 ®©

[1F 4] LSTMO] #x

1

LSTMZ AlZE tollA 48 o, & W, A AIRE —104 HARE
hidden state h,_,3} cell state ¢,_, & &3l A
LSTMe] &80l =t h,_y, ¢, 7,5 ©185t] 1%} & Ailsts 54
< o= 2
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fi=o(Wlh,_ ) +b)
itZU(VV;[ht,th]—l—bi)

C = tanh (W lh,_ 2,1 +b,)
C=f%GC_, +i, % C
otZU(VVO[ht,l,xt]—i—bo)

h, = o, * tanh(C)

o] @ [a,b]F a®} b9l concatenate, o()= sigmoid, *x = HEHO WAS
opmgtet. E3E, wet b= BHEO] ThEA ol

_11_
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3.4.2 Layer Normalization

7w UYEYZ FxoA YEYIZE AT 2t golol9] 48 Fx7t
ol dolole utetmE o] o]ESHY] wiiZoll Shgo] ol AXIt. loffe et
al.[18]2 o] Internal covariate shift EA2t ®WHsle], Batch
normalizatione E3df o] EAE &4SAF . I8y Batch normalization
o] a¥= mini batch Z7]of ot G242/, RNN HEQ =] #8517+
o]t} Ba et al.[19]2 mini batch tAl Z} ool AHE A t3d}stod
RNNO|%E normalization= A-8ot¥tt & =FoA AT o upbzt
7FA 2 RNNE| #loJo] Ato]ef| Layer normalizations 2-85}%t}. o] &
o st5= S}, 7HEEkels antE HME 4 Sl

Lok

3.4.3 Dropout

w8 UELIY mtepu|ert wobdas ok flolgAle] mEo] overfit

= £ 9t sEo] AL Srivastava et al.[20]& Rdo] SH4EE &

stgsxog YEYIo JdHHU =251y JHES =5z ¢FA =
Dropout 7|#H& =3 overfit £AS s|dstAnt. 2 =Rz mulo

_12_



344 BY] 1z

P(x¢41l x1:¢)
t

Softmax

T
Embedding Table

2X Dropout

Forward LSTM

.

|
Subword Embedding

[ 5] vEdle S f | 99 22 72

341~379] EES Aol £ =RlH Asd e 2xE (19
419 gvt. B2 2719 LSTM #lojoj= o]folx Ui, t¥A EF 2,9
o] A7t hidden state h, 5 YEHobA tF A|ZFO] hidden state h, .,
= =9t b 2E2RY EE g, 9 FES FH2 U A4S nETL
hy 1 =LSTM(e, . h,)
9; 1= softmax (& h, , ;)
P(xtﬂ) ~ 941
o] uf ez,’]‘f z,° 5=+ Embedding vectorgE <Julstil, LSTM-=
Dropout®t Layer normalization®] 8% 2 &oJo] LSTM, F=
Embedding table, g, ,< ¢+18#] EZ z,.,9 €& EXE Yetdt},
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A 44 E7 BAe HET HINT 22

P AT vAE YL AT | e 5D Pl fr, )8 2
Ast7] Slaf At 43 &
sto] MAMEE Yot A, Eel T4 S AHgstel vEWE A

=
A =AIE siEq.

4.1 Search space

X1
X2
X3
(19 5] E9] JH= 5@ HUHS g4 F3b
HUHS 7.2 Zo] 169 subword token x,&9¢| sequencez UERH
4 ot o] W Z} subword token= BPE Dictionary Size N&/F7F U1,
AlZE B 22 Gosp® AAEC Utk £, HEHS o & AASh= A
2 Branch factor=/», Maximum depthé 1602 o]FojX EFoA LEE
Ao AT ottt o] wf 7t edgers | 2 RBHo] AR &E

P, |y ., )7t SR [18 Sl= ol YEdoh



Aol A ARESE Tokenization> HIEHZ O] Zol7} 1Kot F= 77,
(pad> EFS Foll F7Igde=x AolE 1602 AU &, E A
{pad)EZL2 Terminal node(Leaf node)?t TLeF IS dlH, (pad) E
o] T4 o EZE2 ourt glojxln. =, ojwet HERHS 1. 9]

stge thea 2o

Pz, s) = Plx,.,) = Plz,)Px,)x,)... Plz)|z, . ,_ )

o] f [ {pad) EZ°] HFC= ST indexo|tt.

_15_

.-':rxﬂ-! -I'\':::I- ]_-]i .-".l.!_ T'I.I
I . ==



2

Jy HURS S $18) Beam searchs 288 H$, 10°719] ud
S E AAdoF stez kE olHo & AR AgdfoF gttt Shx|9h 2t
== LSTMQ| hidden stateE A& otal Qlojof stRE, ASH 1KBS A
Fygto] Baste] ol EF AHst= dvt X4 1TBe wke|7t HQst
al

, AEAE 2 ofgwo] & Aot
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w2 Ef g4 7HE T 7P Wz E dA AHEskHs ©42 Depth
First Search(DFS)e|t}. DFSE AAHA SR SEEHW, A oA ZHA19]
AHA L& F shof] Ego = Aol APH, T2t DFSE W=
HAH e Ao d-8std, 34 ©F Terminal L =F HHEsto] HUH R

1705 AT st o] HEW T} 49 10°7]] HlgR Sl Lot

Zo] 16 olste] RE 7hset vHHS(F 98V7IA)E e FEI
et fxkeo 2 FFdty JHska 3EAAE olE T AS 1007ME
st Aol 24l FAY Aotk wheF A9 104 mjAfEo] 3E
= ASstA & S Jtd, DFSE HYgs deEE [Alg.1]1E o]8stH
ggte] 100719 HLHSE YT 5 ok 2 =RAE o] FES
Threshold Probability 2,2} 7 ]st3itt.

Algorithm 1 DFS with P,
1: procedure DFS(P, s, r1.¢)

2 if 7, == (pad) then

3 Add z1., into Set of Generated Passwords
4: return

5: end if

6: if + = 16 then

T return

8: end if

9: P(xi1), 5041 + model(s;, ;)
10: for x;,, in set of all tokens do
11: if z;41 != (sos) and P, < P x P(xp41) then
12: DFS(P X P(.]‘:; }1),:3;_}1,;??1:“ 1)

13: end if
14: end for

15: end procedure

ol ff P @A kLt z.,9 &E Plr,.,)5 Jueith

Threshold Probability P, HIEHS A Hdo] wap defx|w, gk
< Adddeomnt 25 4 ot ot pol met S 4 e vEHe

A 1P, olskle ARHOE 39 FHssi,

_17_



4.3 43}t 7|

tHE 9] Neural Network E%]ES CPUZ} ofd GPU9A] <dAISH=
o] £ ZHoA AN F3H)|, 0]4%= Neural Network:s EZ A
3 FAGEMM)AAto 2 L}E}”’ = %L o] CPUHRT} GPUZ}
| XA wz7] fjRo|tt. GPUZF CPURTH w274 GEMM <
o= GEMMpo| a7} #4dsto], 4 Z7H9] cored

A 2l = 7] wiZeldt.
A
Ba

(o]
re, rﬂh re [o Y

o O o
o ol
oo
Wore &l o
;9

N
mSL{ rr é

olx

Mo oln

AFES= LSTM 249 ZL GEMM ¢4to] Ag == 5

tch Size, Hidden size 5°f 9a] A&t =, Batch sizeZ}
3Pt E7Fsste]l GPUOIA d4hE SAete £k S 71
=t [Alg. 11438 RecursivestA] +@% DFSE= Batch size?} 1
oA, 7|&9 F& U Ui dagE 5 AjZko] 100u4
g e ot £k ol FE U Al ol o%l 34 N
i®] Hit rateE S7HA17|H 2t ol Fou|stA] qH=t.

DFSE HEstol7] Yo+ otHe Search treeE o123 7H9] instance”}
g Gtojof gttt o] f instanceE2] ©A W90l AR FAA| %A 5H
QA Zt instance=2] AlZF nodeS Root node’} ofd, Z+E Levelo] U
= A2 98 A4 EEES AlA node= Rt [Alg.2.1]12 o|E sl
DESE Al&str] A, BE AE E&5& AWtsts dalg|Eolth [Alg.2.2]
= [Alg2.1]olA AR RE AZ E&5& Batch @92 H2 £,
Iterative DFSE 85te digFolrt. daltels 438 A= 5% de
Ul At

é

4w
ﬂ%
)
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Algorithm 2.1 Calculate starting nodes

1: procedure PREPROCESS(])
2: for all possible x1,; do
3 Calceulate P(xy)

1 if P, 2 P then
b: S S+ {x14}

6 end if

7 end for

8: return S

9: end procedure

Algorithm 2.2 Batch DFS

1: procedure Barcu-DFS(S)

% Select the frontiers from S as many as the number of batch size.
3 Concatenate hidden, cell states of frontiers.

4; while true do

b: Expand next nodes using model.

6 For each batch items, decide next node using Py,.

7 If next node doesn’t exist for all batch items, return .

8: end while

9: end procedure

o] o ;2 A&} LE9] Level, S+ A2 E9] 9t
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4.4 Batch DFS9] 7H=F

[Alg.2.113% [Alg.2.2]+= [Alg.1]& Batch®} @Oo=zH £HL7F FAAEHAA|
g ojHe] I FEAY] ¥ SErF Lk gl QlojA [Alg.2.2]9]
line 6°] W5l 2|Ho|=d|, Batch I 7|9HE EA5}+= instances2] A=
OE o EAGACE UHZd z], FE=E ZFdA)e= Qls] Branch
divergenceZ} W5, A% A5t WAL

oo & =72 7ZF instanceg9| AR S FLISIEE [Alg.2.2]1E 7N
Zslo] [Alg.3]& AHEsIYIth RE instanceSol tholl expand’t BWO W,
A ke pE Aol Hut= Ulo] HhEdRtth o] A= 7 instance”}
ool gARE A4 =9 i4rh "Hep(e] W A k=S P, ot T
glo] &g o] & &A4tE AAHT). &, Batch size®] ZHb o]4}+9] instance
7} A4 LE= olEskd SetttH, AALETE gl instancek AHALE
2 o]%53slal, AWk o]A+9] instance’} B R LE 0|5t S|t zt
Al kE7F Sl instance® HAE FHSHl HHE TR o]FdHh o=
[Alg.1] DFS <&are]go] 7Hx2 %= 5 7FA EM @O Uniqueness
constraint, @ Threshold Probability constraint®]|4] Threshold Probability
constraint® 2Fet Zol2tal & $ & Ut

Start nodeS2 Batch ©@9|2 F2 u], oA HEx Ao wt 1 2=
Aol Ao}, 24l LEZF W2 start node”} H %

Y B 342 Yool § B2 kt= Uiy
Stal 'S o o4 X9gskA] Xt ofof A
H=0]% start node e SE &E| upzt AHSH
2 Batch B2 F+= A=E St} ©] BatchE&2 o8] tfe] GPUY| &
Aksto] APt eY, load balancinge] A &ste] Batchuith g4s| A3
|
=0

)

IEIFI

w3
S|

i}

& start node2t
T e A= &7
A A2 [Alg.2.1]oA4
k=4

o] £ SAT

rE 1IN

ar - 1

A7kl zFol7t ot = HA AFL GPUZF ntY W start nodeEs &
= {kn+kn+2k. 18 FA o] YHOZ BatchstE 9t Zeo] A H

Z X} load balancingo] £131, A% 2fo|7} Ithz] yA] It
E3t, [Alg.1]oll= mAEE EZ0] (sosy EFolofopqt z, 0] ﬂﬂi HER
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A=A, DES &4 7 § WEt= 2 internal nodes®: A=

2 AT s ok ool "t Ad 23 5Fel dErdo.

Algorithm 3 hinproved Batech DFS

1: procedure IMPROVED-BATCH-DFS(S)

2 Select the frontiers from S as many as the number of bateh size.
3 Concatenate hidden, cell states of [rontiers.

1: while true do

5 Expand child nodes using maodel.

fi Caleulate n = round(Avg num. of child nodes with P < Fy,)
T Select n child nodes per bateh items with highest probability

8 Decide next nodes.
9 If next node doesn’t exist, return .
10 end while

11: end procedure
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A 5% Ad 2

5.1 2d9] spo]mutetnlE

[E 1= 2 =FoA AM8H HEHs A4S fst 8§ 8d Zd9] 510

wufatalE 2 Lebict

Tokenizer BPE Dictionary size 100
Word Embedding | Embedding vector size 256
Layers 2
LSTM Input, Hidden size 256
Dropout 0.3
Batch 1024
Learning Rate 0.001
Training
Optimizer Adam
Epoch 150

[£ 1] Ede] sfo]wuttn] g

(£ 2]= Ao AESE glo]EHAl(Rockyou) o] F7]& e
Train set 12909895
Test set 1434433
Total 14344328

F 2] shgol ARSRE HolElAle] A7)

Rockyou HloJE]Al-S Train, Test set2 9:19] H|-&2 WH+%19™, Train
set9] 90%= 5ol 10%= Validationol] A=},
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5.2 DFS B4 7]9e] &}

RE A9e NVIDIA RTX3090 4ti7} &A1H =oA Xagstedct.

At Test set®]] Coverage .
_ 51 _ Hit Rate
HEHS 2 vUHS Rate
71E 719 1.0 10° 5.9<10° 41% 1700:1
Alg.2
(P =) 8.8 <10 8.0 < 10° 56% 1100:1
th —

[ 3] =2 7|Ho] & Coverage rate, Hit rate H|1L

Test set®|
AlSH Al7}F Al 7+cer
]1_ T_)E_lll_:] H] H]jj ]1_ > Hlt
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5.3 7N&F= Batch DFSe] &3}
Qlet Zol A Ate] e A= HE JMAsty] fsi dA 444
[Alg.3]1S A0S v At 4.4ZoA4 A0S [Alg.3]19] & 7FA] 4o of

s 4% Avks thewt 2ok

5.3.1 Start node®] batchs} ®H

S Al 8 M A1 G}
batchs} A1 5Y ] (i ol Test seto]| ] A7V Hit
HHH Az | HEEE A4 | ZoE HUHS
1 2070% 1.5 %10’ 659032 31870/ %
2 974% 1.4 %10’ 610327 6277W/%
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528z 004 7 21 AL 20702 Zdolstgt, 28 W2 BE GPUZL
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!
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5.3.2 Internal node®] H|Z =

Internal A *ﬂ*if’{} ;Test set] _ A7V Hit
node Al 7F HAHS 74 | 2 HEHS
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_25_



ZAAZL HEACR BESIE AL o] A7tY o @e HdHoE g
F= Aot @& J4rt WoldL4E A7t g UG o] e o
As| fgAaghtt B =R 5%t [Alg.2], [Alg.3]1e] FEst v|wE Ha)
= 7 100702 143t & o] wlwshd [® 7]3 2t

S q Internal
b f“ E;e node | Zx | Ak | A7
S I I 1 R A F S R 1
e AZ

71& 719 - - - 588055 | 9700% | 6170/%
Alg.2 o2 - - 802612 | 10¥ | 0.1670/%
o 235 1 0 384852 | 720% | 53570/%

Alg3 o 23 2 0 546574 | 720% | 7597W/%
o2 1 X 714714 | 5564% | 12870/%

[E 7] ©HE ASE 102 1S § 7ZF d1EEe] v

ash algorithmo] ®WI2oh= 7} dtof &9 At $E= 7H4E
dist st Aod =g 759712 7|E A EHT oF 1244 wE &£
2 HYUHSE 9= 4 Qla, o]Htt -2 Hash algorithm®] Z-¢, &2 7
4= tiH] 25 9 Hit rate’} &2 438|E5S AHste] 24 12870& 7]&

drYSEY 27t B2 £E& HEHOE 9l

-

=
N

=
=

_26_
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Abstract

Inference Method for Password

Guessing Model with Tree Search

Lim Hyun Jae
Department of Computer Science & Engineering

The Graduate School

Seoul National University

This paper solves the password regeneration problem and
significantly improves inference performance by combining the inference
process of the password generation technique using deep learning with
tree search. While recent works have focused on the improvement of
deep learning models, the inference method presented in this paper
shows that 2 to 12 times higher efficiency can be achieved only by
changing the inference method without improving the model. In
addition, the reasoning technique presented in this paper can be applied
to any structure using a time series model among various existing deep

learning model structures.
keywords : Password Generation, Password Guessing, Deep Learning,

LSTM, Tree Search, Inference
Student Number . 2019-27787
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