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23) Critical infrastructure is an asset or system which is essential for the maintenance of vital societal
functions. The damage to a critical infrastructure, its destruction or disruption by natural disasters,
terrorism, criminal activity or malicious behaviour, may have a significant negative impact for the
security of the EU and the well-being of its citizens. (Patriot Act, 2001)
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Transforms natural raw materials into commonly used
products benefiting society's health, safety, and productivity,
The sector produces essential products for a range of
necessities, including automobiles, pharmaceuticals, food
supply, water treatment, and health.

Commercial facilities
Includes prominent commercial cemers office bmldmgs
sports stadiums, theme parks, and other sites where large
numbers of people congregate to pursue business activities,
conduct personal commercial transactions, or enjoy
recreational pastimes,

Communications

Provides wired, wireless, and satellite communications to
meet the needs of businesses and governments.

Critical manufacturing

Transforms materials into finished goods. The sector
includes the manufacture of primary metals, machinery,
electrical equipment, appliances, and compaonents, and
transportation equipment.

Manages water retention structures, including levees,

dams, navigation locks, canals (excluding channels), and
similar structures, including larger and nationally symbaolic
dams that are major components of other critical
infrastructures that provide electricity and water.

Defense industrial base
Supplies the military with the means to protect the nation by
producing weapons, aircraft, and ships and providing
essential services, including information technology and
supply and maintenance.

Emergency services 5
Saves lives and property from accidents and disaster: This
sector includes fire, rescue, emergency medical services,
and law enforcement arganizalions.

Provides the electric power used ﬁy all sectors and the
refining, storage, and distribution of oil and gas. The sector
is divided into electricity and oil and natural gas.

2—1. 0|2 ZI7IE L A|M (Critical Infrastructure) 1674 AE]

TREASURY

Financial services
Provides the financial infrastructure of the nation. This
sector consists of institutions like commercial banks, credit
unions, insurance companias, mutual funds,
government-sponsored enterprises, pension funds, and
other financial institutions that carry out transactions.

griculture f
Ensures the safety and security of food, animal feed, and
food-producing animals; coordinates animal and plant
disease and pest response; and provides nutritional
assistance.

Government facilities
Ensures continuity of functions for facilities aned and
leased by the government, including all federal, state,
territorial, local, and tribal government facilities located in
the United States and abroad.

Healthcare and public health
Protects the health of the population before, during, and
after disasters and attacks. The sector consists of direct
healthcare, health plans and payers, pharmaceuticals,
laborateries, blood, medical materials, health information
technolegy, mortuary care, and public health.

Information technolog
Produces information technology and includes hardware
manufacturers, software developers, and service providers,
as well as the Internet as a key resource.

Nuclear reactors, materials, and waste
Provides nuclear power and materials used in a range of
settings. The sector includes commercial and research
nuclear reactors; nuclear fuel fabrication facilities; reactor
decommissioning; and the transportation, storage, and

disposal of nuclear materials and waste.
Transportation systems [

Enablas movement of people and assets that are vital to
our economy, mobility, and security with the use of aviation,
ships. rail, pipelines, highways, trucks, buses, and mass
transit.

Water and wastewater systems EFPA
Provides sources of safe drinking water from community
water systems and properly treated wastewater from
publicly owned treatment works.

(GAO—19-426)

EUS =7t QA

Alagow, B4, A, He, WA
of bl ANl HAo] BAAR] dFE

o} #ol Al Al wet 117 A, 37789 Al

Ae Aje Fa7ixd

s3] Ei $ode] Fvd 4%, EU
MA 5 Qg AR guae E 2-2.

-{m

24) Critical infrastructure is an asset or system which is essential for the maintenance of vital societal
functions. The damage to a critical infrastructure, its destruction or disruption by natural disasters,
terrorism, criminal activity or malicious behaviour, may have a significant negative impact for the
security of the EU and the well-being of its citizens. (European Commission)

_19_



S HEYIE 28T SEHYS FIt- Z3 YUY a7 SIS M40 Ut AREHAS Y=

H 2-2. EU 2752 A A (Critical Infrastructure) =&

(European Commission, 2005)

22 (sectors) ME 2% (sub—sectors)

—_

Oil and gas production, refining, treatment and
storage, including pipelines

Electricity generation

Transmission of electricity, gas and oil
Distribution of electricity, gas and oil

Energy

Information system and network protection
Instrumentation automation and control systems
(SCADA etc.)

Internet

Provision of fixed telecommunications

Provision of mobile telecommunications

Radio communication and navigation

Satellite communication

Broadcasting

Information,
Communication
Technologies,
ICT

— = =00 (e)Xé)] Hoon

Provision of drinking water
Control of water quality
Stemming and control of water quantity

Water

— |
| O bW nN—O

Provision of food and safeguarding food safety

Food and security

Medical and hospital care

Health Medicines, serums, vaccines and pharmaceuticals

VI.

Payment services/ payment structures (private)

Government financial assignment

7

8

9 Bio—laboratories and bio—agents
Financial (1)

VII.

Public & 22 Maintaining public & and legal order, safety and
Legal Order security
and Safety 23 Administration of justice and detention

VIII.

24 Government functions

Civil 25 Armed forces

o . 26 Civil administration services
administration | 57 Emergency services

28 Postal and courier services

29 Road transport

30 Rail transport

Transport 31 Air traffic

32 Inland waterways transport

33 Ocean and short—sea shipping

. 34 Production and storage/processing of chemical
Chemical and and nuclear substances

nuclear industry | 35 Pipelines of dangerous goods (chemical
substances)

XI.

36 Space
Space 37 Research
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27 (Pentagon) ¥ T4 H = EH(CIA Headquarter) &2 = 2 A1 7]
A g5 ol

Car bomb damage

FLODRAS (rumber of workaes ag of Saptember, 1594)

9th = DEA {24 o0 1w foors), Buresu of Akohol,
Alfred P, » Tobacon and Firoarms {20, Secret Service (15
irewh > Bth »Housing and Uban Devela, (177 o0 twa Doors,

T « Housing and Urtan Owvslon, DEA

61N = Marine Recriing (NA} Smal Busnoss Ad (50

Sth =Voterans (21}, Labor Dapt. (NA), USDA (21),
Customs (10]

#_—= 4th = Army (NA), Air Foros {50}, Transpartision (NA)
- 3rd - wmwmu (489, Hoalth and
L Human Sanvices (NA]

where thay lie in oecior 1o devota 2 2 =

p!rwr:;vbmmhxnuhdn'. %%' S Journal Recon
i Q Building

Rescue I Victims ottan e hasviy danaged

A8 2-2. 232 0HAE| ZEHH|2| AR (1995)

o] 9o U.S. GSA(General Services Administration)28)= Facilities
Standards for the Public Buildings Service (PBS-PQ100.1)E @&3tele] 33
Abell tigk A=, -3, 71A, A7) AAC dE 7lEd SANE, S A Bkl of
sk 715 A|AIEFSIE. )5 Chapter 82 &84 B ¢H(Security Design)oll dgt A
A, =9 AR #g W og Z24F BAAH], AAUEA A, T8EUATHol
3 At £3] dFE9-(Spaces where cash is disbursed), ] # o] % (Child
care centers), A E-A ¥ & (Computer center) 5o el = EEHS HotS 11
el oF ghhar g skal vt

Hl= AAE A ik S8 AW 10CFR73  "Physical Protection
of Plants and Materials, olA] #&d 7|FE5S WA8] w1 o). 53] 4HAA
FAA7E DA s AP S FA k] AA 7913 (Design Bases Threat,
DBT)S AAslar olo] tizt Egjdws AYS FHEE AL Juf. &3
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=e Aol #3531, AR e, B, Hetzd, AL, e, Ao

28) Selvele] 22
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[e)

—IE

§ 73.55 Requirements for physical protection of licensed
activities in nuclear power reactors against radiclogical
sabotage.

(v) At a minimum, the following shall be considered vital areas:

{A) The reactor control room;

2 [

(B) The spent fuel pool; Al sl g XAHE

=OoE

(C) The central alarm station; and SYUSH|4+

(D) The secondary alarm station in accordance with § 73.55(1)(4){iif).
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S HEYIE 28T SEHYS FIt- Z3 YUY a7 SIS M40 Ut AREHAS Y=

2.1.2. =[HYE A

—

1) S[8Y= MAS 7id

52 A3 A Al (Physical Protection System, PPS)# =y, ¥}y == A o] ¥
Ao mHY Atolut AIAHS HEE7] flgk g dap 2 G| o] FAAE 9w
sty =2l E AAY FaEAS AFAHoRE Prlete Ve H= olyAT

(Department of Energy)2tsl = @A t]o}A -4 (Sandia National Lab.)olA 1970
ddlFH A&HHo= oﬂ:rLﬂ EP(Garcia 2008) 7 /MY Z42 Ao 3oz

AAE Aok Adisle

] - A —
RS S S %ﬂﬂ‘%}igl oo
S

144, 3] g | e
AAE] W RO A, A9 Gl v 2 RE B s AAE A
AR7L ol | Aatoluh AMS WES AA, 9 T, Tq o A%
o AgTE R AQRE, 9d Fo] dA B F Ads ook dt,

7
YA S AAY AA B HrPEAE 2" 2-6.9 Zv 3 A GAd

; M
AR EE shetsta, Aol tE A 98-S BASoE Bk w3 AYAEo|
AW BEE S G, AR) BE 9AE 98 24, B4 5 A4 49
Aok Ak F WA GANAE AM L AAAYS WG BANYE AAT T
Aok ek wA Al ojrlo] duhuk: Ao A, AL A E4
A 8 A ol FEOE S e, AW e P o AE 7
2o WY WA slof shiA] Foloh, Al WAL ol HAG B AYE AAES
A AWS wrgstel Bokaki Aolth wek Wok Avk AU Fe v Fs)
W OF A A B s A4 ANAS B AN 95 Fesol a

| [—| |—=| |
4
Ad Ed 24 +  ZEX|(Detection) 2AH + EASIEE \ —
2g Hof . K| Q(pelsy) 7 Algao| ‘ i, i) ‘
SEEHEH +  CHS(Response) 24 Aas B

a8 2-6. S2HYUS MA(PPS)Sl A, EIt o4y
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X 2%. ol2H

ag

43S HAS +4

T

ws AA =

(2) 22

72 o2 EelA

2 FAE o] 9dtt.(Garcia, 2008) A WA,

= ]
BAE 4 A4S

A A (Delay), A (Detection), H-&(Response)
Zrol | &= A o7

CCTV 7hHlel, 2t AlA o] taEA o)t} F WA, ‘A A’ Ho] A|Ade 3}
ER S 7Y mE AR oFSHE ANE XFE AL dua. F2 ¥, 7,
BURE ol AEAGI. ATos G AL waAskn A A% o
ulghel, dEH oz AU} B e AEg FRuUt 5 BeltE AAE
A R SRALS ET JHeA B, FL T e e
e AN 4SS Ba AUAE FHAAA AUS A FASHE 2
o7 o]af & 4 gt}
Wall, Door, Window,
Fence, etc.
Physical
Protection
Access detector, Response force,
CCTV, Alarm, etc. Security guard, etc.
8 2-7. S2I8YS MAS 324 (BX, XA, i)

O & Xl (Detection)

B2 = AJA W ZHo|u} Holbxte] Hele ubAsE s|5ow ML vx|aa
AnE Ageli o2 B4 o pus: AL ouath gFARE $A(49
A, dsbh)AlA, CCTV, & #7174 (Balanced Magnetic Switch) 5©] x4
olth. BA = MY BAGES Foli 4 B AXIS A stal EZas
Auel Mg Fol Aol s Fasth o g Bo} BAYAe) WPEES FolH
B otgro] Tals] Wol o] Aus} FEAAN tE B4, BEAre] FEaA
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S HEYIE 28T SEHYS FIt- Z3 YUY a7 SIS M40 Ut AREHAS Y=

= GOP(dl&Hx4) 2
of Aujst= A7 25

MON1  MOMZ  MOND =
STATUS caure e o - ST

STEMAR  HELP RECORDER STATUS DSABE  ACCESS

1 =

IAEA Euclear Security Series No. 40-T)
B aw e A% A7E 98 HEeAsd x5S K 2-6.7 o] X
= 2 Low @HAIF¥E Very High @A7FA] 838 4= Qi) (&
T AlEdold B HITHAAAM g3 Bkl ©AAdEE Low: 0%,

Medium: 30%, High: 60%, Very High: 90%& 2 &3}9t}.)

8 2-8. HY BAIE #Holste SYSHMAR HAXE =el 3H oAl
(

L
e
o
of\
=
o
=

e X 25
e Low Medium High Very High
Intrusion None Single sensor multiple _
sensor type sensors
. o Balanced
Door position Position .
; None : magnetic -
monitor switch switch
Door . Vibration, .
penetration Contgugtlng glass break, sewgclytrlptle e -
sensor P or grid mesh yp
. Biometric
ID check None Credential Credential identifier
+ PIN
+ PIN
34) et 1% 1038 2L FAA B4 o (e, 2021.02.23)

"AZF 219 3] A" "AE &8 wo]ZA" (2021.03.02., SBS)
CCTV 5¥ #AgAI #H =3 ch-S3lda maux Zg (2482, 2022.01.05.)
o) od d HlRR YRS 4K (F=Y R, 2020.07.27.)

)
ax
av)
o
>,
o)
=
it
-
op
N
e

B



H 2%. O|EX 1%

O XA (Delay)

I T X o BN wE N BTy}
oL A oy L W GRS T e S R o B W
ool oF P CUCIIC e oﬁa%ﬂNiﬁL_%l
2 | T =
e g8 FReXs9%ps Ea®gy s
g BT o ?ﬂz_,ﬂﬂ,@ﬂsﬂzﬂﬁ_g NS
5 MO ok gm U &ﬂﬁ@ﬂﬂ%a%mﬂ_ﬂ%%
ﬂﬁﬁo_z_&bt MﬂquoLc#aAH%MﬂLAT,
dlzo:l/aﬂa _#oﬂwrWuE%mmoﬂ71ﬂoo€b
qﬁ_ruﬂﬂﬂo o 5% © 7d.50;€EMX@uﬂ1_
xR = — —_— T X ) —~ -
v X w V#VW%&G@VO_H%Q%
— s O L o X ]H%]zf ~
D A - B T A T
‘,w.._,me_/ _\_l . I vﬁm = -
L&L W KR o ok Z g oy P xo%%urm g Jo =
A g T W oo X B L ET T
R R B AR - B
&M_uu.mﬂro,u.,lﬂ oLoLﬂLﬂ%dﬂi VeaL%ﬂEEL
Eo ﬂﬂl,ol ‘m.,._LUTﬂIMOL_I]_AT_O =
L G RS ﬂM@ﬁﬂMﬁﬁﬂmuﬂwa
WEFEF by g s BN RS A BB
_dmﬁ,@z?wﬂﬁmﬂL WS e w EH R L
~ _Elu. — ‘:Iil =
o i%?ﬂﬁjﬂﬁoszﬁﬁ% s B T &
EE RIS TS S-S A
iy ZT OL _ﬂ_, o 1__/l X _E alo] B 1._| &o > ﬂ.o H = ‘—lryl
ﬂﬁ%ﬂ&e_a%ﬂ%ﬂﬂ%& W ZNE S
= p— \ﬂ T ol 2 o (4]
S TN E R L
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Sandia National Lab.2] H|

[e)

i
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H 2-7. Sandia National Lab.2| X224 MHs%t (Betty E. Biringer, 2013)

» P XNAHEs s HA XAHAYES
SF Al ZH(ZE) 57 Al ZHZE)
Wood 10 Fence—8—ft. chain link 10
Hollow core 10 Fen?i%ESV\;tgooltZr@g.erghain 10
Wire mesh 30 Vehicle bglr(r)ig[(;Concrete 30
Tempered glass 30 Vehicle barrier—Guard rail 120
Security glass 120 Vehicle barrier—Steel posts 120
» IE AAHds » 2EEE) XALs
S A ZHZE) ol Al ZHZE)
Window—Tempered glass 20 Chain link mesh 10
Window—Laminated glass 45 Wood studs and plywood 30
Window—Acrylic plastic 30 Clay block 30
Window—Polycarbonate 45 Concrete built—up roof with 60
plastic T—beam
Window—Safety glass 90 5Y5—in. concrete roof 90

Sl = AAHAL Y AN E H3ete dmdAYgEAT =

Ae o Od A5V Fe AT FFANL A E DS 1 2-10.7 2
z

I8 2-10. st=EXNEHSHI s XA

36) https://www.kinac.re.kr/board?menuld=MENU00491 &siteld=SITE00002
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o] @Jo & =9 LPS(Loss Prevention Standard) 1175 ¥+< 19 2-11.
I o] AFAT= 8 AYAS] =7 (Tool set) 7ol wet A4 = 2
AZHS T3 (SR1~SRY)o.= EFsth 7Y v 559 SR1 v 71
Z R sgtoly T ETE 17 AAA TS 2 HoE S 9vsh, SR8 &
S AF 4, 2E90Y 5o EFE 208S AY F JdE P S e Het
= o g

LPS 11759 7]szo]| SkollA] zgt w=

-

wn

andia National Lab.¥} $+=-¢ 2=
719 WE a4 AA gty vluEA 11 AA[AXZE 7ES AA S AS

|
2 9t} o= %9] T 7 w7k A A
o

=
o
K
=
ftl
ol
i
Mz
rlo
ro
J
o
i

Security Ratings

(Tool Set + Delay)

Extreme method:
using portable to

Enhanced professional attempts of access to high value
assets.

s at forced er

mined attack
r mechanical advant

LPCB The Mark of Effective Security
N www.redbooklive.com

a8 2-11. LPS 1175 71Z0l M2 &Y =R (A~H) XA S(12~208)S Tas
2o 53 J|E
u

(https://www.lochrin—bain.co. /products/secunty—rated products/)
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H 2%. o|l24 ng

om

R I T}

(3) SeHWso| HEA
xdoz EgdWs AAE HAFHo=z HIIss |
(Department of Homeland Security, DHS)37ol| 4 A}

ASME-ITI39 B EZ FEMA40) WPHE Zo] 9it}, o]

2010)
1970 d ] Sandia National Lab.ol4] 7|@¥  EASI(Estimate of Adversary

Sequence Interruption) 2@ 7jit o] X F71#] S8Ho]2 EYAWs F

A 7 =T 727 He EAtolth BAAACA 7Y FH ofstrar 3

A= EdAY T AA rEAES Brkete UHew 4

' otth.(Bennett, 1977) spA|Rk o] o] 7b =

H“ -
shubel Fzue] BAE S gk otk BitRe] BE 3

£

1)
&85 vt (Zdenek, 2012)

o]% 1980dd] sH¥tE  SAVI(Systematic Analysis of Vulnerability to
Intrusion)= Us4 =25 B71e o A=F AAHANL, AJEHFAY SES e
gk 4= = ASSESS(Analytic System and Software for Evaluating Safeguards
and Security)7} 71 E A}, sHA R 425 B & = SAVIZ o] & 7]
wro =z J)d¥E ASSESS R weste YA ER tholo] 1si(Adversary
Sequence Diagram)< ¥ 7toll AR&3l7] v, AYd =2 &3t AYE &4

=
o wedahit] @717k QI wak A Aol WA B A 2HE A4 9 9t

=

gadv|#oez 91188 o]F FA4R W 2274

37) v=r AF-e] e i 7
sHge=A Hegge] gl agdor dAse A

ol

H

A9 g 3 5
i 7))

38) Sandia National Lab.<> W5 I HdFAR 77| 2 AIH| gt TFAA AFE Fdst= 7| Ho=,
Aol digk BeldWE HUME $l8] Sandia WEEC] MEHAL o] 3B, FLAAE S HEERE
H 93 Al AHgA &4o] 2 Al digt Eeldws AlA Hrtel 9] &85 k.

39) American Society of Mechanical Engineers(]=7]A18}t3]) Innovative Technologies Institute A 7H+
sto] DHSOA =8 AFS|7|HkA] A o] $13 % 7te] &85t}

40) Federal Emergency Management Agency(M]I¥Ald#e])ollA] #3138k FEMA430E 7E FH b3 A=A
g2Eo] 7t dlo] ST AAQ FHFAHS Hrsi,

D
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olE ko] AYE AAe FLskA wiAsk=dl $AZF ATh(S.S. Jang et al,
2007) E=3F AW F7He] A Room) T4 AT JES TSI HAZE A
3, AYstE AA Qo= FAES Sk M o] o EHW JdE A Qo
Ak 34 5 2 A3 @ == A7 Aok (ATAA

»

_I_4

GRS RN

T

O:

2015)

=11 PR [ =] Vulnerability of 10 Worst Paths

Ev:r] :Ej ) RFT: 300 secs
|l . 1

Cempaund Bidg Reot Ared [ Te]

[a] 7 Compound Bidg BL 1000 [ o}

TRI
(secs)

TargetAtea - AZ-RT9

Path Number

8 2-12. SAVIE &¢ 22[8%=E FHUEZE =4 3H (UMY, 2015)

S.S. Jang(2008) FEl g (A 7% F545 ALEsto] BAHAE F
3= W) gEA7HS 83 SAPE(Systematic  Analysis of Physical

Protection Effectiveness)E& 7|3t th. (D. Cakija et al., 2020; S.S. Jang et

al., 2009) EASIo]$- 7idrel 2240 A WReE 2 BY=TE2 429 F
& s stAY AlEWFARE LsiAY, B RS 5 vl sl 2
73

Fol= T 7=
AHAAT 712 o FYAte] 8l EASIE 7|wtow 3

,_[3] '7&

22 7oz B

i
_13:

| 2t} (Garcia, 2008; Y.A. Setiawan, 2018)
EASI X2 HdAte] oled =S 7|Wo 2 AJHdE 748 B 8ne] B4

=
&, AAd8 e AT e8] th3gEel 71‘:&?‘5}04, EAANA(EEE)] ¢
0]
A
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Py =Py X Py

2| HES HA ol SEA (Effectiveness of PPS)

24 2-1
. XX|ZtE (Probability of Interrupting the attack)
2235} =& (Probability of Neutralizing)
k
Py = [1—1_[1P(ND)]
=
S XEAM BXEX RS HE
: CDP O|He| EX[X|HS| =
T4 2-2

Z|Z EHX|X| A (Critical Detection Point)

Z|A X|AHA|ZHO| CHE QI CiSAIZHS XR1fSH= BHX|
AZRLR, Mol MY XMX| A FHZE o EX|Z| 00}
OFX| 9 X7,

X CDP O|H™of & o] EX|EZ|of
o FHIAIZt HEE Il FF

mot rot

Of 8l1, CDP O|=0f CHE
ot X|H0| Z|ofof &t
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S HEYIE 28T SEHYS FIt- Z3 YUY a7 SIS M40 Ut AREHAS Y=

o E 5o F 2-9.9 A ¥l o] Tt AES Ao IFSH THE
stH, A= A HA A=(FAA A PODE T8 & F HA A=(EFAAH
PO2)E Ay AEZ JAJEAAA: PO F Hx79 2 HxEed JAYHAL
4 P04, POS)SHAl €t} o] A oA £ 5= AT B BA&ES A shd
# 2-9.9} Zt} FenceY Door 2 THAHd= ol& AASHAM 428 %= A
3k, AA BAAA EA = FES 7PAAL vk 9 S Afol o] Rk
o] at=H AR EE AZRE i GASES VA A e

of mel =7t AL 5

kAl 2.1.2 (3)F ol A At SR A 153292
AFEU 7|27 HA o of Ao wel -5%5A7HGuard Response

_FlL
Force Time)& 300% 2 7Hgst3itt. o= #o] ot Aldol HAA=S o of

s EE A o= AE 5F Wl Hob &tk 2E om gt} oo
3% 2% A (Critical Detection Point, CDP)4De]l 9 X3+ ‘#4 Double fence’ <F
of X8 HAAANA gr=Al Ao XS]l HASopRE Ao] Rx e Hske
AS s 7 JdveE AAE €5 7 Aok mEpA AR g 2

Al
2
of welA #4 Double fence YeollA A& AT &5 Pt AAdSES w3

Lo
o
o
2
ok
fole
Jo
fol
oX,
o
k1
e
i
ol
%0,

Py B A9 AFFRE 2 A4

t} 42)
- Py =1-1(0.5x0.3)=0.85

+ Py =0.85X0.9=0.765

41) A& vk=A] Bx]aok dl= ¢ X](Critical Detection Point)= #15-E #107H4] AA A285E A7F (6304
%) A Guard Response Force Time 300%5 Ho =2 uwjA 1 9XE 243

AA=(2019)0 Sl AR A(127]) A s Aage] FHeR H7 AlEdolA
3 3% Z=E3191a, 0. D. Oyeymka(2014)% o)A gol & AFAAdY FAWNE Fad
b AREA Rl Heka el et = A 0.7568 A3Ishks 0.9 o] ZAdE =it

Zou Bowne(2017 & =4 “JE FEAS VAT AAREPH S 0952 HRE S| A deEE
ARHRFT) =% A5 Jgsisinh

42) A3 0.9
o B
= T':—|

iin L

f‘&
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H 2g. ol28 1F

2-9. E YO HE =2

Mt

M Bt oA

Adversary Starts Task [ Adversary progress direction > Adversary Completed Task
.|
Task 1 ‘| Task 2 \| Task 3 ‘_l Task 4 \l Task6 [I:<|3 AEJS]
Y Y X X > * '
S S e . 7
Po Po Pos Po: £ 275m/& (10km/A[Zh
S ESAL 300
| SHERILEE) 1 90%
Owner Controlled Protected BLDG Room Container
Area Access Area Access Access Access Access
_ X E EFX| XA
# Description A QA ZE EtX| 22 Note lT(C:[I)PI) 1=
# 1 0| & (Owner Controlled Area) 36.4 = - Ol Azl : 100m
# 2 HA AA 100 = 0.5 —
# 3 0| & (Protected area) 72.7 = - o= 72| : 200m
# 4 O|=H A XA 150 = 0.7 - o
#5 ols (= H3) 545 = - Ol 72| : 150m
# 6 A= £ HA 120 = 0.7 —
# 7 ols (Sr7Y H3) 18.2 = - 0l Hz| :50m
# 8 SETY 24 MA 60 = 0.9 —
# 9 0| & (Container &) 3.6 = - Ol 72l : 10m
# 10 Container Iti| 15 = -
-4 - 1 ¢
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2 ® o UM om - w ﬁ”_ﬂ O E O i K-
T _ — 0 —— 3 wil —_
o ¥ 8 5 ® o R W o~ PXR < R =
Moo M B 4y m L% s X E _ R’ -
s TO N #0.# ‘Irw/l N 7 —_ :i #O.ﬂ :_._.= A_._._
oju o -~ ol I 2o . LB o o Z
— ‘a EME AT.Z I” . ,Iﬂ EE O_H T No ‘Ur o ‘M ME TN
S -~ T 9 3 A = — = =
o R — (R < W JE N ™ — N ™ ~
B o N T W om o AT ook ke o

43) Sandia National Lab. (https://share-ng.sandia.gov/itc/assets/17_evaluation-of-physical-protection-systems.pdf)
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21.3. sZt HERZR

1) HE/Z (A=) o
:/_EHE o]2L ofo] H3lE Azt o R T w AA (node)df Ao EHo=
edge) 0. o] #o7 E&L e, 19704 1) 5o} A% 2 wA BoolA]
= A}%Qﬂ AR, (2, 2010

SREEN EER R
A A A 2o, waiuﬂzag F4EA7 4700 mEst TAhe] AA =
SR @ del 7719 Bl g AuE wEe FHoR FYSUA 1
= o) go] B Ropz ATH7] A2}

;3
g

RoNiNGSBERGA

J8 2-13. Z|US|AM =T Y& ChE(et O =

o]F WA 1L o] 2L tget Fopol A HRd AAgS HZe fFHs)
3}

Ak, wE ok
=

o o
ME
X,
o
o

=
SO
i

oL
[}
A= A}

ool A Fae
= 3lE &% 2 4 &5 AliEoFol|l Al A5, =AlFRE
S AFH oz T4 RS 5ot W ol S8 T gz o
2o|A gz EAS AFHQ VHoeR qd = Y AXEE NEHAL.
34 o2 =k (Centrality) & WE FAA e =t 3 el &= A%
olt}, MFEAHowE= AZA FTU4ADegree Centrality), 918 FUA(Closeness
Centrality), A}o] &4 (Betweenness Centrality)44) 5o it}

44) AOlERAE TE ol o b fAF FR GUL Wrh} A SHeks AR, B A7
A olgAe] ol 5 e e AR St

- ko ko
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(2) 372 E (Space Syntax)

_@%ﬂ%@mﬂﬁ& ﬂc%ﬁ au%j%,
= N o=~ N B B N B X O mo
WEWﬁﬂﬂw@umﬁMEmaﬂo = T M W

ol B ~ T = A = W <
g S AT o A R
T W om o BT Ao T o= T oy WG
ﬂ@%ﬂ%ﬂnﬂ%@mzi\m oo
o ol - T Mw_m T T T omm oo = E W< X MD
DY UTXETE® ol O wE T
M%i%%_oﬂmawwbﬂ.m .%Mﬂw
RGN A - R 5Tk

0 —~ o R -
e ST S T - R s
(R =y qo'ﬂr.uf @Aduul%ﬁaab
NS N R & = WO
e G L e e o Mo w A oo @0 oo BK
G = N oy o o %o o ®° o

TN o AONE Bk E B
ﬁTl =3 ﬂl.._ 1;1_ o) = ) ‘HOI S T Oﬁ ~ J— HL n_Al,._ H_Al
Bo o Ho = o < 2 MA N > o K E e i o

o o oo b= o P N B°
Mﬂmﬂ%ﬂigﬂwﬂim._uHﬂLﬂEmer,_

~ K N Yo = Ho ﬂ X
& S w ol R um T ° AR \
— 2 ~ W R < T oA .
w2V EE w L ER g 5 BX
sfe s isru el g T
S oW 5L ST T T g i AR
A 3 . m = Wm =~ A_VW Mo A ol Wl o) %o N o | =L
CEEORY wrelTRE g«
SR LR R F T =gk 5 X9 & A
S s5m® b T 2k P .
A .W.lb o 75 olJ " N o )T % 1m_|, X m 1 oF o)) |
S SN~ - T I C Y =
~ = R TR T
o 8 )= : T Wp o S N oM T T Q9

SUE o S W W = T g 2 NN O

AAdx

1984)
EA) Z(Integration),

7} F= AHEh

ekl

Ay A
it

d

o 7

O

1=}
ER
=4

= G-Town (Hillier et al,
ontrol value) %

i)

o
—

T2 X
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2014)
, 2002) wEhA
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.

L=
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e

AKX 70 (ALt

°©
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-

MENME

=
=

a8 2-15.

A5 7A€l 7]

-
-

)

T

zre] 9o iy 7]

RevA
o

o] gt} (2 F, 2005)
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T
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At} 1822 J-Graph®

3}t J-Graph

S

A A
ol
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(ST

[e)
46) EE(Convex) s+ 2 E(Concave) 37t} 4%

=3 7HConvex Space)i®) o & =1 A
(Mean Depth)’” 2}ar HoJst 4=

(Depth)'&aL
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@
© Cosridor

L J y Foy
@ treanceSaaimay @ Commondfublic Ares

© Ackpurt Facuty TAGA Do Brsource ) O Rrseerth Labs
@ Foculty Ofen
Eshbision Sy Soace

8 2-16. J-Graphet 253

(Integration)& ARH&3H

o BFH

)

Z1o](Mean Depth)e] L& YEll= A EZE 4D ofH F7He]

grol ¥k e WX ISR AdwAe FEA Folrt ¢, WA 3
FEel M the Frhome Hool goldths AL v

47) NEAHor B3 E HEAQ Zo](Mean Depth)oll wh#git}y, 22y d4=2 Hax e o
I, AAARJD SR FEREAAA] FATERE FEE =29 )Y dEE sty fgh BA el
F7tEc) olo] thak ARl INTEE AAHillier, B. & Hanson, J. “The Social Logic of

Space,” Cambridge University Press, 1984)& ZFxdith %= B et AA|A 0 T R

o3t Jo] Y& M-S ATl 7, B AFdAe B 24 Lo FAHES

2
ol
=
5
o

y -

B wE B EUE
soleh. 94 QAste Al 93 Ea wse] ARE BAsH 3] el
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(3) 22l8 Azl (metric distance)Zf'd0ll 7|8t HE3
4 Agdel 7123 WEYIE oA AHe 33
L bl A B o] Al WHAshE B4 A7t vk E UES Aot
2Zhx] AA dEL T oA 7)eed oz duli) A4 9=, E
AA =24 Al 7] xst
Ao wmHE A Bl Friy
3

= =
& 7oz J|sed i wedol t% M@ Aolehe sHde) Aol Fhsd

- OH
N,

4

Md

rf

i)

b’

AC)

b

[

uebs E84 A Adel 712 UEYAE SE5tH 1Hx o] EollA
A AER AREEE S (Centrality)S B A& == @ o+ A 5
shitel wrol M e mE7bA] E'sks Hdd e dus HEe 9F T
J(Closeness Centrality)?} st1e] =7 thE F == 11e] o4 2o vl
e AEAE YE = Ato] T4 (Betweenness Centrality)< E5F A&
dol x3He A 3gol7] ol =AY Jidel 7123 dEHAE 25t
S = T

o AxZ AgE & Ak

=

Ry
-

S7He) EifE7Iol 912 EAE :
LiEts W= A7 .

E2|H #Ha|(metric distance)ZiE0]| 7|28 HIEHT 3=

8 2-17. SZ=20 =28 A2 g0l 7|z HESRA HW (2, 2014)
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(4) Door—to—door HERA

Door-to—door HWEH A

22 Aol 7123 Y E] )9} vtths = o= o]

el

)

—_

X
J|J
—_
fite)
B
el

o] Door—-to—door HWEH A

a7 e

=

o

=
QL

F 4= otk (L. Liu, 2011)

Al
=]
T

o] Qx| = AHE A Ao A

- O
To

[ g .o
| g 7. |
BV >
L _ 9o
=3 u .... . p- _| -
| 7 3 |
[N
. .7ro. _a
- 1 @ X
=== 2R~
| £ |
 — R~
. m — .
I |
g i
|- = === 7
I |
-.-||_'_ ‘ _'[Kﬂ;l(
\ .4‘ )*.
. _ _..n.
I |
| R B

2010)

T8 2—18. Door—to—door WER A oAl (Jin—kook Lee et al.,

o) 3} i

SE
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(5) Z 37| (Navigation) U EYA
A7) MEA(EE d37] agz)= AU F3telA] 437 2 g9 42 A
4 Tol AHRET FR mEs YATE F1F dA= =EAlY ARE A
= I R R R B = HEN AR Adstr] A= Bzl 4f
21 AsstE WHol Aoty dixA o2 Visual Graph, Generalized
s

Voronoi Graph, Medial Axis Graph

Visual Grapht= &7tell 91X F =27l A= A4dom AZ4EAe o A
2 7k Aol kAR o] Me sl Solye] wat vESHe] B
7b wAs] Srkskan, A 7)A] QIzke] 1A eh dAEHA = wAlel flvh (Will
Y. Lin et al., 2018)

ii

& 2-19. Visibility Graph Of|A|
(Sam Niu et al.,, 2018)

Generalized Voronoi Graph(¥Wtslel H=Zxo] T1g32)= H=E-o] Tholojl
WS &gt 22 E st AR MR vE 7 FolEa 22 Aol
AAG Hes JHstst] B azoln nAF P FojEdt St 7
AeAde 7ML AT, FER wmEeh X AAdEE ol ok (Liping

Yang et al., 2018)

48) 18684 =gkl el q ol #Ajote] Feka} A Wziole] o] FE WA ,
e tAgen ANA o) o] gl AAY RolAW, FuHAQ A2 U Baei FAdA U
Hbe el (eeloj 1) e olnigke, [dleln] 143}

A 9ol 9AE o2l el A5 F M AAE F e 9L AAsk 54 )% 0
2ase s teloldoleln B, ol A4S RS Neo] e

o&‘, —
o, HE
™
o K
v}

a9 - S B kiR



S HEYIE 28T SEHYS FIt- Z3 YUY a7 SIS M40 Ut AREHAS Y=

Accessing

Start

12 2-20. Generalized Voronoi Graph GlA| (AHZ| 2],

2015)
Medial Axis Graph: Skeletono]dta F=27]% &), &3¢ AA B
7 2 5 TAS dAse I T3] YEE dZdste w4 2 JHE F&

3t HhA]o)t}. ok A3t Visibility Graph, Generalized Voronoi GraphX.th
A 9 w9l o] TS FAS HESHA AET 4 A, Q7o) ARkl
AR QA9 wl§- At A HE T Ay A4S & FEE E ¢ e B
Aol At} (Meiging Fu et al., 2020)

Branch Point

ircle

l ’ H 1-_ ] \
[ — _: (] i .~
il w " £

O ¥ . L

. o . . .
P s " w 0 \:k

F L - -4 -
'l‘ . st LT an” ~
LA - ! : =

7 e
Medial Axis(MA) LA

3 2-21. Medial Axis Graph OilA|
(W. R. Quadros et al, 2001)
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(6) oO|EA (Semantic) 2ZF U EX3A

o £ F7H HESI= A U EL A 9] AME5 e ddw=rF 37 3
A AN FEF ARE 2dstal A B2 S FESLA I3t 5
de A3 s Edstal = UMESAAS et 2 ==d 3 ol &,
54 ol Foldth a9 2-22.9 o] 54 =t 7lwd et A ==, S
mE, Aol kB, B kE SOz 7 AT oA A= =3
o] o]FS& RAZ MEAIE 3 3 AAL Ak FAML o] vif- T8
gHe49), Medial Axis 7]®He] 1] 2% (Semantic) Y| E9 7re) Q1A e} wjS-
frabgk 3ol k. 53] Liping Yang et al.(2015)¢] A7-5 &alA] ol 17
2-22.9} o] %‘L%é om 24 3t MEA: A4 A4 80% o173
FAIES YeEld Ao 2 eyt 50

: ..: Supernode

©® Room node

< Portal node

@ Elevator node

@ Junction node

® Terminal node

Navigation
graph edge

a8 2-22. 902X JZt HERXA OA| (Liping Yang et al., 2015)

49) Visibility Graph, Generalized Voronoi Graph®] 3% w2 Q17Fe] F7Hol5)Q0A 9] X<,

50) 109 ARHIE o 314 AR I8 F Liping Yang et al(2015)7h 7014 Aokt o]
WEH 3 MENDLS fAPE wlad. Aoz, A P gl A %] AR FA
2 31,

e - A 2d gy



S HEYIE 28T SEHYS FIt- Z3 YUY a7 SIS M40 Ut AREHAS Y=

2.1.4. UM (Centrality) M
s

shitel HIES A 54 =27 Ay S 234 S48k H =0
W s BosA S 2 e EYARH et 7= B E
A2 gtie] ELICA 7 e Z8H e A xolv. dAZFT I
(Degree  Centrality), 8T (Closeness Centrality), Alols5IA
(Betweenness Centrality) o] dliEdolH, HES A FA 9 4o mfe} 2
Al AR A7 28T

AAFTAE L VEHIAA 54 wEo ddd e dAX 9] HNFs Fatate]
A= BRI vbef S HES A AR F mEl AT S Bk
W, FE7F 2 UEYSILFS & A4 F44S g Ak wEA Zatsks 9§l
T2 2-1.3 Zo] AA == F(N)-12 e ARESo

d.
DC(v;) = :
() =7
- DC,) v ZEO| HATYY Y PN
d; v, 20| AHE AX| £
. N D M =9l i

a9 2-23.3 22 UESL A Sl 1A v, == 879 A7 A4

o} 7] wiitel 8/(9-1D=1¢] ddT¢d whe 7k WA vy~vy =E52 7
ZE gk Afe] A RE AAE o] 9l7] Wil 1/(9-1)=0.1259] AAFTIA #e 7
th AZATUAA L WE ASBATA N 2=(SNS)AIA 54 QlEe] dupubg W A}
T AE 2eA, drid g2 ZRYE Bt deA 58 HolF7] wid
40 FuldA, Absg, AFelA GEYE e ek 4 gtk

51) Andrew Disney (2020). Social network analysis 101: centrality measures explained,
https://cambridge—intelligence.com/keylines—fags—social-network-analysis/

_52_
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8 2-23. AZSLE 2= oAl
(DC,, =1, DC,, _,)=0.125)

(2) IS LM (Closeness Centrality)

ARFIAEL To% wudrs s o7t At &= Aolghes M &
AA = 3tH(Reza Zafarani et al. 2014). U EY TS EAH oA EAH =5
ALt e w7k o] Al 3o 942 AXtEY. S AHTSAdo EF 5

4 s AA MEYA ovE 7Hke]l YA gt oot} o & 50, Al
AbE AFo] B A - AbE AFERTE EA] 72 X - A o] F sk A

o 2
27 o, B4 A A Ade] B AREY § FAH Aol werd

=

N—1
CCv;) = —
Y dist(v;,0;)
j=1
G,y v =EQ AETYY Y 4] 222

: dist(vi7vj) DU, EQf Uji 2t E|EtA g

- N D HH =EO| T
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S HEYIE 28T SEHYS FIt- Z3 YUY a7 SIS M40 Ut AREHAS Y=

Asts sl=A] SA4%e A xelv. kA 54 w2t bgE F e H] HuH
2ol ol YA eAdFE =4 Yeidth dAFGAA T v R 2 U EY A9
AA T == o] Alo]F YA L =2 kS Hlt wetx F U EL A §x 1?‘5& =
o] AlolzdAd S vlusty] YA AatsE A8 MEY A i e + AF
Atole] A=zl 2 Uy ARESiH, AfstE Ale]lsdAd2 0~1 Alo] & H A
ot

o, (v;)
BC(y;)=Y_ S V= 1)(V—2) /2]
s,teVv Gs,z‘

- BC(v;) ;v X|He| AtO|ZYAN 2t

-V - LEO| ME A 2-3,

C Oy s, t AHO|Q| X|EHF 2O

: a&t(vi) cv; N™E L XTHERO

- N ™K =29 Il

h g f e

a b c d

(a) Example graph
(b) Betweenness values

Vertex v a b c d e { o h

b(v) 0 0.250 0.125 0.036 0.054 0.080 0.268 0

a2 2-24. Y EYAOAMO Z+ == AFO|=UA Ol Al
(Matteo Riondato, 2015)

52) A7EE 9al (n-1D0-2)/2 & U5, Direct(dW3h) 2829 A9 (n-1)(n-2)/1= W)

- 54 - ] -&-tf] 8
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(4) &

T A 5 M de E8Y e AT, AHTEE, AtelT Al disl
AR, SR, 1 2-11.9 Zo] AdATIAHS MEYAAA ste] =
=7 Ay B2 AR S A deAE HEH, SIS 4 AR &
85 AP Hdade]l 54 =27 AA UESA A dvk SAlol 1A=
Al vER = A o)tk B Aol TS HIEH AW 99 F AHS HGA=
2 ol uf dvintE TRE AREE A S8k AFolvh 19 2-256.= T
g UES AN A4 T4 AEE SAGEL H)S BoE

#2-11. 3YY A8 =7 ¢y % 90|
SO A =3 49 =1
9| oLto
SEEERIE yEea g 8y e | 0T OIS B
(Degree Centrality) AZE X9 £ Al (ot o ren
= o (—| O%_|)

HEQD W SF =SolN

g sy S8 =5 Mol 2

=9 Lot JA
=g A0 HnpLt

sH0l /AX[st=X 5

LEXISl A9l & 3
(A s44)

A
O_|\=|_'_

(Closeness Centrality)

HEY3I Wl =8 Lo} T
k=] — hl]

ALO| =9tA CIE &= = AfO| &
ol s dd . ;‘:|:|-|-7I:|_§TAI-EE_O ol lX HEXINWAM Lofat=29|
(Betweenness Centrality) | ZSHEAE M0 {X[st=X £z dste stex| =5

c) Alo|5d
Betweenness Centrality

b) IEHSYHE
Closeness Centrality

zZzAd
Degree Centrality
J8 2-25. 2 HEAIONAS Z 5L HxEH §Y
(https://en.wikipedia.org/wiki/Centrality#Harmonic_centrality)
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8 2-29. 2| =(Grid) 8 ©H=3518t Ao e|duts HIt
(D.Andiwidayakusuma, 2019)

# P(Path-1y=P(Parh-2)~0.046278
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#H 2-13. Sc|d%Y=s A FHob 9y oA MdAAS
== 3 PSS
Physical Protection System and Vulnerability Analysis Tang Dan, Yin
Program in China, 8th ISODARCO Conference on Arms Xiandong, Fang Ni,
Guo Cao

Control, October 2002

Performance Assessment of Physical Protection System at
Wolsong Nuclear Power Plant using SAVI code, Transaction
of the Korean Nuclear Society, October 27-28, 2005

Won Moog Jung,
Ho Jin Lee,
Donghan Yu,
Gyungsik Min

Vulnerability Analysis of Physical Protection System at
Hypothetical Facility, Transaction of the Korean Nuclear
Society, November 2-3, 2006

Won Moog Jung,
Ho Jin Lee,
Donghan Yu,
Gyungsik Min

Development of a Vulnerability Assessment Code for a
Physical Protection System: Systematic Analysis of Physical
Protection Effectiveness (SAPE), Nuclear Engineering and
Technology, Vol.41 No.5, 2009

Sung Soon Jang,
Sung-woo Kwak,
Hosik Yoo,
Jung-soo Kim, Wan
Ki Yoon

Breaking into BIM: Performing static and dynamic security
analysis with the aid of BIM, Automation in Construction,

Stuart Porter,
Terence Tan, Tele
Tan, Geoff West

Vol .40, 2014
AldE ZEE Ao [E F2(MHYs Fobd ot T2 H ME=, Bde,
B SHREXYSES| Vol.15 No.5, 2016 24

Evaluation of Physical Protection Systems Using an
Integrated Platform for Analysis and Design, IEEE
Transactions on Systems, Man, and Cybernetics: System,
Vol.47, No.11, November 2017

Zou Bowen, Yang
Ming, Yoshikawa
Hidekazu, Lu
Hongxing

Vulnerability Analysis of Physical Protection System of a
nuclear installation using path analysis, Brazilian Journal of
Radiation Science, Vol.07, No.03, 2019

Tavares, R.L., Fiel,
JCB

A Comparative Study of the Algorithms for Path finding to
Determine the Adversary Path in Physical Protection System
of Nuclear Facilities, IOP Conf. Series: Journal of Physics
1198, 2019

D.Andiwidayakusum
a, A.Mardhi, |.Savitri,
T.Asmoro

An adaptive probabilistic mapping matrix search algorithm
for vulnerability analysis of PPS, Annals of Nuclear Energy
131, pp.433-442, 2019

Jung yang, Jung

Wang, Guanxiang

Wei, Ming Yang,
Hongxing Lu
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Optimizing physical protection system using domain
experienced exploration method, Automatika, 61(2), 207-218,
2020

Dejan Cakija, Zeljko
Ban, Marin Golub,
Dino Cakija
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3.1. =[¥Y

fol
o
N
oM
H
0E
40
x
ol

o FollA s w7t Al A EE e =
< P7h-As el s AAgelth iR o A
2ot Sdle]l FHEAHAFEAL A AHE&H= F82 "Vulnerability
Assessment of Federal Facilities; ¢ TAHIFSA] AFHAL W5-H2eF 7S 13
AT&9, ®H O TAFFEAN BebAE g A, & dide® STESD B I8 A
A5 =YANE o] 94 dAEAE S e R g A7+ "Nuclear
Security Recommendations on Physical Protection of Nuclear Material and
Nuclear Facilities (INFCIRC/225/Rev.5), ¢F w= 7]%<¢l A%y 10CFR73
Physical Protection of Plants and Materials;, & #2413} t}. vlA] et o &2 v A1t
A F(FEMA)OA E3bek= 7ksaxde] e 2771420 [(FEMA
430) Site and Urban Design for Security Guidance Against Potential

Terrorist Attacks) & 2313t 5719 E84Ws Id 4S 4831

# 3-1. =L =/tseAd 44 23 A3

=/ qg=z 24 79 HE A&

Vulnerability Assessment of Federal Facilities,

HEIE B A|M (0=
U.S. Department of Justice, 1995 ggF Ad (O1=)

o

|
=

BN FRHA YE - 20t )
7
d

ATZS, U THRHA HOHY

R
o 0

2 4o

Nuclear Security Recommendations on Physical
3 Protection of Nuclear Material and Nuclear AL (FH)
Facilities (INFCIRC/225/Rev.5)

10CFR73 Physical Protection of Plants and

XA (0=
Materials, U.S. NRC FEAlA (0]2)

(FEMA 430) Site and Urban Design for Security ZIIEQAA (0]2)
5 Guidance Against Potential Terrorist Attacks, U.S (Primarily to high—risk
FEMA, 2007 sites)

57) =l AR AeHE =uANE Ve R EAEHA &7] i, ¥ & Adew AA 9t

A2 FA3H,
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(1) Vulnerability Assessment of Federal Facilities

"Vulnerability Assessment of Federal Facilities; & 1995 w13k o &}
SuAE ZEHE 28R AR dEo] A Sy @ s A7 sk A
= AVl2 e EdAT s AA Ae|vsY s A2 vl ARAFAA
gt S As AAVIES BAE wkom, Al Adaete ddd AlAW
2 A Aol we} Level I5-E Level V7HA] 5@AZ FE3}ATHD 717 28 5
o] Level V& wH= =% ZA(Pentagon) % FTHAET ZH(CIA
Headquarter) 2 = 2 AR 7)o H&% = FA4elty, O1 3-1.2 WE 49

R A eEE SYANE AAVIEelt B e aofsty ofget .

- W37 FEE Perimeter Security(2]ZH S, Entry Security(Z ¢ H.¢h)
Interior Security(AWH = gt}

- Perimeter Security(&|ZH )+ AEZ 2pFo] st AS w] g 7+
o= YA Wy 9 CCTV, 2HAA Fo] Ax|xojoF st}

- Entry Security(E9EohHE Hota el ujx], -zho] QG5 A& =Yt
= AR CCTV Ax 4 Fad4A7F A= Bt 2

- Interior Security(WHEehHE 7191 IDE &0 7Fsdlof 3t WEAE Hx

2 e F g Aol ZAAk

58) 19954 4¥ 19¢ v=r eZgtsvlss wo AWAE 7]go] $x
Zeth|g 2 oby 1948 ¥k 1699%0] E5S 2llon 68040
L =TTl ZeH = 7S oA H] &9
A717F H At} (Stephanie Smith, 2007)

59) o ZEtsnl AR AL ZehyY o]F FHd 5w WHEA(U.S. Department of Justice)oll H2| &
© ZHIYPHE g AurA e FHodE Hrletn WE RFAARNE JNESES A AISHITE (Stephanie
Smith 2007, The Interagency Security Committee and Security Standards for Federal Buildings,
CRS Report for Congress)

i
53
o%
oX
4
=
e
=
k=)
=

60) Level I A4 @ k4R 019 109 wm]whko] AFE-3kar, 2,500 sqf o]st AWz Al
Level II A4 @ dubg R <19 11~150% v]vto] ARE-akaL, 2,500~80,000 sqf )3} A A4
Level I A4 @ AP R 919 151~4509 wlvte] ARg-&kar, 80,000~150,000 sqf ©]8} AWZA A4
Level IV Al @ A5 1 4509 o]/do] AH8-3laL, 150,000 sqf o] AHA AJA
Level V A4 &9 (Pentagon), 44K (CIA Headquarter) 5 Z71etH ¢} #ds FoA4
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LEVEL
PERIMETER SECURITY T T—IT—Tr—
& - - - -
Y Y F L] =)
" & A A& | &
i & & & &
5] 5] - 0 -
e s - - L
& & - - -
a 5] a [ ]
i 3 &) [ [
[ ] -_ s L
T ERTLMOF PHYRILAL PERIMETER WITT HAKKIERS (COMCRETE ARD ) OF STLEL
COMPOSITION - - i o Qo
[ RETRTT TARIERS - - a o 5]
ENTRY SECURITY
| I Iy IV v
EECEIVING 7 SHIPPING
ACCERS CONTROL —— it i a o e e
[ EVATUATE FACILITY FOR SECURTTY GUART RECRTRERIERTS ry = .. . s
TR TR ST T TR THOR SV S TR WITH T RS TR AT TR TR £ L& 1) !
I A [&] . . .
[ UPGHRADE T0 CURRENT LIFE SAFTEY 51 AMDARDS [FIRE DETEC TIOR, FIRE
SUPPRESSIMON SYSTEMS, ETC ) - - * ™
[ ENTRANCES 7 EXTTS
[ W-RAY & MACHETOMETER AT FUHLT ERTRANLCES = a o o >
[ REGUIRE R-EAT SCRLENTSG OF ALL SIAIL f PACEAGTS = g 5 ~ -
_ml EEF HOLES o o T 1) -
— PR TR T T TR TS (4] _r_.l - - -
ik ] - ™ -
A SECURTY TO0RS s | & | & | & | ®
INTERIOR SECURITY T .
M PLAFVEE 7 VaSdTOHR TIREm J0F T A TTTAN
mmm - & 0 - -
[ VISITOR CORTROL ST REE TG Sy S TEM & L] [ ] - -
[ VIRTTU TES TIFBCA TIO AL TARILITY Sv s e - . ] L] L]
[ CRTABLTSIT IO TSR ATTHGRETY [+ =] o - * |
| TTTLITTES
— PREVENT USATTRORIZED ATTFSS TOUTIOTY AREAS =T s T s a
TRV EMERLE ML PLAWER T CHITICAL SYSTEMS (ALARM SY AT LA, RALILY - ” % -
COMMUNICA TICNS, COMPLITER FACILITIES, ETC.)
My
EXANINE CCCUPART EMERGLERCY FLARS (LEF] AR CUR TIRGERCT PROCEDURES . m - - -
BASED (7 THREATS
R T AT, UFTATED ANKIALLY, PERIGHOIC TES TTRG ERERCTRE . - - - -
I A EECH & T TP OTT T AL [ AGRIG MENT BAGED 0% LARGLST TENANT TN
FACILITY) ™ ™ - . -
" L] - L] L] L ]
BATCARE CENTERS
= EVALUATE WHETHER 10 LI ATE DAYCARE FACILITIES 1M BUILLANGS WITH HRGH m 7 - - >
THREAT ACTIVITIES
COMPARE FEASIBILITY OF LOCATING DAYCARE IN FACILITIES QUTSIDE LOCATIONS | = i e o
. sapsrsp o BT ATiAE[1 |} ITARDARD R bil O PaCHAY DVALUATIE 8 [HUNAELY wOT AL AL
J8 3-1. g4=279 & Ad S350 OE s2l83%Ys A7 =
(Vulnerability Assessment of Federal Facilities)
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(3) Nuclear Security Recommendations on Physical Protection of
Nuclear Material and Nuclear Facilities (INFCIRC/225/Rev.5)

A DA 7] FIAEA)I A #7138E INFCIRC/225/Rev.563)= TAEAS] 0] o]

gefjol o A& Bl AAHAL et =2 A AAA S} o] 5 Aststr] ¢

& TAARS 7ssta Avk EYATE AAlY] 534, AAHA LA HEE =2

s AAe) TR AHEAGF BB Byoldd ha HEad So o
3 ge g ook 56 5%elA BB 93 A 9F AR e Ba)d
W AALAS J1%sa gom, WS ok ud ofde gt}

- A& A e (Limited Access Area), 1379 (Protected Area), 34+
(Vital Areas)o.2 A},

- HE7YL B AYHoR Seite Qlal, RE P o R EY e FH st
H E9Y "HXE 5 dojof gt

- WIS HE TS fo A, EAE g 179 S o]l ©§ glojof

o}

- AATFHo R YT

o}

- Bogge= Ao Hds @A 8] #13 W74 =#([Random patroD°]

wo]of G},

_1

1

.

FHazlstofof afm, B 7k Adnjrh AR ofok

rir

|
st

1

.

63) 1987 572 EHe] WoxAo] e AEAUSFHKCPPNMe] HaH NI, 199960 = Hed

wetdel  AAEA A gigk fEE WAE] A% WIEERAE FAEHA AEe [AEAS] &4
(INFCIR/225/Rev.4, =4 2 A M dist B24%5)7F Bt o] F EH PSR E 93|
EYAYS FAAAE 7O§H B 2AY S 20059 AEANTHES A HAar, 20119%0
v YA A NG FHINFCIRC/225/Rev.5)< %{H%E}. (7mo ;, AL AAA A o] 774
A EALE FAAA AEES S AN el Hah=iy A407 A3 pp/277-324, 2016)
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(4) 10CFR73 Physical Protection of Plants and Materials

mse] A4EAd BedMs #aT4e el T10CFR73 Physical
Protection of Plants and Materials, ©l 7]& %] $1t}.649 Section 73.55°] &
A o] s, WoAE, B4 WY, 534, LA 7Y s E
Ag 8 AR AAEA AzEo] k. 538 & =94

E3] (e) Physical barrier &
e E sk Al AAAHANA Y FAAS g Ak #Fd 8-S aokshH of
e} 2

] AL AT 9 (Owner Controlled Area), R& 79 (Protected Area),
A (Vital Areas)® 1A T,

- B39 TS 294 Mo R B Eofof &, &

O K Eojof gt}

- BEToRY Y FAT A FFIAZ wYHolok shv] TGt 4
o}

|
>

)
o%
)
filo
offt
2

&
it

ol o
4 5] ofof B},

- TG Had 2l Beld e Sasloksts 91X Aok 5
B, TGAo A, AHEFE A 8442 (Spent fuel pool), FAARA, 224 1A

8 3-2. AU A YA 2 (NED

64) CFR(Code of Federal Regulation)% nja oHbH o B Jubx Y] X W )R gk 7] Ex o)y,
=5 507H«1 Ao g FhREoQT) o]F 10CFRE oflUx] #-oke] oAutH O]DJ] 10CF732 YA=A Y] &4
WE BE 2A 4E " ok
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(5) (FEMA 430) Site and Urban Design for Security Guidance Against

Potential Terrorist Attacks
'Site and Urban Design for Security Guidance Against Potential Terrorist
(FEMA 430), & n] dAAd32] A (Federal Emergency Management Agency,
FEMA)o A 23rek A2 Hlg] ol uinlgt Farde] Be s /g AAd
S AT ARA oY A%, 27, MEP 5 Ut BofollA A& Eg 4w
TE 9% AAVIES 7153 vk FEMA 43004 & 19 3-3.3 o] &4

HE AAE YF) v|EHor 3 Ay HEAGS Aesta g

- 3 A BIUES HEYAE e Ao] AAS HYT o d5d HoleEs

el el A de=sAt
- 1 A (First Layer of Defense)= Al 2] &e] AASE 2 3 X Ho|t}
- 2 A (Second Layer of Defense):= 14 L=}

r oo
o
Mz
ol
2
off
ol
o
N
(0]
ool
s
)

=
o
2
S
o

Aol A HAE 4= Q1= FEHE| ol tiH]E)] Fadk o]
- 3 AW (Third Layer of Defense)= HE Y AEQ FAo AY 4 Q= AEQ]

Fash 99 E 2FER doF Bt

Entry Control
Paint

Perimeter —————
|Site Property
Line or Fence]

<

= 1 First Layer of Defense
= 2 Second Layer of Defence
- i f

- 3 Third Layer of Defence

8 3-3. 3AICH HSIHE (FEMA 430)
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Uk Al RA o ®

7 A
= 309 9 = AAE v =ddNE s AAsa v A= AAE
Wo dor sk 4569, (1) AAE AAl - (2) HAAZA/AE Ate] - A&
AA'R o)A = ASHE S AL, de Wil 54 7 e 2de
HATHom Ak 4560, (D) AE BA - )& BA — 6) A+
AR E BEdAe AT (2" 3-4. Fx)

gH-AE o] Al Wi Fell AR Rtel WAl A e AAEE e dAE BE
o m Agstar, dAE R ago] Ald W9 s g, &3] 5133 A
AA ok Bk A dE Wl AT (Vital Area)E W= A4t HE A3}
¥ 2YANS 8S AN Aol AldTh

B (1) A2 (EHX]) 34

<

‘9K ”
:! . .

| JIddnaTTn

|
it
w
g
H
N
Ol
kO
=
fix
lo
0F
fob
Ral
12
-4
gl

65) Vulnerability Assessment of Federal Facilities, AEA] A¥-AAL Wa-HeF /AL 93 A48,

2 THEAAL Wob7kst oA | (FEMA 430) Site and Urban Design for Security Guidance Against

Potential Terrorist Attacks

66) Nuclear Security Recommendations on Physical Protection of Nuclear Material and Nuclear

Facilities, 10CFR73 Physical Protection of Plants and Materials
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Door Delay—Personnel or Vehicle

Deelay Time

Feature (seconds)
Wood 10
Hollow core 10
Wire mesh 30
Tempered glass 30
Security glass 120
Lock—Padlock 15
Lock—Electromagnetic strike 30
Lock—EKeyed cylinder 30
Lock—Mechanical or electrical coded 60
Lock—Combination 180
Lock—Inaccessible Infinite
Security personnel at post—No protection against firearms 0
Security personnel at post—Protection against firearms 6l
Security personnel on patrol 0
Security personnel in tower Infinite
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A&l AolsdAd S ARESI T AHA 9(2014)v EAEoFol A= =R
we 9 A FYF S 98] A, MRS} B TS Bl

ah7] wol o] gure Fkolew 14t wAbE Rl A wE

2%
RpolE R e 54 2-3.7} Lol MENAANA v ==l Aol FPY G T
2 ENZAA 919 F s st Aol HRAR F v AUE 42
o £% HF goE WET 5 Yk
a9 3-21.2 54 2-3.0 Wk R wEE FHE YEADY Aol FIYE
EEE Avtolthed Aol TS 004 1 Aboldl g =M, 1o ke et

82) AFAtel uwiEl wisjFAAdclEe wWolE ARESIE 8k, FIHFEE(Space Syntax)ollAE A
(Measure of Choice)2tal Ae|sH 484 Alatalgd2 Fdsio).
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Atol S A 7k whee B EA ARE HolFE agZolt) ARAE I8 =
HHTE ZF A-H ] Ato|TdA, TE5HTE 2 A SdFo s dYsgltt. 1
3-9.9} Zo] tg F#AASFRE 0.7599% e} ol SHWTFY THHUF
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- TH=B) 1 0.6029, - V ERAM : 0.5632, - angular V ERAM(3) : 0.6083
» 3738 (2019)9] A7 (] T3 oA AEAFRY)

- FHEE®) 1 0179, - V ERAM(3) : 0.236, - angular V ERAM(3) : 0.315, E V ERAM : 0.359
E£97(2005)2 HAYA(2019)= TAF] AFE fs] 2(LoglE Al T TS FAe .

B LA B3-S AFHZ )3l Alo|RerA T v JARA AFE= AAASRY: 0.4447 <,
88) YA o T HARAEG s A9 ANk AYPAFE ALE3, OFEARLAS SYeks 3¢ 24 2
AAFE A L E

- 100 - 2] ;;_1_.15._.



H 3%, S0dYs HIt- Zs Uy A

go], & dolA oz gt 75 Al d AFRAES A W85
LA, 54 Ao A )2 vlE AL AL, o]Fo EHAA AHFA
A B 3 YA o5 = C FAAAA D 7AARE oF T)= 7ML 7] Wi
of {AHZE dEste] o5 Ao dgHTt. wepA HESIZ AddE A|A
S A AtolFdA # dubAd wUtseAAddA e Wi FlFEE HS
g o= AA S British museum® 3% AMEEH o & 4@3dAE 2Y
o= diE

d

—

Md

it

»L ol

2500
2000
®
® %
1500
e °® .- o
. L
" ...-
1000 i y =4773.1x + 337.06
® i R®=0.5776
P ’ &
@ L P
500 e L 5
ot ". ®
8™ 5 o
e
&5
0

0.0000 0.0500 0.1000 0.1500 0.2000 0.2500 0.3000 0.3500

I8 3-22. Metet HERGS Ao|sddnt SHF9 Jitx

- 101 - & xﬂ-.-lﬂ {jl =



It mebA w7k QAo A Abol s A ghel

Z3t g AT -RAEALY Ot ARIYS oo
o178 mlgol =2 A

EHYs FIt-

P 2 A 5ol A% o

9

]

O#E ‘% U_.E ﬂ_le O (@] [eV] " .|.
P 2 T W oo MEIIE ol
= = o o|loc| o <t
= WM o - [ TR T S '~
© TR g z] S E .
o i dp or oo .w._ w AN | N S| I K
KO 7 & or = | A °l° slala A
K EO X T % iy g + m.v
i T X |5 SR R
mJ o T ok o ol S|lo| N IS
DS o oo s
0 R oF oy X > [
Rl T R Py i v
. g P o mlEl<iolu s :
%0 A — oy X 5 5 |. A B @
- X ﬂ.M H;l 1_.U — |rO < < (aa] +
o T R - ¥
o B o TR
U 0 ) — X K _
._.“ s O TR DX & o & S
S ~ — n_mo ﬂ&A w_.w.._ H o 2
o = — - — <t C
1! © E ] o < 5 %0 @ L u 8
s o o= g e T xR 32 /¢
20 ol NO or = o o R oy _Aaﬂ B o o —
o o o & ST oRe o -
o T ol W Yoo M . it
= o I © o B gy ko2 g 2 v
= o7 &P oo T . c #—
< u u 1 <~ R Tt
. o X o X H w o
= g M W % 3
o g -
o M ﬂ_oﬂ N 1;1_ 5 /
IR N 3
o BB R °
T X g,
22! oy ol

a‘._ ~< L-O =



23k Wy met

A 3%, BAXYS F}-

™om T . oW oer AR R AR
o

~o
oy B Wr o |
R
Mo wTE W_UW T © _1ro roudN ]
wm o 7 O NN 1
%ﬂo_eﬂﬁa%ﬂ% |
do R K M R do )
B X< _
T P o S oo oz ~
K X0 o Iy el poX
H = qm_.ﬂ Moo X© 0% qm_;ﬂ 5]
o#e Bl D R B o
oo g mﬂﬁ_ o op om o A = o oF
Wm_@ﬂmﬂuﬂu%kﬁcﬂ ﬂ_& -
- N oy
o T F N ﬂﬂ_fmwﬂ. i 3
v 2T B o iy b
ol — _E ol N _E o o
Tl B oo AF m SR S ©
Boer i sl gl o Tz ©
Wo < X P w w s 70 ms ™
s ° WX o = < FE o a w
,_Iﬁ_yl E.E .X*A ﬂ iy ,ml.._ Q X ;O.ﬂ HO_H H <0
oK fazo) EE X ‘ﬂu _zrl w m.o 0 oF = I
~X ‘Ul —_ ‘Alv.ﬂ E.E o _._.__ ol (op)
o R o Mo Ho@ < of ¥ o 2
o g o= W o 9 ™ ., = _
o Xﬂ \.a _ZTI ﬂ@l —_— 7E U_.E J_Anﬁ __IM X0
iof m T o gy 5 ofu 7
oo — % w3 . o
0 T oy ©° BT of RN - Mo o o
i R |z
OB o _ o 0
_— ~ X 2.0 o _
g 21 - Ho o)) o < NE . o]
_”__._._._ i Z.E Jﬁﬂ ‘OI ) EO EO Wﬁ ﬁ_! OT
~ C._ o — M Jo|
. —_— q a O T - o
= 3 o= o W G 2
o o T ox X A oo i
o o Mtu g W NG B o oy
T o < — N
—_ X I < n . o
Nl ok —_ EEY —~
o
2




43 YWY o3 SIISAM UiE AFEHYE Y=

EHYs FIt-

0.30.=

S
T

A 89

ARY 9 #2 0.359 =9

s

&3t

KN
=

o= AY B A

= A+B7F H 4

zH Hleg2 Cru}

H -85

S
T

A+B, A+B+C9 =g

=N

0.2

0.1

0.5

0.3

0.6
0.7
0.8

1o
& 10
Of

0.3

0.3

0.35
0.6

0.6

0.6

0.75

Nk

101
~NO

b

A+B

B+C

A+C
A+B+C

- 104 -



H 3F. SHHYS FIt- Z3 YY At

SHolA A= BeF Coll v
g -dotrh. ASt B Coll Hl&) ‘H]&" R ‘@3 SWHolA 3 -9, ASt B
© AME Y 55 7H  jith S, A9 B & oW ol oA A ulH
A gkom ol#3t xu| I E 7 A (non-dominated Pareto)2] {3 delE

=]
2 F§H(Pareto optimal set) &= &7 Al (efficient frontier)&tal dc}. (A9 4,

v

8 3-24. ot E =& Ol Al
(https://en.wikipedia.org/wiki/Pareto_front 18 7t+3&)

FE HAHL BE x5 yFHel e F Ads vlalste] (0,003 77 A

HES A4 getor @S 497 Bk AW T AL g, B3, 3

90) olefg] ZAeA Az = g o]Fd upE 7
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96) ¥ (input), A (processing), =% (output)S 7|2 ZH o2 3}, o]& A|ZH C& algorithm3} 3 F

- 114 - ___;r‘ﬁ-! _kll.'ll_ -l_-li



A 4Y. SEHYS Gt ZE ALH Y 2 NS0l

e A Bme] 19 oS wi$-A ¥otk ok algorithms TAE 4
9031, BIM toolvit} A st A ES9D7} ks o] de] ARSI vk A

©
T h

Visual Program:

AmrrEEOcing 3> =

Textual Program:

myPoint = Point.ByCoordinates(e.@;8.2,8.a};
%= 5.6

y = 11.5;

attractorPoint = Point.ByCoordinates{x,y,8.8};
dist = myPoint.DistanceTo(attractorreint);

myCircle = Circle.ByCenterprointRadius(myPolint,dist);

The results of our algorithm:

% 4-3. Visual vs Textural programming
(ZX : http://primer.dynamobim.org/)
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A A gide] WY, EYdWE 848 FUEEAY AT 9l

S|
4
9 4-6.3 ol ¥, AE, Ak e a25L B FAHL 7]

7} A, o 7)o KA (Delay), B4 (Detection) &4 9] Te A
&

R
of wE7t AHHM TR HEbsd BAWS dXE TAR
s wmmsl AXel: 747 $A Ao|(ARre.R WHHo] X

7} ko 4
EAdo] FojHn, o]gE A AAE v oK YRE A= F 4-1.9 F 4-2.
Z) 1 %=

o~
o ro
o
Loy
o ol gl

ey
o
S
ot

A

AN

2t} dA] YAEE B4 ASE A 7HASHE e 521 Segmentoll
ek AHolm 1000 = gAEs A& AXHE BE &, A 5ol st £4
< 7HA A dth
H 4-1. BMZHO|N F=E3t AX| ZAE A
id from to location time (sec.)
1 Door_1 Room_1 Room_1 2.83
2 Door_2 Room_1 Room_1 1.95
H 4-2. BMZHO|N &3t LE Z|AE A
id name time (sec.) detect. (%)
A Door_1 30 20
B Door_2 30 30
C Room_1 - 10

98) IFC(ndustry Foundation Classes)#e 3 IS 851% &
S AFEEE o) dlolE 4 9 w718 HAgelA AAAR &4 9 FA4gst

T
HAgtolth.
99) A2 L Revitol A Line7]5S AHgste] 2A4dE

100) Table 4.914 Edge®] & 4 &4E ‘from’, ‘to'Z F-AsIA T, 24 Alole ¥4 o)Fe] 7Msd
ek 718 3 (Undirected Graph)® 71438

231 Revit¥} Dynamo (Revit Add-in)
AAARR AES HAss)
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Module 1. PPs E4 2 | E213 + JIEX| HE =&
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Module 2

ZUHE HANEEFE |—>| Node & Nede list

ER

]
|

g

L 4

HEHRH
BFIEM=

= MEE | Edg= & '—P/ Edges list

HE=2
PPs S EH 24

SR

BN SYERAATLEE }4

~

ol A = ==
J2 4-5. Module 1. B2 HEQYA ¥ £48w 5 74E
== X
M_Single-Flush 4 = %
0915 x 2134mm —
20 v Bz =y M Fixed
AD A 0915 x 1220mm
=Y #E !
A= 9 oign 2 =) v BBeEEL
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4.2.3. (Module 2) ® d= =2[H

Module 2.5 18] 4-8.9] /@ x9} 7ol

2ES T A& W sAAA MEAAE

7bedt B ARE BAsH 10D Zb Aol dizt = HWs AA =

—

Module 1.9]4] F&3F == oA g
ATt L FA A A 7H] A

oX,

(Probability of PPS effectiveness)S =3t}

=
gl

|23
)=

3| EES Python dojE 7|Hto = 7wl

bt on] ST RA ks 3

242 918 NetworkX102) #7141 9] all_simple_pathsl09 2ho]neleE Abg

Ach. A AzE BAR F AL ol 9%
ABEe ke

=

A A

r
fog
td
o
o,
ot
1o
e
2
o

]

& a2

101) Zo]-¢-AMeEA™ modified depth—first search (Sedgewick, R., 2001)& Al&3l] RE HARE

4
A9 AL AT B AYE A

o 9lth. o]x ¥ Module 2.+ BIMOZ -5
hoa|

7
HNSARE Gt Aokd AnE £EFORA A Aol 2

A wrs Ao Bolg 29147k3)
T Fads 0}7{] QE]—
A

A X*Zﬂ /\]”Oﬂ gk =AY

z AA
H Al e] 3
23 = g

|
o
z

102) NetworkXyE 3 HEYAE Xz agzz Ay Y8 8= Python packageo]th.

103) SHHFE 474 3 SAAE

(networkx.org)

rlo

A SaetA e
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HAY. 28lHYs E7t- 33 N2H g & A2 0[H

Module 2. T ZE SC|HYUS F5H 24
o| CHE EE4T
g —l
- Module 1
pes 242 242 HE=2
B 4=H=. Node & FEEEYTS Hz=Ed szEgs | 0K
(=] =1 5 E-,—I.-{Im | (=2 —‘r — = 'H =
= =R Edge list PR Tl e =TITE FEEE
T = )] (EASI 23)
$ MG
: Module 3
)
i oE=EE " !
L] il P
Upgrade =2 HEs
aE
gt ==
= = o= =
J8 4-8. Module 2. M ZZ2 E2[dYs 24 24 F#dE&
In [22]: basel ine=basel ne, sort_valuesChy=["P(e] ' 1)[['P(e) 1], reset _index() [['P(e) 1]
import numpy as np
import natplot|ib.pvplot as plt
plt. figure(figsize=(20, 10)]
plt.plot(basel ine, marker="o", narkersize=4,narkevery=3, label="base| ing')
plt.gridiTrue, axis="v', color="gray', alpha=0.5, linestyle='—')# 2% &%
#rlt eyl ine(x=aatetim( 2016, 8, 28), eolor="r', linsstyie=""" |inewigth=1) £ =
plt.axhl inely=0.9, color="r", linewidth=1) #5& 2=
plt. legend loc="lower right', fontsize=20)
plt.ylabel ('Prebabl | Ity of PPS effect [veness', fontslze=25)
plt.xlabel ('Path (total "+strilen(baseline))+')', fontsize=£5)
Bt
00t (2210 <module 'matplot!ib.pyplot’ from 'C:iUsersHHYRARManacondadil i bits] te-packacesttiatnlot | |bitovnl ot .ow'>

Probability of PPS effectiveness

—— baseline

&

Path (total 45)

J8 4-9. Module 2.0AM =5¢t & d=29 =2|8%=s rad
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(Brandes, U., 2001)
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Module 1 Module 2
: oK
> Mode & » LEE=E
Edge list Ea
NG
L
Hode A0IE3Hd
o Ed |J1¥d| Ef;'gzﬁi
H o)
HEH B E g
L4
.| =sEEes
=R 2
' }
l
L x;ﬂﬂ;}lﬁ
“““““““““““““““““““““““ 2% =
Upsgrade Gk :
Module 3. 0| SHO|H 7|8 ST|FUS Zh5 ZEOI0E X
12 4-10. Module 3. O|SHO|A 7|8t Sa|Mets 23} 2|MOjot T2 TME

import networkx as nx
import matplotlib.pyplot as plt
import matplotlib.colors as ncolors

def drav(G, pos, measures, measure_name):

nodes = nx.drav_networkx_nodes(G, pos, node_size=20, caap=plt.cm.plassa,
node_color=| ist (measures, values()),

node| i st=neasures. keys())
nodes. set_nore(ncolors. SyaLooNora(l inthresh=0.01. linscale=l.
# labels = oy dre_metworkx_febels(8, past
pdass = nx. draw_networkx_edges(G, pos)

plt.titlelneasure_nane)

plt . colorbar (nodes)

plt.axis( off')

plt,show()

'Betweeness Central 1ty”)

drawl(G. pos. nx. betweenness_centralitv(G),

Betweeness Centrahty

1ot

p~2

I8 4-11. Module 3.0l =&¢t
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base=10))

1102 Lebby' * 0, 16341 023133016833,
‘Door _130C" ¢ 0, 0086200994 3857303,
‘100 _Vest. ' 0017192706221 024086,
*Door 100E° : 0.0134233524981 90868,
‘Door 115" 0, 0331607 00832 TE07,

133 _LobbyE AU 0. 104200960151 4103,
‘Door 107" 0.011904877856795044,
“133 Lobby2" ¢ 0, 191 044206407301 32,
‘Door 106" 1 0,01 190447 7886796049,
‘133 _Lobby2_IT": 0,21 282534552628506,
‘Door 1057 0.01 190447 FESE7IE040,
133 Lebbw2_JU° ! 0. 22220896851 71 4834,
‘Door 114" 0. 2536079628790,
*133_Lobby2 AS': 0251664002671 94634,
‘133 LobbyZ A" 0.0S0STOG7081 216053,
‘Door 101" 0.015240828303852257,
"133 Lebby2 4B 0. 02TEASOTO5I30050,
‘Door 192" 0,01 190447 7896735048,
*Door 1097 ¢ 0.01 130447 7206735049,
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4.3.1.

a9 4-13.3% 2o BIM =
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=

9 4-12.
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=
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ki3
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=
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=

b= 7l 2d
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]

481 A

o1& 9 x| (Security room),

S)a) A ohele} ol

KN
=

Vital Room (¥ 4-13. #%)

3%
1=

Security Room (1¥ 4-13 #*x)

J8 4-12. AHAIHE BIM 22
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a8 4-14. AHAH

= B AE

node time detection

mjo

-

L

502
503
504
505
506

Start
Door_122
Door_124
Door_125

Door_123

331_Vital Room
133-1_Lobby2-1
002_Owner Conirolied Area-2
003_Owner Conirolied Area-3
004_Owner Controlled Area-4

507 rows x 3 columns

0
15
15
15
15

15

e a 2

0.0
03
0.3
03
03

0.0
0.0
LR
0.1
0.1

oix| 2|AE

edge from to focation time detection

0 AA 102_Lobby Door_130C 102 Lobby 1.33 o

1 AB Daoor_130C 101_Vest 101_Vest. 050 ]

2 AC 101_Vest Boor_101B 101_Vest. 0.28 ]

3 AD Door_118  133_Lobby2_AU  133_Lobby2 159 0

4 AE Door_117 133_Lobby2 133_Lobby2 133 ]
508 TO 131_Comdor 131_Corridor_AM 131_Corridor 0.61 0
509 TP 133-1_Lobby2-1  133_Lobby2 AV  133_Leobby2 136 ]
510 TQ 235_Comidor  235_Commdor_ES 235_Corridor 1,39 0
5 TR 234 Corridor 234_Corridor LC 234 _Corridor 0.320 o
512 T8 328_Coridor 328_Comidor_HX 328_Corridor 0.18 o

513 rows x 6 columns
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- 4S5
e — Remark
K[HAAlZE X =E
UHIE 15 = 30 % Pad lock & position switch
Hot= 30 & 60 % Electromagnetic .strikel &
balanced magnetic switch

4.3.4. EAX} L f 2(Response) &H 5 Ft MF

Ad2et Al e Hol ek 7Hg gk F 4-4.9 2ok A G ol A
359 HATG7A 3.3/x100) 9] &£ olggtil JFFSIT o= 7|
(4.5m/z)%t A71Q2.1m/Z)E W& Fwolth. e s EFAIE 1T
Security roomol A 3% A+ (Vital room)7FA] 111x1070 7} &~ Q

ahaitt.

Sk
ok Remark
Ols&5= 3.3m/= 27|19 HIIE =
e SSAIZH 111 = Security room —> Vital room

105) Biringer et al. 2013. Critical Infrastructure System Security and Resiliency, CRC Press, Appendix
B: Physical Protection Features Performance Data

106) Biringer et al. 2007. Security Risk Assessment and Management, Wiley & Sons, Inc.

107) 1% Security RoomellA] 3% Vital Room7HA o] &A17HS #-8-3
U e B HE U eAd QA 2 s FEEY £ A 1057%), A3 Al10%
RAGSAZ) o w}h 51(300%)9] s EFATte] AEEA T 2 AjEg ol diid AdS dl§ EEA
7 5Re Hgarlol Ao i) 2S webd 1% Security RoomollA 3% Vital Room7H4] ] o] 5A]
e A Us Ao R 483

off ot
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No. U2t CHOHX|H A0l SYd | No. 42t tekx|H ARO| S 2
1 Door_101B 0.0135 18 Door_235 0.2777
2 Door_114 0.2530 19 Door_236 0.1797
3 Door_118 0.0335 20 Door_301 0.0800
4 Door_119A 0.0048 21 Door_312 0.2488
5 Door_119B 0.0144 22 Door_319 0.0587
6 Door_120 0.0120 23 Door_327 0.0924
7 Door_130 0.0148 24 Door_328 0.1079
8 Door_130A 0.0962 25 Door_329 0.1819
9 Door_130C 0.0211 26 Door_330 0.1612
10 Door_132A 0.1743 27 Door_331 0.0120
11 Door_132B 0.0090 28 131_Corridor 0.1200
12 Door_134 0.1282 29 133—1_Lobby2—1 0.0197
13 Door_135 0.1516 30 234_Corridor 0.1383
14 Door_201 0.1384 31 235_Corridor 0.2135
15 Door_217 0.3046 32 328_Corridor 0.1010
16 Door_233 0.1071 33 329_Corridor 0.1138
17 Door_234 0.1648 -
109) A4l & diekAdo® HAE =
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+ 329_Corridor
0.4

Ol SEOl HIE

Door_114 + Door_130A

Door_319
+ Door_331

0.07

07732|
0.7221|-
0.6031f

ot ofe] A He Sl A3t
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A
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0.0586
0.0706
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A e 73
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B
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0.6031
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— 371 X|H SAl ZE

Door_120+Door_130

/

-
o]

o R T
‘\Daor_ssi

228Ys 784

O[SH2| g HIE

Door_120 + Door_130 + Door 331

s

¢

— 4 X|E A ZE

Door_120 + Door_130 + Door_331 +Door_1328

JDoor_120 + Door_130 + Door_331 + Door_319
&
-

¥
o

,
570 XIE SAl 23t
Door_120 + Door_130 + Door_331 # Door_319 + Door_132B

&9

Daor_ 331 + Door_ 319 + Door_1328
+ 328 Corridor + 133-1_Lobby2-1

— 67l X1 SAl Bt

Door_331 + Door_319 + Door_1328 + Door_1134
+ 328 _Corridor + 133-1_Lobby2-1

770 XIE SAl Bt

Joor_331 + Door_319 + Door_312 + Donr_13(J +
3zs_c:/s:idm + 329 Corridor + 133-1_Lobby2-

& -

—_————

Door_331 + Door_319 + Door_312 + Door_327 +
Door_130 + Door_120 + 329 Cormridor

Door_331 + Door_312 + Door_330 + Door_327 +
Door 130 + Door_132B + 133-1_Lobby2-1
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o2 XE SA ZdetE S =2HY=E
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Alt-11 =X E i
Alt-9 Alt-10 g2 ey e e '
Alt-8 i [ « .
Mt'? p. -- - - & amEEa “
AH.—E - . — 1 3 T
n I —
Mt__s — = - - —
A4 @ sejms ojsmely
o ¥ - sny Hl 8
Alt-3 N 5 = [ Gaseline RS -
3 BN o o120
Alt-2 0.6031 Dm0
° — BN os7e0 00268
o2 oows
A1 BN o 0.0478
o N o055 0.0975
e
U 0.8775 0.2004
N o8 02053
Baseline BN o887 03678
N—— | w0 R 0.5525
IR 0022 05688
O8 4-21. o|sEHoMY s 1ast se/dds Zst 2AHOet =& A1)
- 133 - i 1 o tﬂ
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SZHUE/JIE E88t EQdYS HIt- Zst WY A -IJIIESANM0 Oift REYSE A4S E-
452 =c|dUs A5 FFHOUoH =&
a9 4-21.2 2% 4-20.(98 AH A A3E T =& EYAYS fa
A E ol EHA HES EH)S F93 Aot} HEHow 1179 B
T 73 HAYeS &3 ¢ YAt Alt-15E Alt-112 o5 H)AH S 183
EYAYS Fad & A4 dteg, AAxE EYAYS fFaAd Hxatel o
g oW X HS Fstslof st=A], S HA ks & 5 A
AA AEH)A A A (HFE T EHAHEET FaAS 043302,
AR S g50] 43%US gu|dt). o E o], Bx 7Y U3 Eedus
GFAAES 0.60=2 AN 77 JalA] Alt-19] kS AeEistd UFALE RS o] 5
HoAAE HUs AslstA| oA Hxstes 2249 s fFads 98 Ay
= oujojt}, W EEAWS F34S 0.9 ojdom dAATZ] M=
Alt-109] thers AAT 4= gt} T 4-7.7 o] B Aws GaA] =1 gk ot
g A gers AAst 4 o}, 113
H 4-7. 2|88 fad 28 440 E X[HCHet
E2MUS FFM ZSE (Pe) ot 2H et
0.4330 < Pe < 0.6031 Alt—1
0.6031 < Pe = 0.6760 Alt—2
0.6760 < Pe = 0.7222 Alt—3
0.7222 < Pe < 0.7732 Alt—4
0.7732 < Pe = 0.8055 Alt—5
0.8055 < Pe < 0.8412 Alt—6
0.8412 < Pe = 0.8775 Alt—7
0.8775 < Pe = 0.8889 Alt—8
0.8889 < Pe = 0.8897 Alt—9
0.8897 < Pe < 0.9093 Alt—10
0.9093 < Pe < 0.9222 Alt—11
EE% HAUIekS T8 45 ¢ dv Ast ader A de a7 4-22. ¢
¥ 4-8.7 )} Alt.-12 ‘Door_331'S Z3lste= Aoz 0.60312 =844
T HAEAE 28 F A, olE V1E WMl 17%pe] B4 gholth whek Alt.-29]
113) Alt-9 (E81d%s FaA: 0.8897)2F Alt-8 (0.8889)2] =Fol7} 0.0008=Z wij-$ w]H]3}led, Alt-95
2 ko g NAsok st=Ad i Prle B AWE AR sFd WS 5 Tk
114) dWrEolM BB R Zahal= A (F 4-3. %)
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HAY. 28lHYs E7t- 33 N2H g & A2 0[H

‘Door_120"7 ‘Door_130"S FA]9

o
AdE 5 Uk

73kt 24%p, Alt-33 7o) ‘Door_331,
‘Door_120", ‘Door_130'S =5 7}s}3ichd

Alt. -7 ‘Door_331’, ‘Door_319’,

‘133-1_Lobby2-1'S Zslsl= dote]r 7]&
4= . o714 ‘328_Corridor’,

ne
o

29%pe] /WE =S FaA

‘Door_1328’, ‘328_Corridor’,

] 44%pe] ZAstd =AW E

= ‘133-1_Lobby2-1'2 H&E& &
gato] Tdoll BekEs AAshs oA F7F itolth 1 B8 Sd-AF 9l
o] stz Aol BElHWE AAE Tk A, A SHelA F ks, W
TAHS F7rek A et BAAAE =Y 2dANE fade wole
Aol aypAQl Wi ol7] wiolth, Wkl Hin= Wi AREARe] F3o] Histe] 7
spells wf ol sH o) HlEo] £ @il Unh. wEpA A DA(Al-T7) o]
of EYAM S FaAodA dijte g =EHEral osfd = 3l
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| Door_120

"1
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Door_ 331
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H 4%, 2S84z gIt- 43 N2H g 9 NS o/H

# 4-8 Sc|HYs 4o HHOH E detzar 8 K HE
(BN S5 JhN, IR BSXE Z7h
22|5us | osHoY e A
43t 20t
FrEd H|& 1 2 4 5 6 7

Baseline - 0.4330 -
Alt- 1 17%p 0.6031 0.0120 Door_331

2 24%p 0.6760 0.0268 Door_120 | Door_130

3 29%p 0.7222 0.0388 Door_120 | Door_130 Door_331

4 34%p 0.7732 0.0478 Door_331 Door_130 Door_120 Door_132B

5 37%p 0.8055 0.0975 Door 319 | Door_331 Door_130 Door_120

6 41%p 0.8412 0.1065 Door_331 Door_319 Door_130 Door_120 Door_132B

7 44%p 0.8775 0.2004 Door_331 Door_319 | 328 _Corridor | 133-1_Lobby2-1 Door_132B

8 46%p 0.8889 0.2053 Door_319 | Door_331 | 328_Corridor | 133-1_Lobby2-1 | Door_132B Door_119A

9 46%p 0.8897 0.3678 Door 319 | Door_331 Door_330 Door_327 Door_130 133-1_Lobby2-1 Door_132B

10 48%p 0.9093 0.5525 Door_319 | Door_331 Door_312 Door_327 Door_130 Door_120 329 _Corridor

11 49%p 0.9222 0.5688 Door_319 | Door_331 Door_312 328 _Corridor Door_130 133-1_Lobby2-1 329 _Corridor
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AZWY ARe FAFANE F FF AYAHL AARALE Yo
AT, FAEaAAE 753 dae] Faddd weh AP, W, ThFoR
B YA 3 b B AHEe 9AEudart st A st
UE FHFSAMs g HEA % FAo4 oehs BAWE o] Yt
3A ERAAE 9 S o 80070 ol el AR THE titEe] 1A o]
TS st sa AAANGE met ol wgo] EAsEY B AT

oA AZEdoz HAAS dxETHAE APR1400(Advanced Power Reactor
1400MW)118) o 2 = 9-glujgto] =ojx AxH A 4 F 7hd Fa1, A =3 ot}
Alare] 3,4,5,65 719 oftolmglo]E BNPP 1,2,3,437]

)
(@]
NS
0o
L
N
N
H
=
=2
uls
rz

a8 5-2. |™ APR1400 ™Z& (EX: https://aris.iaea.org/)

115) =3 A3 YA APR1400S WA EAAE(Power block)S 7|20 & ok 820709 A= FAHLh (A
A4, 2018)

116) APR1400> 1992 12955 20019 129704 oF 10o)del] AA =7Hd% 7]e/daAlE &) 7
H 1,400MWer A A8 dds wgolt), d=ader|e(F), Sa5EdAg(F), SardA = ditL,
AT Tol TAlel Hol oF 23509 o] syt FYElon], W] T} AAEA A
A 71EAEe A7 &(F)ol g8 AT APR1400S A A 8 Yxxdel OPRIO00 th
H) ghAg2S 1,000MWolA 1,400MWZ 7]9-1, 9d AAFES 40d0A 603z 3o 3], ¢kA
A 7as 9 RERAE(Auxiliary Building)ol 4%% Quadrant ¥ix] AAMAS Tdste] 344, -9
4, A, S At g S0 digk giAsES Aelet Fo] Aol 2006 AaE] 34578 AlFo,
AE 1,257], Axag] 5637 2E]a sjelol +&3 UAE BNPP 1~437|7} 28 2 A4 Zo) ek &
3] 2018 10€ v= AAE A Y Y93 (Nuclear Regulatory Commission, NRC)ZH-E] A A|215(Design
Certification)& #5539 ¢hiAdS 458 wgoltt, (MAA, 2019)

S R A2 1



X 5F. 2f4Ys FIt- 45 WY 45

(1) APR1400 WA/ 2 57

Ay xR ds APRI4009] 742 ¥ 5-3.3% o] AA=RAE
(Reactor Containment Bldg.), B %7 = (Auxiliary Bldg.), & 37 = (Compound
Bldg.), ElH1 71 & (Turbine Generator Bldg.)S X33+ Power Block¥} o] <] 9] 7]
B} & (Ancilliary Bldg )17 2 &3¢ ATH o]F H Ao HIFT Uge=

AR AES H2M Aoz FAE BEzAdEo|th APRI4A00 94AS FA43=

Ny

O

2E 5 7FY BFeta 95, ode 79, sz AR o, sy A
S A HaFol A FAsE AT Y (vital area)?l FA| o] A o] X3 A&7 uf
o] o},

18 5-3.3} o] Power BlockS 7|50 & 2719 ARZAE HZAE, gHHA

Turbine Turbine
Generator Generator
Building Building
Suatrhoeas Switchgeas
Eilding Busicrsg
EDG EDG EDG EDG

HEr) At
Building i i
Compound
Buildi ek lyidet: i
Auxitiary EHA sl Fl Auxiliary ' EMA ¥

Building : F| Buiiding

* EDG : Emergency Diesal Generator
* FHA : Fuel Handling Area

12l 5-3, APR1400 Power Block HiX| 7HE =

117) 718} AETY TF %2 v Z2AE Az g olaiAnt, &4 FAHEAEFire pump &
water/wastewater treatment building), 7}2~#78A]d(Gas storage facility), TAFHIAZLAELow &
medium radioactive waste interim storage building), Auxiliary boiler building, Cold machine shop,

= O

Chlorination building, Switchyard control building, AAC generator building 58 X&3F ¢k 20719 A

lorinatic
22 2y

s ko ko

e
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(2) 9x24AE (Reactor Containment Building)

AAZAES T175-4.9F o] HxUE Fdo A8 oF 1.357]H (4.5feet)F+
Aol e HAG B wor FAENE ZY2EY A FAYE A S X2 9]
Folx g1’ ARz HAE  UHd =  PUAE(Reactor), 7124 7](Steam
generator), 7FSt7](Pressurizer), 35 A4 d4ZIn-containment refueling
water storage tank, IRWST)9} 9A2 Wz A A& o] ¢ sttt

AAZAES ) Fo= FAH o, HFTH HslTAAM B
| 7Fedt=5 &(Hatch)ol AA1H o] At HFFole S71EA7] vhd 3
9 7.87) ] (26feet) 7t 2 ¢] Equipment hatch7} A x| o] 9l o
ol = F71EA7] =5S 93% A (Polar crane)o] A x| &

Fo] gtk

[kl

L]

S
o

4

s
N,
o

ox M m

=
ol
rlo
e
=
[
i
0%
1)
I
o
-
T,
o
H
-4
oX,
i
=<
)
N
N
Q
=3
5
%)

TESTEEENT IS

ir == i -1 10
CRRRAEUREERRL §

A2 5.4 YUXE+EXZHE CHHE
(ZX : IAEA ARIS Database)

118) YAZAE UF 2742 oF 45m(150feet), =0]= &F 75m(250feet), BA FA= <F 1.35m(4.5feet),
= A% o 1.2m(4feet)

e BELk

kTl
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(3) *ZAE (Auxiliary Building)

= i
W skA Fatolyt o) S Has & ¢ JE=F AAEJY. kA Bd
T2 7]7](Safety injection pump, Containment spray pump, Shutdown cooling
pump, Component cooling water pump %)= ZF 4%Wo| FE(4 Train safety
system)119) #j x]afo] H]FA] b & SFHEES AAHAT. sAl 4544
At dejulo]grt 2z 4ol v E o] vgA] tyrt ddstes AA

oho AW A BAWE FuolA WA ARE BHGT s B

AR 9 EFAZE B o A A, g
=5 AA AT
Quadrant B
SIP 3 SCP1
CCWP3 CCWP1
- SIP : Safety Injection Pump - CSP : Containment Spray Pump
- SCP : Shutdown Cooling Pump - CCWP : Component Cooling Water Pump

a3 55, EXAE Quadrant EH JjE T
(EX . AIX4 (2018). U IAEA ARIS Database 7HEXtR)

119) A& ¥WS 48HoR o], $-5 St E Quadrant A, B, C, D= &3t} ([17 5-5] %)

R LAk
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5.2.2. AAI7| =% & (Design Base Treat, DBT) A%

(1) A=A E

"AAEAAE T e B AR A A, AldE A7 ve AN
10CFR73 T"PHYSICAL PROTECTION OF PLANTS AND MATERIALS; © uw}
ZW g e FEdW s AAle AAVIEHNE (Design Base Threat,
DBT)'= 7Rt = FyEojof gtvpa 4%t DBTw dAH A 24 7hs
gAY T P AR APeRE BE AHY AN E AEEE 24T | T}
Aol AA A AU E ARk 27 dH (4], 2008)

= A== 7]+ [AEA(International Atomic Energy Agency)e] Ta&E-2z wk
o 3 ®#, INFCIRC/225 : Physical Protection of Nuclear Materialel] t}
2 A= A Al dol tig f1dSs Hrlstel DBT= B HetaL, ol & 7|Wte s

249 A Aol drx AW DBTE A48 37 wi )

q BAe 9AE ARG 5 Qs A ue Ao FHe ot wheba
22 4us A9 A7 DBTS 7|9toz A7) Brhsolof ghe}, ZAlx 25o]
Ao olelAel BAL 2T ARAL BHIAY AN FH e b
~EZL dEAlth EF T e o5l g aEst QRE Fash 1y
NN = FAU AA U] NARE AFes AR ojud. DBTE
37 QAEA el hF A, A7) 4R 5L Bo FAHA 47 2
So) 3R, B4, /b4 5 wow gyu

Adversary North America Europe Africaand SW Asia
Characteristics
Adversary Type Pseudocommando Terrorist Terrorist
Terrorist
Number of 12 12 45
Adversaries
Weapons and 5.56mm Assault Rifle 7.62%39mm AssaultRifle | 7.62x39mm AssaultRifle
Caliber
Entry Methods & Physical force without Physical force withoutaid | Physical impact force without tools
Tools aid of tools other than of tools ather than other thanweapons. Possible use of
weapons. weapons. IEDs to aid entry.
If delayed intervention is expected,
possible use of expedient tools (e.q.,
fire axe, pry bar, hammer, etc.).
Duration of Event Reasonable: 5-10 Mins. | Reasonable: 5-10 Mins. 24-72 Hours
Conservative: 2-3 Hrs. Conservative: 2-3 Hrs.

I8 5-6. dA 7 == (DBT) GlAl
(Rl9 MAA 7= A&, https://www.cisworldservices.org/)
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el
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fite)
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FEA(2008)> AA7IE ¢
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o =]
RS A

job

~

o)
il

t} Axtd o7 g g A2EE F4 04 Main
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=
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5.3. iAH 75 & HZJF MF

5.3.1. ti&dAH #5

AAE APR1400 AA-Eurd 2 BIM 2} 9132 Aoz o)
&2 29 5-7.3 9. ASW AES 1292~ (Google Earth) 914 A

& AFARL ol A se] A4 Sl A A=A HE A

HAE Ny

ﬁi Hol Al

U SENE

&= +f i

o
- i
Fﬂ'“’.‘l |
2
"-_‘ﬁ ;‘_..-

'L - 3

8 5-7. 23 A E BRI =

121 AAA, HAZ (2019). BIM7]4F Algorithme 83 APR1400 A5 B8 AA 15, =04
#83r3] 20(5), 52-60

e 2z ,!1-] 2 Eﬂ .
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12 5-8 2™ APR1400 27t HEQA 7=

a3 5-9. A& ARP1400 Ald BIMEH
(EAM: A, 2019)

T
—. i

st R ki



43 YWY o3 SIISAM UiE AFEHYE Y=

EHYs FIt-

Hp

|8l AlLte(e S

=

(2)

& a9 5-11.9% %

o &

)

U

1}, FA o]

=&
2%

]_

0

AV 2.8 714

)

—_
fite)
o

—

;AD

P

AO

o] 2447k

T
]

5

I
P
file)

N

0

N

]
-

—

o
e

: FAo]4 (Main Control Room)

wo

L.
d [

|
=

EPETY CONEOLE

e E—

f-rasamijama

2™ APR1400 FH| 04

ag 5-11.

(EM: https://aris.iaea.org/, https://nucleus.iaea.org/)
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F 5-3.2 s AlEdelAdel 7HdE A S BT 3o dlsel
We Aotk # 5-4.= AY ARl ol TR AR ol EE&E B A
THAZHE R H WA § Fo77]E sk 25 = A 2 tS
Hol A0S 7HE R grolth i) deE e At TeE &8 21105735, ©f
A oatAshs HA HaAE AEeklal, o9l &, A WEAdT R FASE

¢

+ Betty E. Biringer (2013)9¢] 71%#S AF8319th.

# 53 HA F U395 U
(Betty E. Biringer et al. (2013) Critical Infrastructure System Security and Resiliency,
CRC Press, Appendix B: Physical Protection Features Performance Data)

Y345
== MX| Qx| Remark
°r XAAZE | BRI EE -
_ B 8 ft chain link x 2 +
Q& H A 20= 30% AM @zt Taut wire, vibration
sensor
a ZAITA Y BYMM
itz 0= 0% l:HZIA4C>-|E| | O;I-; =} .
= LS — [
. A2 A (AF0M HE | Keyed cylinder lock
= or= (. =1 (. eyed cylinder locC
Asa =tz 30= 30% Lz Eosie 25) + position switch
_ So|MHES ZL5lE 29§ Mechanical or
Bs& ZEot& 60=x 30% = l_'f’,j g2ts Il electrical coded lock
MEE XH + positi itch
position switc
_ Al 104 (=0 Al Combination lock +
Cesa 2ot=E 180= 60% _'D:rl;'(()::,ﬂo-la) balanced magnetic
=BT switch
H 54 HYUA HYESE S5 X AF AL 7HE &
== 2t Remark
=l 3.3m/= Walking + Running
0| =& £123) -
H Q27| 0.3m/= Climbing (up or down)
ol A A|ZF - .
=T T o i = 124)
(Target task time) 60= Minimum 15 seconds
. - b MEMII= HY
E =2 sE= 7" = 3
IS ESAlZt 300 = 2872125

122) $-#uel dA=EA A Y3t B A 7)47]|Ee A SS9 ‘BYHLE Fof 7|Ev|E ] u
g g HrBlEE FHol ANl dA #¥ rer|ee youE deEa L. webd vst Sandia
National LabolA 73t 7|&7]|&S 4-83te] 218381502

123) Betty E. Biringer et al. (2007) Security Risk Assessment and Management: A Professional Guide
for Protecting Building and Infrastructures, Wiley & Sons, Inc.
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124) Betty E. Biringer et al. (2013) Critical Infrastructure System Security and Resiliency, CRC Press
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542 = d+ YHES 3o =& 4

ATl A AME B s ot As HE 483 A3, % 5-6.3 7ol
A EAAAPRI400) Aol Aded = A= BE B2= 921707 B4
HRow, g Hokdt 2o BT a4 0.6572 =EHA 43 o
A WeAds A3 187, WA FF 120E F 307 AHE =T
T AAJT ® 5-7.7% 1‘% 5-14.9F #Zo] B s 43 = & HAAd¢H
S Alt-15-8 Alt-47b4 F 47019 dijks &3 5 AT Alt-12 2849 s
FAEAES 71E 0657904 0.7599% 15.7% FFA1Z2 4 &= A3t 5 oA
4 vl go] 7pd w2 gioteltth Alt-2% B AWE 84S 0.8319% 26.6%
AN F Jde dickold. T3 Alt-33 Alt-4+= 249 E FadS 44
0.8824¢F 091760 % F4AZ F At dte R, BYAYE FEA 1 ghol
oS st AFlo] goldld wet ol sH Y HEE Solues S AT
9t} 126)

E 5-6. 22MYT fay 24 2y
A HLEd=z 28U rEY d=t O otX|H
9217} 0.657 (weas @;Oﬂ;lggiﬁ 29t 12)
H 5-7. 2C|dYs FFHOje =& A1t
Ea2dys fay | olSHIY HIE L3t 21
Baseline 0.657 - -
Alt—1 0.7599 0.2139 15.7% 1
Alt—2 0.8319 0.5688 26.6% 1
Alt—3 0.8824 0.5980 34.3% 1
Alt—4 0.9176 0.7853 39.7% 1

126) =e|4s 2t AAeh ¥ A HE 2z

127) ASUFEAA B3] Dl e Fat Bk AP L Tl ATl WEARE FAY 5 g 7L
A9 (A9 A AR 5970 AR (355 Gk 41, ¥
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Appendix 1. ALO|

British museum S& 2k Xt2 (https://spacesyntax.com/project/british—museum/) & AlO| &

a8 A1-1.
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Appendix 1. A0|ZS LY, S¥Y A EM 2

H A1—1. X|ZHY British Museum S& 2 (Maximo Martinez, 2004),
AO|Z4 g Hl W (K™ Q RIMEH /IXl= Appendix 1. 18 A1-1 &X)

A S Aol S AHE S Aol S
1 72 0.0091 25 585 0.0569
2 76 0.0129 26 673 0.1129
3 148 0.0129 27 692 0.0320
4 204 0.0075 28 712 0.0382
5 244 0.0545 29 765 0.0876
6 246 0.0379 30 816 0.0154
7 252 0.0137 31 840 0.0157
8 277 0.0129 32 911 0.0463
9 294 0.0256 33 917 0.0515
10 306 0.0216 34 996 0.0478
11 318 0.0381 35 1082 0.1129
12 349 0.0394 36 1086 0.0559
13 353 0.0436 37 1127 0.1202
14 382 0.1109 38 1128 0.1310
15 396 0.0426 39 1189 0.1355
16 398 0.0527 40 1229 0.3312
17 412 0.0552 41 1380 0.1101
18 416 0.0588 42 1411 0.3287
19 420 0.0712 43 1428 0.1321
20 437 0.0253 44 1439 0.2230
21 455 0.1181 45 1856 0.2191
22 539 0.0659 46 1878 0.1837
23 566 0.0792 47 1938 0.2370
24 568 0.0129
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AppendiX 1. A}Olgg‘g, an"%t oL
H A1-2. MO|SYd, ST 2[H=A A
A= SAF
LS &A=+ 0.75999556
BEA+ 0.57759326
THE d8A s 0.56820644
HE X} 0.05169541
24 47
24 24
AR E ECEEE ] Rol8t F
3| 1 0.16444 0.16444 61.53239 5.81E-10
PPN} 45 0.120259 0.002672
A 46 0.284699
A 4 HE Xt t SAHZ P—gt St2 95% A2 95% ot 95.0% &9 95.0%
Yy 2H —0.0062092 0.013525 —0.4591 0.64837 —0.03345 0.021031 —0.03345 0.021031
X1 0.00012101 1.54E-05 7.844258 5.81E-10 8.99E-05 0.000152 8.99E-05 0.000152
___;rx;! _hll.'ll
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Code Block
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RoomMame

1 Roomiame; | =

Code Block
1 petection; »

Detacoion

Geometry.Doesintersect

e — EEO TIELTY > bool

ather. >
/ B

Geometry.Doesintersect

e > bool
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Code Block
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File Fath Data.ExportExcel

Zoped| » filePath > ca=
| 15ampie modelxisx sheethizms ?
startRow >
List AdditemToFront ﬁ starilol >
/-4 itam > list dats >
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Code Block - aum
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Appendix 2. E2|HYs Hr-Z4% AAH ¢02F
So|Muls WILZASE A|AE 2dTN2|Z (Module 2) . S84 HI 28

In [1): ' juport pandas as pd

df1 = pd.read_excel (r'Sample model.xlsx'. sheet_name='Edges')
df2 = pd.read_excel (r'Sample model.xlsx'. sheet_name='Nodes')

In [2]: pip install decorator==5.0.7

Requirement already satisfied: decorator==5.0.7 in c:WusersWsirshiWanaconda3W|ibWsite-p
ackages (5.0.7)
Note: you may need to restart the kernel to use updated packages.

In [3]0 jmport networkx as nx
from matplotlib import pyplot as plt

G = nx.from_pandas_edgelist(df1, 'from'. 'to', edge_attr=['edge', location', 'time',
'detection'].create_using
= nx.karate_club_graph())

pos = nx.spring_layout(G)

plt.figure(figsize=(80.35))

nx.draw(G,pos, with_labels = True, node_color="#D0OA9F5', font_color="b'
,node_size=1500, font_size=15)

#nx.draw_networkx_nodes(G,pos.nodel ist=G.nodes().node_color="r"'.node_size=1500)

labels = nx.get_edge_attributes(G, 'location')

nx.draw_networkx_edge_labels(G, pos. edge_labels = labels,font_size=10):

U di_G1 = df1.drop(['ta'. 'location', 'time'. 'detection']. axis = 1)
df_G2 = dfi.drop(['from', 'location', 'time', 'detection']. axis = 1)
df_G2.rename(columns={'to': 'from'}, inplace=True)

df_G3 = pd.concat([df_G1, di_G2], ignore_index=True)

G3 = nx. from_pandas_edgelist(df_G3, 'edge'. 'from',
create_using = nx.karate_club_graph())

pos = nx.spring_layout(G3)
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[5]: df1.rename(columns={'edge': 'item'}, inplace=True)
df2.rename(columns={'node': 'item'}, inplace=True)
df_edge = df1.loc[:,['item', time', ‘detection']]

df_node = df2. loc[:,['item'. 'time', 'detection']]
df_item = pd.concat([df_edge, df_nodel,
ignore_index=True)

path = nx.all_simple_paths(G3, source="157-A12C_Main Control RM', target='Start')
df_path = pd.DataFrame(path)

df_path. insert(0. 'path'., '1.path')

df _path = df_path.rename_axis('index').reset_index()

L7015 df_time = df_path. fillna(0)
df _time = df_time.replace(dict(zip(df_item.item, df_item.time)))
df _time = df_time.replace('1.path'., '2.time")

df_time_cum = df_time.drop(columns=["'index', 'path'])
df_time_cum = df_time_cum.cumsum(axis=1)

df_time_cumulate = pd.concat([df_time[ index'],
df_time['path'].df_time_cum], axis = 1)

df_detection = df_path.replace(dict(zip(df_item.item, df_item.detection)))
df _detection = df_detection.replace('1.path’', '3.detection')

df_detection_cum = df_detection.drop(columns=["index', 'path'])
df _detection_cum = 1- df_detection_cum.ilocl[:, ::-1]
df _detection_cum = 1- df_detection_cum.cumprod(axis=1)

df_detection_cumulate = df_detection_cum. ilocl:, ::-1]

df _detection_cumulate = pd.concat([df_detection['index']. df_detection['path'],
df_detection_cumulate], axis = 1)

pd.options.display. float_format = '{:.2f}'.format # &A=& 2X2 DXl EA

result = pd.concat([df_path. df_time_cumulate. df_detection_cumulate])
result = result.sort_values(by=['index'. 'path'l])

result = result.drop(columns=["'index'])

result= result.fillna('=")

j=0

RFT=300

PGC=1.00

basel ine= pd.DataFrame(columns=['COP','P(e)" . 'T(r)'])

df_time_RFT=df_t ime_cumulate[df_time_cumulate.drop([ 'path','index'].axis=1)>=RFT]
df_time_RFT=df_time_RFT.fillna(10000). idxmin(axis=1)
while True:

basere=result. loc[result. index==]]
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ol

1=df_time_RFT[]]

try:
baseline. loc[jl=[baserel[basere[ 'path'l=="1.path'][i].values[0]
.basere[basere[ path']=='3.detection'][i].values[0]
*PGC,baserelbasere[ 'path'1=="2.time"' ] [i].values[0]-RFT]
except:
baseline. locl[jl=["-".0,"'-"]
=it
if j==len(df_time_RFT):
break

basel ine=baseline.sort_values(by=['P(e) ' 1)[['P(e)']].reset_index()[['Ple)']]

impart numpy as np

import matplot!lib.pyplot as plt

plt.figure(figsize=(20,10))
plt.plot(baseline,marker="'0' . markersize=4.markevery=3, label="baseline')

plt.grid(True, axis='y'. color='gray', alpha=0.5, linestyle='-—-")# & & A& H
#plt.axvline(x=datetime(2016, 6, 28), color='r', linestyle=":", |inewidth=10)¢2% Y=
plt.axhline(y=0.9, color="r', linewidth=1) #=%8 2= 4

plt.legend(loc="lower right', fontsize=20)
plt.ylabel('Probability of PPS effectiveness'.fontsize=25)
plt.xlabel('Path (total '+str(len(baseline))+')'. fontsize=25)

plt

<module 'matplotlib.pyplot' from 'C:WWUsersWisirshiWanaconda3Wh | ibWWsite-packagesWmat
plot!|ibWWpyplot.py'>

100

=
2
3

e
>
&

=
=

=
Iy
g

Probability of PPS effectiveness

J —— baseline

Path (total 922)

nas

result. to_excel
(r'Sample model Analysis Result.x|sx'. sheet_name='Result'. index = False)
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import pandas as pd

dft = pd.read_excel (r'Sample model|.xlsx', sheet_name='Edges')

import networkx as nx

G = nx. from_pandas_edgelist(df1, 'from', 'to', edge_attr="time',

U £E &

create_using = nx.karate_club_graph())

pos = nx.spring_layout (G)
result = nx.betweenness_central ity(G, weight="1ime')

df2=pd.DataFrame(result, index=[0])
df2. to_excel(excel_writer='Betweenness centrality.xlsx')

import networkx as nx

import matplotlib.pyplot as plt
import matplotlib.colors as mcolors

def draw(G, pos. measures. measure_name):

nodes = nx.draw_networkx_nodes(G, pos., node_size=20, cmap=plt.cm.plasma,
node_color=Iist(measures.values()),

nodel ist=measures. keys())

nodes. set_norm{mcolors. SymLoghorm( | inthresh=0.01, linscale=1. base=10))

[

# labels = nx.draw_networkx_labels(G, pos)
edges = nx.draw_networkx_edges(G. pos)

plt.title(measure_name)
plt.colorbar (nodes)
plt.axisl'eff")
plt.show()

draw(G, pos, nx.betweenness_centrality(G), 'Betweeness Centrality')

Betweeness Centrality

1071

1072
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import pandas as pd

df1 = pd.read_excel (r'Sample mode|.xlsx', sheet_name='Edges')
df2 = pd.read_excel (r'Sample model|.xlsx', sheet_name='Nodes')
df3 = pd.read_excel (r'Sample model|.xlsx', sheet_name='Listl')

pip install decorator==5.0.7

Reguirement already satisfied: decorator==5.0.7 in c:WusersWsirshWanaconda3¥!ibWsite-p

ackages (5.0.7)

Mote: you may need to restart the kernel| to use updated packages.

import numpy as np
import networkx as nx

df3=df3. fillna(0)

tmp=pd.DataFrame(columns=["'COP', 'Ple]'. 'T(r)'])

G = nx. from_pandas_edgelist(df1, "from', 'to'.
edge_attr=['edge', 'location', 'time', 'detection'])
df _G1 = df1.drop(['te', 'location', 'time', 'detection'], axis = 1)
df _G2 = df1.drop([ ' from', 'location’, time', 'detection'], axis = 1)
df _G2.rename(columns={"to': 'from'}, inplace=True)

df _G3 = pd.concat([df_G1, df_G2], ignare_index=True)

G3 = nx. from_pandas_edgel ist(df_G3, 'edge',

no_of_list = 3654

no_of_cell = 9

vital_room = "157-A12C_Main Control BM
response_force_time = 300

for i In range(no_of_list): # ElAE Mz

df1 = pd.read_excel (r'Sample model.xlsx',
df2 = pd.read_excel (r'Sample model.xlsx',

for j in range(no_of_cell): # &5 =
if df3.loeli][]j]!=0:

from')

sheet_name='Edges')
sheet _name='Nodes')

df2] time'][df2. lec[df2] node'|==df3. loe[i][]]]. index[0]]=60
df2[ 'detection'][df2. loc[df2[ 'node’ |==df3.loclill]]]. index(0]]=0.3

df1.rename(columns={'edge': 'item'}. inplace=True)
df2. rename(columns={ 'node': 'item'}. inplace=True)
df _edge = dfi1. loel:,['item'. time', "detection']]
df _node = dfZ2. log[:.['item'. time', 'detection']]

df_item = pd.concat([df_edge. df_node]
ignore_index=True)
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df _path = pd.read_excel (r'Sample model.xIsx', sheet_name='Path')
df _path = df_path.replace('-".0)

df _path. insert(0, 'path', '1.path')

df _path = df_path.rename_axis('index').reset_index()

df _time = df_path.replace(dict(zip(df_item.item, df_item.time)))
df _time = df_time.replace('1.path', '2.time')

df _time_cum = df_time.drop(columns=["index', 'path'])

df _time_cum = df_time_cum. cumsum(axis=1)

df _time_cumulate = pd.concat([df_time[ index'],
df_timel ‘path'].df_time_cum], axis = 1)

df _detection = df_path.replace(dict(zip(dfi_item.item, df_item.detection)))
df _detection = df_detection.replace('1.path', '3.detection')

df _detection_cum = df_detection.drop(columns=["Index', 'path'])
df _detection_cum = 1- df_detection_cum,iloc[:, ::-1]
df _detection_cum = 1- df_detection_cum.cumprod(axis=1)

df _detection_cumulate = df_detection_cum.iloc|:, ::-1]

df _detection_cumulate = pd.concat([df_detection['index'],
df _detection[ 'path'],
df_detection_cumulate], axis = 1)

pd.options.display. fleat_format = '{:.2f} .format # A~ 4& 2X2| DX EAl
result = pd.concat ([df_path, di_time_cumulate, df_detection_cumulatel)
result = result.sort_values(by=["index'. 'path'])

result = result.drop(columns=|"'Index'])

result= result.fillnal('-")

j=0

RFT=response_force_time

PGC=1.0

baseline= pd.DataFrame(columns=['COP', 'P(e)'. 'T(r)'])

df _t ime_RFT=df _t ime_cumulate[df_time_cumulate.drop(['path'. 'index'].axis=1)>=RFT]
df _time_RFT=df_time_RFT.fillna({10000). idxmin{axis=1)
while True:

basere=result. loclresult. index==j]

z=df_time_RFT[j]

try:
baseline. loc[]]=[basere[basere[ 'path' ]=="1.path'][z].values[0].
basere[basere[ 'path'|=='3.detection'][z].values[0]*PGC,
basere|basere[ 'path'|=='2.time'][z].values[0]-RFT]
except:

baseline. loc[j]=["'-",0,"="]
j=jt+1
if j==len(df_time_RFT):
break
tmp. loc[i]=[baseline.min()[0].baseline.min()[1].baseline.min()[2]]

tmp

tmp. to_excel ("output.xlsx", sheet_name="Sheet1")
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Appendix 3. S2|XYs XHCjQt U HE7 2E54H At
H A3-1. & g4 Nt 2e|ddts et XX e
go|xys | o|SHOlY &=t X8
w24 HIE 1 2 3 4 5 6 7 8

Baseline 0.657 -

Alt-1 0.7599 02139 DR-A6021 | DR-A6027

Alt-2 0.8319 0.5688 DR-AG021 | DR-AG027 | '00-A06D General | p \o64y
Access Area

Alt-3 0.8824 0.5980 DR-AG021 | DR-AG027 | '00-A06D General | o \2644 | DR-AG00S | DR-A5030
Access Area

Alt-4 09176 0785 DR-AG021 | DR-AG027 | '00-A06D General | op o644 | DR-A600S | DR-AS030 | |3/-A09D General | 137-A03C General
Access Area Access Area Access Area
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al
x

HE7 4

= Al
o=

oot

74
=

f

H A3-2. W27l A S2|8ds ZeX|E 85 4™ 21
g2YYs | oSHolY GG
rad H|g 1 2 3 4 5 6 7 8 9 10

Baseline 0.657 -

Alt-1 0.657 0.0284 DR-A5029

Alt-2 0.657 0.0661 DR-A5029 | DR-A5004

Alt-3 0.657 0.2346 DR-A5029 | DR-A5004 | DR-A6027

Alt-4 0.7599 0.3087 DR-A5029 | DR-A5004 | DR-A6027 | DR-A6021

Alt-5 0.7599 0.3154 DR-A5029 | DR-A5004 | DR-A6027 | DR-A6021 DR-A7032
100-A06D_General

Alt-6 0.7599 0.6240 DR-A5029 | DR-A5004 | DR-A6027 | DR-A6021 DR-A7032
Access Area
100-A06D_General

Alt-7 0.8319 0.6416 DR-A5029 | DR-A5004 | DR-A6027 | DR-A6021 DR-A7032 DR-A3044
Access Area
100-A06D_General

Alt-8 0.8319 0.6482 DR-A5029 | DR-A5004 | DR-A6027 | DR-A6021 DR-A7032 DR-A3044 | DR-A3073
Access Area
100-A06D_General

Alt-9 0.8319 0.6570 DR-A5029 | DR-A5004 | DR-A6027 | DR-A6021 DR-A7032 A A DR-A3044 | DR-A3073 | DR-A3068
ccess Area
100-A06D_General

Alt-10 0.8319 0.9621 DR-A5029 | DR-A5004 | DR-A6027 | DR-A6021 DR-A7032 A A DR-A3044 | DR-A3073 | DR-A3068 | DR-A3010
ccess Area
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B A3-3. 27 B 22|HY= XY 48 29 Z2ut

gaxys | o|SHOlY dsix/d
724 HIE 1 2 3 4 5 6 7 8 9
Baseline 0.657 -
Alt-1 0.657 0.0241 DR-A3008
Alt-2 0.657 03327 DR-A3008 | |00-A06D General
Access Area
Alt-3 0.657 05768 DR-A3008 | 00-A06D General | e o615
Access Area
Alt-4 0.7599 0.5944 DR-A3008 | |00-AO6D General [ e yo615 | DR-A3044
Access Area
Alt-5 0.7599 0.6227 DR-A3008 | 100-A06D General | p yo015 | DR-A3044 | DR-A5029
Access Area
Alt-6 0.7599 07912 DR-A3008 | 100-A06D General | op o515 | DR-A3044 | DR-A5029 | DR-AG027
Access Area
Alt-7 0.8319 0.8653 DR-A3008 | 100-A06D General | op o515 | DR-A3044 | DR-A5029 | DR-AG027 | DR-A6021
Access Area
Alt-8 0.8319 0.8755 DR-A3008 100;;??:52_2reenaeral DR-A3015 | DR-A3044 | DR-A5029 | DR-A6027 | DR-A6021 | DR-A6008
Alt-9 0.8319 0.8755 DR-A3008 | 100-A06D General | o yah15 | DR.A3044 | DR-A5029 | DR-AG027 | DR-A6021 | DR-A600g | '°/ AO9C Meet
Access Area ing RM
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B A3-4 H27t C 22|82 49Xl 43 2 2t

gaxys | o|SHOIY CEC)
[uN b8 1 2 3 4 5 6 7 8
Baseline 0.657 -
Alt-1 0.657 0.0176 DR-A3044
Alt-2 0.7599 03262 DR-A3044 | 00-A06D General
Access Area
Alt-3 0.7599 0.4659 DR-A3044 | 100-A06D General | oo ) 17c corridor
Access Area
Alt-4 0.7599 0.5306 DR-A3044 | 100-A06D.General | o0 )10c oridor | 157-A16D_Corridor
Access Area
Alt-5 0.8319 0.6048 DR-A3044 | 100-A06D General |00 \17c corridor | 157-A16D_Corridor | DR-AG021
Access Area
Alt-6 0.8319 07732 DR-A3044 | 100-A06D General |00 117 corridor | 157-A16D_Corridor | DR-AG6021 | DR-A6027
Access Area
Alt-7 0.8319 1.0783 DR-A3044 100Aﬁffslz—gree”aera' 157-A17C_Corridor | 157-A16D_Corridor | DR-A6021 | DR-A6027 | DR-A3010
Alt-8 0.8319 1.2699 DR-A3044 moxjffsz—gree”:ra' 157-A17C_Corridor | 157-A16D_Corridor | DR-A6021 | DR-A6027 | DR-A3010 | DR-A3071
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B A3-5. H27t D 22|HY= Z=Xd 45 2 2

g25es | olsHOY Eadl
rad H|E 1 2 3 4 5 6 7 8
Baseline 0.657 -

Alt-1 0.657 03086 | '00-A06D General
Access Area

Alt-2 0.657 03175 100-A06D_General | o ) 36q
Access Area

Alt-3 0.7599 0.3351 100-A06D _General | o r3068 | DR-A3052
Access Area

Alt-d 07599 04607 100-A06D_General DR-A3068 DR-A3052 137-A09D_General
Access Area Access Area

Alt-5 0.7599 0.5530 100-A06D_General | 1o 3068 | pRoa30s | 137-A09DGeneral | gh0g
Access Area Access Area

Alt-6 07599 0.6146 100-A06D_General DR-A3068 DR-A3052 137-A09D_General DR-A5005 137-A09C_General
Access Area Access Area Access Area

Alt-7 07599 0.7830 100-A06D_General DR-A3068 | DR-A3052 137-A09D_General DR-A5005 137-A09C_General DR-A6027
Access Area Access Area Access Area

Alt-8 0.8319 0.8572 100-A06D _General | o r306g | pR-a30s2 | 13/AO9DGeneral | e soggg | 137-A09C General | e h6007 | DR-AG021
Access Area Access Area Access Area
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Abstract

A Proposed Method for Evaluating and Improving
Physical Protection System using Spatial Network

-Focusing on Outside Intruders into Critical Infrastructure-

Shin, Jaeseop

Department of Architecture
Ph.D. Course in Graduate School
Seoul National University

Advised by Professor Choi, Jaepil

This thesis is a study on the evaluation and improvement of the physical
protection system using spatial networks for outside intruders into building
facilities among national critical facilities. The purpose of this study is to
propose a method for evaluating and improving physical protection system
in consideration of the spatial characteristics of a multi-layered complex
space and accessibility of many internal users.

Through the analysis of previous studies, it was confirmed that the
existing methods have limitations in accurately analyzing outsiders’
intrusion into the facility by simplifying the facility to a diagram or grid.
This method does not accurately reproduce complex spaces and assumes
only a few intrusion paths, so unexpected intrusion paths may be omitted
from the analysis. Also, previous studies could not propose improvement
points considering internal users’ accessibility. Therefore, this study
proposes a method to accurately evaluate the physical protection system of

a facility by using spatial networks and to derive improvement point that



does not impair the accessibility of internal users as much as possible.

In Chapter 3, based on the EASI (Estimate of Adversary Sequence
Interruption) model, which quantitatively evaluates effectiveness of physical
protection system, two methods (improving protection performance and
adding protection points) were proposed in terms of architectural planning.
To implement this, the spatial networks needed nodes that could improve
protection performance and adding protection points. Therefore, the node is
composed of a door node and a room node, and the edge is reproduced by
the medial axis method that can best reproduce the path of the intruder. A
method of deriving the effectiveness of physical protection system using
the EASI model was proposed by exploring all possible paths through which
an intruder could access the target area by using the spatial networks
implemented in this way. Afterwards, a method of improving physical
protection system considering accessibility of internal users was proposed.
Accessibility is an important factor for internal users' work productivity,
emergency passage, and disabled access. In a survey of the operators of
nuclear power plant, which is national critical facility, it was concluded that
the reinforcement of physical protection has an effect on the deterioration
of the convenience of movement, and that physical protection system
should be improved at the point that does not impair the accessibility.
Therefore, in this study, in order to derive the optimal point for improving
physical protection system without compromising the accessibility of
internal users, betweenness centrality was selected as an index of
accessibility. Considering the effectiveness of physical protection system
and the cost of accessibility, I proposed a method for deriving an optimal
alternative that can improve the effectiveness of physical protection without
compromising the accessibility of internal users as much as possible.

In Chapter 4, a system that can implement the physical protection system
evaluation and reinforcement method proposed in Chapter 3 was developed.
It is a system that can be used in the BIM design stage. Depending on the

function, it is composed of Module 1 (extraction of spatial network and
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protection properties), Module 2 (analysis of the effectiveness of physical
protection systems for all intrusion paths), and Module 3 (derivation of
optimal alternatives for improving physical protection system based on
accessibility).

In addition, simulation was performed to confirm the wvalidity of the
proposed method. By selecting a pilot facility and setting the physical
protection values required for physical protection analysis, simulation was
performed to derive the effectiveness and improvement of physical
protection optimal alternatives. In conclusion, it was confirmed that the
proposed physical protection system evaluation and improvement method is
effective.

In Chapter 5, the evaluation and improvement method of the physical
protection system proposed in this study were verified. For verification,
nuclear power plant corresponding to the ‘7} level of power facilities
among national critical facilities were selected. For four experts with
experience in nuclear power plant architectural design and physical
protection design, a physical protection improvement point selection
experiment was conducted considering the accessibility of internal users.
Afterwards, the results of the experiments of four experts and the optimal
alternative for improving physical protection system proposed in this study
were compared 1in terms of physical protection effectiveness and
accessibility cost. As a result, it was confirmed that the physical protection
evaluation and improvement method proposed in this study could present a
better alternative than the qualitative method based on expert’s experience.

Finally, in Chapter 6, the significance and limitations of this study are
described. This study is meaningful in that it proposed a new method to
evaluate and improve the physical protection system in terms of
architectural planning, which was previously focused on the management of
security personnel. In conclusion, this study is to find alternatives to where
to improve in order not to impair accessibility that need to have a physical

protection system. The wvalidity of the proposed method was confirmed
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through verification, and it is thought that it will be possible to use it in the
process of quantitative design, evaluation, and improvement of the physical

protection system for national critical facilities based on this study.
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Infrastructure, Outside Intruder, Nuclear Power Plant, BIM
Student Number: 2016—30246
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