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Abstract

FPGA Implementation of RNS—
based Ciphertext Arithmetic
Operation for Fully Homomorphic
Encryption

Jeehwan Kim
Electrical and Computer Engineering

The Graduate School

Seoul National University

As Big Data and Al, the key technologies of the 4th industrial
revolution, are developed and widely used, the amount of data
processed is growing. Because it 1s difficult to handle the amount of
data and calculation in personal computing environment, companies
such as Amazon and Microsoft provide high—performance remote
computing environment through cloud services. Communication in
the remote computing environment is processed with encrypted
data, however, computation is performed using decrypted data, so it
has the disadvantage of being vulnerable to privacy preservation,
such as loss or leakage of sensitive data. To solve this problem,
recent studies take note of Homomorphic Encryption which is a
method of performing calculation in encrypted data. In particular,
Fully Homomorphic Encryption is a technology that able to perform
operation infinitely, it is expected to be used widely by removing
the constraint on the number of operations, which is a weakness of

Homomorphic Encryption scheme. However, the performance
:l'l



overhead is pointed out as a problem because Fully Homomorphic
Encryption increases amount of computation significantly.

In this paper, we propose a method to improve the performance
of ciphertext arithmetic operation by implementing a hardware
accelerator on FPGA. First, modular arithmetic module used for
ciphertext operation is designed to minimize the critical path, and a
fully —pipelined NT'T butterfly unit is designed based on the modular
arithmetic module. And the NTT butterfly units process
independent data by level to perform parallel processing to reduce
the execution time. We evaluate performance of the proposed model
and 1t demonstrates performance improvement iIn ciphertext

multiplication.

Keywords : Fully Homomorphic Encryption, Privacy—Preserving,
FPGA
Student Number : 2019-26912
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