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Abstract

An Analytical Study of Blockchain-based
Digital Assets: Focusing on Central Bank

Digital Currencies, Stablecoins, and
Non-Fungible Tokens

Yunyoung Lee

Department of Industrial Engineering

The Graduate School

Seoul National University

This dissertation provides an in-depth analysis of three promising assets in the DeFi

market: CBDCs, stablecoins, and NFTs. For CBDCs, a blockchain-based CBDC set-

tlement model is proposed using cross-chain atomic swaps and lattice-based sequen-

tial aggregate signature scheme to address two challenging issues. For stablecoins,

the connectedness and information transmission between the stablecoin and cryp-

tocurrency market is quantified to conclude that CBDCs can mitigate financial risks.

For NFTs, the return-volume causal relationships in the NFT markets are analyzed

due to the low transaction volume.

For CBDCs, we propose a blockchain-based CBDC settlement model which ad-

dresses two fundamental challenges in CBDC design. It introduces an administrator

ledger to the settlement system to provide auditability and allows the administra-

tor node to participate in every transaction. The model also uses cross-chain atomic
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swap technology and a lattice-based sequential aggregate signature scheme to ensure

safety and enable cross-border payments. These features make the model suitable

for the growing needs for stable and reliable digital currencies. Our model provides a

secure and reliable way to track transaction records and match the identity of trans-

action participants, while also protecting against malicious behavior and quantum

computer attacks.

Stablecoins backed with their own protocol’s native tokens are highly susceptible

to death spirals if the corresponding blockchain protocol is met with public distrust.

During normal market conditions, the impact of stablecoins on the cryptocurrency

market is difficult to measure as their prices remain fairly stable. To quantify the

impact of the stablecoin, we analyze the recent Terra-Luna crash with econometric

methodologies such as the spillover index and effective transfer entropy. Hourly and

5-minute cryptocurrency prices, Google Trends index and tweets posted on Stock-

Twits were collected and used to measure the spillover effect. Results showed that

the spillover effect of the stablecoin increased rapidly as the depeg started, and

LUNA gained influence in the overall cryptocurrency market. The effective transfer

entropy from LUNA to other cryptocurrencies such as BTC and ETH also increased

dramatically. However, investor sentiment lost its role as an information transmitter

during the crash, as the effective transfer entropy from the investor sentiment to

LUNA decreased significantly. We conclude that the collusion between bearish and

bullish opinions about the future of LUNA led to the market sentiment losing its

influence.

NFT markets are distinct from traditional cryptocurrency markets due to their

uniqueness. This makes it difficult to find the right buyer and seller pair for each
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individual NFT. To understand the relationship between trading volume of NFTs

and their prices, we used the Granger causality test in quantiles. Our data included

daily transaction volume and price of NFTs. The results showed that the causality

from overall NFT volume to return became stronger in extreme market conditions.

However, different NFT projects had different behaviors. For example, Axie Infinity

had strong causality in every quantile, while Decentraland only had a causal rela-

tionship around the median. Additionally, the transaction volume of The Sandbox

was only helpful in forecasting The Sandbox prices during bearish markets condi-

tions. Lastly, we found a strong causal relationship between NFT returns and the

return of its in-protocol native cryptocurrencies. Overall, our analysis showed that

NFT volume and prices are closely related and should be taken into account when

trading NFTs.

This dissertation has explored the various types of digital assets, such as blockchain-

based CBDCs, stablecoins, and NFTs. It has proposed a blockchain-based CBDC

model to address the current obstacles in traditional and decentralized financial

markets. The econometric analysis of stablecoin death spiral has revealed the signif-

icant impact of stablecoin on the cryptocurrency and DeFi markets. Additionally,

the return-volume causal relationships in the NFT markets have been confirmed,

providing guidance to NFT investors in different market conditions.

Keywords: Blockchain, Central Bank Digital Currencies, Stablecoin, Non-Fungible

Tokens

Student Number: 2020-34024
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Chapter 1

Introduction

1.1 Motivation of the Dissertation

Blockchain technology was firstly introduced by Nakamoto [2008], along with its

native cryptocurrency named Bitcoin. This innovative payment system enabled the

users to settle financial transactions without the support of third-parties. Bitcoin

achieved this goal by adopting a decentralized framework, which every users in the

system are responsible for correctly verifying the transactions and storing the results

of the transactions. This system can be considered as a decentralized framework, and

unlike the traditional financial transaction systems, blockchain technology does not

depend on a single ledger for record keeping. Instead, the participating nodes of the

system independently keep their own ledger. As a result, if there is any modification

to the historical data of the blockchain, the node can easily detect the modification

by comparing it with their own ledger (Tapscott and Tapscott [2017]). However, since

the participants can have multiple states of the ledger, the most important goal of

the blockchain technology is to achieve consensus among the nodes so that the mi-

nority of the nodes cannot tamper the transaction records for their own benefits

(Garay et al. [2015], Lashkari and Musilek [2021]). To successfully accomplish this

goal, blockchain technology is compromised of different backbone theories includ-
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ing technological concepts such as cryptography (Raikwar et al. [2019]), consensus

mechanisms (Mingxiao et al. [2017]), distributed computing (Herlihy [2017]) and

also non-technological concepts such as game theory (Liu et al. [2019]), tokenomics

(Lo and Medda [2020]), and monetary policy theory (Peters et al. [2015]). With

the integration of these state-of-art technologies together, blockchain-based systems

were able to provide security of the system while maintaining anonymity of the

participants and achieving data integrity.

After the success of Bitcoin as a peer-to-peer ledger system, other blockchain-

based cryptocurrency projects were initiated to provide various services with specific

purposes. Some of the famous projects are Ethereum(Wood et al. [2014]), Litecoin

(Lee [2011]), Algorand (Chen and Micali [2016]), Filecoin (community [2014]), Car-

dano(Kiayias et al. [2016]) and etc. Since newly developed blockchain projects are

emerging everyday until now, there is no doubt that blockchain technology is defi-

nitely attracting the talented entrepreneurs to seek opportunities for innovating the

current financial market. As a result, we believe that blockchain technology will play

a huge role in different financial sectors in the future. Ethereum is one of the most

successful blockchain project after Bitcoin, as it is ranked as number two cryptocur-

rency after Bitcoin in terms of market capitalization. The fundamental difference

that Etehreum has brought to the blockchain ecosystem is that it introduced the

concept of smart contracts. Smart contracts are digital instructions that can be spec-

ified by the users, which defines the conditions for spending assets from Ethereum

addresses. Smart contract machine of the Ethereum is called as the Ethereum Vir-

tual Machine (EVM) and EVM is known to be Turing complete, assuming that the

users have sufficient gas to execute the machine. The Turing completeness of EVM
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brought numerous innovations to the blockchain ecosystem, as now the users are

able to specifically address the terms of financial contracts similar to the ones in the

current financial markets directly to the blockchain systems. As a result, many real-

life financial applications were implemented on Ethereum. For example, timelock

contracts can be used to implement atomic swaps between multiple assets Poon and

Dryja [2016]. Currently, the usability of these smart contracts grew even larger, and

it led to the formulation of decentralized financial market in the blockchain ecosys-

tems, also called as DeFi. In the next paragarph, we briefly explain the concept of

DeFi and stablecoins .

Decentralized Finance (DeFi) With the emergence of smart contracts, DeFi

was newly introduced to blockchain systems, offering a new financial infrastructure

that is permissionless, publicly verifiable, anonymous and efficient in terms of cap-

ital efficiency (Werner et al. [2021]). For a safe implementation of DeFi on top of

blockchain systems, the underlying smart contracts should satisfy some conditions.

(1) Smart contracts must be expressive enough to fully describe the complicated fi-

nancial protocols. (2) Smart contracts should support atomic transactions. In other

words, the transactions should either success fully, or the transactions should not

happen at all. (3) Smart contracts should also support conditional executions so that

financial executions are done only when the conditions are met. With proper smart

contract functionalities supported, many useful DeFi protocols can be proposed.

The most well-known DeFi protocol is decentralized exchanges (DEX), where the

users are able to exchange assets on-chain, so that every transactions are publicly

verifiable and recorded on the blockchain. Many DEXes such as Uniswap (Adams
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et al. [2021]), Balancer, and Sushiswap adopt automated market makers (AMMs)

(Egorov [2019], Adams et al. [2021]) as their core market making function. In tradi-

tional finance, designated market makers are responsible for boosting the liquidity

and provide depth in the market by participating in the trades. They possess fi-

nancial risks on holding the volatile assets, but this risk is compensated as they

gain profits from the difference in the bid-ask spreads. On the other hand, AMMs

use fairly simple mathematical formulas to automatically provide liquidity and alter

the exchange rates between the assets. Liquidity providers in the AMM liquidity

pool receive liquidity provider tokens, to prove their portion of the liquidity pool.

The transaction fees accumulated from the pool is also distributed to the liquidity

providers according to the amount of liquidity provider tokens held. Lending pro-

tocols are also prevalent in DeFi, where a market participant can directly borrow

loans from the smart contract reserves, by paying the market interest rate. Lending

protocols usually come in two different types, namely over-collateralized loans and

flash loans. Over-collateralized loans require the borrowers to post collateral, which

has a larger value than the value of the borrowed amount. In this way, the protocol

ensures the liquidity providers to safely reclaim their lent assets. When the value of

collateral falls under certain threshold, liquidators attempt to purchase the collat-

eral that have fallen in price and close the borrower’s dept position. On the other

hand, Flash loans are borrowed and repaid in a single transaction. If the internal

transactions fail or the loans are not repaid at the end of the transaction, then the

whole transaction is not executed. With this atomicity, Flash loans are mainly used

in DEX arbitrages, where the trades should be completed in a short duration of

time.
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Stablecoin As these DeFi protocols gain remarkable attention from the public,

many complex trading strategies are performed in the DeFi markets. However, due

to the volatility of the cryptocurrency markets, these traders need assets with stable

prices to mitigate the unexpected risk in their investments. As a result, stablecoins

were developed to meet these needs. Stablecoins aim to retain their price relative

to their target currencies, mostly the USD, by implementing different stability al-

gorithms and reserve designs. Stablecoins can be categorized by the type of assets

that make up their reserves (Catalini and de Gortari [2021]). The key difference

between the stablecoins is the different levels on the trust of their reference assets,

as some stablecoins are backed with its own blockchain protocol’s native cryptocur-

rency (Kereiakes et al. [2019]), while some are backed with fiat-like assets such as

USD or U.S. Treasury bills (Lipton et al. [2020]). The risk and instability of these

stablecoins should be analyzed in two perspectives. First, the volatility in the value of

the reserves should be measured based on a real world reference asset like USD. Sec-

ond, the intrinsic relationship between the reserve asset and the stablecoins should

be considered (Catalini et al. [2021]). The volatility of the reserved assets can be

reduced if the reserves are backed with real-world fiat currencies. However, even

though the reserves are backed with highly reliable assets, the protocols still need to

provide appropriate capital buffers to mitigate operational risks and an unexpected

large-scale liquidation of reserves in short amount of time. The intrinsic relationship

between the reserve asset and the stablecoin shows another fundamental risk of sta-

blecoin. If the success of its ecosystem is high correlated with maintaining the value

of stablecoin, the likelihood of death spiral is high as the distrust of its native token

and protocol among the public can lead to a rapid withdrawal of the stablecoin, not
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leaving enough time for the arbitragers to gain profit from the depeg and recover the

peg. The aforementioned risks can be efficiently mitigated the adoption of central

bank digital currencies. Central bank digital currencies are backed by the central

banks, so the digital assets and the reserves are both fully controlled by the central

bank. Also, the stability of central bank digital currencies is obviously independent

from the success of blockchain system.

Central Bank Digital Currencies (CBDCs) The digitalization of economies

has led to public demand for digital forms of physical cash, as electronic devices

and payment systems become pervasive in people’s daily lives (Auer et al. [2022]).

To comply with these needs, central banks around the world are considering the

adoption of CBDCs as a digital fiat currency. BIS (Bank for Internation Settlments)

stated that more than 80% of the central banks worldwide are positive about in-

troducing CBDCs to their domestic payment systems. While there is an ongoing

debate on the technological choices of CBDC architecture, blockchain technology is

definitely one of the powerful candidates. The advantages of blockchain are expected

to benefit CBDC systems, as blockchain can guarantee new efficiency and security

for the traditional payment systems Zhang and Huang [2022]. As a result, many re-

searchers have proposed various blockchain-based CBDC schemes (Sun et al. [2017],

Tsai et al. [2018], Han et al. [2019], Tian et al. [2018]). The technical definition

of CBDCs could differ depending on the purpose of the issuing entity (Committee

et al. [2018]). Kumhof and Noone [2018] defines CBDCs having a separate operating

structure distinct from the central bank to provide functions for retail transactions

and interest payment based on a wider access range than that of bank reserves. Yao
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[2018] expands the discussion of CBDCs to digital currencies based on high-level

techniques beyond the simple digitization of a fiat currency and refers to the rela-

tionship between CBDCs and cryptocurrencies such as Bitcoin or Ethereum , which

are based on distributed ledger technologies. Bordo and Levin [2017] divides CB-

DCs into "token-based" and "account based" according to the configuration rules.

Account-based CBDCs would lower transaction costs under the control of the central

bank and token-based CBDCs would use to utilize distributed ledger system, like

Bitcoin or Ethereum. Bjerg [2017] aims to identify the role of CBDC in each sce-

nario in which CBDCs are used as a complement to cash or deposits, bank reserves

or accounting units. The current controversy on the design of CBDC leaves room

for financial and technological researchers to continue examining the feasibility of

adopting blockchain for financial systems.

Non-Fungible Token (NFT) NFTs are new type of digital currency origniated

from blockchain technology. It was proposed in Ethereum blockchain as Ethereum

Request for Comment (ERC))-721 token standard, and further developed in ERC-

1155 (Wang et al. [2021b]). The main difference between existing cryptocurrencies

and NFTs is their uniqueness, which means they cannot be exchanged for equal

value with other NFTs. Such feature led to remarkable attention from the public, as

now people can store various types of digitalized assets such as digital arts, videos,

certificates of ownership on the blockchain. NFTs have been widely implemented,

especially in the gaming and metaverse industries. By converting the game itmes

into NFTs, the users are able to gain profits by selling NFTs on the secondary NFT

markets. Similarly, the users in metaverse can purchase virtual real estate either for
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their own usage or future investments. As NFTs show significant differences with

traditional cryptocurrencies, technlogical and economic analysis on NFTs should be

conducted independently.

In this dissertation, we aim to conduct analytical studies on the three types of

special digital assets, namely CBDCs, stablecoins, and NFTs. The concept of these

assets emerged with the advent of blockchain technology and DeFi, but there has

not been a sufficient amount of research on these fields of assets compared to the

traditional cryptocurrencies. Therefore, we believe that we can provide a guidance

to the future DeFi researchers on selecting their research directions by analyzing the

behavior of these assets. (In the case of security tokens, they are still in a very early

stage and the size of the funds is small, so they were excluded from the analysis.) For

CBDCs, we propose a blockchain-based model to conduct simulation experiments,

since there is no CBDC in use yet. For stablecoins and NFTs, we conduct econometric

analysis based on their price time series in order to dissect the market behaviors.

1.2 Aims of the Dissertation

This thesis aims to investigate the DeFi market by analyzing three special types of

assets originiated from the blockahin technology. First of all, this thesis focuses on

developing the blockchain-based CBDCs settlement system, which can mitigate the

current financial risks of the existing stablecoins and cryptocurrency markets. As

CBDCs are backed by the central banks, we believe that the adoption of CBDCs

can enhance the trust among the cryptocurrency market so that the market par-

ticipants can fully utilize the advantages of DeFi protocols. Also, blockchain-based

CBDCs can offer an alternative to current financial transaction systems since it can
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reduce some of the frictions in the current trade processes. Secondly, we analyze the

impact and the connectedness of stablecoins to the overall cryptocurrency market

by using econometric methodologies. We specifically focus on the recent crisis of the

Terra protocol, which was one of the most prominent stablecoin-based blockchain

system. This analysis is also very meaningful when arguing the adoption of CBDCs,

as it emphasizes the importance of stability and trust of the stablecoins in the cryp-

tocurrency markets. Lastly, we attempt to understand the NFT markets, by finding

causal relationships between NFT volume, NFT return and its in-protocol native

cryptocurrencies.

In Chapter 2, we address the major research challenges in CBDCs in terms of

security and privacy. Security and privacy of CBDCs emerged as a fundamental is-

sue in the development of CBDCs, as blockchain-based systems greatly differ from

the technical structure of current traditional financial systems. We define the two

main research challenges in the development of CBDC infrastructure. First, many

CBDC researchers inevitably consider a scheme where the authorized participants

who manage the transaction details or users identities are introduced, in order to

protect user privacy and achive regulatory compliance. Second, most CBDC projects

aim to cover both the domestic payment process and payments that occur across ge-

ographical distances. Therefore, researchers should pay attention to the multi-chain

environment for CBDCs. To address these challenges, we propose a blockchain-based

settlement system for CBDCs.1 as Our model is suitable for CBDCs as it solves the

research challenges stated in 2.1. The proposed model adds an administrator ledger

to the system to remove settlement failure and improve efficiency in market man-
1The work in Chapter 2 was published as Lee et al. [2021a,b].
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agement. This administrator ledger achieves auditability for the settlement system,

as all the transactions are recorded in the administrator ledger. The main advantage

is that even though the proposed model is developed on a multi-chain environment,

the adminstrator ledger can collect transaction records from both ledgers (ex.cash

and securities ledger). Since our model is designed for different ledgers to trade as-

sets, it can support the cross-border payments setting of two different CBDCs, if

both CBDC systems can implement the hashed-timelock contract and our signature

scheme. Also, we propose a new lattice-based sequential aggregate signature scheme

for the signing process of our proposed model. Lattice-based cryptography is gener-

ally known to have advantage on resisting future quantum attacks. Then, security

analysis of our system and the proposed signature scheme are conducted. Finally,

proof-of-concept experimental results are described.

In Chapter 3, we analyze the impact of stablecoin instability to the cryptocur-

rency market by investigating the recent historical crash of Terra protocol.2 We ex-

amined the impact of the Terra-LUNA crash on the cryptocurrency market. Based

on the hourly return and realized volatility from April 2022 to May 2022, we used the

spillover index and effective transfer entropy to configure the interlinkage change be-

tween cryptocurrency markets. We conclude that the Terra-LUNA crash had a signif-

icant impact on the connectedness of the cryptocurrency market, investor attention,

and market sentiment. Our findings confirm that the death spiral of stablecoin can

bring about significant shock to the overall cryptocurrency market. Consequently,

this result strongly supports the adoption of CBDC, which can perfectly substitute

the current stablecoins with zero risk for the market participants.
2The work in Chapter 3 was published as Lee et al. [2022].
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In Chapter 4, we attempt to spot the causality for return-volume relationship of

NFTs i.e. Overall NFT, Axie Infinity, Decentraland, The Sandbox. The price and

volume data for the NFTs was collected from Jan 1, 2018 to Mar 30, 2022. Using

the Granger causality test in quantiles, we reveal the existence of strong causal

relationships between trading volume and log return of NFTs at extreme market

conditions. Additionally, we also examine the relationship between NFTs and their

in-protocol native cryptocurrencies.

Lastly, we discuss the contributions and future works of this dissertation in Chap-

ter 5.

1.3 Organization of the Disseration

The remainder of the dissertation is organized as follows. In Chapter 2, we list the

fundamental research challenges in the development of CBDCs in terms of secu-

rity and privacy. Then, we propose a CBDC settlement model based on cross-chain

atomic swaps. Along with our model, we also propose a lattice-based sequential ag-

gregate signature scheme which can be implemented to our system. In Chapter 3,

we analyze the Terra-Luna crash with spillover index and effective transfer entropy

to quantify the impact of the death spiral to the other cryptocurrencies market.

In Chapter 4, the return-volume relationship of NFT market is examined through

Granger causality test in quantiles. Chapter 5 concludes the dissertation by address-

ing the contributions and future works of the research.
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Chapter 2

Analysis on Blockchain-based CBDC Settlement
System

2.1 Chapter Overview

CBDCs refer to fiat currencies issued in digital form by a central bank, which is

distinct from physical money or the reserve/settlement accounts. However, the tech-

nical definition of CBDCs differ because the governments that are considering issuing

CBDCs have different purposes. In general, the main purposes for issuing CBDCs

are financial stability, monetary policy implementation, financial inclusion, payment

efficiency (domestic, cross-border), and payment safety/robustness. However, the sit-

uations of each issuing country (dramatic decrease in cash flow, highly volatile fiat

currency value, etc.) and the purpose of the CBDC issued (small settlements, large

settlements) are different, so the importance of each major purpose will change (Boar

et al. [2020]). The issuance of CBDCs can lead to changes in the long-established

financial system, such as the emergence of new payment methods, dis-intermediation

of commercial banks, and difficulties managing policy management are often cited

as problems that CBDCs still need to solve (Auer and Böhme [2020]). In particular,

security and privacy in CBDCs emerged as one of the most important discussions

because, CBDC can cause structural changes in the financial system itself. The se-

curity and privacy issues of CBDC have characteristics that distinguish them from
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centralized financial systems or public blockchains. Most CBDCs do not aim to make

all transaction details public, like Bitcoin, or private, like Zcash. The CBDC issuer

is likely to prefer to provide personal information protection to users of the CBDC

system under normal circumstances with the ability to reveal transaction informa-

tion in special situations such as for anti money laundering (AML) provisions or law

enforcement.

To this end, in order to weigh the potential of adopting CBDC to the current

financial system, we propose a blockchain-based middle ground CBDC model, espe-

cially focusing on the securities settlement.1 Such model can be considered as a type

of wholesale CBDC model, because only the designated financial institutions can

participate in the securities settlement system. However, we believe that our model

can be extended for various purposes in the future. We now briefly explain the ob-

stacles in the current settlement system, and the potential of blockchain technology

to them.

Modern financial systems are mostly designed based on delivery versus payment

(DvP) (Mills Jr and Nesmith [2008], Summers [1991]), to ensure safety in both

cash and securities transfer. In addition, these systems are operated by trusted

third parties, usually the central bank and the central securities depository (CSD)

(Kroszner et al. [2006]). The central bank is responsible for transferring the cash, and

CSD is responsible for trasnferring the securities ownership. The system also needs

other intermediaries such as payment agents and brokers, and these intermediaries

result in extra financial costs and time due to increased back-office cost and operation

risk (Sachs [2016]). As a result, most of the current settlement systems implement
1This model is an extended work from Lee [2020], and some of the figures and experimental

results from Lee [2020] are used again in this chapter to fully explain our work.
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netting process to their system and settle the transactions at T+1, T+2, and so on

(Devriese and Mitchell [2006]).

To address this issue, many researchers and central banks are examining the

adoption of CBDC (Shah et al. [2020], Ward and Rochemont [2019]), and blockchain

technology became one strong candidate for its backbone technology. Blockchain-

based CBDC models are frequently discussed in research communities, as blockchain

technology can guarantee the transparency of the ledger and the atomicity of the

transaction without relying on the third parties Benos et al. [2017], Collomb and

Sok [2016]. With the advent of smart contracts (Buterin et al. [2014]), the settle-

ment process can be implemented in the blockchain system with better security and

functionalities, by using scripts like Hashed-Timelock Contracts (HTLC).

Nevertheless, with the rapid development of quantum computers, former en-

cryption/signature schemes such as the Elliptic Curve Digital Signature Algorithm

(ECDSA) used by Bitcoin and Ethereum, face severe threats. ECDSA enables users

to create a 256-bit private key and a public key that can be shared with third parties.

With the current technology, it is almost impossible to find the private key by look-

ing at the generated public key. However, as adversaries are equipped with quantum

computers, the risk of finding the private keys of these traditional schemes is greatly

increased. Shor’s algorithm Shor [1999] proposed a method that leads to a dramatic

improvement in the efficiency of factoring large numbers using the quantum Fourier

transform which can pose a serious threat to current ECDSA and, RSA schemes. In

addition, the hash functions of proof of work (PoW)-based blockchains are at risk as

Grover [1996] showed with his proposal of Grover’s algorithm, which is a quantum

computing solution to the problem of finding a pre-image of a value of a function
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that is difficult to invert. With quantum computers, attackers can cause hash colli-

sion problems. In addition, the adversary can generate modified blocks much faster

by speeding up the nonce generation and mining time, which can lead to a regener-

ation attack on the whole blockchain Li et al. [2018]. To overcome this danger, sev-

eral post-quantum blockchains based on quantum-secure signature/cryptocurrency

schemes have been proposed Li et al. [2018], Gao et al. [2018], Li et al. [2021], Wu

et al. [2021], Shahid et al. [2020]. To enable our settlement protocol to address these

future threats, we introduce a lattice-based signature scheme into our settlement

model, which is widely known to be resistant to quantum attacks Gao et al. [2018].

To this end, our work focuses on these three issues. We propose a blockchain-

based CBDC settlement system along with a lattice-based digital signature scheme,

and then we conduct extensive experiments and security analysis to verify our pro-

posed approach. The contributions of this chapter are summarized as follows:

• We provide a comprehensive taxnonomy on the current CBDC research and

list the main challenges in the current CBDC research/design.

• We propose a blockchain-based settlement protocol for CBDC that ensures

safe trading among the market participants.

• We propose a lattice-based sequential aggregate signature scheme for our set-

tlement protocol, as lattice-based cryptography is generally known to have the

advantage on resisting future quantum attacks.

• We conduct proof-of-concept (PoC) experiments for our model using the real-

world securities settlement data.
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In this chapter, we aim to deal with major issues related to the privacy and se-

curity of CBDCs upon implementation from a middle-ground position. Section 2.2.1

describes the privacy and security issues related to the implementation of CBDCs

and define our research goal. Section 2.3 explain the background for our research.

Section 2.4 describes our proposed model. Section 2.6 shows the experimental results.

Finally, Section 2.7 discusses the summary and significance of the study.

2.2 Defining our CBDC research goal

2.2.1 Security and Privacy issues in CBDCs

There are different kinds of CBDC design models, and each has its own level of pri-

vacy and security. For example, in a permissioned blockchain where a small number

of entities can see and verify all transactions, the whole transaction log including the

identities of the participants, is open to those entities, but the transactions are com-

pletely hidden from the public. However, the entity nodes should be highly trusted. If

they get attacked or hacked, all the transaction data might be leaked, so this entails

a huge security risk. Otherwise, single points of failure are less likely to happen in a

public blockchain, like Bitcoin and Ethereum. If all transactions are unencrypted on

the public blockchain, then we need not trust any third party and can have relative

security from specific node attacks. However, the transactions are open to everyone

participating in the blockchain, thus providing a low level of privacy. As shown in

Nick [2015], although users take pseudonyms that seem to be anonymous, they are

linked with outside information and it is easy to uncover the identities of real users.

From the perspective of the middle ground in designing CBDCs, it is necessary

to provide a sufficient level of privacy and security to users, while ensuring compli-
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ance with regulations such as AML. There are several cryptographic and systematic

approaches that can be applied to the blockchain to enhance security and privacy

at the cost of complexity, which we discuss in the following sections.

Identity Privacy

Identity Privacy is the ability to hide the identities of the users participating in the

system. Identity privacy might vary considerably between systems, differing in its

openness and transaction verifying process. Darbha and Arora [2020] summarizes

the privacy level of many different platforms including Bitcoin, the credit card sys-

tem, and cash. User identities might be leaked in three different situations. First,

as mentioned above, blockchain systems that only use pseudonyms for privacy are

vulnerable to de-anonymization. The transaction patterns of each user might be ex-

posed, such that it is possible to predict his or her future behavior. In a worse case,

the transaction itself would be combined with outside information and the transac-

tion participants might be linked with their real identities. Figure 2.1 shows that

blockchain users can be easily de-anonymized when transactions are open to all and

outside information is obtainable. Second, at a network level, a light node might ask

the full node about the existence of transactions, and those queries as well as network

data(e.g., IP address) might be good hints at a user’s identity, as discussed in Allen

et al. [2020]. Third, CBDCs are likely to comply with know your customer(KYC)

provisions to easily deal with AML, and law enforcement. Middle-ground CBDCs,

unlike public blockchain systems, might require some special nodes to store personal

data with proper classification. These special entities are highly likely to be exposed

to a single point of failure, which can result in the indirect leakage of personal data,

including user identities.
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Figure 2.1: De-anonymization of users by combining the transaction pattern with
auxiliary user information

De-anonymization

Many public blockchain systems, such as Bitcoin and Ethereum, have transaction

structures that show the sender and receiver addresses explicitly. Because of this

property of openness, a large proportion of the users can be re-identified by different

ways. Feng et al. [2019] lists several attacks for de-anonymizing users’ real iden-

tities: network analysis, address clustering, and transaction fingerprinting. These

attacks make use of IP addresses, clustered addresses, and transaction analysis and

combine them with any outside information to identify users. Several cryptographic

approaches can make this re-identification process intractable and ensure that the

transactions are encrypted. Some studies apply them to propose new blockchain-
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based CBDC designs.

Secure Multi Party Computations (MPC) One way to prevent de-anonymization

is to implement MPC, which enables jointly computing a function with participants’

inputs while keeping each input private. This idea can be applied to Real-time Gross

Settlement (RTGS) systems, where several commercial banks make high-value fund

transfers to each other. Atapoor et al. [2021] proposes a MPC based solution to

perform the liquidity optimization for decentralized RTGS system, keeping their

transactions confidential. They show three versions, one of which keeps the source

and destination private, as well as the transaction amount.

Zero Knowledge Proof (ZKP) ZKP is also being used as a building block for

private identities. Zerocash (Sasson et al. [2014]), known as Zcash is widely known

for using zerok-knowledge succinct noninteractive argument of knowledge proofs (zk-

SNARKs) to prove the validity of transactions without revealing the participants or

the amount. However, as shown in Kappos et al. [2018], Zcash users are identifiable

using heuristics based on patterns of usage. Dai et al. [2020] attempts to protect

the anonymity of commercial banks in an indirect CBDC model by proposing a su-

pervised anonymous issuance (SAI) scheme, using zk-SNARKs and a multi-receiver

signature encryption scheme. The scheme ensures that the issuer’s identity remain

hidden while allowing other commercial banks to verify whether the issuance is al-

lowable and the issuer is qualified. Gross et al. [2021] proposes a CBDC system

design that allow fully private transfers between users while still complying with

AML regulations by imposing limits on private transfers, using zk-SNARKs.
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Ring Signatures Ring signatures are another option to obscure identities in a

transaction. First introduced by Rivest et al. [2001], ring signatures make it possible

to specify a set of possible signers without revealing which member actually pro-

duced the signature. Monero uses Ring Confidential Trasnaction (RingCT) Noether

[2015] to hide the sender’s identity by combining it with a set of fake senders and

amount of the transaction. However, Miller et al. [2017] shows that this mixing strat-

egy is still vulnerable to re-identification. There are few studies on CBDC designs

attempting to take advantage of ring signatures. Goodell et al. [2021] proposes a

CBDC system based on a permissioned blockchain, with non-custodial wallets for

privacy-preserving purposes. The proposed model suggests ring signatures, ZKP, and

stealth address as building blocks of non-custodial wallets, which offer retail users

cash-like anonymity.

Systematic Approaches There are some proposed systematic approaches for

hiding transactions, including the identities of the participants. Calle and Eidan

[2020] proposes Corda, which creates a private permissioned environment where,

all transaction data are shared only between the counterparties of transaction, so

outsiders cannot even know that the transaction is happening in the first place.

The transaction is validated by those counterparties, and a notary pool attests the

uniqueness of each transaction, ensuring the security of the transactions.

Network-level attack

De-anonymization of identities is not the only risk in CBDC designs. There might

be risks inherent to the network or node communication. For example, nodes that

have more permissions compared to other nodes are likely to receive more privacy-
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sensitive requests. Retail users, especially when using their mobile phones, are not

likely to hold the full set of block data. They might ask the validator node or full

node, which stores the whole blockchain, if a specific transaction they are interested

in is contained in the block or not. In that situation, the validator node itself, which

takes the light client’s requests, might know which transaction this client is interested

in. In p2p networks, another malicious peer node might see this request unless it is

encrypted.

The Bitcoin network has a similar privacy issue. To solve this issue, SPV nodes

in Bitcoin use a bloom filter to ask for transactions of interest. They do not specify

the exact transaction, and they can handle the level of privacy by controlling the

parameters of bloom filters.

From the perspective of the middle-ground, network-level attacks might be more

severe since those requests are more likely to contain more privacy-sensitive data to

enable the compliance with AML/ Combating the Financing of Terrorism (CFT)

regulations. The Skipchain (Kokoris Kogias [2019]) structure enables validation of

blocks without the need for privacy-preserving queries. CBDC designs can adopt

this structure for a robust approach.

Transaction privacy

Public blockchain networks make every participating nodes able to save the blockchain

which holds the transaction history. It strengthens the transparency and privacy of

the blockchain network because everyone can see the change in the blockchain when

a malicious attacker tries to manipulate previously issued and recorded transactions

on the blockchain. However, compared to the current securities settlement system

or bank account system, opening transaction details to the public is an apparent
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threat to privacy.

As discussed above, privacy issues on the blockchain exist because transaction

details are recorded in the blockchain. Therefore, we classify potential privacy threats

according to the content of the transaction to be protected. The first category is data

privacy, which implies the protection of the identities of the sender and receiver, or

protecting the token amount of the transaction. The second is program privacy.

Blockchain transactions can contain any type of programming code (i.e., a smart

contract). Even when smart contract issuers intend to use them for commercial

purposes, smart contract code becomes open-source intentionally. Finally, program

privacy explains how to protect program code on blockchain.

Data Privacy

Data privacy includes protecting the participant identities and transactions amount

in a transaction. It is hard problem to solve because the key property to maintain

is the recording of the transaction on the blockchain. Therefore, schemes hiding

transaction details using encryption techniques are proposed.

Secure MPCs The goal of MPC (Yao [1982]) is to ensure that make multiple

parties can compute a function that requires inputs from parties jointly while not

revealing their own private inputs to each other. After Yao [1982] proposed a two-

party MPC protocol, Goldreich et al. [2019] proposed a general framework for multi-

party MPCs.

Rethinking the purpose of recording transactions on a public blockchain in a

block, blockchain systems must be able to check the transaction availability by com-

puting the sum of the sending transaction amount and receiving transaction amount.
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If we think of the computing procedure as the objective function of an MPC, the

MPC can be used to protect transaction data details by encrypting transactions by

setting participating receivers and senders as parties of the MPC.

Atapoor et al. [2021] proposed a secure MPC-based solution to manage the RTGS

system in decentralized settings. The proposed system ensures the privacy of the

entities in an MPC, by hiding the amounts, the source addresses of each transaction,

or the destinations. Corda, the protocol proposed by Calle and Eidan [2020] uses

similar scheme as MPC. It makes participants of a transaction share data only with

each other and ensures that the private input of any party is not revealed to the

public. It is different from MPCs in which other parties participating in transactions

can find other participants’ private inputs, but MPCs are still applicable to Corda.

Homomorphic Encryption Rivest et al. [1978] introduced homomorphic en-

cryption, which is a scheme that enables computation on ciphertext resulting in the

same result as computation on plaintext. In the same sense as MPCs, homomorphic

encryption enables the system to encrypt transaction amounts while the blockchain

system can verify the transaction. For an application of homomorphic encryption in

a blockchain system, Wang et al. [2020] proposed an improved system of Zerocoin

(Miers et al. [2013]), a Bitcoin-based transaction system that can hide the amounts of

the transaction. The proposed scheme encrypts the transaction amounts with a ho-

momorphic property. In terms of functionality, the proposed scheme can arbitrarily

encrypt amounts in frequent transactions and use them for homomorphic compu-

tations, while Zerocoin supports only certain divided values besides other arbitrary

values in real transactions.
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ZKPs ZKPs are one of the most widely used privacy-preserving schemes. ZKP

schemes enable entities to prove a claim without revealing their own private inputs.

When a ZKP scheme is applied in blockchain system, transaction participants can

prove their positive balance without revealing the actual transaction amount. Hop-

wood et al. [2016] proposed a shielded payment scheme Zcash using zk-SNARKs to

hide the addresses of the transaction sender and receiver.

Program Privacy

Writing smart contract requires the code writer to understand cryptographic tech-

nologies and consensus algorithms of a distributed ledger. Furthermore, one of the

biggest problems in executing smart contracts on a blockchain is the privacy limita-

tion. The privacy of smart contracts means both privacy for the programming code

and privacy for the input data of the smart contract.

Kosba et al. [2016] protected the input of smart contracts by executing the smart

contract off-chain. It restricts the role of the on-chain blockchain system to verify

the result of the executions using ZKP. Al-Bassam et al. [2017] and Kalodner et al.

[2018] proposed similar ideas around executing smart contracts somewhere away

from the main blockchain. Even though the proposed schemes protect privacy for

most entities, potential threats remain because centralized nodes such as a manager

or client are responsible for executing the smart contract. Protean, proposed by Alp

et al. [2019], provides special functional units to avoid having all nodes keep smart

contracts and computations. The functional units consist of a randomness unit, state

unit, execution unit, and private storage unit to run secure specialized modules that

cannot be implemented securely by a smart contract.

For a specific application of secure smart contracts, Niya et al. [2018] used se-

24



Identity Privacy

De-anoymization Network-level
attack

Secure Multiparty
Computation Atapoor et al. [2021] -

Zero Knowledge
Proof Sasson et al. [2014] , Kappos et al. [2018] , Dai et al. [2020] , Gross et al. [2021] -

Ring Signature Rivest et al. [2001] , Miller et al. [2017] , Goodell et al. [2021] -
Homomorphic
Encryption - -

Others Calle and Eidan [2020] Kokoris Kogias [2019]

Table 2.1: Classification of the privacy-preserving techniques used in CBDC models:
Identity privacy

Transaction Privacy
Data Privacy Program Privacy

Secure Multiparty
Computation Atapoor et al. [2021], Calle and Eidan [2020] -

Zero Knowledge
Proof Hopwood et al. [2016] -

Ring Signature - -
Homomorphic
Encryption Wang et al. [2020] -

Others - Kosba et al. [2016] , Al-Bassam et al. [2017], Kalodner et al. [2018] ,
Alp et al. [2019] , Niya et al. [2018] , Unterweger et al. [2018]

Table 2.2: Classification of the privacy-preserving techniques used in CBDC models:
Transaction Privacy

cure device-to-device communication mechanism in a trading system to protect the

deposit data of sellers and buyers. Unterweger et al. [2018] implemented a privacy-

preserving smart contract on the Ethereum platform with their proposed smart

contract structure. Table 2.1 and 2.2 summarize the classification of various privacy-

preserving techniques implemented in past research that aim to maintain identity

and transaction privacy.

Consensus and Auditability

Blockchain-based models for CBDCs differ from the existing public cryptocurrencies

as most CBDCs aim to take the advantage of blockchain technology while maintain-

ing control over monetary issuance and supply. While blockchain technology can

bring about innovation in the current financial market structure as it enables value
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transfer between two entities without a trusted third-party, it also possesses some

problems in terms of scalability and resource allocation due to its distributed set-

ting. To solve such problems, many researchers proposed blockchain-based middle-

ground CBDC architectures with different layers where the participating entities of

each layer are given different permissions and roles. In this section, we discuss the

security issues to consider when designing these middle-ground models.

Consensus

The traditional blockchain consensus mechanisms such as Proof-of-Work(PoW) can-

not be implemented directly in middle-ground models as these consensus mechanisms

require all nodes to be "full" nodes. In other words, typical PoW mechanisms require

that all nodes have the ability to mine a new valid block and store the full blockchain

in their own storage system. However, as CBDCs aim to become a versatile currency

throughout a nation, it is very impractical for all users to participate in the consensus

protocol. Thus, several variations in which only the designated nodes participate in

the consensus process were proposed for CBDCs. These specific security properties

should be considered in these CBDC models.

No Double-Spending : Double-spending is the act of transferring cash that has al-

ready been used previously. Different from a physical currency, CBDC transactions

should be verified to check whether the currency was used only once by one user

at a time. This is the most basic security property that blockchain-based CBDCs

should meet.

Non-Repudiation: Non-repudiation requires that all the participants’ actions in the

payment process are recorded correctly, so they cannot deny any of the actions that

they processed in the past.
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Unforgeability : Similar to preventing counterfeiting of physical cash, CBDCs should

not be issued by institutions or individuals besides the central bank.

Danezis and Meiklejohn [2015] proposed the first hybrid blockchain-based CBDC

framework, namely RSCoin, which can provide the centralization of a monetary au-

thority to a certain entity (eg. central banks) and keep the blockchain’s transparency.

RSCoin introduces mintettes as their system intermediaries, which are responsible

for maintaining the transaction ledger. These mintettes can be represented as the

full node in the traditional blockchain, but the difference is that they produce a

lower-level block, which should be sent to the central bank for higher-level block

production. These higher blocks form a chain, which is then exposed to the other

external users. Zhang et al. [2021] argued the limitations of traditional PoW, Proof-

of-Stake(PoS), Practical Byzantine Fault Tolerance(PBFT) and Delegated Proof-

of-Stake(DPOS) mechanisms in their hybrid model, and proposed a new consensus

mechanism called POA-PBFT which showed improvements over the DPOS-BFT al-

gorithm. POA-PBFT changes the election process of bookkeeping nodes from voting

by all the participants to direct modifications by the central bank. Additionally, the

block producers in the original DPOS algorithm have freedom to increase the block

number as they wish, but in the POA-PBFT setting, a designated node specified by

the central bank has the authority to produce a fixed block-number block. This can

effectively reduce the probability of forked chains, as the chain cannot grow freely if

the specified node does not proceed in block production.

Auditability

As we mentioned in the previous section, blockchain-based CBDC systems with

a middle ground approach differ from the traditional blockchain mechanisms as
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they permit different levels of authority for different nodes. Consequently, most

CBDC architectures divide the participating nodes into different layers, and the

main difference between these CBDC schemes and decentralized cryptocurrencies

is in the regulatory layer nodes. The nodes in the regulatory layer are responsible

for monitoring the whole CBDC cycle including verifying transactions, issuing the

CBDC, and monitoring the system, such that the CBDC system can provide a safe

asset transfer environment for the lower-level users.

Regulatory compliance is one of the key areas with which CBDC must comply.

Most governments or related institutions, potential operators of CBDCs, aim to pro-

tect the economy against malicious economic activities such as money laundering or

tax evasion. CBDC systems should have auditability as a function; however this con-

flicts with the fundamental characteristics of a public blockchain. The fundamental

characteristics of a blockchain include that the owner of the asset has full authority

to decide when, how much, and to whom a transaction is issued and whether or

not to disclose the details. In contrast, the auditability of a CBDC must prevent

transactions that do not comply with regulations, regardless of the intent or pref-

erence of the asset owner, while maintaining the privacy and security of legitimate

transactions. CBDCs are inevitably distinct from public blockchains or the exist-

ing centralized structure, and have no choice but to have a middle-ground form.

Recent research efforts explored how to implement an auditable distributed ledger

system. How to implement auditability in CBDC systems is an open research area.

There are various technological building blocks for such designs already. We provide

a taxonomy of auditability technologies based on system configuration considera-

tions including which ledger is introduced to the CBDC system, the extent that it
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covers privacy, and the cryptographic techniques leveraged. A CBDC ledger could

be "permissioned" or "permissionless" depending on whether authorization is re-

quired to read, maintain, or especially, write, the ledger. Most CBDC designs prefer

a "permissioned" ledger because most of them force predetermined auditors audit

assigned transactions. However, a few studies implement auditability in ledgers such

as a public blockchain. We also cover how auditability functions are implemented

differently for the two types of ledgers: "ledger-based" and "token-based" also known

as the untransacted transaction output(UTXO) model. We investigate the extent to

which each implemented audit function guarantees the privacy range discussed in

Section 2.2.1 and 2.2.1. In accordance with the extent to which privacy is guaran-

teed, we use the following notations: S(sender identities), R(receiver identities), and

T(transactions).

Camenisch et al. [2006] do not mention that they propose permissioned ledgers,

but discuss auditability under the assumption that there are authorized users who

can manage the database. The authors implement auditability by limiting the total

amount of tradable transactions for a certain period instead of verifying the trans-

action contents in a zero-knowledge-based manner. In this system, only the sender

remains anonymous, regardless of the recipient and transaction amount. Only when

the transaction amount limit is reached, can the public key of the sender can be

estimated through the signatures of the auditor and the recipient, though it is also

possible to track the transaction history with the public key.

In the context of permissioned ledgers, Androulaki et al. [2020] presents a privacy-

preserving token management system for permissioned blockchains that also sup-

ports fine-grained auditing. The authors leverage advanced cryptographic techniques
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such as verifiable random function (VRF), Elgamel encryption, Groth signatures,

Pedersen commitments, Pointchevavl-Sanders signatures to overcome the strong

trusted setup assumption, which is a common and well-known disadvantage of zk-

SNARK. Authorized auditors audit transactions without disclosing the contents

of the transactions within their framework. Garman et al. [2016] proposes imple-

menting auditability based on strong privacy protection using zkSNARKs under the

permissioned and UTXO-based CBDC structure. They propose a modified Zcash

model that includes predetermined administrators who proceed with additional sig-

natures when the transaction amount exceeds the upper limit. The disadvantage of

this method is that it requires strong trust setup assumptions as mentioned above.

Bontekoe [2020] is similar to Garman et al. [2016], but, adopts an account-based

ledger system. They introduce the KYC process before participating to the trans-

action network and implements dedicated agencies to manage transaction details

post-event.

Chaum et al. [2021] suggests a similar technique, called the blind signature

(Chaum [1983]), for implementing a CBDC system that preserves transaction pri-

vacy and fulfill regulatory requirements. Their asymmetric approach can conceal the

identity of senders, but not that of receivers.

Tinn and Dubach [2021] provides a similar privacy function with the technology

of Chaum et al. [2021] through zkSNARKs. Veneris et al. [2021] propose a CBDC

framework that does not expose transaction details, but keeps the identity of the

sender private. They also adopt a hardware-based solution to provide private execu-

tion of transactions, even when users are offline. Table 2.3 summarizes the taxonomy

of the auditability techniques in CBDCs.
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Auditability Ledger Assumptions UTXO or Cryptographic Privacy
system structure Account-based shemes
Camenisch et al. [2006] - Total limit UTXO ZKP S
Androulaki et al. [2020] Permissioned Authorized UTXO VRF S,R,T

auditors Groth sig.
Garman et al. [2016] Permissioned Authorized UTXO zkSNARKs S,R,T

auditors
Bontekoe [2020] Permissioned Authorized Account zkSNARKs S,R,T

auditors -based
Chaum et al. [2021] Permissioned Authorized UTXO blind-sig. S

auditors
Tinn and Dubach [2021] Permissioned Authorized UTXO zkSNARKs S

auditors
Veneris et al. [2021] Permissioned Authorized Account temper-proof S

auditors -based hardware

Table 2.3: Taxonomy of the auditability techniques of the CBDC

2.2.2 Our Research Challenges in CBDC

From the consumer needs that CBDCs could address, Auer and Böhme [2020] de-

rives the main design choices of CBDCs: architecture, central bank infrastructure,

access technologies, and retail or wholesale interlinkages. The architecture of CBDCs

constitutes whether the CBDC will be a direct claim on the central bank or an indi-

rect claim through intermediaries and the operational roles of the participants in the

CBDC system including the central bank or other intermediaries. The CBDC infras-

tructure decides whether the ledger database would be a decentralized ledger system

or conventional central ledger system. Access technology addresses the privacy and

accessibility issues for users. Most academic studies on cryptography with a focus on

privacy-oriented digital payment systems contribute to the enhancement of access

technology. Retail or wholesale interlinkages, which is the last design component of

CBDCs, relate to specific tehcniques for implementing corss-border payments. Com-

ponents besides access technology based on privacy-enhancing needs are relatively

less discussed in academic and industrial fields. We present the research gaps in
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these sectors from a privacy and security perspectives. In consideration with design-

ing CBDC, our research goal is to design a system with (1) an authorized auditor and

(2) cross-chain functionalities. We briefly explain these goals in the next paragraph.

Authorized Auditor Risk All design elements of the CBDC system mentioned

above should be closely connected and operated to implement a safe CBDC system

that satisfies the needs of users. In relation to the architecture and infrastructure

elements, the distribution of the roles of each system participant and the discussion

of the ledger database structure relates directly to the consensus on the transaction

details between users, which means the extent of the security of the entire ledger

system. In particular, CBDC systems often suffer from high computational costs

when applying privacy-enhancing technologies based on cryptography such as ZKP

because a promising CBDC system, unlike public blockchains, aim to provide an

additional auditability function. In addition, linking CBDC account with the identity

of the real user when necessary is inevitable for AML/CFT control.

Therefore, many researchers inevitably adopt a scheme where the authorized

participants who manage the transaction details or user identities are introduced to

protect user privacy and achieve regulatory compliance simultaneously (Camenisch

et al. [2006], Androulaki et al. [2020], Garman et al. [2016], Bontekoe [2020], Chaum

et al. [2021], Tinn and Dubach [2021], Veneris et al. [2021]). It is necessary to specify

the authority and limits of system members with authority besides the central bank;

however, such discussions are relatively scarce. In addition, most studies assume that

users with additional privileges are all honest and have no incentive to act maliciously

in the system, which is in stark contrast to the general public blockchain. The field
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seems to need a wide discussion on how to keep malicious behavior between users

with different privileges in check to claim enhanced privacy and security through

the distribution of privileged users in a CBDC system beyond the centralized form.

Currently, research on how the participation of malicious users affects the consensus

and security of the entire network in general public blockchains such as Bitcoin

and Ethereum is conducted from the game theory, economics, cryptographic, and

computer network perspectives. Studies considering malicious authorized players

in a CBDC system would bridge the gap between the security analysis of public

blockchain consensus and that of the "middle-ground" CBDC system consensus.

Cross-border Payments with CBDCs Most CBDC projects aim to cover both

the domestic payment process and, payments that occur across geographical dis-

tances, or cross-border payments. Many researchers believe in the potential of CBDC

technology to reduce the current inefficiency in cross-border payments. To incorpo-

rate cross-border payments in CBDC system, blockchain-based CBDCs should con-

sider cross-chain swap methods, as cross-border payments typically must transfer

multiple currencies on different ledgers. Auer et al. [2021] argues that the benefits of

CBDC technology would be difficult to achieve in cross-border environments, unless

the government or central banks consider the cross-border aspects from the ground

when designing their own CBDC systems. However, most of the current research

on security or privacy in CBDCs are not focused on multi-chain environments, but

rather on a single-chain payment system. Thus, cross-border payments on CBDCs

introduces new challenges. Although it is common to assume that the central banks

responsible for individual CBDC chains are trustworthy, the trustworthiness of for-
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eign central banks cannot be guaranteed. Accordingly, the privacy model and the

security model of cross-border CBDC payments requires fresh consideration.

Privacy-preserving techniques with multiple chains, should guarantee that the

participating nodes have access to only the transactions they are related to. There-

fore typical homomorphic encryption schemes cannot be used because the secret

key holders should not be able to utilize a common secret key to decrypt the other

chain’s transaction data. Thus, some variants of the fully homomorphic encryption

schemes can be used to solve such problems. López-Alt et al. [2012] proposed an on-

the-fly multiparty computation model based on a multikey homomorphic scheme,

which is capable of computing inputs encrypted with multiple secret keys. Addition-

ally, Chen et al. [2019] designed a multikey-homomorphic encryption using TFHE

(Chillotti et al. [2016]) (homomorphic encryption scheme based on ring learning with

errors), which enables the secure computation of multiple ciphertexts encrypted with

different keys followed by bootstrapping. Future researchers might refer to these mul-

tikey homomorphic encryption schemes to design CBDC payment systems that can

successfully execute transactions with other CBDC chains that use different secret

keys.

In terms of consensus mechanisms, cross-chain payment systems should also meet

the security requirements mentioned in Section 2.2.1. As ledger updates in different

chains occur asynchronously, new transaction execution protocols are needed to ac-

count for the atomicity of transactions between the nodes on distinct blockchains.

Herlihy [2018] proposed a method to safely transfer numerous assets between multi-

ple blockchains that incorporates a hashed timelock contract (HTLC) in the trans-

actions. HTLC is a technology that uses pre-defined time boundaries (timelock) and
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secret hash values (hashlock) for executing the transactions. Some ongoing CBDC

projects such as European Central Bank, Bank of Japan [2019] considered cross-

border payments with on-ledger escrow using HTLC or conditionial payment chan-

nels with HTLC. However, there is still room for improvement as the proposed pro-

tocol guarantees the safety of payments only with several preconditions. In addition,

HTLC possesses its own failure-to-deliver scenarios that require analysis.

2.3 Preliminaries

2.3.1 CBDC: State of Adoption

This section addresses the current state of CBDC research worldwide. Many cen-

tral banks are showing great interest in examining the strength of blockchain-based

CBDC systems. We briefly introduce some of them.

Project Stella Project Stella is a joint research effort between the Bank of Japan

and the European Central Bank aimed at exploring the use of distributed ledger tech-

nology (DLT) for handling linked obligations such as securities and cash (European

Central Bank, Bank of Japan [2018]).The research focuses on developing a cross-

ledger delivery versus payment system without connections, and has demonstrated

its viability as a new settlement system. The study utilizes the hash time-locked con-

tract (HTLC) technology as its core. In the process, one participant (buyer/seller)

acts as the leader in the settlement and creates a secret and a transaction, while the

counterparty then creates a transaction with the same secret. However, the research

is limited as it does not solve the critical risk of the HTLC, where the follower is

exposed to failure-to-deliver scenarios.

35



Project Ubin Project Ubin is a collaboration between MAS and SGX aimed

at demonstrating the feasibility of using Distributed Ledger Technology (DLT) for

interbank payments(MAS, SGX, Anquan Capital, Deloitt, Nasdaq [2018]). It is com-

prised of six phases, with phase III focusing on two separate blockchain-based DvP

functionality. The project also employs HTLC as its trading technology, with the

addition of RMO node to act as an arbitrator to prevent failure-to-deliver scenarios.

The RMO node acts as the leader in trade, choosing a secret value and timelock for

transactions, and the protocol uses a multi-signature system for settlement which

can be rolled back with the agreement of two of the three participants (RMO, buyer,

and seller).

Project Jasper Project Jasper is a study aimed at examining the potential and

capabilities of implementing a DLT-based securities market in Canada (Bank of

Canada, TMX Group, Payments Canada, Accenture, R3 [2018]). The proof of con-

cept focused on three areas: technical, operational, and cash/collateral efficiency.

The PoC involved setting up a CDS node as the central counterparty (CCP). At the

end of each market day, the CDS node collects all transaction records and performs

a netting process to calculate the individual net positions of all market interme-

diaries. The settlement process is then carried out in a sequential order from the

largest transaction amount to the smallest, and all completed settlements can be

used for the next settlement.

2.3.2 Cryptographic Background

Lattice-based Scheme Shor [1999] proposed the use of quantum algorithms that

can efficiently solve integer factorization or discrete logarithm problems, whose hard-
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ness is the basis of the most number-theoretic cryptography. However, no quantum

algorithm has been proposed to efficiently solve widely used lattice problems. The

seminal work of Ajtai [1996] introduced the average-case short integer solution (SIS)

problem and showed that, in the worst case, its solution is at least as difficult as the

other lattice problems including GapSVPγ and SIVPγ .

Definition 2.1. Shortest Vector Problem (SVPγ) : Given an n-dimensional lattice
L(B) with its basis B, find a nonzero v ∈ L such that ‖v‖ ≤ γ · λ1(L). Here λ1(L)
is the shortest nonzero vector in L.
Definition 2.2. Decisional approximate SVP (GapSVPγ) : Given an n-dimensional
lattice L(B) with its basis B, determine whether λ1(L) ≤ 1 or λ1(L) > γ.

Definition 2.3. (Approximate) Shortest Independent Vectors Problem (SIVPγ) :
Given an full-rank n-dimensional lattice L(B) with its basis B, find n linearly inde-
pendent vectors si ∈ L (i = 1, . . . , n) such that ‖si‖ ≤ γ ·λn(L) for all i. Here λn(L)
is the smallest value of u where the maximum norm of n independent vectors in L
is at most u.

Definition 2.4. Short Integer Solution (SISq,n,m,β) : Given a matrix A ∈ Zn×mq

whose columns ai ∈ Znq are chosen uniformly randomly, output a nonzero v ∈ Zm
with ‖v‖ ≤ β which satisfies fA(v) := Av =

∑
i ai · vi = 0 ∈ Znq .

In the above definition, the function family {fA} should be collision resistant for

the hardness of the SIS problem. In addition, the SIS problem can be considered as

an average-case SVP for "q-ary" m-dimensional integer lattices, which are defined

as:

L⊥q (A) := {v ∈ Zm : Av = 0 ∈ Znq } (2.1)

Definition 2.5. The continuous Gaussian distribution over Rn is defined by proba-
bility density function f(x) := ρnz,σ(x) = ( 1√

2πσ2
)nexp(−‖x−z‖

2

2σ2 ), where the distribu-
tion is centered at z.

Definition 2.6. The discrete Gaussian distribution Dn
z,σ over Zn is defined as

Dn
z,σ(x) := ρnz,σ(x)/ρnσ(Zn), where ρnσ(Zn) =

∑
y∈Zn ρ

m
z,σ(y) is the scaling factor.

Definition 2.7. A digital signature scheme consists of 3 (probabilistic) polynomial-
time algorithms, KeyGen, Sign,Verify that satisfy for any message m, Pr[Verify(p,m, σ) =
1 : (p, s)← KeyGen(1λ), σ ← Sign(s,m)] = 1

37



Sequential Aggregate Signatures Aggregate signatures (AS)Boneh et al. [2003]

are designed to allow multiple users to sign distinct messages on one unified signa-

ture. In an AS scheme, each participant i produces his or her own signature σi and

the signatures are combined into an aggregate signature σ whose size does not differ

from an individual signature. However, in several real-world applications including

certificate chains, it is important to verify the order of the signatures. Signature

schemes that support this type of situation are called sequential aggregate signa-

tures (SAS).

As stated in Lysyanskaya et al. [2004], SAS scheme takes signing and aggregation

as a single operation. The operation takes as input each participant i’s private key

SKi, a message mi, and a previous sequential aggregate σi−1 on messages m1 to

mi−1 under public keys PK1 to PKi−1. Then it combines the signature on the new

message mi to σi−1, producing a sequential aggregate σi on all i messages m1 to mi.

The verifying algorithms return errors when the order of public keys and messages

(and probably some additional information) does not match the signing order under

given keys. Borrowing much of Neven [2008]’s idea, El Bansarkhani and Buchmann

[2014] developed the first SAS scheme based on a lattice problem. The scheme is

demonstrated in the famous GPV-signature scheme Gentry et al. [2008] and can be

easily applied to any lattice trapdoor-based hash-and-sign signatures.

In addition to trapdoor-based hash-and-sign digital signature schemes, several

signature schemes have been proposed based on the Fiat-Shamir heuristic and rejec-

tion sampling. With some developments and optimization techniques, these types of

schemes generally show better performance than hash-and-sign schemes in terms of

key size, signing time and verification time, for the same security level. In particular,
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the operating time of Ducas et al. [2013] did not lag behind the operating time of

RSA-2048. Therefore, they are considered to be more suitable for practical use.

However, not many of prior SAS schemes focused on exploiting these advan-

tages of the Fiat-Shamir heuristics. Also, despite the popularity of lattice-based

cryptography due to its post-quantum security, there is not much work devoted on

the construction of lattice-based (sequential) aggregate signature schemes. After the

work of El Bansarkhani and Buchmann [2014], Wang and Wu [2019] proposed a

practical SAS scheme based on the hardness of lattice-based trapdoor function. Yao

et al. [2020] designed a unified framework of identity-based sequential aggregate sig-

natures from 2-level hierarchical identity-based encryption schemes, which can be

used to constructed under a lattice hardness assumption. In this study, to the best

of our knowledge, we provide the first construction of the Fiat-Shamir lattice-based

SAS scheme which can be implemented to our settlement system. Our SAS scheme

is demonstrated on the signature scheme of Lyubashevsky [2012], and it can be

extended to other Fiat-Shamir signature schemes to achieve better performance.

2.4 Proposed Model

In this section, we propose a blockchain-based securities settlement system for CBDC.

We first describe the key characteristics of our model. Then, we explain the settle-

ment process of our model with a specific trading scenario.

2.4.1 Model Description

Our model is based on the atomic cross-chain swaps proposed by Herlihy [2018].

The main difference is that we adopt a new administrator ledger to enhance the

auditability of our model, which is essential for CBDC to be implemented in the
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real-world. Table 2.4 shows how our model is different from other central banks’

blockchain-based settlement projects in terms of HTLC usage, trade leader, DLT

usage, record-keeper, settlement time, failure-to-deliver, and netting.

Table 2.4: System Comparisons

Features Current System Project Stella Project Ubin Project Jasper Ours
HTLC Usage Not used Used Used Not used Used

Trade Leader None Designated
Buyer or Seller

RMO
(Arbitrator) None Buyer and

Seller
DLT Usage Not Used Cross-ledger Cross-ledger Single-ledger Cross-ledger

Record Keeper Central Bank/CSD Buyer and
Seller

Buyer and
Seller CDS node Buyer and

Seller
Settlement Time T+1 Real-time Real-time T+1 Real-time

Failure-to
Deliver None Possible None None None

Netting One-day Netting Not used Not used One-day Netting Flexible Netting

Our model implements the cross-ledger DvP model as its settlement environment

design under the following considerations: securities and payment institutions for

securities settlement are separated in most countries and scalability is crucial for

various types of asset settlements in the future. We briefly list some of the key

characteristics of our model.

DLT Platform Choices Our proposed system was designed to be platform-free.

In other words, our protocol does not depend on the type of blockchain used, as long

the selected platform can support our proposed signature scheme. Theoretically, dif-

ferent DLT platforms can be used for each ledger. However, the computational com-

plexity of the protocol should be considered when choosing the appropriate platform

architecture as some platforms such as Ethereum charge fees for computations.

Settlement Failure and Arbitrator Removal In traditional HTLC settings, if

we set the leader of the trade as A and the receiver as B, these two failure scenarios
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are possible.

1) If B fails to sign the transaction after A has signed, A receives the expected asset

or cash without paying for it.

2) If A fails to sign the transaction, then there are no trades.

(Figure 2.2 shows graphical illustration of a successful HTLC and Figure 2.3 shows

the first case of settlement failure.)

Seller 

generates 

contract S with 

own secret 𝑋

Buyer verifies 

contract S and 

generates 

contract B

Seller verifies 

contract B and 

unlock with 

own secret 𝑋 at 

𝑠𝑆

Buyer obtains 

the secret 𝑋
when seller 

revealed it to 

unlock contract 

B, then buyer 

unlocks contract 

S with 𝑋 at 𝑠𝐵

𝑡 = 0

𝑡 = 𝑠𝐵

𝑡 = Δ

𝑡 = 𝑠𝑆

Contract 
Name

Contract 
Content

Contract S Send security 
to buyer

Hashlock Timelock

𝑌 = 𝐻(𝑋) 𝑡𝑆

Security Chain

Cash Chain

𝑡 = 𝑡𝑆

𝑡 = 𝑡𝐵

Contract 
Name

Contract 
Content

Contract S Send security 
to buyer

Hashlock Timelock

𝑌 = 𝐻(𝑋)
Unlocked

𝑡𝑆

Contract 
Name

Contract 
Content

Contract B Send cash to 
seller

Hashlock Timelock

𝑌 = 𝐻(𝑋) 𝑡𝐵

Contract 
Name

Contract 
Content

Contract B Send cash to 
seller

Hashlock Timelock

𝑌 = 𝐻(𝑋)
Unlocked

𝑡𝐵

Figure 2.2: Example of HTLC - The buyer and the seller both successfully complete
their contracts.

If we assume that the absence of trades does not result in any economic loss for

either participant, any settlement failure can only harm the follower (B), making the

trade unfair. To address this problem, the proposed model selects both participants

as leaders, constructing a more equal and fair settlement system compared to the

traditional HTLC.

Additionally, the proposed system differs from other existing protocols in that it
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Figure 2.3: Example of HTLC Settlement Failure (tB > tS) - The buyer fails to
receive the securities while the seller succeeds in retrieving the cash.

removes the arbitrators from the system. The system adopts administrators to par-

ticipate in the trading protocol, but they can be distinguished from past arbitrators

because they do not receive or send any real assets. The administrators only provide

their signatures in the protocol to ensure safe and fair trading, and the assets are

traded only between trading entities.

Netting Choices The proposed model can implement different netting choices

via simple smart contract modifications. This can be advantageous compared to the

current system, because the settlement can now occur on the day when the trade

actually happened.

Automated Administrator Ledger The model introduces an administrative

ledger to the system which allows government agencies or market operators to effec-
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tively track transactions on various blockchains. The blockchain records all trans-

actions automatically once both asset transfers (such as cash and securities) have

been completed, fulfilling the need for a comprehensive and easily accessible record

of the transaction history.

Privacy Issues The proposed protocol can be used in private blockchain settings,

where only trusted entities can participate in trading. These trusted entities can

agree to share their transaction histories with themselves. However, if we extend our

discussions to the public blockchains, privacy issues can be a severe problem as all

parties might have to share their transaction records with other untrusted parties. To

solve such issues, privacy-preserving mechanisms such as multi-party computations,

homomorphic encryption, or zero-knowledge proof can be implemented to ensure

the privacy of market participants Atapoor et al. [2021], Wang et al. [2021a, 2020],

Bai et al. [2020], Pu et al. [2020].

2.4.2 Model Architecture

In this section, we briefly summarize the settlement process proposed by our model.

Readers are recommended to read Lee [2020], Lee et al. [2021a] for more details.

Imagine a scenario in which Bank S (Seller) and Bank B (Buyer) agree to trade

fixed amount of securities with cash. In addition to the seller and the buyer, the ad-

ministrator A (Admin A) seeks to preserve a record of this transaction on a separate

blockchain for the purpose of tracking all completed transactions. The settlement

process is depicted in Figure 2.4 and involves three blockchain ledgers: the cash

ledger (red), the securities ledger (blue), and the administrator ledger (black).

During the first phase, the buyer and the seller generate and deploy the contracts.
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Figure 2.4: The Settlement Process

Both buyer and seller act as leaders, and generate secrets Sb and Ss as messages

for their new contracts. The buyer establishes a contract for cash transfer on the

cash blockchain and the seller establishes a contract for the securities transfer on

the securities blockchain. Both then send these contracts to the admin blockchain

for verification. Each contract includes transaction details, signature requirements,

and a suitable timelock value. The contracts will not activate until all necessary

conditions are met, and contracts that haven’t been activated are represented by

solid lines in Figure 2.5.

Figure 2.5: Phase 1 - Contract are generated and deployed by buyer and seller

Signatures are generated as sequential path keys using a latticed-based signature
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scheme proposed in the following section (Algorithms 1 and 2). We denote the output

of the proposed signature process as AggSign(). The simplified version of the signing

process is presented in Equations 2.2 to 2.4, where s denotes the secret carried by a

message and sk() denotes the secret key of each participant.

sig(s,A) = AggSign(sk(A), s(message)) (2.2)

sig(s,BA) = AggSign(sk(B), sig(s,A)) (2.3)

sig(c, CBA) = AggSign(sk(C), sig(s,BA)) (2.4)

During Phase 2 where the contracts are actually triggered, buyers and sellers

provide their secrets Sb and Ss to sign the contracts they received. The signing

process is progressed as they can sign on a contract by using their secret keys and

previously signed signatures. When the signing requirements are completed, assets

are traded instantly. The model incentivizes the participants to correctly sign the

contracts as their signatures are required to obtain their desired assets. Finally,

the administrator on the admin ledger confirms the correct execution of all asset

transfers, and records all the transaction details in the admin ledger. Figure 2.6

illustrates the completion of the process, with all contracts having been triggered.

2.4.3 Our signature scheme: AggSign

We propose a lattice-based digital signature scheme that can be implemented to our

settlement system for future quantum-resistance. The secret key of each individual is

given by a matrix S ∈ Zm×kq , while the public (verification) key is a pair of matrices

(A,T = AS) ∈ Zn×mq × Zn×kq . For simplicity, the key size parameters n,m, k are

assumed to be shared among all users. We require that for any user, her secret key
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Figure 2.6: Phase 2 - All the assets are transferred and the transaction history is
recorded in the admin ledger

satisfies ‖S‖max ≤ d (i.e., every entry of the secret key lies between −d and d), and

put Rk := {v : v ∈ {−1, 0, 1}k, ‖v‖1 ≤ κ}. Here the bounding constants d ∈ N and

κ > 0 are parameters related to the hardness of the problem to which the security

of our scheme resorts.

Subsequently, we introduce the hash functions to be used in our scheme: the

‘compressing hash’ H : {0, 1}∗ → {0, 1}` and the ‘domain-adjusting hash’ G :

{0, 1}∗ → Rk. For our construction, the input space for G may be replaced by

Zn×mq ×Znq ×{0, 1}`, since the inputs whose G-hash value is required for the signing

process are always of the form (Ay, c) for some y sampled from Dm
σ and c ∈ {0, 1}`.

The sequential aggregate signature scheme is now ready to be presented. Suppose

that there areN users, each with secret keys S1, . . . ,SN , public keys (A1,T1), . . . , (AN ,TN ),

and messages µ1, . . . , µN to be signed. The symbol
−→
S would denote the ordered

list (S1, . . . ,SN ) of secret keys. For each 1 ≤ i ≤ N ,
−→
Si denotes the partial list

(S1, . . . ,Si), and
−→
S0 is the empty list ∅. The same notational principles apply to

−→
A,
−→
T and −→µ . Note the presence of a constant M , which governs the probability

that the scheme successfully outputs a signature. Although the signing algorithm
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should be run until a signature is successfully returned, under the correct choice of

parameters, M is within the range where the applicability scheme is not hindered.

Algorithm 1 AggSign: Sequential Aggregate Signing

Input: Σi = (
−→
Ai,
−→
Ti,
−→zi ,−→gi ,−→µi, ci), Ai+1, Si+1, µi+1

Output: Σi+1

1: if AggVerify(Σi) = False then return ⊥
2: end if
3: yi+1

$←− Dm
σ

4: ci+1 ← ci ⊕H(
−→
Ai+1,

−→µ i+1)
5: gi+1 ← G(Ai+1,Ai+1yi+1, ci+1)
6: zi+1 ← Si+1gi+1 + yi+1

7: Σi+1 ← (
−→
Ai+1,

−→
T i+1,

−→z i+1,
−→g i+1,

−→µ i+1, ci+1) return Σi+1

8: Success← False

9: With probability min

(
Dmσ (zi+1)

MDmSi+1gi+1,σ
(zi+1)

, 1

)
,

10: Success← True
11: if Success= False then return Σi

12: end if
return Σi+1

The symbol ⊥ in Algorithm 1 (AggSign) indicates the rejection of signing owing

to the invalid input aggregate signature Σi from the previous step. If AggSign has

returned the same object as the input signature, it indicates that the signing was not

rejected, but the probabilistic signing algorithm failed to augment a new signature

on trial, so AggSign has to be run again on the same input. Finally, we assume that

when i = 0, the only nontrivial input c0 should equal a pre-specified initial value

init.

The corresponding verification process is given as Algorithm 2. It simply checks

whether zi’s are ‘small enough’, and whether the published values of zi,gi and ci
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are consistent with the signing procedure, in which

Aizi −Tigi = Ai(Sigi + yi)−Tigi = Aiyi, (2.5)

(since AiSi = Ti), and therefore Gi(Ai,Aizi −Tigi, ci) = gi must hold true.

Algorithm 2 AggVerify: Verification of SAS

Input: ΣN = (
−−→
AN ,

−→
TN ,
−→zN ,−→gN ,−→µN , cN )

Output: Boolean value True or False

1: for i = N to 1 do
2: if ‖zi‖1 > ησ

√
m or gi 6= G(Ai,Aizi −Tigi, ci) then return False

3: end if
4: ci−1 ← ci ⊕H(

−→
Ai,
−→µ i)

5: end for
6: if c0 6= init then return False
7: end ifreturn True

2.5 Security Analysis

2.5.1 Security of the Settlement System

In this section, we aim to demonstrate the atomicity of the proposed model using

principles of graph theory and game theory. The proof builds upon the idea of

atomic cross-chain swaps by Herlihy [2018] and shows how the settlement model

ensures atomicity despite not being a strongly connected graph.

Payoff of the Participants Consider a directed graph where market participants

are represented as vertices and transactions between them as edges. A transaction

from node u to node v signifies an asset transfer from u to v. When all market

participants are rational economic agents, they prefer edges directed towards them.

This is because these edges represent the assets being transferred to the market
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participants. Hence, deciding whether to comply with the protocol or not becomes

a strategic decision in a game. As illustrated in Figure 2.7, there are five possible

outcomes for the players: Discount, Deal, Freeride, Nodeal, and Underwater. These

terms were first introduced by Herlihy [2018] and will be explained in detail below.

Figure 2.7: Payoff of the participants

1) Discount: The participant acquires all the assets while paying less than ex-

pected. All the edges entering node v are triggered, but not all the edges leaving

node v are triggered.

2) Deal: The participant acquires all the assets while paying all as expected. All the

edges entering node v are triggered and all the edges leaving node v are triggered.

3) Freeride: The participant acquires any of the assets while not paying at all. At

least one of the edges entering node v is triggered but all the edges leaving node v

are not triggered.

4) Nodeal: The participant does not acquire or pay for any asset. All the edges

remain untriggered.

5) Underwater: The participant does not acquire all of the asset while paying. At

least one of the edges entering node v is untriggered and at least one of the edges

leaving node v is triggered.

The participants’ economic incentives influence their preference for the different

outcomes. They prefer Discount over Deal, and Deal over Nodeal. Furthermore, they

49



prefer Freeride over Nodeal and Nodeal over Underwater.

Security of the Model The previously defined payoffs are established by the

activation and termination of a node’s incoming and outgoing edges.In this model,

the administrator node is responsible for maintaining a record of all transactions to

enhance social welfare. Deviating from the protocol can result in penalties for the

administrator nodes as it reduces social welfare.

Definition 2.8. The settlement protocol S is uniform under these conditions:

1. If all participants conform to the protocol, everyone should end with Deal.

2. If any participants attempt to deviate from the protocol, no other participants
should end with Underwater.

A uniform protocol is ineffective if rational participants lack incentives to abide

by it. The protocol must also be a strong Nash equilibrium, meaning no participant

should benefit from deviating from it.

Definition 2.9. The settlement protocol S is atomic if it is uniform and a strong
Nash equilibrium.

Definition 2.9 states that an atomic protocol must ensure that all compliant

participants end with Deal or better, while all deviating participants end with Deal

or worse. If all participants follow the protocol S, they will all end up with Deal.

However, it is necessary to determine what happens if any participant tries to deviate

from the protocol. The discussion will be limited to the buyer and seller, as the

administrator always adheres to the protocol, as the administrator node is not a

real asset trader.

Proposition 2.1. A conforming participant always do not end up with payoff Un-
derwater.
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Proof. Under the settlement protocol, buyers and sellers have a symmetric graph
structure. Therefore without loss of generality, assume that a conforming buyer
ended with Underwater. In other words, at least one of the edges entering the
buyer from the seller remains untriggered while at least one of the edges leaving
the buyer is triggered. Specifically, a contract (Seller,Buyer) should remain untrig-
gered while (Buyer,Seller) gets triggered. (Buyer,Seller) edge consists of three sig-
natures: (Ss, S), (Sb, SB), (Sb, SAB), so all the participants can get access to these
signature values if (Buyer,Seller) gets triggered. With known (Ss, S), the admin
node can provide signature (Ss, AS) and propagate it to the buyer. Then, the buyer
can sign (Ss, BS) and (Ss, BAS) using all the known information, satisfying the
triggering condition for (Seller,Buyer) edge. This contradicts the assumption that
(Seller,Buyer) remains untriggered.

Proposition 2.2. Any deviating participant ends up with payoff Deal or less.

Proof. Assume that the buyer attempts to deviate from the protocol without loss
of generality because the graph is symmetric for both buyer and seller. In order
to better off by deviation, the buyer should end up with Discount or Freeride. In
other words, (Seller,Buyer) should be triggered while (Buyer,Seller) should remain
untriggered. However, by proposition 2.1, no conforming participants should end up
Underwater so (Buyer,Seller) should be triggered for the seller. This contradicts the
assumption that (Buyer,Seller) edge should remain untriggered.

The proposed settlement protocol ensures that no compliant participant will end

up with Underwater. Deviating participants will only receive Deal or lower, making

it uneconomical for them to deviate from the protocol. As a result, all participants

will either successfully trade their desired assets (Deal) or have all assets returned

to their original owners (No Deal), guaranteeing atomicity with the protocol.

2.5.2 Security of AggSign

In this section, we prove that the proposed signature scheme is strongly existentially

unforgeable under chosen-message attack, in the random oracle model. The security

is based on the worst-case hardness assumption for the `2-SISq,n,m,β problem under

appropriate choice of parameters.
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Description of Security Model We first give a description of the forger (adver-

sary) F in the SAS setup.

• F makes at most qH , qG, qS queries to the H-random oracle, G-random oracle,

and the signing oracle, respectively.

• F is given a target (challenge) public key (A,T) = (Aj ,Tj) of the jth signer,

and is not aware of the corresponding secret key. However, F is allowed to

collude with other signers, and is provided with both their public and secret

keys.

• F either forges an SAS Σ = (
−→
Ai,
−→
T i,
−→z i,
−→g i,
−→µ i, ci), j ≤ i, without making a

signing query on messages −→µ j and (
−→
Aj ,
−→
T j). Or, it makes an SAS query on

the the same ordered list of messages and outputs an SAS different from the

oracle output.

The security proof is done by constructing an algorithm A which operates inter-

actively with F to find a short integer solution to A∗v = 0 by assigning F with the

challenge public key A∗.

Theorem 2.3. Let q, n,m, k, d, κ, σ, η be parameters of the proposed signature scheme,
with σ ≥ αdκ

√
m for some α > 0, and m > 64 + n log q

log(2d+1) . Let β = (2ησ+ 2dk)
√
m.

Suppose that there exists a polynomial-time forger F which forges a valid SAS with
probability δ > 0, after at most qS queries to Aggsign and qG, qH queries to G,H
random oracles, respectively. Then there exists a polynomial-time algorithm S for
solving the `2 − SISq,n,m,β problem with probability at least(

1

2
− 1

2100

)
δ′
(

δ′

qG + qS
− 1

|Rk|

)
where δ′ = δ − qS ·2−99

M − qS(qG+qS)
2n−1 − 1

|Rk| and M = exp
(
12
α + 1

2α2

)
.

Theorem 2.3 states that if it is hard to solve the `2 − SISq,n,m,β problem with
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non-negligible probability, then it is also hard to forge an SAS within our scheme

with non-negligible probability in polynomial time.

Proof of the Theorem We start by constructing an algorithm A which attains

a forged SAS from F using an imitating signing oracle OAggSign.

OAggSign(S∗,A∗,µi,Σi−1) : A parses Σi−1 as

Σi−1 = (
−→
Ai−1,

−→
T i−1,

−→z i−1,
−→g i−1,

−→µ i−1, ci−1).

If H(A∗,µi) was queried before, then set hi ← H(A∗,µi), i.e., with the previously

answered value. Otherwise, take hi
$←− {0, 1}l and program the hash as H(A∗,µi)←

hi. Set ci ← ci−1 ⊕ hi, and take zi
$←− Dmi

σ and gi
$←− Rki .

If G(A∗,A∗zi −T∗gi, ci) has already been defined before (as a response to pre-

vious signing or hash query), A aborts and say BAD0 occurred. Otherwise, with

probability 1/M , set G(A∗,A∗zi −T∗gi, ci)← gi and return

Σi ← (
−→
Ai,
−→
T i,
−→z i,
−→g i,
−→µ i, ci).

The signing procedure OAggSign differs from that of the authentic SAS (AggSign)

in that i) OAggSign does not explicitly sample yi and then compute zi = Sigi +

yi, but instead samples zi directly from the discrete Gaussian and programs the

hash accordingly, and ii) OAggSign outputs (z,g) with constant probability 1/M

unlike the real signature scheme. The next lemma, which summarizes the related

arguments from Lyubashevsky [2012], shows that despite such differences, there is

only a negligible statistical discrepancy between their results.

Lemma 2.4. Suppose σ ≥ αdκ
√
m. Then, unless BAD0 occurs during the runtime

of A, the advantage of any distinguisher D of distinguishing between the output of
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Algorithm 1 and the oracle answer to the signing query to A is at most 2−100

M .

Proof. Let Si denote the secret key of the ith user; the one whose signature is
queried.
For v ∈ Zm, define

Ev = {z ∈ Zm : Dm
σ (z) < M ·Dm

v,σ(z)},

and define

V = {v ∈ Zm : v = Sig,g ∈ Rk}.

Note that because ‖Si‖max ≤ d and ‖g‖1 ≤ κ, so ‖Sig‖ ≤ dκ
√
m and thus σ ≥ α‖v‖

holds for any v ∈ V . Then, by the following lemma, a sample from Dm
σ belongs to

Ev with high probability.

Lemma 2.5 (Theorem 3.4, Lyubashevsky [2012]). Let v ∈ Zm and σ ≥ α‖v‖. Then
Pr[Dm

σ (z)/Dm
v,σ(z) < M : z

$←− Dm
σ ] > 1− ε, where ε = 2−100.

Let v : V → R denote the probability mass function for the distribution of v ∈ V ,
where v = Sig and g

$←− Rk. For a fixed v, denote by hv : Rk → R the conditional
probability mass function

hv(g) = Pr[g
$←− Rk; Sig = v].

Now, F denotes the output distribution of Algorithm 1 and FA denotes that ofA.
Because the advantage of distinguishing outputs of two procedures is bounded above
by the total variation (TV) distance between the distributions of their outputs, it
suffices to show that dTV (F ,FA) does not exceed ε

M . The candidate output (zi,gi)

of F is, in distribution, the same as a random draw gi
$←− Rk, followed by zi

$←− Dm
v,σ

under the random oracle model (here v = Sigi). Then, (zi,gi) is outputted with
probability Dmσ (z)

M ·Dmv,σ
if zi ∈ Ev and 1 if zi /∈ Ev. Therefore, the probability pF of F
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succeeding (i.e. outputting a signature) satisfies

Pr[F succeeds]

=
∑
v∈V

v(v)

∑
z∈Ev

Dm
v,σ ·

Dm
σ (z)

M ·Dm
v,σ

+
∑
z/∈Ev

Dm
v,σ(z)


≥ 1

M

∑
v∈V

∑
z∈Ev

Dm
σ (z)

=
1

M

∑
v∈V

Pr[z /∈ Ev : z
$←− Dm

σ ] ≥ 1− ε
M

.

Moreover,

Pr[F succeeds]

=
∑
v∈V

v(v)

∑
z∈Ev

Dm
σ (z)

M
+
∑
z/∈Ev

Dm
v,σ(z)


≤
∑
v∈V

v(v)

∑
z∈Ev

Dm
σ (z)

M
+
∑
z/∈Ev

Dm
σ (z)

M


=

1

M

∑
v∈V

v(v) =
1

M
.

For each (z,g) ∈ Zm × Rk, the probability that F and FA outputs (z,g) are each
given by

F(z,g) =
∑
v∈V

v(v)hv(g)Dm
v,σ(z) ·min

(
Dm
σ (z)

M ·Dm
v,σ(z)

, 1

)
and

FA(z,g) =
∑
v∈V

v(v)hv(g) · D
m
σ (z)

M
.
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Therefore, we have

dTV (F ,FA)

=
1

2

[ ∑
g∈Rk

∑
z∈Zm

∣∣F(z,g)−FA(z,g)
∣∣

+
∣∣(1− pF )− (1− pFA)

∣∣]
≤ 1

2

[∑
v∈V

∑
z∈Zm

∣∣F(z,v)−FA(z,v)
∣∣ · ∑

g∈Rk

hv(g)

]

+
1

2

∣∣∣∣ 1

M
− pF

∣∣∣∣
≤ 1

2

[∑
v∈V

∑
z∈Zm

∣∣F(z,v)−FA(z,v)
∣∣]+

ε

2M
,

where we have used the expressions

F(z,v) = v(v)Dm
v,σ(z) ·min

(
Dm
σ (z)

M ·Dm
v,σ(z)

, 1

)
and FA(z,v) = v(v) · D

m
σ (z)
M . Because we have F(z,v) = FA(z,v) for z ∈ Ev, we

obtain ∑
v∈V

∑
z∈Zm

∣∣F(z,v)−FA(z,v)
∣∣

=
∑
v∈V

v(v) ·

∑
z/∈Ev

∣∣∣∣Dm
v,σ(z)− Dm

σ (z)

M

∣∣∣∣


≤
∑
v∈V

v(v) ·
∑
z/∈Ev

Dm
σ (z)

M

=
1

M

∑
v∈V

v(v) · Pr[z /∈ Ev : z
$←− Dm

σ ]

≤ 1

M

∑
v∈V

ε · v(v) =
ε

M
,

which concludes the proof.

The following lemma combines Lemma 2.4 together with probabilistic arguments
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bounding the probability of occurrence of BAD0.

Lemma 2.6 (Lemma 4.3, Lyubashevsky [2012]). By running upon F using the
signing oracle OAggSign, the algorithm A produces a valid forgery with probability
at least

δ − qS ·
2−99

M
− qS(qG + qS) · 2−n+1.

The SIS-solving algorithm We now explain the construction of the algorithm

S which efficiently finds a short solution to Av = 0. The algorithm S first runs A

against F . Suppose that F has outputted a forged SAS Σ = (
−→
A,
−→
T ,−→z ,−→g ,−→µ , cN ),

where N ≤ Nmax and Aj = A∗ for some 1 ≤ j ≤ N . Now, if the hash value

G(Aj ,Ajzj − Tjgj , cj) was not programmed during the run-time of A, then its

value would be given at random during the verification process, and the probability

that the signature gets confirmed as valid is only 1/|Rk|. Therefore, we consider

only the case when G(Aj ,Ajzj − Tjgj , cj) corresponding to the index j of the

target signer has been programmed by A. Note that by Lemma 2.6, the probability

of such occurrence is at least

δ′ := δ − qS ·
2−99

M
− qS(qG + qS) · 2−n+1 − 1/|Rk|.

If, either F fails to output a signature or the G query required for the verification of

(forged) target signature has not been made before, we assume that BAD1 occurred

and S aborts.

We may assume that, without loss of generality, A chooses its random oracle

answers r1, · · · , rqH+qS for H queries and t1, . . . , tqG+qS for G queries at random,

prior to the interaction with F , and then A answers each query from F with those
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values, in order. In addition, we predetermine the random coin draws φA from A

and φF from F , that is, all possible randomness involved in the execution of the

algorithm, except for the hash query values.

Unless BAD1 occurs, we have G(Aj ,Ajzj − Tjgj , cj) = gj = ti for some 1 ≤

i ≤ qG + qS . Now, draw new random elements t̃i, . . . , t̃qG+qS
$←− Rk, and run A and

F with randomness

(φA, φF , r1, . . . , rqH+qS , t1, . . . , ti−1, t̃i, . . . , t̃qG+qS ).

If F fails to forge a new SAS Σ̃, G(Aj ,Aj z̃j −Tj g̃j , c̃j) = g̃j = t̃i′ but i′ 6= i, or if

ti = t̃i, then S aborts, saying BAD2 has occurred. Otherwise, since F would have

operated in the same way as it did with the initial list of randomness up to this

point, we see that Ajzj −Tjgj = Aj z̃j −Tj g̃j . Therefore,

Aj(zj − z̃j + Sj g̃j − Sjgj) = 0.

We say that BAD3 has occurred if v := zj − z̃j + Sj g̃j −Sjgj = 0. Otherwise, S has

found a nonzero solution v satisfying

‖v‖ ≤ ‖zj‖+ ‖z̃j‖+ ‖Sj g̃j‖+ ‖Sjgj‖

≤ (2ησ + 2dκ)
√
m,

which is a solution to the `2 − SISq,n,m,β problem with β = (2ησ + 2dκ)
√
m.

The probability that S finds a solution is given by

Pr[∼ BAD1 ∧ ∼ BAD2 ∧ ∼ BAD3]

= Pr[∼ BAD1 ∧ ∼ BAD2] · Pr[∼ BAD3 | ∼ BAD1 ∧ ∼ BAD2]
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Applying the general forking lemma Bellare and Neven [2006], we see that

Pr[∼ BAD1 ∧ ∼ BAD2] ≥ δ′ ·
(

δ′

qG + qS
− 1

|Rk|

)
.

Given that neither BAD1 or BAD2 occurred, we analyze the conditional probability

that BAD3 happens, i.e., v = 0. Since S chooses Sj at random and only (Aj ,Tj) (but

not (Aj ,Sj)) is provided as input in the game between A and F , the (conditional)

probability of BAD3 is taken over the randomness of Sj . If v = 0 holds, then one

has gj = ti 6= t̃i = g̃j and thus there exists a component index 1 ≤ a ≤ k such that

(gj)a and (g̃j)a differ. Now note that the number of s ∈ {−d, . . . , 0, . . . , d}m without

collision (i.e. another s′ with As = As′) is at most |Range(A)| = qn (because

A ∈ Zn×mq ). Therefore, a uniform random s
$←− {−d, . . . , 0, . . . , d}m has a collision

s 6= s′ ∈ {−d, . . . , 0, . . . , d}m with probability at least 1 − qn

(2d+1)m ≥ 1 − 1
(2d+1)64

>

1− 2−100. Thus, with this probability, one may modify the ath column (Sj)
(a) of Sj

to obtain a new matrix S′j with AjS
′
j = AjSj = Tj . Clearly,

v′ = zj − z̃j + S′j g̃j − S′jgj

= v + [(gj)a − (g̃j)a] · (Sj)(a)

= [(gj)a − (g̃j)a] · (Sj)(a) 6= 0.

This shows that a pair (Sj ,v) for which BAD3 occurs (given that ∼BAD1 and

∼BAD2) has at least one "conjugate" pair (S′j ,v
′) for which BAD3 does not occur,

with probability 1 − 2−100. Note that the two instances have the same probability

mass, since the probability that either Sj or S′j is chosen as the secret key are the
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same. Therefore, we have

Pr[∼ BAD3 | ∼ BAD1 ∧ ∼ BAD2] ≥
1

2
− 1

2100
.

This concludes the proof of Theorem 2.3.

2.6 Proof-of-Concept Experiments and Analysis

This section shows the experimental results of the proposed settlement system to

prove its feasibility. The simulation was created in Python using the SimPy library

for discrete-event simulations. For simplicity, the proposed signature scheme was

not included in the simulation. The aim of the experiment is to examine how the

system behaves as its parameters change, rather than comparing it to other systems.

Further comparison with benchmark systems is left as future work.

2.6.1 Simulation Setting

Trading Environment For the purpose of the experiment, we created random

transaction data based on simulation data provided by the Bank of Korea. We built

three blockchains (Cash, Securities, and Admin) and assumed that there was only

one mining node that also acted as the admin node, as previously discussed. Ten

nodes participated in the settlement as buyers and sellers, generating an average of

1200 daily transactions. The transaction amount was expressed in units of cash, with

an average transaction size of 5500 units. It is important to note that the simulation

runtime is not equivalent to real time and that the time is measured in predefined

units within the simulation.
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Simulation Variables The variables used in the simulation model are as follows.

- Average transaction amount : The transaction amount for each transaction is de-

termined using the average amount and a pre-defined random distribution. We used

a random Gaussian distribution for the simulations.

- Block size: The block size determines the total storage capacity of a block. The

possible number of contracts that can be stored in a block is calculated by dividing

the block size by the contract size.

- Contract size: The contract size determines the size of each contract.

- Block time: The block time determines the time interval between block generation.

- Contract time: Contract time determines the time interval between contract gen-

eration.

- Start balance: The start balance sets the nodes’ starting balances before the trades

begin.

- Sign time: The sign time determines the average time taken by the nodes to sign

the contracts.

- Node latency : The node latency is given in the form of a matrix. Each element Lij

of the matrix is the time required for node i to send a contract to node j.

-Num. nodes lag : Num. nodes lag determines the number of nodes with slower la-

tency.

-Num. of attacking nodes: Num. of attacking nodes provides a number of adversarial

nodes, that intentionally sign the received contracts slowly. The sign time for these

nodes was set to 10 * Sign Time.

-Balance cut : The balance cut is the lower bound for each node’s balance. If one’s

balance reaches the balance cut, then all the transactions for this node as a buyer
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are suspended until the balance is replenished.

2.6.2 Experimental Results

In the experiment, we introduce three new metrics to evaluate the performance

of blockchain systems with varying configurations. The Completed Contract Ratio

(CCR) is the proportion of successfully completed contracts compared to the total

number of contracts generated. The Liquidity Deficiency Ratio (LDR) calculates

the ratio of contracts in which nodes have a negative balance to the total number

of generated contracts. Lastly, the Liquidity Failure Ratio (LFR) measures the pro-

portion of contracts that were cancelled due to insufficient funds compared to the

total number of contracts generated. We presume that in cases where a participant’s

balance falls below zero, additional liquidity is supplied by a central entity like a

central bank, allowing the participants to continue trading despite having negative

balances.

To begin, we analyze the impact of varying the block time on the performance

of the proposed system by looking at changes in the CCR and average settlement

time. Figure 2.8 displays the change in CCR as the block time increases. The graph

indicates that there exists a certain threshold for block time that results in a sig-

nificant decrease in CCR. As predicted, if the block size increases, the blockchain

system can maintain a longer block time with a certain level of CCR. Figure 2.9

shows that the average settlement time has a direct positive relationship with the

block time.

We conducted experiments with varying latency among market participants. Fig-

ure 2.10(a), 2.10(b), and 2.10(c) demonstrate the effect of increasing the number of

nodes with longer latency and the increase of each latency on the CCR. The results
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Figure 2.8: Variation of CCR with increasing block time. This figure shows that
there is a certain block time for each block size that leads to significant drop in
CCR.

Figure 2.9: Variation of estimated average settlement time with increasing block
time. The figure implies that, as expected, the average settlement time increases as
the block time increases.

suggest that the number of nodes with slow latency has a greater impact on CCR

than the difference in latency as longer latency does not significantly harm CCR,

while a larger number of lagged nodes does. An important finding was that the time-

lock values of transactions play a crucial role in the system. As the timelock value

decreases, CCR experiences a significant drop at much smaller latency levels.

In our attack scenario, we assume that adversarial nodes attempt to harm the

system or market participants by not signing contracts regularly. We give these

adversarial nodes a 10 * sign time. Figure 2.11 indicates that if the time taken to

sign the contract is much shorter than the transaction’s timelock value, the CCR
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(a) Timelock:None (b) Timelock:300

(c) Timelock:500

Figure 2.10: CCR results for different latency and lagged number of nodes settings

remains normal. However, as the sign time increases, the system is unable to settle

the majority of contracts.

Figure 2.11: Variation in CCR as the number of attacking nodes increases. The
system holds its CCR when the sign time is low (=5), but contract failures increase
as the sign time increases.

Furthermore, we conducted experiments to assess the impact of each node’s
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balance on the system. Node balances are significant in the system due to the pre-

defined balance cut. Figure 2.12(a) and 2.12(b) depict the LDR and LFR of the

system with varying balance cuts. As predicted, LDR and LFR rise as the starting

balances decrease and balance cut of nodes increase.

(a) Liquidity deficiency ratios (b) Liqudity failure ratios

Figure 2.12: LDR and LFR for different starting balances. The results show that the
participating nodes with larger balances tend to succeed in more contracts.

2.7 Chapter Summary

With the growing need for quick settlement systems in today’s fast-paced markets,

many experts recognize the potential of blockchain technology to create new de-

centralized settlement systems. Blockchain provides the added benefits of flexibility

and automation in the settlement process without relying on intermediaries such as

CSDs or central banks. In this chapter, we present a blockchain settlement protocol

that leverages cross-chain atomic swaps to maximize these benefits.

Our proposed protocol incorporates three blockchains: cash, securities, and ad-

min. Unlike previous studies, our model includes an admin ledger to improve the

fairness and efficiency of the settlement system. First, by utilizing the admin ledger,

the original HTLC protocol becomes more equitable, allowing for fair asset trading
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without principal risk by selecting both participants as leaders. Additionally, the

admin ledger provides a more streamlined experience for market operators and gov-

ernment institutions by automatically combining records from different blockchains

and making it easier to monitor and manage market activity.

Moreover, we propose a lattice-based sequential digital signature scheme for our

blockchain system. Our proposed signature scheme maintains the sequence of signed

signatures, which is essential for our system design. We also proved that our pro-

posed scheme is secure against chosen-message attacks in the random oracle model.

However, additional analysis and implementation of the proposed signature scheme

should be provided in the future to prove its security in quantum random oracle

model and test its practicality. Finally, we performed PoC experiments to demon-

strate how the proposed system behaves differently in various blockchain settings.

The experimental results have provide some issues to consider when implementing

the proposed model.

We believe that various technologies useful for settlement such as liquidity-saving

mechanisms or privacy-preserving computations, can be incorporated into our model

in the future to build a more efficient and pragmatic settlement system.
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Chapter 3

Quantifying the Connectedness between the
Algorithmic-based Stablecoin and
Cryptocurrency: The Impact of Death Spiral

3.1 Chapter Overview

Before its epic meltdown in May 2022, the Terra protocol, which was developed

by Terraform Labs, had been evaluated as a successful blockchain project among

investors. LUNA - a native token of Terra - had the 8th largest market capitalization

among cryptocurrencies with nearly 40 billion USD in April 2022. The role of LUNA

is to maintain the value of TerraUSD (UST), which is a stablecoin pegged to the US

dollar in the Terra ecosystem. Unlike other well-known stablecoins, such as USDC

and USDT, whose stability is secured with reserves of assets, a dollar peg of UST

solely relies on the use of LUNA. According to the Terra whitepaper (Kereiakes

et al. [2019]), LUNA absorbs the short-term volatility of UST value by providing an

arbitrage opportunity to LUNA holders. Within the Terra ecosystem, anyone can

swap UST with LUNA at the target exchange rate regardless of their current values.

This means that users and arbitragers can instantaneously swap $1 worth of LUNA

with one UST and profit from the difference when the demand for UST increases

and its value suddenly exceeds the target value of $1. Similarly, if the value of UST

falls below $1, UST token holders could swap their UST token holdings with that
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of LUNA to make a risk-free profit. This arbitrage system provides an incentive

to market participants to anchor a dollar peg of UST. The pegging mechanism of

UST is presented in Figure 3.1.Before UST collapsed in May 2022, the UST peg had

remained stable.

Figure 3.1: Figure 3.1 represents the pegging mechanism of UST. When UST is
traded above peg, arbitragers can trade $1 worth of LUNA for 1 UST then sell the
UST on the open market. When UST is traded below peg, arbitragers can trade 1
UST to $1 worth of LUNA and sell LUNA on the open market.

On May 9, 2022, 15:00 (UTC), the UST started to lose its dollar peg. It suffered

from a de-anchoring to $0.985 the previous day before its value plunged much more

quickly and drastically to as low as $0.35, showing extreme volatility within a day.

The LUNA price plunged almost simultaneously with the UST depeg, but even

more severely that it became less than $0.1 on May 12, 2022. Although the Terra

blockchain officially halted on May 12, Terra tokens were still traded in the market.

On May 25, Do Kwon’s plan of launching a new blockchain called "Terra 2.0" was

approved by chain validators, and LUNA and UST were renamed to LUNC and

USTC, respectively. This epic saga ended as Terra 2.0 launched on May 28, which
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officially made LUNA and UST useless in the ecosystem. Figure 3.2 illustrates the

LUNA and UST price movement during this period.

Figure 3.2: LUNA, UST price from April 2022 to May 2022

To the best of our knowledge, this thesis is a pioneer study analyzing the Terra-

LUNA crash and its impact on the cryptocurrency market. Several studies have

reported on the connectedness within the cryptocurrency market using the spillover

effect(Ji et al. [2019], Yi et al. [2018], Corbet et al. [2018], Moratis [2021]), and have

adopted the methodology suggested by Diebold and Yilmaz [2009, 2012]. Along with

spillover effect, analyses based on information theory were also widely conducted to

understand the interlinkage in the market (Assaf et al. [2022], Aslanidis et al. [2022]).

Katsiampa [2019] used a bivariate diagonal BEKK model to understand volatility
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movements in the cryptocurrency market.

There are several studies investigating shock transmission within the cryptocur-

rency market. Using a nonlinear autoregressive distributed lag model, Demir et al.

[2021] provided evidence that the asymmetric effect of Bitcoin price change on alt-

coins is mostly detected in the short-run. Bouri et al. [2019] and Zięba et al. [2019]

focused on the shock transmission generated by Bitcoin to explain its influence on

the entire market. Recently, some studies have reported how the cryptocurrency

market has changed after the COVID-19 outbreak. Bouri et al. [2021], Demiralay

and Golitsis [2021], and Aslanidis et al. [2021] reported a stronger connectedness

between cryptocurrencies during the pandemic.

In this chapter, we aim to explore the relationship between Terra tokens and the

cryptocurrency market, focusing on the impact brought by the Terra-LUNA crash.

The effect of the instability of stablecoins on the market was reported by Wei [2018],

who demonstrated that Tether does not have a serious impact on the Bitcoin mar-

ket. However, the relationship between UST and LUNA is quite different from that

of Tether and Bitcoin. LUNA and UST construct the basic ecosystem of the Terra

blockchain, which makes them highly dependent on each other. In other words, the

depeg of UST can drive risk in the Terra ecosystem, which was what eventually lead

to the shocking crash of the Terra-LUNA project. Considering the market capital-

ization and ecosystem that Terra blockchain accomplished, the Terra-LUNA crash is

an unprecedented collapse of a blockchain project. This amount of collapse in such

a short period of time is also hard to be found in the entire financial market. Faced

with an unprecedented collapse, investors’ attention to LUNA skyrocketed during

the crash period and debates on Terra project’s future became widespread on social
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media. We used the spillover effect and effect transfer entropy to explain how the

Terra-LUNA crash influenced the cryptocurrency market, investor attention, and

market sentiment. Our results confirm that the Terra-LUNA crash had a significant

impact to the overall cryptocurrency market, implying that stablecoins backed with

fiat currencies is desperately needed for a more healthy cryptocurrency market in

the future.

The rest of the chapter is organized as follows. Section 3.2 describes the data

and methodology. Section 3.3 discusses our experimental results and main findings.

Lastly, Section 3.4 concludes.

3.2 Data and Methodology

3.2.1 Data

We utilized four hourly and 5-minute cryptocurrency prices for our empirical analy-

sis, namely BTC (Bitcoin), ETH (Ethereum), LUNA (Luna), and UST (TerraUSD).

The price series was downloaded from the CoinMarketCap API 1. Our data covers

the period from April 2, 2022 to May 30, 2022, and were split into pre/post-Terra-

LUNA crash, which started on May 9 at 15:00:00 (UTC), to capture the potential

market changes driven by the crash. As our analysis was conducted on an hourly

basis, we used the hourly log return of each cryptocurrency. We then constructed

the hourly realized volatility by summing up the 12 squared 5-minute log returns.

We use the Google Trends index and tweets posted on StockTwits 2 containing

the keyword "LUNA" as a proxy to quantify investor attention during the crash.

Since Google Trends only provides hourly indexes for up to one week, we calibrated
1https://api.coinmarketcap.com/data-api/v3/cryptocurrency/detail/
2https://stocktwits.com/
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Table 3.1: Descriptive Statistics

Panel A: Full Period
LUNA UST BTC ETH

Mean -0.0104 -0.0027 -0.0004 -0.0005
Median -0.0017 0.0000 -0.0002 -0.0002
Standard Deviation 0.1291 0.1360 0.0071 0.0088
Min -2.7023 -1.9701 -0.0702 -0.1009
Max 1.1786 2.2441 0.0550 0.0681
Skewness -9.0439 0.9042 -0.4203 -1.1130
Kurtosis 194.2254 141.9541 14.2093 19.6799
Jarque Bera 2092830.9949∗∗∗ 1108438.0220∗∗∗ 11136.9389∗∗∗ 21566.1152∗∗∗

Panel B: Pre-Terra-LUNA Crash period
LUNA UST BTC ETH

Mean -0.0009 0.0000 -0.0005 -0.0005
Median -0.0009 0.0000 -0.0003 -0.0002
Standard Deviation 0.0105 0.0009 0.0050 0.0058
Min -0.0493 -0.0043 -0.0341 -0.0311
Max 0.0543 0.0039 0.0190 0.0266
Skewness -0.0915 0.0652 -0.6670 -0.5643
Kurtosis 3.9297 2.7602 5.0400 4.3215
Jarque Bera 532.0117∗∗∗ 262.0924∗∗∗ 935.8159∗∗∗ 686.5126∗∗∗

Panel C: Terra-LUNA Crash period
LUNA UST BTC ETH

Mean -0.0267 -0.0072 -0.0002 -0.0005
Median -0.0084 -0.0041 0.0003 -0.0002
Standard Deviation 0.2110 0.2238 0.0096 0.0123
Min -2.7023 -1.9701 -0.0702 -0.1009
Max 1.1786 2.2441 0.0550 0.0681
Skewness -5.3924 0.6128 -0.3388 -1.0003
Kurtosis 70.7229 51.0731 9.6962 12.5048
Jarque Bera 102802.6500∗∗∗ 52400.5717∗∗∗ 1893.0245∗∗∗ 3216.2989∗∗∗

Note. Table 3.1 reports descriptive statistics of hourly returns of LUNA, UST, BTC, ETH. Panels A, B, and C report the values for
the full period(April 02, 2022 to May 30, 2022), the pre-Terra-LUNA Crash period(April 02, 2022 to May 08, 2022), and the
Terra-LUNA Crash period(May 09, 2022 to May 30, 2022). Asterisks flag levels of statistical significance of result statistic using
t-test. The significance levels are flagged as follows: *** : p-value < 0.01, ** : p-value < 0.05

the index on a weekly basis by overlapping one item continuously to obtain the

overall hourly Google Trends index for the selected period. Based on the positive

(Bullish tag) and negative (Bearish tag) labels used by StockTwits users for their

tweets, we directly calculated the hourly sentiment score related to LUNA as follows:

Sentt =
Positivet −Negativet
Positivet +Negativet

(3.1)

where Positivet and Negativet refer to the number of positive and negative labels

during the period. Table 3.1 presents the descriptive statistics of the hourly asset

returns for LUNA, UST, BTC, and ETH.
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3.2.2 Methodology

Return and Volatility Spillovers To investigate the return and volatility con-

nectedness of cryptocurrency markets, the methodology developed by Diebold and

Yilmaz [2009, 2012] (DY framework hereafter) was used. The DY framework quanti-

fies the spillover effect between the variables in the system by using the generalized

vector autoregression model (VAR), which eliminates the effect of variable ordering

in forecast-error variance decompositions. Consider an N -variable VAR(p) model,

xt =
∑P

i=1 Φixt−i + εt, where ε ∼ (0,Σ) is a vector of i.i.d. disturbances. Then, the

moving average form of such VAR model can be formulated as xt =
∑∞

i=0Aiεt−i,

where Ai is the coefficient matrix with Ai = 0 for i < 0 and A0 being an N×N iden-

tity matrix. To calculate the variance decompositions, the DY framework exploited

the VAR framework of Koop et al. [1996] and Pesaran and Shin [1998] (KPPS here-

after), which does not attempt to orthogonalize shocks, but rather use the generalized

approach with correlated shocks based on the historical distribution of errors. The

strength of such framework is that the variance decompositions do not depend on

the ordering of variables. For the variable xi, for i = 1, 2, ...N , and the variable xj

causing the shock, the KPPS H -step ahead forecast error variance decompositions

θgij(H) can be calculated as:

θgij(H) =

σ−1jj
H−1∑
h=0

(e′iAhΣej)
2

H−1∑
h=0

(e′iAhΣA′hei)

(3.2)

where ei is the selection vector, Σ is the variance matrix for ε, and σjj is the standard

deviation of the error for the j-th equation. By normalizing θgij(H) so that the sum
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of all entries equal to 1, we obtain the following θ̃gij(H):

θ̃gij(H) =
θgij(H)

N∑
j=1

θgij(H)

(3.3)

Then, the total spillovers, directional spillovers, net spillovers and net pairwise

spillovers can be expressed as follows:

Sg(H) =

N∑
i,j=1
j 6=i

θ̃gij(H)

N∑
i,j=1

θ̃gij(H)

· 100 =

N∑
i,j=1
j 6=i

θ̃gij(H)

N
· 100 (3.4)

Sgi·(H) =

N∑
j=1
j 6=i

θ̃gij(H)

N∑
i,j=1

θ̃gij(H)

· 100 =

N∑
j=1
j 6=i

θ̃gij(H)

N
· 100 (3.5)

Sgi (H) = Sg·i(H)− Sgi·(H) (3.6)

Sgij(H) =

 θ̃gji(H)

N∑
i,k=1

θ̃gik(H)

−
θ̃gij(H)

N∑
j,k=1

θ̃gjk(H)

 · 100

=

(
θ̃gji(H)− θ̃gij(H)

N

)
· 100

(3.7)

Transfer Entropy To measure information flows between cryptocurrency mar-

kets, Shannon Transfer Entropy (TE) can be used (see Schreiber [2000] for more

details). TE overcomes the well-known limitations of Granger causality (Granger

[1969]), such as the linearity assumption, because it can be reduced to Granger

74



causality for vector autoregressive processes. TE can be useful in analyzing the link-

age between two time series, as it is can determine the direction of information flows

and their magnitude. TE relies on the Kullback-Leibler distance to quantify the de-

viation between the transition probabilities. Considering two time series I and J ,

the information flow from J to I can be measured as:

TJ→I(k, l) =
∑
i,j

p(it+1, i
(k)
t , j

(l)
t ) · log2

(
p(it+1|i(k)t , j

(l)
t )

p(it+1|i(k)t )

)
(3.8)

where p(i) and p(j) are the marginal probability distributions of I and J , and p(i, j)

is the joint probability distribution. k and l denote the order of each process.

However, TE can be easily biased for the series with small sample sizes. As a re-

sult, Marschinski and Kantz [2002] suggested the Effective Transfer Entropy (ETE),

which modifies TE by shuffling the time series J . Such modification eliminates the

time series dependencies of J and the statistical dependencies between J and I. ETE

can be calculated as:

ETEJ→I(k, l) = TJ→I(k, l)− TJshuffled→I(k, l) (3.9)

As our analysis focuses on a fairly short time frame (before and after the Terra-

LUNA crash), we adopted ETE for our empirical analysis to correctly identify the

linkage among the cryptocurrency markets during the crash.

3.3 Empirical Findings

3.3.1 Return and volatility spillover effects

To analyze the market situation during the testing period, we first calculated the

spillovers between the markets. Table 3.2 reports the spillover matrix for hourly asset
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Table 3.2: Directional Return Spillover

Panel A: Full Period
LUNA UST BTC ETH from others

LUNA 80.6568 1.9412 9.0912 8.3106 19.3431
UST 1.7119 96.1950 1.1304 0.9625 3.8049
BTC 3.4916 0.6354 50.7683 45.1045 49.2316
ETH 3.5365 0.7278 45.1129 50.6226 49.3773
to others 8.7401 3.3046 55.3345 54.3778 30.4392

Panel B: Pre-Terra-LUNA Crash period
LUNA UST BTC ETH from others

LUNA 53.9226 1.9854 21.9487 22.1431 46.0773
UST 2.8644 91.8533 2.3194 2.9626 8.1466
BTC 18.0365 0.9415 43.9119 37.1099 56.0880
ETH 18.4208 0.9086 37.0854 43.5850 56.4149
to others 39.3218 3.8357 61.3536 62.2157 41.6817

Panel C: Terra-LUNA Crash period
LUNA UST BTC ETH from others

LUNA 77.6687 2.3796 11.2273 8.7244 22.3313
UST 2.0172 93.2487 2.5398 2.1943 6.7513
BTC 3.5992 0.8651 50.1467 45.3891 49.8533
ETH 3.7268 0.9038 45.8620 49.5074 50.4926
to others 9.3432 4.1484 59.6291 56.3078 32.3571
Note. Table 3.2 reports spillover matrix for hourly returns of LUNA, UST, BTC, ETH. Panels A, B, and C
report the values for the full period(April 02, 2022 to May 30, 2022), the pre-Terra-LUNA Crash
period(April 02, 2022 to May 08, 2022), and the Terra-LUNA Crash period(May 09, 2022 to May 30, 2022).
The last column shows the total impact that the asset in each row received from the other assets and the
last row shows the total impact sent to the other assets by the corresponding assets in each column.
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Figure 3.3: Net spillover from hourly returns

Note. The red line denotes the time (2022-05-09 15:00(UTC)) when UST started to
depeg from its target value.

returns. Comparing the diagonal elements for Panels B and C in Table 3.2, values

for LUNA increased from 53.9226 to 77.6687. This increase in portion value states

that LUNA returns during the crash period are more likely to be attributable to the

endogenous variation. Since the price crash of LUNA is claimed to have started due

to the systematic risk of the Terra protocol, the enhancement of intrinsic impact on

asset return is in line with the market situation. A similar characteristic can also be

found in UST in that it also experienced an increase of endogenous impact on its

hourly return.

We applied the rolling VAR based spillover index to calculate the net spillover
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Figure 3.4: Pairwise spillover between assets from hourly returns

Note. The red line denotes the time (2022-05-09 15:00(UTC)) when UST started to
depeg from its target value.

index for each asset and pairwise net spillover index for every asset combination

throughout the testing period. The results are shown in Figures 3.3 and 3.4. Figure

3.3 shows that the net spillover from hourly returns suddenly changes immediately

after the start of the depeg of UST. UST’s net spillover rapidly increases to 50 while

the net spillover of the other cryptocurrencies plunge to negative values. Net spillover

indexes of UST and LUNA mostly remain positive for a week after the start of the

depeg, which makes BTC and ETH lose its influence during this period. Figure 3.4

also suggests that UST’s net pairwise spillover suddenly increases after the depeg

and led to the dynamic change in market connectedness. This suggests that the
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Table 3.3: Directional Volatility Spillover

Panel A: Full Period
LUNA UST BTC ETH from others

LUNA 94.9909 0.6057 1.5220 2.8815 5.0091
UST 0.1705 97.6094 1.2858 0.9343 2.3906
BTC 0.2024 0.2211 50.0209 49.5557 49.9791
ETH 0.3451 0.2931 43.5771 55.7847 44.2153
to others 0.7179 1.1199 46.3849 53.3715 25.3985

Panel B: Pre-Terra-LUNA Crash period
LUNA UST BTC ETH from others

LUNA 64.8200 0.8491 15.5723 18.7587 35.1800
UST 5.2307 93.0103 1.2130 0.5460 6.9897
BTC 14.1800 0.8635 48.2365 36.7199 51.7635
ETH 16.7207 0.9985 36.6384 45.6424 54.3576
to others 36.1315 2.7111 53.4236 56.0246 37.0727

Panel C: Terra-LUNA Crash period
LUNA UST BTC ETH from others

LUNA 92.5806 0.9108 2.8771 3.6315 7.4194
UST 0.3300 95.7481 2.3773 1.5447 4.2519
BTC 0.3871 0.6978 48.6801 50.2350 51.3199
ETH 0.4732 0.7369 44.6548 54.1351 45.8649
to others 1.1903 2.3455 49.9091 55.4112 27.2140
Note. Table 3.3 reports spillover matrix for hourly realized volatility of LUNA, UST, BTC, ETH. Panels A,
B, and C report the values for the full period(April 02, 2022 to May 30, 2022), the pre-Terra-LUNA Crash
period(April 02, 2022 to May 08, 2022), and the Terra-LUNA Crash period(May 09, 2022 to May 30, 2022).
For each panel, items in the first column are risk transmitters and the items in the first row are risk
receivers. The last column shows the total impact that the asset in each row received from the other assets
and the last row shows the total impact sent to the other assets by the corresponding assets in each column.

Terra-LUNA crash was originated from the depeg of UST and not the meltdown of

LUNA.

Table 3.3 reports the spillover matrix for asset volatility. In line with the findings

in Table 3.2, the diagonal elements in Panel C increase compared to those in Panel

B. LUNA especially shows an increase from 64.8200 to 92.5806, and the magnitude

of this increase is even larger than that reported in Table 3.2. We conclude that this

is due to the huge inflow of short-term investors right after the depeg of UST. After

the start of the Terra-LUNA crash, many short-term investors entered the LUNA

market and took positions to make a profit using high volatility. This caused the
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Figure 3.5: Net spillover from realized volatility of asset returns

Note. The red line denotes the time (2022-05-09 15:00(UTC)) when UST started to
depeg from its target value.

market to become extremely volatile with a significant amount of trading volume,

which naturally increased LUNA’s volatility spillover on its own. Regarding net

spillover index, LUNA’s net spillover grew after the depeg, while UST also showed

a significant increase, as shown in Figure 3.5. For net pairwise spillover indexes,

according to Figure 3.6, LUNA and UST transmitted high volatility to the market

right after the start of the depeg. This pattern is similar to that shown in Figure

3.3 implying that the Terra-LUNA crash brought about a significant change in both

market returns and volatility. In order to examine the impact of the crash on the

other cryptocurrencies as well, we also report the directional return and volatility

80



Figure 3.6: Pairwise spillover between assets from realized volatility of asset returns

Note. The red line denotes the time (2022-05-09 15:00(UTC)) when UST started to
depeg from its target value.

spillover matrices for the top 10 cryptocurrencies by market capitalization. The

market capitalization and names of 10 cryptocurrencies are reported in Table 3.6

and the directional spillover matrices are shown in Table 3.4 and Table 3.5. We

confirm that the results are quite similar to Table 3.2 and Table 3.3. However,

one significant difference is that the diagonal element of UST in Panel C decreases

compared to the one in Panel B for both return and volatility, confirming that the

other cryptocurrencies had a stronger connectedness to UST than BTC and ETH.
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Table 3.6: Market capitalization of the 10 cryptocurrencies

Name Symbol Market Capitalization

Bitcoin BTC $884,585,801,886
Ethereum ETH $412,362,544,752
BNB BNB $72,623,207,488
Solana SOL $43,111,128,032
Ripple XRP $39,815,777,701
Cardano ADA $39,180,026,439
Terra LUNA $37,747,677,146
Polkadot DOT $21,529,251,333
Dogecoin DOGE $18,463,699,718
Polygon MATIC $13,083,649,216

Note. Table 3.6 reports the top 10 cryptocurrencies by market capitalization as of April 02,
2022. The price data was collected from coinmarketcap.com.

3.3.2 Effective Transfer Entropy

As suggested in Section 3.2, we used ETE to measure the information transfer be-

tween time series sequences. Additional to the hourly asset return and volatility, we

included hourly sequences of Google Trends index for LUNA, as well as the number

of tweets with the cashtag "$LUNA.X" and the sentiment score for "$LUNA.X"

on StockTwits in the analysis. This was done to measure the information transfer

during the Terra-LUNA crash, including that on investor attention (Google Trends

and the number of tweets) and market sentiment (sentiment score). Tables 3.7 and

3.8 report the ETE values calculated with asset return and volatility, respectively.

The results in Panel B in Table 3.7 show that there was an information flow

from the sentiment score to LUNA returns before the Terra-LUNA crash. However,

this flow disappears during the crash period and investor attention measured by

Google Trends index and the number of tweets are shown to transmit information

to LUNA returns. In other words, LUNA returns received information flow from

84
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investor attention, not investor sentiment, during the Terra-LUNA crash period. We

conclude that the keen collusion between bearish and bullish opinions about the

future of LUNA’s price is the reason why market sentiment lost its influence. While

investors had different opinions about LUNA on StockTwits, its price plunged dras-

tically because the extent of the meltdown was unprecedented and LUNA seemed

to be too large to collapse considering its market capitalization. Since the sentiment

among investors became too diverse to be aggregated, it naturally lost its power as a

transmitter of information flow to LUNA returns. On the other hand, investor atten-

tion drastically increased during the crash period; along with the LUNA meltdown,

attention could have become a significant information transmitter.

The relationship between cryptocurrency returns also changed according to the

findings in Panels B and C in Table 3.7. Before the crash, except for the flow from

LUNA to ETH returns, asset returns did not show evidence of information flows.

However, Panel C reports that LUNA returns transmitted information flow to UST,

BTC, and ETH returns during the crash period, while also receiving information

flows from BTC and ETH returns. This finding is in line with that from Corbet et al.

[2022], which interlinkages between cryptocurrencies becoming stronger during bear

markets. An interesting point is that entropy values that LUNA returns transmit to

other assets are larger than the values that LUNA returns receive. This indicates that

LUNA returns show a strong influence on the market during the crash period and

the bearish trends of the cryptocurrency market during this time may be explained

by the LUNA meltdown. This corroborates our finding on the net pairwise spillover

in Figure 3.4, which suggests that LUNA mostly showed a positive net pairwise

spillover during its price crash.
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In terms of volatility, according to Table 3.8, investor sentiment before the Terra-

LUNA crash transmitted information flow to LUNA volatility. However, during the

price crash, this information flow no longer becomes valid. We conclude that this

is due to the diversification of investor sentiment during the crash period, similar

to the situation with LUNA’s returns. Although sentiment score is a recipient of

information flow for volatility, chaos in market sentiment during the price crash may

also lead to the loss of information flow. Additionally, from Panel B in Table 3.8,

BTC and ETH used to transmit information flow to LUNA in terms of volatility, but

this flow disappears during the crash period. This finding is in line with our result on

spillover matrix from Table 3.3, which shows that LUNA’s volatility became more

dependent on its intrinsic risk and not the market situation during its crash. In order

to quantify the information transfer between a wider range of cryptocurrencies, we

report the ETE values with 10 cryptocurrencies in Table 3.9 and 3.10. We confirm

that the results are quite similar to Table 3.7 and Table 3.8.

3.4 Chapter Summary

In this chapter, we analyzed the impact of the Terra-LUNA crash on the cryptocur-

rency market from April 2022 to May 2022 by investigating the spillover effect and

ETE. We confirm that the internal spillover effect for the returns and volatility of

both LUNA and UST increased during the crash, which means that the crash was

due to the systematic risk of the project and not the market situation. LUNA and

UST also show an increase in net spillovers during this period, which implies that

their crash brought a significant change to the market.

For effective transfer entropy, we included sequences that could represent in-
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vestor attention and market sentiment during this period using Google Trends and

StockTwits. We show that market sentiment loses its role as a transmitter and re-

cipient of information flow to LUNA’s returns and volatility, respectively, during the

crash. We conclude that this is due to the growing discrepancy in investors’ opinions

about the future of the Terra-LUNA project. Investor attention, however, rapidly

increases during the price crash and transmitted information flow to LUNA returns.

Moreover, while the information flow between asset returns emerged during the price

crash, LUNA’s volatility loses its connectedness to the volatility of BTC and ETH

after the price crash.

In future research, our investigation could be enriched by including traditional

assets, such as equities and bonds, into the universe to measure the impact that the

Terra-LUNA crash brought to the returns and volatility of traditional asset classes.

Also, future researchers can consider providing an early warning system to the public

before the crisis. With our experimental results showing that the sentiment score

loses its role as an information transmitter during the crisis, one can track the

mismatch between investor sentiment and the sentiment of the messages or twits

to capture signals for future crashes. We believe that our study is not only limited

to the cryptocurrency markets, but also can be extended to the traditional asset

markets such as stocks.
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Chapter 4

Return-Volume Relationship in Non-Fungible
Tokens: Evidence from the Granger Causality in
Quantiles

4.1 Chapter Overview

Since the beginning of 2021, NFTs have gained significant public attention as a

new form of digital asset from the blockchain and cryptocurrency industries (Nadini

et al. [2021]). NFTs can store any form of digtal assets: art, collectibles, game items,

virtual real estates and etc. (Wang et al. [2021b]). During August 2021, the daily sales

volume of NFTs once reached up to $400M and it still maintains about average of

$30M in 2022. Traditional cryptocurrencies (e.g Bitcoin or Ethereum) are considered

to be fungible, as all the cryptocurrencies have equal values. On the other hand, even

though some NFTs belong to the same project (e.g Cryptopunks or Decentraland),

each individual NFTs have its own originality, thus creating different valuations

independently. However, since NFTs are frontier innovations that were developed in

very recent year, the ongoing researches on NFTs are not sufficient compared to the

researches on the overall cryptocurrency markets (Dowling [2022b], Ante [2022]). To

fill this gap, we aim to study the return-volume relationship in the NFT markets.

The return-volume relationship between cryptocurrencies was regularly discussed

in many fields of research. Borri and Shakhnov [2020] examines the spillover effect
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of changes in Chinese domestic regulation of cryptocurrencies to Bitcoin prices. The

results imply that the trading volume and relative Bitcoin prices increase in neigh-

boring countries. Naeem et al. [2020] provides the evidence of tail dependence in the

return-volume of leading cryptocurrencies. They show that extreme cryptocurrency

returns are correlated with extreme trading volume. Fousekis and Tzaferi [2021] an-

alyzes the causality between returns and volumes in cryptocurrency markets, by

utilizing the flexibe frequency connectedness methodology. They confirm that the

trading volume information play a role as a significant technical indicator to gain

higher profits from the trading. Yarovaya and Zięba [2022] confirms the existence of

significant bidirectional causalities between trading volume and returns across the

top 30 most traded cryptocurrencies.

As mentioned above, even though there has been sufficient researches on examin-

ing the return-volume relationship between the cryptocurrencies, the return-volume

relationship between NFTs are not examined thoroughly in the past literature. NFTs

have significantly different technological characteristics compared to the traditional

cryptocurrencies, as the liquidity of tokens are extremely low compared to regular

cryptocurrencies, due to their independent uniqueness of the assets. As a result, the

trading volume of the NFTs are much smaller, and the NFT owners might even have

difficulties in searching the suitable buyer of their assets. Therefore, we believe that

this nature of NFTs can lead to different patterns in the return-volume relationship

in comparison to other types of digital assets.

Additionally, NFTs are built on diverse blockchain platforms with different pur-

poses. These platforms usually provide different services to let its NFT owners to

actually use their NFTs in the blockchain ecosystem, so that there are actual bene-
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fits for purchasing the NFTs. For example, LAND tokens of Decentraland and The

Sandbox represent the ownership on the virtual land in the metaverse world. So by

purchasing the LAND tokens, the land in the virtual world becomes the user’s prop-

erty (Dowling [2022a]). Along with NFTs, most of these platforms also have its own

native cryptocurrencies. These cryptocurrencies are mainly used for two purposes.

First, they are traded as a means of transaction on the corresponding platform.

Second, the owners can participate in the governance of the blockchain system. To

this end, the demand and the price for these cryptocurrencies highly reflects the

success of the blockchain system. Therfore, we attempt to examine the relationship

between the price of NFTs and its native cryptocurrencies, to check whether the

market performance of the blockchain system is reflected in the price of the NFTs.

To examine this causal relationship between volume and return, we implement the

Granger causality test in quantiles. The details of the methodology is described in

Section 4.2. By testing the statistically significant Granger causality between NFT

return and volume along with NFTs’ native cryptocurrencies, we aim to solve the

following two research questions. (1) Under what market conditions can a strong

causal relationship be found between NFT return and NFT trading volume? (2) Are

the price of NFTs related to the price of its protocol’s native cryptocurrencies?

The rest of the chapter is organized as follows. Section 4.2 describes the data

and methodology. Section 4.3 discusses our experimental results and main findings.

Lastly, Section 4.4 concludes.
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Figure 4.1: Daily transaction volume of NFTs for different categories.

4.2 Data and Methodology

4.2.1 Data

To identify the causal relationships between NFT return (rt) and trading volume

(vt), we use the daily average price and trading volume of the overall NFT mar-

ket. Our daily data is collected from nonfungible.com, covering from Jan 1, 2018

to Mar 30, 2022. There are total 1550 observations. We calculated the log return

of the average price series as rt = 100 × ln pt − ln pt−1. For analyzing the causal-

ity between the individual NFT markets and their corresponding cryptocurrencies,

we chose three NFT service platforms which provide their own fungible tokens to

facilitate the transactions and purchases in their own ecosystems: Axie Infinity-

AXS, Decentraland-MANA, and The Sandbox-SAND. We chose these three tokens

as MANA is the largest, AXS is the third largest, and SAND is the fourth largest
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NFT-related cryptocurrency market in terms of market capitalization. Table 4.1 re-

ports the summary statistics for the price returns and volume for the overall NFTs,

Axie Infinity, Decentraland, and The Sandbox respectively. Table 4.2 reports the

summary statistics for the price returns for the NFT-related cryptocurrencies: AXS,

MANA, and SAND. 1

Table 4.1: Summary statistics for NFT returns and volume

Overall NFTs Axie Infinity

Return(rt) Volume(vt) Return(rt) Volume(vt)

Mean 0.0029 2.5888 -0.0013 1.6596
Median -0.0035 0.4294 -0.0101 0.0322
Std. 0.4944 5.0150 0.7623 3.7601
Min. -3.3237 0.0242 -3.8348 0.0001
Max. 3.5278 22.4768 3.9929 18.0232
Skew. -0.1684 2.2140 0.23785 2.2990
Kurto. 8.3015 3.5605 4.5245 3.9741

Decentraland The Sandbox

Return(rt) Volume(vt) Return(rt) Volume(vt)

Mean 0.0006 0.0070 0.0060 0.0183
Median 0.0014 0.0024 0.0099 0.0064
Std. 0.9227 0.0229 0.4558 0.0751
Min. -6.1235 0.0001 -2.51557 0.0001
Max. 8.0366 0.4005 3.0861 1.3947
Skew. 0.1835 9.8291 0.1786 14.0087
Kurto. 7.2917 122.861 10.7020 228.5471
Note. Volumes here are the number of sales times 10−4

1Bored Ape Yacht Club’s APE, launched in March 2022, is the second largest, but it was omitted
from our analysis due to insufficient observations.
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(a) Overall NFT

(b) Axie Infinity

(c) Decentraland

(d) The Sandbox

Figure 4.2: The time series of log return (left) and trading volume (right).
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Table 4.2: Summary statistics for NFT-related cryptocurrency return series

AXS MANA SAND
Mean 0.0086 0.0017 0.0054
Median 0.0008 -0.0002 -0.0008
Std. 0.1023 0.1168 0.2050
Min. -0.4986 -2.3312 -1.4616
Max. 0.5408 2.2851 1.5897
Skew. 0.7550 0.0587 0.2422
Kurto. 4.4586 206.8258 25.6980

4.2.2 Methodology: Granger causality test in quantiles

Granger causality was first proposed by Granger [1969], to decide the direction of

causality between two related variables in time series. Formally, for two time series

xt and yt, x does not Granger cause y if

Fyt(η|(y , x )t−1 ) = Fyt (η|yt−1 ), ∀η ∈ R (4.1)

where Fyt is the conditional distribution of yt and (y , x )t−1 is the past information

generated by x and y until time t− 1. Thus, x does not Granger cause y if the past

information of x does not change the conditional distribution of y. To estimate and

test this conditional distribution Fyt , we test the following:

E(yt|(y , x )t−1 ) = E(yt |yt−1 ) (4.2)

where E(yt|·) is the mean of the conditional distribution. We test 4.2 by fitting the

linear regression model:

yt = α0 +

q∑
i=1

αiyt−i +

q∑
j=1

βjxt−j (4.3)
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The null hypothesis becomes H0 : βj = 0, j = 1, . . . q, which states that the past

information of x does not have significant impact on forecasting the condition mean

of yt. However, this only reveals information about the Granger causality in mean

and the causality in other quantiles should be discussed separately. To verify the

causal relationship between two time series xt and yt for various qunatiles, Chuang

et al. [2009] propose a Granger causality test based on the quantile regression method

(See Koenker and Bassett Jr [1978], Koenker and Hallock [2001] for more details on

quantile regression). For a given quantile interval [a, b], we can confirm that xt does

not Granger cause yt if the following equality holds:

Qyt(τ |((Y,X )t−1) = Qyt(τ |(Yt−1)), ∀τ ∈ [a, b] (4.4)

where Qyt(τ |F) denotes the τ -th quantile of Fyt(·|F) which is the conditional dis-

tribution of yt. Also, (Y,X )t−1 is the information set generated by xt−1, . . . , xt−q

and yt−1, . . . , yt−q. Letting yt−1:q = [yt−1, . . . , yt−q]
′,xt−1:q = [xt−1, . . . , xt−q]

′ and

zt−1 = [1,y′t−1:q,x
′
t−1:q]

′ To test (4.4), consider the following τ -th conditional quan-

tile regression model :

Qyt(τ |(zt−1) = a(τ) + y′t−1:qα(τ) + x′t−q:1β(τ) = z′t−1θ(τ) (4.5)

where θ(τ) = [a(τ),α(τ)′,β(τ)′]′ is the k-dimensional parameter vector with k =

1 + 2q. Then, the null hypothesis for the Granger non-causality over τ ∈ [a, b] is

H0 : β(τ) = 0, ∀τ ∈ (a,b). (4.6)
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To check the significance of β(τ) for ∀τ ∈ (a,b), we must calculate the Wald statistic.

The Wald statistic for a given τ is

WT (τ)
.
= T

β̂T (τ)′Ω̂(τ)−1β̂T (τ)

τ(1− τ)
(4.7)

where Ω̂(τ) is a consistent estimator of Ω(τ), which is the variance-covariance ma-

trix of β(τ). Under suitable conditions, Koenker and Machado [1999] suggest that

the weak limit of the Wald statistic is the sum of squares of q independent Bessel

processes, so the Wald statistic converges to:

WT (τ)⇒ || Bq(τ)√
τ(1− τ)

||2, τ ∈ [a, b] (4.8)

Note that Bq(τ) denotes the Bessel process, which is a vector of q independent

Brownian bridges. (A Brownian bridge equals [τ(1− τ)]1/2N (0, Iq) in distribution.)

Therefore, we can write the supremum of the Wald statistic using the continuous

mapping theorem as follows:

sup
τ∈[a,b]

WT (τ)
D−→ sup

τ∈[a,b]
|| Bq(τ)√

τ(1− τ)
||2 (4.9)

Practically, we may choose n different τi(i = 1, . . . , n) in [a, b] so that a ≤ τ1 <

τ2 <, . . . , < τn ≤ b, to compute the sup-Wald statistic for (4.6) as supi=1,...,n WT (τi).

Therefore, we can identify the Granger causality over various quantile range between

two time series using the sup-Wald test results. When n becomes larger, the right

hand side of (4.8) is known to be a good approximation to the null limit of sup-

Wald statistic. Thus, the critical values for the sup-Wald test can be obtained via

simulating the Bessel processes. Some of the critical values from the simulations are
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presented in Table 4.3. 2 For example, if the results of the sup-Wald test reject the

null hypothesis (4.6) on the entire range (ex. [0.05, 0.95]), but cannot reject it on

a certain smaller range [a, b], we may confirm that there exists a Granger causality

from xt to yt on the outside of [a, b].

Table 4.3: The critical values of the sup-Wald test on [0.05, 0.95] quantile range. We
used the standard Brownian motion with 3,000 Gaussian random walks followed by
20,000 replications.

q = 1 q = 2 q = 3

1% 13.24 16.71 19.12
5% 9.66 12.90 15.38
10% 8.13 11.06 13.50

4.3 Empirical results

4.3.1 Causal effects of NFT volume on return

To investigate the causal effects between NFT return and NFT trading volume,

consider the following regression model which predicts the NFT return in time t

using the past NFT return and volume series:

rt = a(τ) +

q∑
j=1

αj(τ)rt−j +

q∑
j=1

βj(τ) ln vt−j + et (4.10)

In the case of traditional stock markets, it is known that there exist a noticeable

pattern in the trading volume series (Chuang et al. [2009], Gallant et al. [1992],

Chen et al. [2001], Lee and Rui [2002]), so many researchers have detrended the log

volume series by regressing it on a time trend term, such as t/T and (t/T )2. To

reflect the trend that the trading volume tends to grow as the time passes, we add
2Other critical values for various quantile ranges can be provided upon request. Readers can

also see Andrews [1993] for a more comprehensive simulation results.
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these time trend terms to our regression model:

rt = a(τ) + b(τ)
t

T
+ c(τ)

(
t

T

)2

+

q∑
j=1

αj(τ)rt−j +

q∑
j=1

βj(τ) ln vt−j + et (4.11)

where T is the sample size of the data. The model was estimated using the

quantile regression (QR) and ordinary least squares (OLS) methods . In order to

select the optimal lag order q∗, we applied the sup-Wald test to the coefficients βj(τ).

For a given q = k, if βk(τ) is not statistically significant while βk−1(τ) for q = k−1 is

significant, we chose our optimal lag order as q∗ = k− 1. The selected lag orders for

the overall NFT market, Axie Infinity, Decentraland and The Sandbox are 3,2,2,1

respectively.

Figure 4.3 shows the QR (black line) and OLS (red line) coefficients of the

return-volume regression model against various quantiles (τ) for the selected NFTs.

We also plotted the 95% confidence intervals for QR (grey area) and OLS (red dotted

line) together. Except for The Sandbox, the OLS estimates confirm that there is a

negative causality in mean at lag 1 as the coefficients are below zero, while there

exist a positive causality in mean for the higher lags. However, the QR estimates

exhibit different patterns. For the overall NFT market, β1 and β3 show that the

magnitude of causal effect decreases at the upper quantiles, as the coefficients move

towards zero. β1 of Axie Infinity implies that the magnitude becomes larger for the

upper quantiles, as the coefficient moves away from zero. On the other hand, the

QR estimates for Decentraland have larger magnitude at both lower and upper tails,

compared to median. Finally, β1 of The Sandbox shows similar pattern with β3 of

the overall NFT market, which implies decrease in magnitude as τ moves up.

For further investigation, we report the Granger non-causality test results in
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(a) Overall NFT

(b) Axie Infinity

(c) Decentraland (d) The Sandbox

Figure 4.3: QR and OLS estimates for the causal effects of NFT volume on return
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quantiles for 13 different quantile intervals. Table 4.4 reports the sup-Wald test re-

sults for Granger non-causality in these quantile ranges. The results show that for

the interval τ ∈ [0.05, 0.95], there exist a strong causal relationship in the overall

NFT market, Axie Infinity and The Sandbox. Overall NFT market has shown the

existence of significant Granger causality in most of the quantiles, except the quan-

tiles around the median. We can also confirm that the test statistics grow larger in

the tail, implying that NFT volume can be a good predictor of returns in extreme

market conditions. For Axie Infininty, strong causality is shown in every quantiles,

indicating that the trading volume of Axie Infininty is useful in forecasting the log

return of Axie Infininty NFTs. Decentraland showed a different behavior from others,

as it only exhibits a causal relationship around the median. This suggests that un-

der extreme market conditions, the trading volume of Decentraland NFTs does not

transmit valuable information in predicting the return. Finally during the bearish

market condition (lower quantiles), there is a causal relationship from The Sandbox

NFT volume to The Sandbox NFT return.

We conclude that the difference in the return-volume causal relationships be-

twen Axie Infinity, Decentraland and The Sandbox comes from their different NFT

characteristics. As NFTs in Axie Infinity are mostly game items, they are traded fre-

quently in all of the quantiles. As a result, there exist a significant causal relationship

in every quantiles. However, the NFTs in Decentraland and The Sandbox are mainly

the LAND tokens, which proves the ownership of virtual land. Due to the fact that

these LAND tokens are not traded frequently compared to the NFTs in Axie Infinity,

the frequency of significant return-volume causal relationship is relatively low.
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Table 4.4: The sup-Wald test results for Granger non-causality in diffrent quantile
ranges: NFT volume to NFT return.

Overall Axie Infinity Decentraland The Sandbox

[a, b] β1(τ) = β2(τ) = β3(τ) = 0 β1(τ) = β2(τ) = 0 β1(τ) = β2(τ) = 0 β1(τ) = 0

[0.05, 0.95] 59.5034∗∗∗ 347.0823∗∗∗ 6.3488 52.0135∗∗∗

[0.05, 0.5] 59.5034∗∗∗ 347.0823∗∗∗ 6.3488 52.0135∗∗∗

[0.5, 0.95] 18.4365∗∗∗ 220.3025∗∗∗ 6.129 11.2376∗∗

[0.05, 0.1] 59.5034∗∗∗ 347.0823∗∗∗ 5.5473∗ 10.1485∗∗∗

[0.1, 0.2] 54.1248∗∗∗ 208.7984∗∗∗ 3.4666 51.7666∗∗∗

[0.2, 0.3] 27.6963∗∗∗ 129.9591∗∗∗ 2.158 52.0135∗∗∗

[0.3, 0.4] 24.4081∗∗∗ 65.3337∗∗∗ 4.0169 45.6814∗∗∗

[0.4, 0.5] 11.8158∗∗ 29.2621∗∗∗ 6.3488∗∗ 21.9004∗∗∗

[0.5, 0.6] 5.6666 21.4458∗∗∗ 6.129∗∗ 11.2376∗∗∗

[0.6, 0.7] 4.6809 52.0911∗∗∗ 3.9021 5.3671∗

[0.7, 0.8] 6.3897 95.4597∗∗∗ 3.0527 4.6104∗

[0.8, 0.9] 18.4365∗∗∗ 131.2367∗∗∗ 3.6524 0.6282

[0.9, 0.95] 16.4348∗∗∗ 220.3025∗∗∗ 3.44 0.6066

4.3.2 Causal effects of NFT return on volume

To see if there exist a bi-directional causality between NFT return and volume, we

now consider the following models:

ln vt = a(τ) + b(τ)
t

T
+ c(τ)

(
t

T

)2

+

q∑
j=1

αj(τ) ln vt−j +

q∑
j=1

βj(τ)rt−j + et (4.12)

Similar to 4.3.1, we first choose the approximate lag order q∗ for each regression

model. The selected lag orders are q∗ = 2 for the overall NFTs, q∗ = 2 for Axie

Infinity, q∗ = 1 for Decentraland and q∗ = 1 for the Sandbox. We first plot the LS and

QR estimates of βj(τ) for each regression model for different quantiles τ ∈ [0.05, 0.95]

in Figure 4.4. We can find that the OLS estimates for most of the models are around

zero, which implies that there is not a significant causality from return to log volume
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around the mean. The QR estimates are also comparably consistent except for β2(τ)

of Axie Infinity, confirming that the causality effect is fairly small compared to the

opposite direction (return → volume). We also report the sup-Wald statistics of the

Granger non-causality test for 13 different quantiles. The results are described in

Table 4.5. It shows that for all of the NFT assets, there are no signs of significant

Granger causality in all 13 quantiles. This is in line with the results of Figure 4.4.

To summarize, from our results, we can find that the causality between log volume

and return is one-directional, as the log volume only significantly Granger causes

the return. Thus, we confirm that the log volume precedes the return, so the log

volume can play a role as a signal for the extreme returns afterward.

Table 4.5: The sup-Wald test results for Granger non-causality in diffrent quantile
ranges: NFT return to NFT log volume.

Overall Axie Infinity Decentraland The Sandbox

[a, b] β1(τ) = β2(τ) = 0 β1(τ) = β2(τ) = 0 β1(τ) = 0 β1(τ) = 0

[0.05, 0.95] 5.7281 8.4144 4.4529 2.9109

[0.05, 0.5] 5.7281 8.4144 4.4529 2.9076

[0.5, 0.95] 4.9523 7.4672 1.3428 2.9109

[0.05, 0.1] 1.1155 7.9433∗ 0.8673 0.9583

[0.1, 0.2] 2.3366 2.5535 2.4313 0.3094

[0.2, 0.3] 3.0482 0.6243 4.4529 0.3172

[0.3, 0.4] 4.2168 4.2888 4.3444 1.1588

[0.4, 0.5] 5.7281 8.4144∗ 1.9843 2.9076

[0.5, 0.6] 4.0852 7.4672∗ 1.3248 2.9109

[0.6, 0.7] 2.1308 5.6429 0.598 2.2854

[0.7, 0.8] 2.5202 3.9716 0.7451 0.8416

[0.8, 0.9] 4.9523 3.955 1.3227 0.9422

[0.9, 0.95] 3.4136 2.1389 0.7218 2.421
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(a) Overall NFT

(b) Axie Infinity

(c) Decentraland (d) The Sandbox

Figure 4.4: QR and OLS estimates for the causal effects of NFT return on log volume

107



4.3.3 Causal effects between NFTs and their native cryptocurren-
cies

We now investigate the causal relationship between NFTs and their corresponding

native cryptocurrencies. In order to do so, we selected 3 NFT service platforms which

also provide their own fungible tokens to facilitate the transactions and purchases in

their own ecosystems: Axie Infinity-AXS, Decentraland-MANA, and The Sandbox-

SAND. For each pair, we apply the Granger causality test in quantiles between daily

NFT returns and their fungible token returns. Similar to the previous section, we

fitted the quantile regression models and performed the sup-Wald test to check if

the fitted β(τ) rejects the null hypothesis (4.6). Only the results for setting the NFT

return as predictor were reported, because the opposite (NFT⇒ cryptocurrency) did

not show any significant causality effect. For Axie Infinifty and AXS, the sup-Wald

statistic for β2(τ) in lag-2 model is 5.943 (which is statistically insignificant) and the

sup-Wald statistic for β1(τ) in lag-1 model is 17.189 (significant at 1% level), so lag

1 was chosen for our model. The Sandbox and SAND also showed similar results,

so lag-1 was chosen (β1(τ): 10.16 which is significant at 5% level, β2(τ): 3.764). On

the other hand, the sup-Wald test for Decentraland and MANA did not exhibit any

Granger causality at all, so we reported the results for the lag-1 model.

Similar to Figure 4.3, Figure 4.5 shows the QR and OLS coefficients of the NFT

return - cryptocurrency return regression model. For every assets, the OLS estimates

confirm that there is a positive causality in mean at lag 1 as the coefficients are

above zero. The QR estimates show a similar pattern, as most of the coefficients are

greater than zero, implying that the cryptocurrency prices are positively correlated

with NFT prices regardless of the market conditions. One noticeable difference is
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that on the upper quantiles of The Sandbox, the coefficient drasticalyl decreases to

negative value. Similar to the result of Figure 4.3, the QR estimates for Decentraland

have larger magnitude at both lower and upper tails, compared to median.

Table 4.6 summarizes the sup-Wald test results for identifying the non-Granger

causality in 13 different quantiles. The results show that for the interval τ ∈ [0.05, 0.95],

there exist a significant Granger causality from AXS return to Axie Infinity NFT re-

turn and SAND return to The Sandbox NFT return. As we were not able to spot any

causal relationships from any of the NFTs to cryptocurrency returns, the test results

exhibit an unidirectional causal relationship from AXS to Axie Infinity and SAND

markets to The Sandbox NFT markets. These findings are quite different from the

previous results of Dowling [2022b], as the study suggests that in terms of volatility

spillover, NFT pricing is distinct from the cryptocurrency pricing. Our results sug-

gest that even though NFT prices are not related with Bitcoin or Ethereum, they

can have causal relationships with the cryptocurrencies from the same blockchain.

To go further, we analyzed the causality effects for 10 smaller quantile intervals.

For Axie Infinity, there exist strong causal relationships in the center and upper

quantiles. The Sandbox shows significant causalities in the center and lower quan-

tiles. Interestingly, these results are quite different from the causal relationships

between cryptocurrencies, as cryptocurrencies have strong causal relationships in

the tails (Kim et al. [2021]), rather than around the median. On the other hand,

Decentraland has been found to have the weakest relationship with MANA, only

showing causal relationship on the lower tails.
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(a) AXS ⇒ Axie Infinity: β1(τ) (b) SAND ⇒ The Sandbox: β1(τ)

(c) MANA ⇒ Decentraland: β1(τ)

Figure 4.5: QR and OLS estimates for the causal effects of cryptocurrency return
on NFT return
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Table 4.6: The sup-Wald test results for Granger non-causality in diffrent quantile
ranges: Cryptocurrencies to NFTs.

AXS ⇒ Axie Infinity SAND ⇒ The Sandbox MANA ⇒ Decentraland

[a, b] β1(τ) = 0 [1] β1(τ) = 0 [1] β1(τ) = 0 [1]

[0.05, 0.95] 17.189∗∗∗ 10.162∗∗ 7.386

[0.05, 0.5] 11.904∗∗∗ 10.07∗∗ 7.143∗

[0.5, 0.95] 17.189∗∗∗ 10.162∗∗ 7.386∗

[0.05, 0.1] 0.614 1.893 7.115∗∗

[0.1, 0.2] 2.645 8.554∗∗ 7.143∗∗

[0.2, 0.3] 7.634∗∗ 9.796∗∗∗ 1.537

[0.3, 0.4] 6.969 10.07∗∗∗ 1.347

[0.4, 0.5] 11.904∗∗∗ 8.535∗∗ 1.054

[0.5, 0.6] 16.458∗∗∗ 10.162∗∗∗ 2.156

[0.6, 0.7] 17.189∗∗∗ 4.519∗ 3.408

[0.7, 0.8] 10.008∗∗∗ 1.91 5.601∗

[0.8, 0.9] 3.08 0.95 7.386∗∗

[0.9, 0.95] 1.126 1.125 5.938∗

Notes. Each entry is a sup-wald test statistic for the null hypothesis that there are no Granger
causality between two time series. A ⇒ B denotes the Granger causality from A to B. () denotes
the selected lag order for the quantile regression model. *, **, and *** each represents the statistical
significance at 10%, 5%, and 1% level respectively.

4.4 Chapter Summary

In this chapter, we focus on investigating the causality for return-volume nexus of

NFTs i.e. Overall NFT, Axie Infinity, Decentraland, The Sandbox. The NFTs are

selected in terms of market capitalization of their native cryptocurrencies, and the

data was collected from Jan 1, 2018 to Mar 30, 2022. Using the Granger causality test

in quantiles, we reveal the existence of strong causal relationships between trading

volume and log return of NFTs at extreme market conditions. This result implies

that there is an asymmetric causality of trading volume with returns depending on
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the market conditions. Then, we also examine the relationship between NFTs and

their corresponding in-protocol cryptocurrencies. Empirical results show that the

price of cryptocurrencies can help in predicting the NFT prices. For future work, we

can also examine the causality in different quantiles between NFTs and traditional

assets or macroeconomic variables, to investigate the causal relationship between the

traditional finance markets and the emerging NFT markets. Also, we can investigate

the connectedness between the NFT markets in order to capture the co-movement

in the NFT prices or volumes.
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Chapter 5

Conclusion

5.1 Contributions of the Dissertation

This dissertation provides an in-depth analysis for three promising assets in the DeFi

market. For CBDCs, we propose a blockchain-based CBDC settlement model using

cross-chain atomic swaps and lattice-based sequential aggregate signature scheme.

Our proposed model attempts to resolve two challenging issues in designing the

CBDC architecture: implementation of authorized auditor and cross-chain swap en-

vironment. For stablecoins, we quantify the connectedness and information trans-

mission among the stablecoin and cryptocurrency market to confirm that the fall

of stablecoin generates significant shocks to the overall cryptocurrency market. As

a result, we conclude that adopting CBDC as a substitution for the current sta-

blecoins can mitigate the financial risks of them. For NFTs, we the return-volume

causal relationships in the NFT markets are analyzed, as the transaction volume of

NFTs can be low compared to the original cryptocurrency markets.

In order to reflect the growing needs for stable and reliable digital currencies, we

propose a blockchain-based CBDC settlement model which addresses two fundamen-

tal challenges in CBDC design. First, the need for authorized auditor is considered in

our model by introducing the administrator ledger to the settlement system. Since
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CBDC architectures are essentially different from the current fully decentralized

cryptocurrencies, the auditability functionality is crucial. Central banks should be

able to track the transaction records and match the identity of transaction partici-

pants, in order to meet regulatory compliance. Therefore, we add an administrator

ledger to our CBDC system and let the administrator node to participate in every

transactions. This new functionality has two advantages: (1) For settling two differ-

ent assets on different ledgers, it is hard to match the full transaction together, as the

parts of transactions are executed in different ledgers. However, the administrator

ledger can record the full transaction history for every transactions, greatly enhanc-

ing the auditability of the blockchain-based settlement system. (2) In our model,

the administrator node should always participate in the transaction signing process.

Thus, if a transaction with malicious behavior is detected, the administrator node

can halt the transaction by not signing on the contract. Also, cross-border payments

for CBDCs can easily implemented by extending our model. Our model is based

on the cross-chain atomic swap technology with hashed timelock contract, so when

these functionalities are guaranteed in different CBDCs, they can easily develop

the cross-border payment system by extending our model. Additionally, we propose

a lattice-based sequential aggregate signature scheme for our model. Lattice-based

cryptography is gaining greater attention now-days, as it is generally known to be

resistant to quantum computer attacks. By introducing the latticed-based signature

schemes, our model can still guarantee safety in the future when quantum computers

become widespread.

For the stablecoins backed with its own protocol’s native tokens, the likelihood

of death spiral is significantly high as the success of the protocol is directly related
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to the price stability of stablecoin. Therefore, public distrust on the corresponding

blockchain protocol can directly lead to dramatic crash of the stablecoin. However,

during the normal stable market conditions, the impact of stablecoin to the cryp-

tocurrency market cannot be measured as the price of stablecoin remains fairly

stable. Therefore we focus on the crash period where the price of stablecoin shows

large fluctuations. In order to quantify this impact, we dissect the recent Terra-Luna

crash by using econometric methodologies such as the spillover index and effective

transfer entropy. We use the hourly and 5-minute cryptocurrency prices, Google

Trends index and tweets posted on StockTwits for our empirical analysis. With the

collected data, we quantify the spillover effect using the spillover index methodology

for both the return and volatility of the cryptocurrencies. For the spillover index

based on the rolling-window framework, our results confirm that the spillover effect

of the stablecoin (UST) rapidly increases as the depeg started. Consequently, its na-

tive token LUNA also showed positive net spillover index during the crash, implying

that it gained influence in the overall cryptocurrency market. For the effective trans-

fer entropy, we confirm that the interlinkages between the cryptocurrencies become

stronger during the crash, as the effective transfer entropy from LUNA to other cryp-

tocurrencies such as BTC and ETH increased dramatically. On the other hand, one

interesting point is that the investor sentiment loses its role as a information trans-

mitter during the crash. This can be confirmed by the change in effective transfer

entropy from the investor sentiment to LUNA, since there was a significant informa-

tion flow before the crash and it disappears after the crash began. We conclude that

the keen collusion between bearish and bullish opinions about the future of LUNA

led to the market sentiment losing its influence as a information transmitter.
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NFT markets are different from the traditional cryptocurrency markets, because

of its uniqueness. As a result, every individual NFT is traded one by one, and find-

ing the right seller and buyer pair can be challenging. Therefore, the trading volume

of NFTs should be analyzed together with their prices. To do so, we examine the

causal relationship between NFT return and NFT volume by using the Granger

causality test in quantiles. Our data includes daily transaction volume and price of

NFTs. Our results confirm that the causality from overall NFT volume to return

becomes stronger in extreme market conditions. Individual NFT projects showed

somewhat different behavior. For Axie Infinity, strong causality was prevalent in

every quantiles. Decentraland only showed a causal relationship around the me-

dian. On the other hand, the transaction volume of The Sandbox helps forecasting

The Sandbox prices only during the bearish markets conditions. Additionally, we

address the relationship between NFT returns and the return of its in-protocol na-

tive cryptocurrencies. Our empirical analysis show that there exist a strong causal

relationship between these two.

This dissertation has shed light on the various kinds of emerging digital assets.

We first developed blockchain-based CBDC model to overcome the current obstacles

in both traditional and decentralized financial markets. We believe that blockchain-

based CBDC can play a vital role in the DeFi markets, since it provides minimum risk

in formulating trading strategies with stablecoins for the investors. The econometric

analysis on stablecoin death spiral confirm the signifcant impact of the stablecoin to

the overall cryptocurrency and DeFi markets. Empirical results show that the depeg

of stablecoin have potential to shake up the entire market. Finally, we confirmed

the return-volume causal relationships in the NFT markets, to provide guidance to
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NFT investors in different market conditions.

5.2 Future Works

Several limitation of the dissertation should be addressed in future work. First, the

econometric analysis only considers the cryptocurrency market itself. For a richer

understanding on the interlinkages between stablecoins and overall financial mar-

kets including the traditional one, studies on measuring the connectedness between

stablecoins, traditional assets and even macroeconomic factors can be accomplished.

Also, a wider range of stablecoin and NFTs can be used for further research. For

the proposed CBDC model, the analysis on the proposed model can be enriched

by incorporating the liquidity savings mechanisms. We believe that liqudity-savings

mechanism accompanied by privacy-preserving techniques can provide practicality

to our model.
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국문초록

본 논문은 탈중앙화 금융 (DeFi) 시장에서 유망한 세 가지 자산인 중앙은행 디지털 화

폐, 스테이블 코인 및 대체 불가능한 토큰에 대한 심층적인 실증분석을 제공한다. 먼저

현재 중앙은행 디지털 화폐 설계에 있어서 가장 큰 걸림돌이 되고 있는 두 가지 문제를

해결하기 위한 블록체인 기반 중앙은행 디지털 화폐 결제 시스템을 제안한다. 이 때,

크로스-체인 아토믹 스왑 기술과 격자 기반 순차적 통합 서명 (sequential aggregate

signature) 기술이 함께 활용된다. 그리고 스테이블 코인 시장에 대한 심층적 이해를

위해 최근에 발생하였던 테라-루나 사태를 파급효과 지수와 효과적 전이 엔트로피를

활용하여 분석하였다. 이를 통해 스테이블코인과 암호화폐 시장 간의 연결성과 정보

전송을 정량화하였다. 그리고 대체 불가능 토큰의 경우, 대체 불가능 토큰의 특성상

기존 암호화폐에 비해 거래량이 적다는 점을 착안하여 대체 불가능 시장 내 수익률과

거래량 간의 인과관계를 분석한다.

중앙은행 디지털 화폐의 경우, 현재 중앙은행 디지털 화폐 설계의 두 가지 근본적인

과제를 해결하는 블록체인 기반 결제 시스템을 제안한다. 먼저 감사 가능성을 제공하기

위해 결제 시스템에 관리자 원장을 도입하고, 관리자 노드가 모든 거래에 참여할 수

있도록 하였다. 본 모델은 크로스 체인 아토믹 스왑과 격자 기반 순차적 통합서명을

활용하여 안전성을 보장하고 국가간 결제를 가능케한다. 또한 제안 모델은 거래 기록

을 추적하고 거래 기록과 거래 참가자의 신원을 일치시킬 수 있으며, 격자 기반 암호

활용을 통해 미래의 양자 컴퓨터 공격에도 강건할 수 있다.

동일 프로토콜 내의 토큰을 준비금으로 갖는 스테이블 코인의 경우, 해당 프로토콜

에 대한 대중의 신뢰가 무너진다면 데스 스파이럴에 빠질 위험이 매우 높다. 정상적인

시장 상황에서는 스테이블코인의 가격이 매우 안정적이기 때문에, 이에 대한 분석을 진
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행하는데에어려움이있다.따라서,스테이블코인의시장영향력을정량화하기위하여,

스테이블코인의 가격 변동성이 매우 심했던 최근의 테라-루나 폭락 사태를 분석하였

으며 이 때, 파급효과 지수와 효과적 전이 엔트로피와 같은 계량 경제학적 방법론을

사용하였다. 분석에는 1시간 및 5분 단위 암호화폐 가격, 구글 트렌드 지수, 그리고

StockTwits에 포스팅된 트윗들을 사용하였다. 실험 결과, 디페그가 시작되면서 스테

이블 코인의 파급효과가 급격하게 증가했고, 루나 코인이 전체 암호화폐 시장에서 큰

영향력을 가졌음을 확인하였다. 또한 루나에서 비트코인이나 이더리움과 같은 다른 주

요 암호화폐로의 효과적전이 엔트로피도 함께 증가하였다. 그러나 투자자감성의 경우

루나로의전이엔트로피가크게감소함에따라,폭락사태동안정보송신자로서의역할

을 잃어버렸다. 이러한 현상이 일어난 이유는, 루나의 미래에 대한 투자자들의 의견이

매우 분분하여 시장 내 투자자 감성이 방향성을 잃었기 때문이라고 해석할 수 있다.

대체 불가능 토큰 시장은, 대체 불가능 토큰이 갖는 고유성이라는 특성으로 인해 기

존 암호화폐 시장과는 차이점이 있다. 이에 따라 거래의 유동성이 매우 낮아지게 된다.

다시 말해, 개별 대체 불가능 토큰에 대한 적합한 매도자와 매수자를 찾는 작업이 비교

적 오래 걸릴 수 있다. 이러한 특성을 알아보기 위하여 대체 불가능 토큰의 거래량과

가격 간의 인과관계를 알아보고자 하였다. 이 때, 분위수별 그레인저 인과관계 검정을

사용하였다. 데이터의 경우, 대체 불가능 토큰의 일일 거래량과 가격을 사용하였으며,

분석결과전반적인대체불가능토큰시장에대해서는극단적인시장상황속에서인과

관계가 더욱 강하게 나타남을 보였다. 하지만 대체 불가능 토큰 프로젝트 별로 분석한

결과는 이와 다르게 나타났다. 예를 들어, 액시 인피니티는 모든 분위수에서 거래량과

수익률이 강한 인과관계를 가진 바면, 디센트럴랜드는 중앙값 주변에서만 인과관계를

보였다. 또한 샌드박스의 거래량은 오히려 약세장 속에서 샌드박스 가격을 예측하는

데에만 도움을 줄 수 있음을 확인하였다. 마지막으로, 대체 불가능 토큰과 해당 토큰이

존재하는프로토콜내기본암호화폐와의인과관계를분석하였다.실증실험결과,대체
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불가능 토큰의 가격과 프로토콜 내 기본 암호화폐의 가격에는 밀접한 관계가 있으며,

대체 불가능 토큰 거래 및 투자 시에도 이러한 점을 고려해야함을 보였다.

본 논문은 블록체인 기반 중앙은행 디지털 화폐, 스테이블코인 및 대체 불가능 토

큰과 같은 다양한 유형의 디지털 자산에 대한 실증분석을 진행하였다. 가장 먼저, 전통

금융시장과 탈중앙화 금융시장의 현 기술적 장애물을 해결하기 위한 블록체인 기반

중앙은행 디지털 화폐를 제안하였다. 또한 스테이블 코인의 데스 스파이를에 대한 계

량경제학적 분석을 통하여 스테이블코인이 암호화폐 및 탈중앙화 금융시장에 지대한

영향을미치고있음을보였다.또한,대체불가능토큰시장의수익률-거래량인과관계를

확인하였으며,이를통해다양한시장상황에놓여있는대체불가능토큰투자자들에게

도움을 줄 수 있을 것으로 기대한다.

주요어: 블록체인,중앙은행 디지털화폐, 스테이블코인, 대체 불가능 토큰

학번: 2020-34024

143


	Chapter 1 Introduction
	1.1 Motivation of the Dissertation
	1.2 Aims of the Dissertation
	1.3 Organization of the Disseration
	Chapter 2 Analysis on Blockchain-based CBDC Settlement System
	2.1 Chapter Overview
	2.2 Defining our CBDC research goal
	2.2.1 Security and Privacy issues in CBDCs 
	2.2.2 Our Research Challenges in CBDC
	2.3 Preliminaries
	2.3.1 CBDC: State of Adoption
	2.3.2 Cryptographic Background
	2.4 Proposed Model
	2.4.1 Model Description
	2.4.2 Model Architecture
	2.4.3 Our signature scheme: AggSign
	2.5 Security Analysis
	2.5.1 Security of the Settlement System
	2.5.2 Security of AggSign
	2.6 Proof-of-Concept Experiments and Analysis
	2.6.1 Simulation Setting
	2.6.2 Experimental Results
	2.7 Chapter Summary 
	Chapter 3 Quantifying the Connectedness between the Algorithmic based Stablecoin and Cryptocurrency: The Impact of Death Spiral
	3.1 Chapter Overview
	3.2 Data and Methodology
	3.2.1 Data
	3.2.2 Methodology
	3.3 Empirical Findings
	3.3.1 Return and volatility spillover effects
	3.3.2 Effective Transfer Entropy
	3.4 Chapter Summary
	Chapter 4 Return-Volume Relationship in Non-Fungible Tokens:Evidence from the Granger Causality in Quantiles
	4.1 Chapter Overview
	4.2 Data and Methodology
	4.2.1 Data
	4.2.2 Methodology: Granger causality test in quantiles
	4.3 Empirical results
	4.3.1 Causal effects of NFT volume on return
	4.3.2 Causal effects of NFT return on volume
	4.3.3 Causal effects between NFTs and their native cryptocurrencies
	4.4 Chapter Summary
	Chapter 5 Conclusion
	5.1 Contributions of the Dissertation
	5.2 Future Works
	Bibliography
	국문초록


<startpage>15
Chapter 1 Introduction 1
1.1 Motivation of the Dissertation 1
1.2 Aims of the Dissertation 8
1.3 Organization of the Disseration 11
Chapter 2 Analysis on Blockchain-based CBDC Settlement System 12
2.1 Chapter Overview 12
2.2 Defining our CBDC research goal 16
2.2.1 Security and Privacy issues in CBDCs  16
2.2.2 Our Research Challenges in CBDC 31
2.3 Preliminaries 35
2.3.1 CBDC: State of Adoption 35
2.3.2 Cryptographic Background 36
2.4 Proposed Model 39
2.4.1 Model Description 39
2.4.2 Model Architecture 43
2.4.3 Our signature scheme: AggSign 45
2.5 Security Analysis 48
2.5.1 Security of the Settlement System 48
2.5.2 Security of AggSign 51
2.6 Proof-of-Concept Experiments and Analysis 60
2.6.1 Simulation Setting 60
2.6.2 Experimental Results 62
2.7 Chapter Summary  65
Chapter 3 Quantifying the Connectedness between the Algorithmic based Stablecoin and Cryptocurrency: The Impact of Death Spiral 67
3.1 Chapter Overview 67
3.2 Data and Methodology 71
3.2.1 Data 71
3.2.2 Methodology 73
3.3 Empirical Findings 75
3.3.1 Return and volatility spillover effects 75
3.3.2 Effective Transfer Entropy 84
3.4 Chapter Summary 88
Chapter 4 Return-Volume Relationship in Non-Fungible Tokens:Evidence from the Granger Causality in Quantiles 92
4.1 Chapter Overview 92
4.2 Data and Methodology 95
4.2.1 Data 95
4.2.2 Methodology: Granger causality test in quantiles 98
4.3 Empirical results 101
4.3.1 Causal effects of NFT volume on return 101
4.3.2 Causal effects of NFT return on volume 105
4.3.3 Causal effects between NFTs and their native cryptocurrencies 108
4.4 Chapter Summary 111
Chapter 5 Conclusion 113
5.1 Contributions of the Dissertation 113
5.2 Future Works 117
Bibliography 118
국문초록 141
</body>

