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API ¥+ Property T [271 | [28] | [29] | [30] | [31]
Pixel data (2D-image) Canvas O @) e O
Pixel data (3D-image) WebGL O O O
WebGL vendor/renderer WebGL @) @) O O

WebAudio API WebAudio O @) O O
plugins navigator O O O O O
timezone Date O @) O O O
screen width/height screen O O O O O
screen colorDepth screen O (@) (@) @) (@)
fonts Javascript O O O O O
cookieEnabled Javascript O O O O O
pdfViewerEnabled navigator (@)

(local/session)Storage window O O O O

openDatabase window O (@)
indexedDB window @) O O O
doNotTrack navigator O O O O
language(s) navigator O @) @) e O
platform navigator O O O O O
max TouchPoints navigator O O O O
ontouchstart Javascript O @)
Adblock Javascript O (@) (@) @)
cpuClass navigator (@) (@) O
hardwareConcurrency navigator O (@) (@) @) (@)
deviceMemory navigator O (@) @) (@)
userAgent navigator O O O
buildID navigator (@) (@)
product/productSub navigator (@) (@)
vendor/vendorSub navigator O O O
javaEnabled navigator (@)
avail(Top/Left) screen o) 0 o)
avail(Height/Width) screen @) @) e O
permissions Javascript (@)
devicePixelRatio window O
Math Javascript O O
colorGamut matchMedia O
invertedColors matchMedia O
forcedColors matchMedia O
monochrome matchMedia O
contrast matchMedia O
reducedMotion matchMedia O
hdr matchMedia O
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(pixel data)

WebGL

, o o o
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WebAudio O O
WebRTC @) @)
Error (@)
navigator O O O O

screen O O O O
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accessKeyLabel HTMLElement 7, F)
caretRangeFromPoint document =5 (C, F)
cloneRange Range =5 (C, F)
startContainer Range =5 (C, F)
createNSResolver document =5 (C, F)
dirName HTMLTextAreaElement F7(C, F)
createEvent document 7, F)
xmlVersion document F7(C, F)
getCTM SVGGraphicsElement 7, F)
inert Element F7(C, F)
loading HTMLImageElement 57 (C, F)
mediaKeys HTMLMediaElement =5 (C, F)
mozDecodedFrames HTMLVideoElement =5 (C, F)
mozPresentedFrames HTMLVideoElement F7(C, F)
mozFragmentEnd HTMLMediaElement 7, F)
mozHasAudio HTMLVideoElement F7(C, F)
onbeforepaste Element 7, F)
onwebkitfullscreenchange Element =5 (C, F)
onwebkitfullscreenerror Element =5 (C, F)
onbeforecut Element =5 (C, F)
onbeforecopy Element 57 (C, F)
onbegin Element W2 (F)
oncancel Element F7(C, F)
onsearch Element F7(C, F)
onrepeat Element W2 (F)
preload HTMLVideoElement =5 (C, F)
spellcheck Element =5 (C, F)
translate HTMLVideoElement =5 (C, F)
webkitFullscreenElement document 57 (C, F)
webkitVideoDecodedByteCount HTMLMediaElement 7, F)
webkitDecodedFrameCount HTMLVideoElement 7, F)
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webkitHidden document 7, F)
styleMedia window 57 (C, F)
visualViewport window WA (F)
WebKitMutationObserver window 57 (C, F)
webkitExitFullScreen HTMLVideoElement 57 (C, F)
execCommand document 7, F)
defaultstatus window 7, F)
getCharNumAtPosition SVGTextContentElement 7, F)
ping HTMLAnchorElement 7, F)
checklIntersection SVGSVGElement F7(C, F)
compareDocumentPosition Node Fw(C, F)

isPointInStroke SVGGeometryElement 57 (C, F)
onloadedmetadata Element 57 (C, F)
style HTMLUnknownElement 7, F)
onpointermove Element 7, F)
webkitRequestAnimationFrame window 7, F)
extentNode Selection 7, F)
getIntersectionList SVGSVGElement =5 (C, F)
offscreenBuffering window 57 (C, F)
item CSS 57 (C, F)
evaluate XPathExpression 57 (C, F)
contentEditable Global attr. 7, F)
transformToDocument XSLTProcesor 7, F)
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captureStream HTMLMediaElement T7(C, F)
createConicGradient CanvasRenderingContext2D T7(C, F)
direction CanvasRenderingContext2D =5 (C, F)
fontKerning CanvasRenderingContext2D : zig
fontVariantCaps CanvasRenderingContext2D ﬁjjﬁcf‘)
fontStretch CanvasRenderingContext2D %j:i(ZCf)
getTransform CanvasRenderingContext2D =5 (C, F)
imageSmoothingQuality CanvasRenderingContext2D =¥ (C, F)
letterSpacing CanvasRenderingContext2D ﬁjjﬁcf‘)
textRendering CanvasRenderingContext2D %j;%cf)
wordSpacing CanvasRenderingContext2D OH‘:%(; C;:)
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sin Math 5 (C, F)
tan Math <=7, F)
hypot Math T7(C, F)
log10 Math T7(C, F)
atan2 Math <=7, F)
lastMatch RegExp <=7, F)
test RegExp =5 (C, F)
exec RegExp =5 (C, F)
sort.call Array .prototype =5 (C, F)
Number Number 5 (C, F)
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Abstract

Finding Browser Fingerprinting

Vector Using Differential Testing

Jinhan Kwak
Department of Electrical and Computer Engineering
The Graduate School

Seoul National University

Browser fingerprinting refers to the act of collecting and managing
a series of information to identify web clients by utilizing functionaliti
es provided by browsers. A browser supports many kinds of APIs th
rough javascript engine for executing javascript code and rendering e
ngine for displaying web contents to clients. Because the browser fin
gerprinting can be performed by executing these APIs, we have to an
alyze APIs’ functionalities provided by browser in terms of a user pri
vacy. In this paper, we proposed a tool that can identify Javascript A
PIs that can be used as browser fingerprinting vectors. It can test Ja
vascript APIs by generating syntactically correct HTML inputs. Also,
it can identify browser fingerprinting automatically by performing diff
erential testing. As a result, we found 75 browser fingerprinting vecto

rs that can infer browser type or version-related information.

27



Keywords: Browser Fingerprinting, Differential Testing
Student Number: 2020-25377

28

et e



	제1장. 서론
	제2장. 배경
	2.1 브라우저 핑거프린팅
	2.2 차등 테스트
	제3장. 설계
	3.1 식별 도구 설계
	3.1.1 입력 파일 생성
	3.1.2 차등 테스트 수행
	3.1.3 브라우저 핑거프린팅 식별
	3.2 구현
	제4장. 평가
	4.1 평가 방법
	4.2 결과
	4.2.1 이전 연구 평가
	4.2.2 식별 도구 평가
	4.2.3 유저 식별 성능 평가
	제5장. 결론
	참고문헌
	Abstract


<startpage>10
제1장. 서론 1
제2장. 배경 4
2.1 브라우저 핑거프린팅 4
2.2 차등 테스트 5
제3장. 설계 7
3.1 식별 도구 설계 7
3.1.1 입력 파일 생성 7
3.1.2 차등 테스트 수행 8
3.1.3 브라우저 핑거프린팅 식별 9
3.2 구현 9
제4장. 평가 11
4.1 평가 방법 11
4.2 결과 11
4.2.1 이전 연구 평가 11
4.2.2 식별 도구 평가 13
4.2.3 유저 식별 성능 평가 18
제5장. 결론 21
참고문헌 22
Abstract 27
</body>

