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1: db = pymysql.connect(...)

2: cur = db.cursor ()

3: sql = "select name from kakao"
4: wvals = (name,)

5: cur.execute(sql,vals)

6: row = cur.fetchone()

7: print(row[6])
8: db.close()
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1: try:

2: db = pymysqgl.connect(...)

3: cur = db.cursor ()

4: sql = "select name from kakao"
5: vals = (name,)

6: cur.execute(sql,vals)

7: row = cur.fetchone()

8: print (row[6])

9: except pymysqgl.err.OperationalError:
10: print ("Connection._failed: Kakao [name]")

11: db.close
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Lprog = L1 U Ly U LyyyOltt. whebA ohaih 22 AlofA 59 B4 Ale
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1: zero = 0

2: 1i = [1,2,3,4,5]

3: try:

4: tmp = 1i[7] / zero

5: except ZeroDivisionError as e:
6: n = e.args

7: raise NameError
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[Constants|

[1d]

| Attribute |

| Subscript |

| New List |

[ New Tuple |

| New Dictionary |

| Binary Operation |

| Unary Operation |

[ Call |

[ LibCall |

| ExceptionClass |

e € {n,r,s,True,False,None}
> e:f)

> Name (id) o:{ Xe 2 Fname}

l>€1:Cl
> Attribute(el,id)e:{Xe 2 Xel U Eatt'y‘ibute} U Cl

l>€1:Cl > 62:02
> Subscript(er,e2)e:{Xe 2 Xey U Xey} U Einges U Egey} UC1 U Ca

>e;:C1 Deg:Cy Desg:Cs
>List(eq,e2,e3)¢:{Xe 2 Xe; UXey U X53} UCiUuCsyuCs

>61:C1 I>62:Cz > 63103
> Tuple(eq,e2,e3) i {Xe 2 Xey UXe, UXey JUCTUC2UCS

>ep:C1 bex:Co Deg:Cs Deyg:Cy
>Dictionary((e1,e2),(e3,e4))e:{Xe 2O Xey UXey, UXey, UXe, JU{C; |1<i< 4}

>ei:C1 pex:Co binOpe{/,//,%}
> BinOp(binOp,e1,eg)e: {Xe 2 Xel ) Xeg U EzeroDz’U} UCi1UCe

>e1:C1 bea:Co binOp & {/,//,%}
> BinOp (binOp,e1,e2) ¢ {Xe D Xe; U Xe, }UCT UCo

l>61:C1
> UnaryOp(UnaryOp,e1) ¢:{Xe 2 Xe, JUCH

@(f) ={o0i.f | 0i € Object, f € method(o;)}
o0;.f=(zs,,%i,5:)
>S5;:C; >e2:Ce,
pCall(er.fre2)ei{Xe D Xep p U Xey U(Uxg )}U(Ug, ) UCe, UC, g

>LibCall(e;.f,e2)c: 0

c € {NameError,KeyError, IndexErrorAttributeError,ZeroDivisionError}
> Except(c)e:{Xe D Ec}

713 3.5: expression A|2FA] AA] 2]
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[ Flow Control |

[ Excecute |

[ Sequence |

[ Assign |

[1f]

[ For In |

[ Let |

[ Let-U |

[ Def Function |

[ Return |

[ Try-U |

[ Try-E |

[ Try |

[ Raise-U |

[ Raise |

S € {Pass,Continue,Break}
> S:0

l>61201
>Expr(e1)s:{Xs 2 Xe, }UC

>S51:C1 > S2:Cs
l>Seq(S1,5'2)5:{Xs 2 Xs, UXSz} UCi UCsy

>e1:C1 >eg:Coy
>Assign(er,e2) s:{Xs O Xey UXep, }UCT UCS

l>e1:Cl l>51102 DSQ:Cg
> If(61,51752)31{Xs D Xey UXg, UXSQ} UCiUCuUCy

>e1:C1 >S1:Co
> ForIn(id,e1,51)s:{Xs 2 Xe; UXg, }UCLUC:

l>€1:Cl DS1:CQ
DLet(id,61,S1)S:{X5 ) Xel stl} UCi UCy

l>51:01
> Let(id,Undef,Sl)S:{Xs ) Xsl} JCh

I>S;[:C1
> FuncDef(f,z,51)s:{Xs 2 Xg, } UC1

l>61201
>Return(e;) s:{Xs 2 X, } UC

I>S1:Cl DSQ:CQ l>53103 I>S4:C4
> Try (S1,Undef, SQ,SS,S4)SZ{XS D) ng UXS3 UX54} U {C»L ‘ 1<:< 4}

|>Sl:Cl DSQ:CQ l>53:C3 I>S4:C4

> Try (S1,Except (Exception),S2,53,54) s:{Xs 2 Xg, UXg, UXg, JU{C; |1 < i< 4}

l>51201 DSQ:CQ I>S3:C3 I>S4:C4
> Try(S1,Be,52,53,50) s:{Xs 2 Xg; — Ee U{Xg, [2<i<4}JU{C;[1<i<4}

>Raise(F¢,Undef) ;:{Xs O E.}

[>e1:Cl
>Raise(Ec,e1)s:{Xs 2 EcUXe, }UCH

71 3.6: statement A|2F2] A 2]
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[0:4] can raise {NameError,

[0:8] can raise {NameError,

}
}

[104:119] can raise {NameError, }

[26:119] can raise {NameError,

exError, }
[35:38] can raise
[35:53] can raise
sionError, 1}
[41:43] can raise
[41:46] can raise
[41:53] can raise
sionError, 1}
[49:53] can raise
[89:90] can raise
[89:99] can raise
[93:94] can raise

[93:99] can raise

{NameError

{NameError

{NameError
{NameError

{NameError

{NameError
{NameError
{NameError
{NameError

{NameError

[9:11] can raise {NameError,

[9:25] can raise {NameError,

unhandeled bugs:

16

AttributeError, KeyError, Ind

}

KeyError, IndexError,

}
KeyError, IndexError,

KeyError, IndexError,

}
}

AttributeError, }

}

AttributeError, }

9 3.7: A2 EA] &2 el 24 23
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A7t B AEQl Af-ol= KeyErrors, 9414 2%l Z$-of= IndexErrorg A A
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2 {AttributeError, KeyError, NameError}o|t}. Z}2to] 2213 db.get_name,
db, .get_nameolA TAY 7hESttal A E= o952 2447 {AttributeError,
NameError}, {NameError}, {AttributeError}o]t}.
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[104:119] can raise {NameError, }
[49:53] can raise {NameError, }
[41:46] can raise {IndexError, }

[41:53] can raise {NameError, IndexError, }
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zero = 0

try:
tmp = 1i[5] / zero

except ZeroDivisionError as e:
n = e.args

raise NameError
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Abstract

Analyzing Uncaught Exceptions in
Python program: Focusing on Digital
Forensic software

Seowoo Lee

School of Computer Science Engineering
Collage of Engineering

The Graduate School

Seoul National University

This thesis designs a novel scheme for detecting uncaught exceptions from the
digital forensic software is under development in the supreme prosecutors’ of-
fice and measures its performance, aiming at enhancing the forensic software’s
reliability. The target forensic software is being coded in Python, while excep-
tions can be raised from the built-in python library as well as from the faults
embedded in the forensic program itself.

Our analyzer design is built on the set constraint-based analysis scheme to
detect the uncaught exception statically. This static analysis method begins
with the identification of the sets of exceptions that can be raised at each
observation point of the program, defines the set constraints between those sets,
which finally solves the equations derived from the set constraint. To lower the
false alarm rate, we also integrate the Pyright type checker, eliminating the

false alarms such as KeyError and IndexError, which cannot be raised in the

¥ [ 18
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list and dictionary type simultaneously. Additionally, our analyzer reorganizes
the given code based on the inclusion relationships between each program point
into a tree form and traverses it in preorder to remove repeated false alarms.
Our static analyzer has found more than ten spots in the nine benchmarks,
while each case belongs to one of three patterns of KeyError, IndexError, and
ZeroDivisionError. In addition, our scheme cuts down false alarms by up to 84%
on average and 89% at maximum in the nine benchmarks. However, there is still

room for improvement by removing the repeated exceptions in the program.

Keywords: uncaught exception, static analysis, Digital Forensic software, Python

program

Student Number: 2021-26902

34 -":er -I_I' 1_-“



A 3Z:mold RS 2ok By ¥ R 7

Al gofd +49

Program

stmt

expr

left-val

exceptionclass
id

object
Numeric-op

Bool-op

stmt

Pass

Expr (expr)
Seq(stmt , stmt)

Assign(left-val , expr)

IfCexpr , stmt , stmt)

ForIn(left-val , expr , stmt)

Return(ezpr) | Continue | Break

Let(left-val, (expr | Undef) , stmt)

FuncDef (id , expr™ , stmt)

Try(stmt, (exceptionclass | Undef | stmt)* | stmt , stmt)
Raise (exceptionclass , (expr | Undef))

n€Z|re Float | s € String | True | False | None

object

BinOp (Binary-op , expr , expr)

UnaryOp (Unary-op , expr)

left-val

Call(ezpr.id , expr™)

LibCall(id , expr™)

exceptionclass

Name (¢d)

Attribute(expr , id)

Subscript(ezpr , expr)

Except (Fxception-id)

string

id | ListCezpr*) | Dictionary((expr , expr)™) | Tuple(expr™)
+=171771%

and | or | is | is not | in | not in

o

-1}
3 ol



Compare-op
Binary-op
Bit-op
Unary-op

Ezxception-id

=|l=|<|>]<=|>=

Numeric-op | Bool-op | Compare-op | Bit-op

[ |&]*]<<]>>

not | -

id | Exception | IndexError | ZeroDivisionError

KeyError | AttributeError | NameError

A2 TH9l
A Env = Id™% Addr
H € Heap Addr % Value
v € Value ValueExpr + Addr + Object + Func + Exception
+ Cont + { None, NotImpl, Undef }
S € ValueExpr String + Boolean + Float + Int
e €  FException Id + {Exception, NameError, AttributeError,
ZeroDivisionError, KeyError, IndexError}
0 € Object (Id + Int 4 String) T8V alue
f € Func Id x Id* x Stmt x Env
K € Cont {run, cnt, brk}
l € Addr Int(address space)
i,x € Id String(identifier)
stmt € Stmt Pass + ...
"length", ""(empty string), ... € String
len ., add , getitem _,... € I1d

QOF3H (Env) = AE2H1d) 2t QoF v 2] 4 (Addr)2] v (mapping)©]t}.
FRh, QoF v|R ] (Heap) += 8OF W] T4 (Addr)et 8F gk (Value)©] vjj 33

11 =1
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(mapping)o]t}. Q2F FF-2 String, Float, Int, Boolean 5-2] gt (ValueExpr) E=
QoF u|Ra] F4, AA| (Object), S (Func), @] 2 (Exception), T2 1
#H X8 ZF (Cont), NULL %k None, - QF& ZF NotImpl, A 2| ¢t¥ 7t Undef
ojtt. A= Id E= Int, String© = FE Qof gho =z o] njyolt}. otp= ob
ol F& UetlE A8}, o JIAE U= AEA, o4 B4 ((Cont)), 8F
Ao AL T2 750 Ze) 7F2 T 2 73 %19 (pass, run), continue(cnt),
g 3 28 Fth(break, brk) 5 sjifoltt.

A.39) o) 2zel4 Eulel Objectic ZAAS) Fole] ofs) P2} Eule)
String = 9A42] = __getitem__ 9] T HQlojt} (e.g., obj["key"]).
Id = A9 &4 2 __getattr__ $F49] THQlo|t} (e.g., obj.key). Int =
B AEL __getitem _ 99| TH|Qloltt (e.g., obj[0]).

=L, HAE, AU T B go] M o] AR 52 Object 0 & LERH 4= QL
o}, HA45HE S1a14, Object 9 Funce] A7 @A B0 JEE 450

#7429 HBE 7H % ik

class A: # A.__mro__ = (A, object)
pass

class B(A): # B.__mro__ = (B, A)
pass

b = BQO # b.__mro__ = (B, A)

2o 4

T

9 1 S et AR __mro__ =

ZF Object®] gfopet = 7o) RER] £40] lnt. length&Ad2 2| 2EQF &

o SO Uae) Hot T A Zolg eItk mro_ & o]
o] A Method Resolution Order(MRO)E Qu|gttt. B Lo A Z+ A 9]

mro__ &Auitt Zol} 29 RES ettt REo| AWA Aak AF
Sefzolch AL 22 o W AA] 2Hlo] A WA Qat Hit £
At WA 920 B2 92 ofck. UA| wolye] EHate th2d ok
H =
H =

MME tT S5 AdstA =t AAe] __mro__ $4E0]

Mo 1o

gt

37 15 !



o|u] 222 ZekabA Lk 7] 1A w5 @4 call, attr, itemE ot}

o callH, f,v): &

f = (xf7x17570-f)

S HotollA 17t v 2 9k fE Attt .

ly,l1 ¢ Dom(H)

O'f[xf — lf,.’El — ll],H[lf — f,ll '—)Ul} = S:>’U’,H/

call(H, f,v) =v', H’

o attr(H,o0,i):

Sh

o] A4o] o, H4:

St getattr 7} io]] Q1O

1y A

(base class)E Zr=rtt.

o item(H,0,1): Yt ZOoL}ti o T4

o(i)=wv

(ATTR-DIRECT)
attr(H,0,1) = v, H

i, _getattr ¢ Dom(o)

o(__mro__)(0)#o
attr(H,o(__mro__)(0),i) = v, H’

attr(H,0,1) = v, H’
(ATTR-INSTANCE)

Expression®] oJu|Z%

B2 Hothol A A7 09] 44 i

__getattr __ o 17} iE Fo] 3 &/ W
=
=

___getitem S AF8SiTh

i ¢ Dom(o)
o(__getattr )= f
call(H, f,i) = v, H’

attr(H,0,1) = v, H'
(ATTR-METHOD)

i, __getattr ¢ Dom(o)

)0) =0
attr(H,o(__mro__)(1),i) = v, H’

o(__mro_

attr(H,0,i) = v, H’
(ATTR-CLASS)

‘J,HI—E:>U,”H’
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E € Z + Float + String 4+ Bool+ { None }

(CONSTRAINTS)
ooHEE =c¢H

o HFE=IH
H'(1) = v,v ¢ {Object, Undef}

(ADDRESS)
o, HFE = v,H

i € Dom(o)

o, Ht+ Name (i) = o(i), H

O’,’H}—El :>’l)1,Hl
0‘77'[/ [ E2 = UQ,H”
0={0~ v1,1 — vg,"$length" — 2}

1 ¢ Dom(H")

(LisT)
O',H = LiSt(El,EQ) = l,HN[l — 0}

O',HFEl :>’l)1,7'[,
077'[/ F Eg = /UQ,HH
0={0 v1,1 — vq,"$length" — 2}

1 ¢ Dom(H")

(TUPLE)
o, HF Tuple(Ey, E) = I, H"[l — o]

o HFE = v, H
o, H'+ FEy = vy, H"
o,HF Es= v, H"
o, H' = Ey = vg, H""
0={0+—v1,1 > v9,2 > v3,3 — vy, "$length" — 2}

1 ¢ Dom(H"")

(DICTIONARY)
o, H b Dictionary((E1, E2), (Es, E4)) = [, H""[l — o]
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O',Hl—El :>1}1,H/
U,H/ [ E2 = ”UQ,H”

v1,V9 € Int + Float + Bool

(BINARY OPERATION)
O',H - BinOp (+, El, Ey) = v + 'UQ,H//

o HFE =1, H
o,H' = Ey = v, H"
H' (1) = o, attr(H",0, _add_ )= f,H"
callH", f,v1) = v, H" v # NotImpl

(BINARY OPERATION-LM)
o, H F BinOp(+, By, Ey) = v, H""

o HEEy =11, H
o, H' + Ey =1y, H"
H'(l1) =01, H"(l2) =02, _add__ ¢ Dom(o1)
attr(H”, 00, _radd_ )= f,H"
calH"', f,11) = v, H""

(BINARY OPERATION-RM)
o, H F BinOp(+, Ey, Ey) = v, H""

o HFE =11, H
o H'+FEy =1y, H"
H'(l1) = 01, H" (l2) = 02, attr(H",01, _add_ )= f1,H"
call(H", f1,13) = NotImpl, H""
H" (l3) = b, attr(H"",0b, __radd__) = fo, H""
call(H"", fa, 1) = v, H""

o,H F BinOp(+, Eq, Ex) = v, H""
(BINARY OPERATION-RMN)
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O’,'H}_El :>’l)1,Hl

v1 € Int + Float + Bool
(UNARY OPERATION)

o,H F UnryOp(-,E1) = —vi, H’

CT,H FE = l, H
H' () = o, attr(H',0,  _neg )= f,H"
callH", f,1) = v, H" v # NotImpl

(UNARY OPERATION-O)
o,H F UnryOp(-, E)) = —v, H"

O',H}_E1:>f,7'[/ U,Hll_E2:>U,H”

call(H", f,v) = v, H"
(CaLr)

o, HF Call(El, Ey) = U,HH/

O’,H"E1:>O7H/ O',Hll_E2:>U,H//
attr(H" 0, call )= f,H"

cal(H", f,v) = v, H""
(CALL-M)

O',H [ Call(El, Ey) = U,HHH

o HEEL = o,H o, H' +Ey = v, H"
attr(H",0, _call_ )= f,H"
cal(H", f,v) = v, H""

(L1BCALL)
o, H F LibCall(Fy, Es) = v, H""

oHEE=1H
H' (1) =o0,0(i) =v

(ATTRIBUTE)
o,H F Attribute(E, i) = v, H’

o HEE=1,H

H' (1) = o, attr(H', 0,i) = v, H"
(ATTRIBUTE-M)

o,H - Attribute(E, i) = v, H"
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o HEE =1, H
O',HI FEy = ZL’,HH
H'(l) =0, __getitem__ & Dom(o)

x € Int+ String, o(x) = v

(SUBSCRIPT)
o,H - Subscript(E;, Ey) = v, H"

o HEEy =, H
o, H' + Ey = v, H"
H'(l) = o, attr(H",0, _ getitem )= f,H"
call(H", f,v) =o', H"

(SUBSCRIPT-M)
o,H - Subscript(E;, Ey) = v, H""

o H-e=uv,H
v € {Exception,NameError,AttributeError,

ZeroDivisionError, IndexError,KeyError}

(EXCEPTIONCLASS)
o, H - Exception(e) = v

Statement 9] oJu]Lx

o HES =0 |

S € {Pass,Continue,Break}

(FLow CONTROL)
o HES =k, H

oo H-E=v,H

(EXCECUTE)
o,H t Expr(F) = run, H’

o HEE=uvH

(RETURN)
o, H - Return(E) = v, H’

o,H+S1 = run, H'
J,H/ F Sy = ’U,H//

(SEQUENCE-R)
o, H H SECI(Sl, SQ) = U,HN
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o, HF Sy = brk, H

0',7'[ H Seq(Sl, Sg) = brk, H'

o HFS = v, H
v # brk v # cnt
o, H' + Sy = brk, H"

o, H F Seq(S1, S2) = brk, H”

o, HF S = cnt, H'

o,H F Seq(S1, S2) = run, H’

oHFS = v,H
v # brk v # cnt
o, H' + Sy = ent, H"

o, H + Seq(S1,52) = cnt, H"

o, HE S = v, H

v # run v # brk v # cnt

o,H' =Sy = v, H"

o, H F Seq(S1,S52) = v/, H"

f = (mfa T, 5170)

1 ¢ Dom(H)
oley =1, H[l— f]F So = v, H

o, H \- FunDef(z s, x;, 51, 52) = v, H'

o HFE=v,H

1 ¢ Dom(H')
oli = 1,H[l—=v]FS=v H

o, Ht Let(i, E,S) = v, H"

I ¢ Dom(H)

oli 1], H[l — Undef] + S = v, H’

o, "+ Let(i,Undef, S) = v, H’
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(SEQUENCE-FB)

(SEQUENCE-SB)

(SEQUENCE-FC)

(SEQUENCE-SC)

(SEQUENCE)

(DEF FUNCTION)

(LET)



o, HFE = v,H
v € Int+ Float+ Boolean + String + Object + Func
v ¢ { False,None,0,0.0,"" }
o H' F S = v, H"

(Ir-TC)
o, 1+ T£(E, Sy, Sp) = vy, H”

o, HFE = v, H
v e { False,None,0,0.0,"" }
U,'HI - Sf = ’Ufﬂ‘l”

(Ir-FC)
o, HE If(E,St,Sf) = Uf,H”

o) =1
o HFE = v,H

(AssIGN-N)
o, H F Assign(Name (i), E) = run, H'[l — ]

o HEE =1, H
O’,H’FEQ :>U,HH

H' () = 0,0 = oli — 1]

(AsSIGN-A)

o, H  Assign(Attribute(F1,i), E2) = run, H"[l — o]

o, HEE=1,H
o, Hi+ Ey = v;, Ho
o, Ho - E3 = v, H3
Hs(l) = o, attr(Hs,0, _ setitem ) = Hay, f
call(Hy, f, (vi,v)) =0, Hs

(ASSIGN-S)
o, H - Assign(Subscript(E1, Es), E) = run, Hs
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o HEE=1H
H()=o0 callH', _ _len_,0) =n,Ho
"' ¢ Dom(Hyo) item(Ho, 0,0) = vo, Hj

oli—= U, Hy[l! = vo] F S = k1, Ha

item(Hp—1,0,m — 1) = vp_1,Hl_4

oli = U, 1, [+ vaa] F S = ki, Hn

n—1

Vi, k; € {run, cnt}
(07} SSTeA BH71A) hekan 743)

o,H+ ForIn(i, E,S) = run, H,

o HEE=1,H
H' () =0 callH', _ _len_,0)=n,Ho
" ¢ Dom(Hy) item(Ho, 0,0) = vo, Hj,

oli s U], HA — vo] F S = k1, Ha

item(Hg—1,0,k — 1) = vp_1, H},_,
oli = U, H_ [ = vp—1] S = brk, H;
Vi, k; € {run,cnt}

(o7} Setell A uh1A] etk 71, k < n)

o,HF ForIn(i, E,S) = run, H;

o,H+-E=¢eH
e e {Exception, NameError,AttributeError,

ZeroDivisionError, IndexError,KeyError}

o, H - Raise(F,Undef) = brk, H’
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(ForlIN)

(ForIN-B)
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o, H-EL =e,H
e € {Exception,NameError,AttributeError,
ZeroDivisionError,IndexError,KeyError}

o H' FEy = v, H"

o,H - Raise(FE;, Ey) = brk, H"”

o HEE=¢eH e € {Undef,Exception}
o, H'+ Sy = brk, H"
o, H"F Sy = v, H"
o, H" =Sy =" H"

UvH F TrY(Sh Ev 523 537 54) = /UN?HHN

o HEE=¢eH e € {Undef,Exception}
o H' F S =v,H
o, H'" =Sy = v, H"
o, H" = Sy =" H"

o,H+ Try(S:1, E, Ss,S3,54) = v, H""

o HFE=¢eH e ¢ {Undef,Exception}
o, H'+ Sy = brk, H"
o, H'" =Sy = v, H"
o H/// '_ 514 = ,U// H///I

O’,H F Try(Sl, E, SQ, Sg, 54) = U//,H”H

o HEE=¢eH e ¢ {Undef,Exception}
o, H' =81 = v, H'
o, H'" = S =, H"
o H/// '_ 54 = ,U// H////

O’,H [ Try(Sl, E‘7 SQ, 53, 54) = ’U”, H'
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(Try-UX)

(TrRY-UNX)

(TrY-X)

(Try-NX)
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