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Abstract

A Study on Search and Seizure Measures of
Digital Evidence for the Cloud

An Sanghyeon

Department of Mathematical Information Science
The Graduate School

of Convergence Science and Technology

Seoul National University

Cloud computing is a general and collective concept expressing
various computing concepts involving a large number of
computers connected by a real-time communication network.
Cloud computing services began to spread around 2010, but now
various service providers such as Amazon, Google, and Microsoft
are providing cloud services, and the range of services is
gradually expanding.

Today, the cloud computing service environment has become
popular and is widely used in various fields ranging from
individual users to companies. With the spread of such cloud
computing services, data of companies or individual users is
moving from local storage in smartphones and PCs to cloud
storage, and the amount is enormous. Therefore, the scope of the
investigation agency’s case-related evidence collection must also
be expanded to include data in the cloud storage.

Individual users use cloud computing services while using
smartphones and PCs to synchronize information generated
through smartphones and PCs from time to time, so detailed
and large amounts of information about specific individuals exist
in cloud storage. In this way, in the process of using a
smartphone, PC, etc, metadata exists in the corresponding
device.

Meanwhile, in cloud computing services, electronic
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information is often stored in an external storage medium
connected to a computer through a network, such as a remote
server. In this case, it can be a problem how to specify the
seizure/search location, which is the problem of remote
seizure/search and offshore seizure/search. Positive and negative
opinions are divided as to whether this is permitted under the
current Criminal Procedure Act, and the Supreme Court has
ruled that both are permitted. However, more fundamentally, it
will be necessary to review ways to revise the law or join the
Cybercrime Convention.

Digital forensics for the cloud is a forensic procedure in
which an investigative agency finds digital evidence in the cloud
for use as forensic evidence. Digital forensics for the cloud is
conducted to find digital artifacts for devices connected to cloud
services. Technical difficulties arise at each stage, such as
network, physical hardware, host operating system, hypervisor,
guest operating system, and guest application. exist.

Regarding the digital forensic method for the cloud, this
paper reviewed a method for collecting metadata-based files and
a method for tracking usage and deletion traces of the cloud. to
collect evidence, or obtain an authentication token through a
third-party app to access your cloud account and obtain filelists,
metadata, and content in cloud.

keywords : Cloud Computing, Remote Seizure,
Extra-Territorial Seizure, Cloud Forensics,
Metadata

Student Number : 2021-27970
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