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Abstract

With the emergence of infrastructure-free communication networks such as Inter-
net of Things (IoT), the scale of a communication network grows increasingly due to
its high connectivity. However, as the number of users within the network is larger, the
probability that a security threat occurs is also higher. Thus, the confidential commu-
nication is an important issue to realize the massive networks such as smart factory,
smart city, and smart grid. In response to this, on the dissertation, I study three subjects
about securing confidentiality of those massive networks.

For the first subject, I study the physical-layer security (PLS) in the massive net-
work. Particularly, the network includes the nodes assumed as a small device equipped
with a single antenna and accordingly, it is very vulnerable to wiretapping due to the
nature of omni-directivity from the single antenna. To obtain security, I propose the
adaptive relay selection with cooperative jamming method for the network. In addi-
tion, I present jointly the optimal relay selection and the optimal power scheme for the
proposed method.

In the second subject, I study the proactive eavesdropping method, can cope with a
new kind of the security threat that occurs in the infrastructure-free network. I consider
a general infrastructure-free communication network where the monitor node operates
independently from other nodes. Moreover, the adaptive full-duplex jamming-helping
method, in which the monitor node can select its own operation mode adaptively while
eavesdropping the suspicious communication link, is proposed. The optimal power
scheme of the monitor node for the proposed method is also studied together.

In succession to the second subject, for the three subject, I consider the negative
effect of the imperfect self-interference cancellation problem in the full-duplex ap-
proach. To avoid this negative effect, I propose the proactive eavesdropping method

using a half-duplex dual monitor node and the optimal power scheme for the proposed



method. Finally, through numerical analysis, it is verified that the proposed method
with the optimal power scheme for the proposed can deal with effectively the imper-

fect self-interference cancellation problem.

keywords: Infrastructure-free networks, massive networks, optimal power scheme,
physical-layer security, proactive Eavesdropping
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Chapter 1

Introduction

With the development of ubiquitous systems such as Internet of Things (IoT), re-
cent wireless communication systems are expected to build more accessible and user-
friendly communication networks. Accordingly, it is no longer unusual that one device
is connected to other numerous devices such as mobile, electronics, robots, vehicle and
even unmanned aerial vehicle (UAV). In other words, massive users have been became
a major characteristics of wireless communication systems. The massive network is
regarded as a key role to realize many future-oriented applications such as health man-
agement, traffic monitoring, smart cities, smart farms, smart grids and so on. However,
as the scale of a network become larger, there can be also larger exposures of the
privacy or the confidential information within the network. Hence, a security is con-
sidered as a critical issue in the massive network.

In order to obtain the security, conventional communication systems have utilized
the cryptography secure method [1] in which the transmitter and the receiver share a
common secret key. However, it requires computations proportional to the number of
users within the network. Moreover, the secret key should have higher computational
complexity than the computation power of wiretappers to obtain security performance.
For these reasons, the cryptography secure method is not suitable for the massive net-

work, particularly, the network including many small devices which is not capable of



managing high computational complexity. As an alternative, the physical layer secu-
rity (PLS), which does not require the secret key to users and its security performance
does not depends on computation ability of wiretappers, has attracted attentions in-
creasingly as a promising secure method. In response to this, on this dissertation, I
deal with the PLS in the massive network as the first subject.

Especially, for the first subject, I consider a multi-node DF relay network where
each node is assumed as a small device equipped with a single antenna. Since the de-
vice with the single antenna has no choice but to emit the signal toward omni-direction,
the considered network is very vulnerable to wiretapping. To enhance the security per-
formance, I propose an adaptive relay selection with cooperative jamming method for
the network. Moreover, multi-carrier communication system such as orthogonal fre-
quency division multiplexing (OFDM) is considered as a signal transmission method.
I also present the optimization process to find an optimal power allocation scheme for
the proposed method. In that process, it is shown that finding the optimal power allo-
cation scheme is not straightforward. Then, as an alternative, I provide a sub-optimal
power allocation scheme of which performance becomes almost identical to that of
the optimal power allocation scheme as the number of sub-carriers goes to infinity.
Nevertheless, it is verified that finding the sub-optimal power allocation scheme still
requires the huge computations which a general system cannot afford. Hence, I also
present another sub-optimal power allocation scheme to reduce the required compu-
tations. Finally, through numerical analysis, the security performance of the proposed
method using the sub-optimal power allocation scheme with the reduced computation
is validated.

Infrastructure-free communication networks also have been attractive as a promis-
ing technology since it can make coverage of a communication network larger at low
cost. However, the infrastructure-free communication networks are highly vulnera-
ble to security threats by malicious users who want to use those networks for harm-

ful purposes [2]. For instance, the malicious user can actively exploit communication



links of the networks to commit crimes or terror. Unfortunately, conventional secure
methods such as the cryptography or the PLS are not suitable for this kind of secu-
rity attacks since they are mainly focused on blocking eavesdropping of illegitimate
users. Accordingly, in order to prevent those security attacks, a need for new secu-
rity approaches to constantly monitor and intervene in the communication networks
increasingly grows. In response to this, the method, which is called proactive eaves-
dropping, has been researched in recent years. In the proactive eavesdropping method,
the legitimate ’eavesdropper’ is introduced to monitor the suspicious communication
link. On this dissertation, I also address the proactive eavesdropping method for the
infrastructure-free communication networks as the second subject.

For the second subject, I consider a general infrastructure-free communication net-
work where the monitor node of the legitimate eavesdropper operates independently
with other nodes. Moreover, to enhance the proactive eavesdropping performance, |
propose the adaptive full-duplex jamming-helping method in which the legitimate
eavesdropper node can select its own operation mode adaptively while eavesdrop-
ping the suspicious communication link. With the proposed method, the optimal power
scheme for maximizing an eavesdropping rate is presented together. I also verify that
the performance of the proposed method with the optimal power scheme is superior
than that of conventional methods. Furthermore, in succession to the second subject,
I consider a negative effect of the imperfect self-interference cancellation problem in
full-duplex approach. To avoid this negative effect, I propose the proactive eavesdrop-
ping method using a half-duplex dual monitor node. Similarly to other subjects, the
optimization process of the jamming power for the proposed method is provided. Fi-
nally, via the numerical analysis, it is verified that the proposed method outperforms
the conventional method which uses the full-duplex monitor with the imperfect self-
interference problem.

The remainder of this dissertation is organized as follows. Chapter 2 address the

first subject, which is about the PLS in multi-carrier and multi-node DF relay networks.



In Chapter 3 and Chapter 4, the second subject and the third subject about the proactive
eavesdropping method are discussed, respectively. Finally, I conclude the dissertation

in Chapter 5.



Chapter 2

Efficient Power Allocation for Physical-Layer Security
with Adaptive Transmission in Multi-Carrier

and Multi-Node DF Relay Networks

2.1 Motivation

Physical layer security (PLS), which does not require secret key management, has
attracted attention increasingly as a promising secure technique in the next generation
communication networks[3]. The PLS is first introduced by Wyner[4, 5] and its basic
concept is exploiting the physical characteristics of communication medium, which is
so called the communication channel, to improve confidentiality of communications.
In [4, 5], Wyner showed that the perfect security between the transmit node and the
desirable receive node can be established as much as the achievable secrecy rate, which
is defined as the rate at which information is perfect-confidentially delivered into a
destination node.

In the PLS, a security performance fluctuates severely depending on channel states
of the communication network. For instance, basic concept of the conventional PLS
can obtain security only if the channel between the transmit node and the desirable

receive node is better than that between the transmit node and the undesirable receive



node. However, due to a randomness nature of the wireless communication channel,
there is no guarantee that the channel from the transmit node to the desirable node
is frequently better than to the undesirable node. To overcome this randomness of
the wireless channel, the PLS has been conducted together with techniques handling
channel states such as cooperative transmission methods[6, 7, 8, 9]. In the cooper-
ative transmission method, intermediate nodes in the network help the source node
to transmit the secret signal confidentially into the desirable receive node by relay-
ing the signal into the desirable node (cooperative relay) or jamming the undesirable
node (cooperative jamming). By doing so, the intermediate nodes give their network
more chances that the channel from the source node to the desirable node is better
than that from the source node to the undesirable node. Moreover, there is generally
more potential of performance improvements in the PLS as the number of intermediate
nodes in the network increases gradually. For these reasons, the PLS is recognized as
the promising security technique for the next generation multi-node communication
network.

With cooperative transmission methods, there have been many PLS studies in
multi-node networks [6, 7, 8, 9]. Dong et al.[6] studied PLS with three cooperative
methods such as Decode-and-Forward (DF) relay, Amplify-and-Forward (AF) relay,
and cooperative jamming (CJ). They found optimal relay weight of each cooperative
method in the multi-node network in which multiple intermediate nodes are available
for relays or jammers. Li et al.[7] also investigated PLS with cooperative DF relay
and CJ methods in the multi-node network and proposed the sub-optimal solution to
reduce difficulty of the optimization problem. In [8], Zheng et al. proposed the optimal
CJ beamforming solution in the network where relay nodes are distributed spatially.
Lee[9] considered the PLS in the wireless multi-hop multi-relay network and pro-
posed the optimal power allocation into intermediate nodes at each-hop to maximize
the achievable secrecy rate.

In recent years, a number of PLS researches with joint cooperative relay and co-



operative jamming, which means that the cooperative relay and cooperative jamming
are both conducted in one multi-node network, were studied[10, 11, 12, 13, 14, 15].
In [10], Guo et al. considered the joint cooperative beamforming and cooperative jam-
ming (JCBC) method in which a part of intermediate nodes in the multi-node network
are used as relays and remains of those are utilized as jammers simultaneously. They
derived the closed-form optimal power allocation for each relay set and determined the
ultimate optimal power allocation by comparing the secrecy rate results for all possi-
ble relay sets. Jia et al.[11] proposed the novel relay selection method with artificial
noise in the cognitive multi-node network. In their proposed method, one of interme-
diate nodes is selected for cooperative relay and the remains of intermediate nodes are
utilized as cooperative jammers. In that system, they derived the optimal relay selec-
tion to maximize secrecy outage probability. Chen et al.[12] studied a joint cooperative
relay and jammer selection method among a number of intermediate nodes in a two-
way relay networks for enhancing security performance. Wang et al.[13] explored the
hybrid cooperative beamforming and jamming method in which some intermediate
nodes help to relay the signal into the desirable node and the remaining nodes jam
the undesirable node at practical constraints. In [14], Feng et al. considered the novel
joint user and relay selection method with the jamming signal in order to minimize the
secrecy outage probability and maximize signal-to-interference-to-noise ratio (SINR)
simultaneously. Wang et al.[15] studied hybrid opportunistic relaying and jamming
method for the PLS based on practical assumption that only the channel distribution
information of the eavesdropper user is known.

In the wireless communications, a multi-carrier system such as orthogonal fre-
quency division multiplexing (OFDM) is a important technique since it can provide
high data rate and reliability to the communication network. Thus, there have been
some researches about the PLS with the multi-carrier system[16, 17, 18]. Jeong et
al.[16] studied power allocation for maximizing sum secrecy rate in the multi-carrier

DF relay network. They proposed three transmission modes which can be switched de-



pending on channel states at each sub-carrier and derived optimal power allocation for
that system. In addition, they also suggested the sub-optimal power allocation whose
performance is very close to that of the optimal power allocation but the required com-
putation is relatively low. Bai et al.[17] proposed the quality-of-service (QoS) driven
power allocation policy in the multi-carrier full-duplex (FD) relay communication net-
work. In particular, they considered the imperfect CSI for deriving the proposed policy
and showed that it is very robust to the channel uncertainty. In [18], Nawaz et al. pre-
sented the joint resource optimization framework for the optimal power loading and
the efficient sub-carrier assignment in dual-hop multi-carrier DF relay networks. In ad-
dition, through simulation results, they showed that the optimization obtained from the
framework is considerably better than other benchmark frameworks such as optimal
power loading with random sub-carrier assignment and equal power allocation with
efficient sub-carrier assignment.

However, to the best of my knowledge, there is still no study of the PLS for the
multi-carrier and multi-node communication network with the joint cooperative relay
and jamming. Moreover, in this chapter, I consider the adaptive cooperative transmis-
sion method in which all intermediate nodes change their purpose of use such as the
cooperative relay and the cooperative jamming flexibly. With the adaptive cooperative
transmission method, I jointly derive optimal power allocation of each sub-carrier and
the best transmission strategy of each sub-carrier to maximize the sum secrecy rate,
which is defined as a sum of achievable secrecy rates of all sub-carriers. The main

contributions of this chapter can be summarized as follows;

1) I derive the optimal power distribution for each transmission strategy on the
single sub-carrier and, using this, establish the optimization problem over all

sub-carriers to maximize the sum secrecy rate.

2) I show that the optimization problem over all sub-carriers is not straightforward
to be solved and, as the alternative, find the sub-optimal power allocation whose

the security performance is asymptotically optimal when the number of the sub-



3)

4)

carriers or the intermediate nodes goes to a infinity.

I propose the efficient power allocation scheme which can derived by very little
computation compared to the computation required for the sub-optimal power
allocation. Furthermore, I slightly enhance the performance of the proposed

power allocation by mitigating the approximation error in the process.

Through various numerical results, I prove that the proposed power allocation
scheme is superior in the security performance than other benchmark power al-
location schemes such as a random power allocation, a uniform power allocation

and so on.



2.2 System Model

Intermediate Region
— Information

— Artificial Noise
1

Intermediate
Source
©)

Intermediate
M-1
Intermediate
M

Eavesdropper

Figure 2.1: Description of the two-hop DF relay network topology

2.2.1 Network Topology

I consider the multi-node multi-carrier network where a source node, M intermediate
nodes, a destination node (desirable node) and a eavesdropper node (undesirable node)
exist as shown in Fig.2.1. A signal transmission is conducted using the multi-carrier
communications based on OFDM, which is the most commonly used in the commu-
nication system. In the multi-carrier system, there are a total of N sub-carriers. All
nodes are assumed to be small device. That is, they are equipped with only a single
omni-directional antenna. Moreover, in our system model, the eavesdropper node is
assumed to be a legitimate user in the network, but a low-level user who cannot ac-
cess to the confidential signal. For convenience, I assign the index number O to the

source node and the index number from 1 to M to intermediate nodes. In Fig.2.1,

10



hg;) denotes a channel coefficient of the link between the source node and jth inter-
mediate node on the nth sub-carrier and hl(g) and hfg ) represents channel coefficients
of the link between the 7th node and the destination node, and between the 7th node
and the eavesdropper node, respectively, on the nth sub-carrier. Moreover, all links in
the network are assumed to contain the additive white Gaussian noise (AWGN) with

zero-mean and variance 2.

Table 2.1: Cooperative Transmission Process

Phase | Source node Relay node Jamming node
1 Transmit Receive / Decode Rest
2 Rest Forward Jamming

2.2.2 Adaptive Cooperative Transmission

In the cooperative transmission, only one among intermediate nodes performs a role
as the relay node and help transmit the confidential message to the destination node
successfully. Simultaneously, all remaining intermediate nodes do jamming the eaves-
dropper node using an artificial noise (AN), that is, they act as jamming nodes. At
the relay node, the signal relaying is based on the DF relay method. The reason why
I choose not multiple relay nodes but the single relay node is because it is generally
best case in terms of the security performance to perform the signal relaying with the
best one among relay nodes than together with multiple relay nodes for the DF relay
method. The cooperative transmission method is conducted over two phases. This pro-
cess is clearly described in Table 2.1. In the first phase, the source node transmits the
confidential signal into intermediate nodes. At the same time, the intermediate node
selected as the relay node receives and decodes the signal. In the second phase, the
relay node forwards the re-encoded signal to the destination node and jamming nodes

perform jamming by emitting AN into the network. On the one hand, the destination

11



node and the eavesdropper node both receive and try to decode the signal. All channel
coefficients are assumed to be stationary during two phases, which it means that the
time for the two phases is enough short relative to the channel coherence time. Fur-
thermore, all channel state information are assumed to be known to the source node
and all intermediate nodes. This is enough possible assumption in the situation that the
eavesdropper node is actually another legitimate node of the network, but lower level
node than the destination node.

Moreover, in the second phase, Zero-forcing (ZF) beamforming precoder is ap-
plied to the jamming nodes. ZF beamforming precoder is designed for the artificial
noise not to interrupt the destination node. Thus, after applying ZF beamforming pre-
coder to jamming nodes, the emitted AN is null-steered toward the destination node.
That is, the AN does not have a effect on the destination node and affects as a noise at
the eavesdropper node. Additionally, I assume that there are no direct links from the
source node to the destination node and the eavesdropper node. It is because the chan-
nel state of the direct link are relatively harsher than channel states of other links. This
implies that the strength of the signal transmitted from the source node can be ignored
since it is very weak in comparison with that of the signal transmitted from the relay
node. To sum up these assumptions, the received signal at the mth intermediate node

on the nth sub-carrier in the first phase can be represented as

10 = KOS 4 g, e

Sm

where rﬁg ) is the received signal at the mth intermediate node on the nth sub-carrier,

p(Tn) is the transmit power which the source node spends for transmitting the confiden-
tial signal, s is the normalized confidential signal, and g is AWGN with zero-mean
and variance o2 In the case that the mth intermediate node is selected as the relay

node, the received signal at the destination node and the eavesdropper node on the nth

sub-carrier in the second phase can be given by

o) = hI A pYs™ + g, 2.2)

12
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where TI()T:Z and 7“1(372 are the received signals at the destination node and the eavesdrop-

per node with aid of the relay node on the nth sub-carrier, respectively, pgl) is the
relay power which the relay node spends to forward the confidential signal, p}n) is the

jamming power which jamming nodes spend for transmitting AN, a™ is the normal-

ized AN, respectively, on the nth sub-carrier, and (-)7 is the transpose operator. h,(ﬁ )

is (M-1) by 1 column vector whose elements are the channel coefficients between the
jamming nodes and the eavesdropper node when the mth intermediate node is selected

as the relay node on the nth sub-carrier and is given by

T
b = [ h e ] (2.4)

wﬁ,’f ) is (M-1) by 1 column vector whose elements are the normalized ZF beamforming
weights for jamming nodes when the mth intermediate node is selected as the relay

node on the nth sub-carrier and is given by

w) — [w§n>7,,. ,w&)_l), wg;?ﬂ),w wi™] )

(n)

where w; " is the normalized ZF beamforming weight for the ith intermediate node on

the nth sub-carrier and wgff ) satisfies

2
=1

.

Since the number of selecting the one as the relay node among the intermediate
nodes is M, there are a total of M different possible cooperative transmission strate-
gies on each sub-carrier. At each sub-carrier, the optimal cooperative transmission
scheme varies depending on the channel states and the available power. In order to
enhance the security performance of the network, I consider an adaptive cooperative
transmission scheme in which the cooperative transmission scheme is adaptively de-
termined responding with the given channel states and the given available power. In
the adaptive transmission scheme, the process of selecting optimal one among possi-
ble cooperative transmission schemes is performed individually on each sub-carrier.

I ey 1
":l"\-_i _'-;.- ok 11
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That is, the cooperative transmission schemes of the sub-carriers can be different with
one another. Consequently, depending on the given channel states and total system
power, the cooperative transmission schemes of all sub-carriers are individually and
adaptively decided to maximize the sum secrecy rate together with the optimal power

distribution and the optimal power allocation.

2.2.3 Secrecy Rate

The secrecy rate is a quantitative measure of how well information transmission is
conducted confidentially. It is defined as the difference between two channel capacities

at the destination node and the eavesdropper node[4]. The secrecy rate R is given by
R =[Cp —Cg]T, (2.6)

where Cp and Cg are the channel capacities at the destination node and the eaves-
dropper node, respectively. In addition, [z]™ is a function operator same as max(z, 0),
which it implies that there is no security if the eavesdropper node can receive higher
information quantity than the destination node.

In the case of the Gaussian channel, the channel capacity is simply represented as

a function of the signal-to-noise ratio (SNR)[4]. Therefore, (2.6) can be transformed

1+Sp\1™"
R — [logQ (11‘;;)] , @7

where Sp and Sg are SNRs at the destination node and the eavesdropper node, respec-

as

tively. If the mth intermediate node is utilized as the relay node, from (2.2) and (2.3),
(n)

the secrecy rate on the nth sub-carrier R,

(9,00 (14
R (p(n)> - [log? (1(+1+6(") <2)(J:<:> ) )] , form=1,2,---, M, (2.8)

is given by

o . [r[

()2 ()T (n)
where am, — ‘h (n) )h ' ‘

) [37(7? =, Ym S and p( ") is the power

distribution vector defined as

p™ = [p(T"),pl({l),p}")} forn=1,---,N.
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Furthermore, the sum secrecy rate, which is defined as the sum of secrecy rates of all

sub-carriers, is given by
N
R=3 max {RL}? (p<”>)} . 2.9)

2.3 Optimal Power Distribution

In this section, I derive the optimal power distribution of the individual cooperative
transmission strategy to maximize the secrecy rate when the channel states and the
available power are given on each sub-carrier. In addition, using the derived optimal
power distribution, the achievable secrecy rate of the individual cooperative transmis-
sion strategy is defined as the function of the available power given on the sub-carrier.
The achievable secrecy rate is utilized in order to formulate the optimal power allo-
cation problem over all sub-carriers in the next section. Without loss of generality,
throughout this section, I assume that the mth intermediate node is selected as the re-
lay node on the nth sub-carrier. That is, the derived optimal power distribution can be
extended to other cooperative transmission strategies and other sub-carriers.

If 1 let p(™ denote the available power on the nth sub-carrier, the power distribution

vector must satisfies the following inequality.

P g ) 4 p) < (), (2.10)

Since the power distribution vector is the non-negative vector, each component of that

vector is constrained by the positive condition represented as
i >0, g >0, p" >0, 2.11)

respectively. Moreover, for the DF relay method, the relay network must satisfy the

DF relay constraint [5], which is given by

2 2
]hg:g P > ‘hf;% . (2.12)
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The DF relay constraint is necessary condition for the relay node to forward the con-
fidential message correctly to the destination node. Accordingly, the feasible set of
the power distribution vector is determined as the three-dimensional space formed by
(2.10), (2.11) and (2.12).

On the one hand, the first-order derivative of (2.8) with respect to the relay power,

P, is drawn as

R o) (144597) - 87 ot
oy’ (14 afn”) (14 BB + e )

In (2.13), the denominator of the derivative has always positive value inside the feasible
set of the power distribution. Thus, the sign of the derivative in (2.13) depends on only

the channel states and the jamming power. If the differentiate value is negative at the

given channel states despite the fully maximum jamming power, Rg:f ) is decided a

strictly decreasing function along plgn) and accordingly, the optimal relay power is

determined to be zero. Furthermore, the secrecy rate corresponding to the zero relay
power is always determined as zero. This implies that it is impossible to obtain the
security of the confidential communication at all costs because the channel states are
terribly bad. On the other hand, if the differentiate value is positive at the given channel

states and the given jamming power, 72%1)

along plg"). In this case, the more the relay power is, the higher the secrecy rate is.

is decided a strictly increasing function

Thus, the best choice for the relay power is utilizing as much power as possible.

On the other hand, the first-order derivative of (2.8) with respect to the jamming

n . .
power, p§ ), is given as

(n) (n) a(n)_ (n)
aR(% - (n)_(n) e (221){ (n) | _(n) M\ (2.14)
ap] (1 + Ym Dy ) (1 + Bm DPr~ + Ym Py )

Similar to the former case, the denominator of the right-hand side in (2.14) is always
positive inside the feasible set of the power distribution. Thus, the sign of the right-

hand side in (2.14) depends on only the relay power. If the relay power is given as

16



zero, the differentiate value also becomes zero and accordingly, Rgﬁ Vis given as zero-

constant along p§n). In this case, the optimal jamming power is determined to be zero
since the jamming power does not affect the secrecy rate. In contrast, if the relay power
is given as a non-zero value, the differentiate value is positive and RSJ ) is decided the
(n

strictly increasing function along p; ), Therefore, in this situation, the best choice for
the jamming power is utilizing as much power as possible.

From (2.13) and (2.14), I can know that it is best that the available power of the
sub-carrier is wholly distributed for the relay and the jamming both unless the optimal

power is zero. Therefore, in the case of the non-zero relay power, the optimal power

distribution must satisfy the equation version of (2.11) which is given by
( )+p( n) p( n) —p™, (2.15)

In addition, the transmit power actually is independent term with the secrecy rate and
only acts as a limit boundary of the relay power under the DF relay constraint. That
is, the transmit power does not affect the value of R,(g ) unlike the relay power and the
jamming power Therefore, the best choice for the transmit power is distributing as low
power as possible in order to spend more power for the relay power and the jamming

power. Consequently, the optimal transmit power is simply determined by the equation

version of the DF relay constraint which given as

P = mpln), (2.16)

o _ |

where €, := ‘ NETLE

Sm

By introducing (2.16) to (2.15), the optimal jamming power also

can be drawn as the equation of the relay power which is given by
" = = (1)) . @.17)

Using (2.16) and (2.17), I can transform (2.8) to the function of only the relay
power which is given by

1+ aﬁn)p(") 1 +%(7?)p(n) _ )\gg) m\17"
R >(p§)) - ng( (1—1—7(”) )( (@n m)) <n>) ) )

(2.18)
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where ASJ ) = y,g,? ) (1 + 67(7711 )). From the first-order derivative of (2.18) with respect

to the relay power, the optimal relay power can be derived and it is given by

5 (1) () o)) = Imn<f<¢”%é?>,%$#m>, if ol > g,
PR (p »Cm ) f <p(n) (n)) 7 . am) < 5 |

(n)

where pﬁ(") is the optimal relay power on the nth sub-carrier, ¢;,” is the vector which

is defined as

m

c§:;>:: Bm,fym),)\( )}form—l -Mandn=1,---,N,

and f () is the function defined as

14z I3 86— A
Feo=5=5 (\/A<1_a(1+w)>_1>’

where ¢ := [«, 3,7, A]. Considering the case in which the optimal relay power is

determined to be zero together with (2.19), the optimal relay power is extended to

(n) . . )
K}r:l)p( ) if Oégn) > ﬁv(ﬂ) and 0 < p(n) < p1(’fb,)1’
9 F(pm, ), ital) > a5 and p > pl1),
s (o)) = ,
0, if ol < A% and 0 < p™ < p),
f (p(n)7c7(7’,’z)> ) if aT(g) < ﬁ,r(g) and p(n) > p$?::)2’
(2.20)
where pfﬁ and p,(% are defined by
(n) (">+\/{,\(”>} 40l (n)(%ﬂ)
D = (n)_(n) , form=1,---, M,
() . B gt =1, M
pm 2 (n) (n) ) R , .

From (2.20), the optimal transmit power and the optimal jamming power are deter-
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mined as

om ) (n) if 017(7?) > ,B(n)

EAR P <>
e o (n)
(n) > p™
* (1 n n p pm 9
i )(p( ),c&)) _ ! (2.21)

1fa <ﬂ and
0<pm < p(")

e (n)
(n) (n)
pzp

m,2°

if agf) > 67(77) and

0< p(n) < p(n)

(n) " if a > Bm and
P A%f (p(n)’c( )) 7 :
(n) p(n) > p7(n)17
pi ™ (p,el)) = 7 (2:22)

if oz,(;f) < BT(,?) and
0< P(”) < p(n)%

(n) n if alt) < Bm and
pm) — du (p(n)’c( )) ,

)
Yrm P > pfff,é,

where p}(”) is the optimal transmit power and pj*(”) is the optimal jamming power on
the nth sub-carrier, respectively.
By applying the optimal power distribution vector to (2.8), I define the achievable

secrecy rate of the individual cooperative transmission strategy on the nth sub-carrier
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as a function of the available power of the nth sub-carrier which is given by

if aﬁ,ﬁ‘) > ﬁ,(ﬁ) and

7?/1 <p(n)7c7(77’z)> ) (n)
0<p™ <pnh,

o (n) (n)

n if apy’ > B’ and

R? <p(n)7c’£n)) ’ (n)
*(n) p(n) 2> P

Rm (p(")): ’ form=1,---, M,

0 if a,(f{) < 6,(,7) and

’ O S p(n) < pg:LL,)Qv

o (n) (n)

if a’ < By’ and

RQ <p(n)7c7(77:)> ) “ 6

\ p™ > i,

(2.23)
where Rﬁ”) is the achievable secrecy rate function when the mth intermediate node
is used as the relay node on the nth sub-carrier, and R (-) and Rz (+) are its partial
functions which are defined as

A
Ry (2,¢) = 1og2( +m‘"”'),

A+ Byx

2
R2 (x,¢) :=logy <1 + aAW) :

In addition, the maximum achievable secrecy rate on the nth sub-carrier is given by

R*(n) (p(n)> - {m:r1n2a.).(. " R;&”) <p(n)) ) (2.24)

2.4 Optimal Power Allocation

In this section, I jointly find the optimal power allocation into each sub-carrier and
the optimal cooperative transmission strategy of each sub-carrier to maximize the sum
secrecy rate. Using the maximum achievable secrecy rate of each sub-carrier derived in
the previous section, the optimization problem for finding the optimal power allocation

can be set as

N
2 R*(n) (n)
5y T RO ) 229
s.t. ny:lp(") < Prots
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Figure 2.2: Illustration of non-convex shape of R*(™).

where py is a total system power. In general, the optimal cooperative strategy of the
nth sub-carrier is not determined as the specific one among existing M strategies
and varies depending on how much the available power is given to that sub-carrier
as shown in Fig. 2.2. This means that, before allocating the available power to the
nth sub-carrier, I cannot specify the one as the optimal cooperative strategy among
M possible strategies. In addition, this also implies that R*(") (-) has a shape of the
non-concave function at the discontinuity point where the optimal cooperative strategy
changes as shown in Fig. 2.2. As a result, the objective function of (2.25) becomes the
non-concave function. Thus, it is not straightforward to solve (2.25) since that problem
is not the non-convex optimization problem. The typical method for solving (2.25) is
considering the sub-problems derived from the original optimization problem instead
of the original one. To eliminate the non-concavity resulted from the variation of the
optimal cooperative strategy versus p{"™), in the sub-problem, the specific one strategy
is adopted arbitrarily among M possible strategies on each sub-carrier regardless of

whether they are really optimal strategies or not. By doing so, I can make a total of
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MY different sub-problems from (2.25) assuming the number of total sub-carrier is

N. If I index those sub-problems arbitrarily, the ith sub-problem can be represented as

N *(n) [ (n)

max Y1 Rl (P™)
{pn=1,2,- N} fori=1,---, MV (2.26)

s.t. ZnN:1 p(n) < Prot,

where n; denotes the index number indicating the adopted cooperative transmission
strategy among M strategies on the nth sub-carrier for the ¢th sub-problem.

Consequently, the optimal available power and the optimal cooperative strategy of
each sub-carrier is determined by comparing all sum secrecy rates corresponding to
solutions of M~ sub-problems. In other words, if the solution of the ith sub-problem
is given by

™ forn=1,2,--- N,

then, the solution of (2.25), the original problem, can be represented as
P =p™ forn=1,2,-- N,

where p*(™) is the optimal available power of the nth sub-carrier and i* denotes the
index of the optimal cooperative transmission strategy on the nth sub-carrier which is

determined as

N
¥ = argmax ZRZE") (p:(n)) .
{i=1,2,,MN} 1

Even though, in each sub-problem, there does not exist the non-concavity caused
from the variation of the optimal strategy on each sub-carrier, the objective functions
of some sub-problem may be still the non-concave function depending on the channel
states given on the sub-carrier. This is because that the achievable secrecy rate func-
tion of the individual strategy can be non-concave itself as shown in Fig. 2.3. It shows
the cases in which the achievable secrecy rate function of the nth sub-carrier for the
tth sub-problem has the shape of non-concave function at the two channel conditions;

(a) afl(in) > ﬁ,tﬁ”) and (b) aﬁ(in) < ﬂﬁﬁ"), respectively. Fortunately, in this case, the
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non-concave shape is relatively simple in comparison with that of the original prob-
lem and thus, the less number of computation may be required to obtain the solution
of the sub-problem. Nevertheless, in general, the extremely tremendous computations
which cannot be handled in normal systems are required to solve the non-concave op-
timization problem. Particularly, for the worst case where the objective functions of
all sub-problems are non-concave functions, I have to solve a total of M N non-convex
optimization problem in order to obtain the solution of (2.25). Due to this computa-
tion issue, the method of finding the sub-optimal solution rather than the optimal one
is preferred for a realistic system. In this paper, I also derive the sub-optimal solu-
tion of the non-convex sub-problem which requires relatively very low computations
and is asymptotically same as the optimal solution when the number of sub-carrier or

intermediate nodes goes to infinity.

2.4.1 Sub-optimal power allocation

In order to obtain sub-optimal solution of each sub-problem, I utilize the method ap-
proximating the non-concave function to a concave function although the shape of the
approximated one is not strictly concave. Actually, for all sub-problems, R (-) is al-
ways the concave function among two partial functions of the achievable secrecy rate.
Therefore, this implies that R causes the non-concavity of the achievable secrecy rate.
In Fig. 2.3, it is shown that R (-) has the convex shape during a certain interval from

pgs)l or pg)Q. However, since the second-order derivative of R is always the strictly

(n)

decreasing function, R (-) has the concave shape again when p™ is greater than Pni3

denoting the point in which the second-order derivative of R is zero as shown in Fig.

2.3.
(n)

To approximate the non-concave R, (-) to the concave function, I use the tan-
gent line which is tangent to R (-) and R2 (-) simultaneously as shown in Fig. 2.3.

Tangent points of two partial functions are denoted by ¢ and ¢

nid n; 2> Tespectively.

If T let begtg)pp (-) denote the approximated function in which the non-concave part
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(n) (n)

of R,*lﬁ.”) (-) is replaced with the tangent line during the interval from ¢, 2o

,tot
R;’j?app (+) is guaranteed surely to be the concave function. The slope of the tangent

line is obtained from the following equation as

Ro (ti”)wcgf)) LR (tﬁl’j}l,c&‘)) (n)

= unz Y
0, 1

ni bng 1
where ,ugf) denotes the slope of the tangent line for approximating the achievable
secrecy rate of the nth sub-carrier for the ith sub-problem, and the two tangent points
are given as

0, = 7y (1),

t, =Py (Mﬁf),cgz)), st. 1 > Y,

n;,2 n7,72 Mg,
where P (-) and P (+) are the functions same as the inverse functions of the first-order

derivative functions of R and ‘R, with respect to p(”), which is defined as

Pr (1, €) := {Qx (w,¢)} ", fork=1,2,

Ok (x,¢) := aRgff’c) , fork=1,2.
This means that Py, (u, ¢) equals to the point at which the tangent slope of Ry, is . For

simplicity of equation expressions, the second-order derivative functions of R; and

Ro with respect to p(”) is also defined as

Q;k (z,¢) := %, fork =1, 2,

and pfl )3 is determined such that Q,, (pn )3, cgh)) = 0. Furthermore, P (-) and P (-)

can be represented as the closed forms which are given as

P () = N T A <c>} ,

Pa(00)i= o { VB G622 (00— 1 1) —

\/—2Z4(u, ¢) — 22 (u, ¢ 4\/{24 (1, €)} — 23 (1, )},
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2
where y1 (¢) = 2 + 2. 10(0) == (2) & (o) = & — & and 21 (o),

zo (i, €), z3 (1, €), 24 (u, ) are the functions given by

2
Zl(lu’ac) ::3)\*ﬁ*40é*;,

2
2 (1, €) 1= <;A) <253>\+;)Z{3)\52} ,

zs(u,C):—ﬁ;‘er(i—/\){?))\—ﬁ—i}
212 22 (1, €) 3 2\*
R I AR TCSI

2
Z4(,U,C) ::3)‘_/3_;

and IS;L) is the indicator function which is defined by

if {aﬁj) < ﬂ(’?)} or
01" e 1)

1, 1fa >Bn andD(uf%n)l,c,(%),cgzv 0,

where ,u( =09 <O cﬁ) for all n and all 4, and D (-) is the function defined as

Ra (P2 (4, €2) ,€2) = Ra (P1 (p,€1),€1)
P2 (1, €2) = P1(p, 1)

D (,U,Cl,CQ) =

By doing so, the approximated achievable secrecy rate function on the nth sub-carrier

for the ith sub-problem is given by

1R (p,cf7) if0 < p <),
Riltae (077) = § 682 () = 2) #1070 it <) < 7 @20
Ro (P(”),cg)) ifp™) > 17,

ng,1?

where T7(:)1 =Ry (t(n) cgf)) for all n and all 4.
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Table 2.2: The Concavity of the Achievable Secrecy Rate Function on the nth Sub-

carrier for the ith Sub-problem, n =1,--- ,N;i=1,--- , M~

Conditions Qg{:)
/ n n 0
Q, (pfzi?17c£ii)> <0
(n) (n) (concave)
an = Pl
9y (pni,pcm > >0 1
ozgf) < BV(L?) (non-concave)

For the sub-carrier of which the achievable secrecy rate is naturally the concave
function, the approximating method is unnecessary. Thus, the achievable secrecy rates

of all sub-carriers for the ith approximated sub-problem are given by

= "forn=1,---,N, (2.28)

*(n) (p(n)> RZS") (p™), if Q,({L) -0
Rl (p) . if Q) = 1,

where ng) is the number indicating the concavity of the achievable secrecy rate on the

nth sub-carrier for the ith sub-problem based on the Table 2.2. As a result, the ith sub-
problem can be considered as the convex optimization problem and be solved easily

by the Karush-Kuhn-Tucker (KKT) conditions. The sub-optimal solution of each sub-
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problem is given by
if > )
and QS{? =0,

o (n) (n)
n i fhy, 2 10> i,
Pl (H,C( )) ) dh 2

n;
and ng) =0,

if o <

and Q") =0,
(n)

0,

Pa (,u, C%?) )

“(n if o>,y forn=1,---  N;
pi,gut)) (,u) = 07 (n) ’
and Q" =1, i=1,---,MN,
(n) (n) if oy > > )
Ini Py (,LL,Cni > ) v
and Q" =1,
. (n)
*(1 n if H = Hn;
Prot — Z{il,l;én pi,(su)b (lu”(%)) ) (n)
and €,,;” =1,
. (n)
n if o < pm;
PZ (,U/,Cq(%)) ) (n)
and (" =1,
(2.29)
where “27?2 =0 (pf:,)l, cs,f:)> for all n and all 1, ,ug:?:; is defined as
Q (0.¢7), ifal? > 87,
() ! fornzl,‘--,N;izl,---,MN,

lu’ni,?) = n n

and p is determined such that Zivzl pl(-zl)lb (1) = Prot-

Consequently, the sub-optimal solution of (2.25) is given by

f()

pu *(Z&b forn:1727...7N’

n pr—
b = P+

(n)

where p:ub is the sub-optimal power of the nth sub-carrier and ¢* is determined as

N
= A SR 0 0)
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Moreover, the sub-optimal cooperative transmission strategy on the nth sub-carrier is

determined as

m:lfg) =n; forn=1,2,--- N,
where mgfg is the index indicating the sub-optimal cooperative transmission strategy

among M strategies on the nth sub-carrier.

Even though I have been avoid solving the non-concave optimization problem by
deriving the sub-optimal solution instead of the optimal one of (2.25), there remains as
the high computation issue as ever. This is because that the number of sub-problems
is proportional to the number of intermediate nodes existing inside the network and
even exponentially proportional to the number of sub-carriers of the system. Since,
in the communication systems such as OFDM, the number of sub-carriers is usually
from 64 to 128 or even more than 128, the required computation for solving M
sub-problems is generally extremely high even though the communication network
includes low number of intermediate nodes. Thus, the normal communication systems
cannot still afford to handle the computation required for deriving the sub-optimal
solution of (2.25). To overcome this computation issue, I propose the efficient power
allocation method which requires very low computation in comparison with finding

the sub-optimal power allocation as well as the optimal one.

2.4.2 Proposed power allocation

At the very low available power of the sub-carrier including the zero available power,
all achievable secrecy rate functions can be approximated to a linear function. Assum-
ing that the mth strategy is adopted on the nth sub-carrier, the linear function for this
approximation is given by

(n)g(n) g (2.30)

o

REM (2) ~ 1

(n) _ 2
where 0, = A

tion of the transmission strategy where the slope of the linear function is maximum

(oz,(ff ) — By(,? )). This implies that the achievable secrecy rate func-

is superior in the vicinity of the zero available power than the achievable secrecy rate
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functions of other strategies. Thus, there always exists the positive number, (5@, satis-

fying the following equation as
R (z) = RE™ (2) = Ry (x,ciﬁ)) L if0 <z <o, 2.31)

where v,, is the index indicating the transmission strategy which corresponds to the
optimal strategy at the very low available power and is given as
v, = argmax 6.
{m:1727'“ 7M}
On the one hand, at the very high available power of the sub-carrier, f (-) can be

approximated to a linear function as follow

f(we) = o (1+9f02), (232)
1
() ._ 1 B\ i ; i
where ¢y, = F <</\(JZ)> — 1 |. Using (2.32), at the very high available

power, R:,g") (+) is also approximated to the following equation as

R (1) ~ logy 2 + (™), (2.33)

where 1/)7(7?) = logy {aﬁ,?)%ﬁ?) )\,(ﬁ)( 5,?))2}. From (2.33), it is obvious that the optimal
cooperative strategy is definitely determined by 1/1,(7? ) value as = increases gradually.
That is, at the enough high available power, the achievable secrecy rate corresponding
to the strategy in which 1#,(7? ) is the highest is most dominant than the achievable se-
crecy rate functions corresponding to other strategies. This implies that there always

exists the positive number, (5§n), satisfying the equation which is given by

R () = RE™ (2) = Ry (:c cgﬁ}) . forz > o\, (2.34)

where w,, is the index indicating the transmission strategy which corresponds to the

optimal strategy at the very high available power and is given as

wy, = argmax wﬁ;}).
{m:1727""M}
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Consequently, the shape of the maximum achievable secrecy rate of the nth sub-
carrier, R*"), necessarily includes the two achievable secrecy rate functions corre-
sponding to the v,th strategy and the w,th strategy. For instance, in the case of Fig.
2.2, assuming that the shape of R*(") is determined by only 3 functions such as R*(n)
R;( ") and Rk( ), j and ¢ correspond to v, and wy,, respectively. From these results,
similarly to the approximating method used in the sub-problem of (2.25), I propose
the method which approximates R*(™ to a concave function at once using only two
achievable secrecy rate functions of Rv(n) and RZ,(: ),

However, unlike the former approximating method, there may not exist the tangent
line which is tangent to RZ(”) and RZ,(: ) simultaneously. This is because that, when

(n)

65") is very small compared to J, ’, the achievable secrecy rate function of the v,th

strategy may be much different with the maximum achievable secrecy rate at a majority

of the interval from 0 to 65"

. Thus, for preventing this case, I consider the additional
strategy whose the achievable secrecy rate function may have the more similar shape
to the maximum achievable secrecy rate. As a result, the transmission strategy utilized
for the approximation of R*(") is determined as

if {a < Bv " }

Un,s

Op = {avn > gl andD( (n) cg,n), (n )) > 0}
b, ifa > g andD( (n) c&n),c&)) <0,

where Mo = Qo (pwn 3 C§u")) Uy, is the index indicating the transmission strategy

utilized for the approximation, and 9,, denotes the index indicating the additional con-
sidered strategy which is given by
U, = argmax Ry (pgu)l,c(”)) .
{m=12, ,M} "
Similarly to the case of the sub-optimal power allocation, the slope of the tan-

gent line for the approximation on the nth sub-carrier is obtained from the following
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equation as
Ry (12, €i)) — 1Ry (12, €17)

Un Un _ M(n)7

£ — 1Ml

n

where ,u(") denotes the slope of the tangent line for approximating the achievable
secrecy rate of the nth sub-carrier for the proposed method, and the two tangent points

are given as
i) =P (u.el).

tgln) =Ps (u(”),cm) , S.t. tq(,?n) > p(")

W, 3
and 1™ is the indicator function which is defined as

if {aé") < ﬁ(,")} or
) — 0, {041(52) >51(] andD(u( n) o) o(n )) >0} forn=1,---,N.

71,7

71;7

1, ifaszbgﬁn andp( (n) () (>><0

where M1 =0 <0, cé?) for all n. In addition, the approximated achievable secrecy

rate function of the nth sub-carrier is given by

MR, (p("), cfj")) if 0 < p < t(,”)
Rigg) (P™) = § ) (p) = #) 4109700 i 40 < p) <), 235)
Ry (p,cl2)) if p) > 7,

where 7" := R, (tf,)z) , cz(,:)) for all n.

Since the approximating method is unnecessary for the sub-carrier of which the
two achievable secrecy rate functions selected for the approximation forms the concave
function shape already, the maximum achievable secrecy rate of each sub-carrier for

the proposed method is given by

R*n) (p(n)) . if QM =,

*x(n) ((n)) —
Rprop (p ) Rﬁé}?) (p(”)) . QM =1,

forn=1,---,N, (2.36)
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Table 2.3: The Concavity of the Maximum Achievable Secrecy Rate Function on the

nth Sub-carrier,n =1,--- , N
Conditions Qm
/ n n 0
, agi? 9y (Pq(ug,lacgun)) <0
Un, n (concave)
> g L —
= Wn Q <p£;‘)1,c§;;)) >0
i 1
aly) < )
(non-concave)
Up # Wy

where Q(") is the number indicating the concavity of the two achievable secrecy rate

functions selected for the approximation on the nth sub-carrier based on the Table 2.3.

Furthermore, using the KKT conditions, the proposed solution of (2.25) is given as

0,
P1 (M, e

Po (M, e

*(1)
Pprop,1

(1) 0,

0

P <M7 e

1P, (M, N

N *(1)
Prot — lel,l;én DPprop,1

).
).
).

n

).
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(M(ﬂ)) ,

if > ,uln)

and Q) = 0,

if 1" > > g

and Q) = 0,

if i < s

and Q™ =0,

if 1>y

and QW) =1,

if 1"

and Q™ =1,

forn=1,---,

if o= p™
and Q) =1,

if o< p(™
and QW) =1,



where ,ugn) = O (pl(:ril, cgln) ) for all n, ,uén) is defined as

o Jer(oe), ifal? > g,
My = " " " formn=1,---,N,
oo, ifal? <a,

(n)

and p is determined such that zn 1 pprop 1

(1) = prot- Furthermore, the transmission

strategy which is adopted on each sub-carrier for the proposed method is determined

as
m;fgl = argmax R:,&w (p;r(gl (M)) , forn=1,---,N,
{m="bn,wn}
where mpfnoz)jl is the index indicating the transmission strategy adopted on the nth

sub-carrier for the proposed solution.

When all channel states from intermediate nodes to the destination node is worse
than those from intermediate nodes to the eavesdropper node on the nth sub-carrier,
the maximum achievable secrecy rate of the nth sub-carrier has the non-concave func-
tion shape as shown in Fig. 2.3 (b). In this case, the approximated function for the
proposed method or for the sub-optimal method has a quite different function shape
with the original function and accordingly, the security performance corresponding to
the solutions of those methods deteriorates in comparison to the performance corre-
sponding the optimal solution. Particularly, at the low available power, the different
degree between the approximated function and the original function is relatively high.

To reduce this security performance deterioration, I consider another solution of
(2.25) obtained by the method modifying (2.37). In this method, the solution corre-
sponding to the approximated interval on the nth sub-carrier is determined by not the

tangent line used for the approximation, but the achievable secrecy rate function of the
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Upth strategy. By doing so, the other proposed solution of (2.25) is given by

,

0,

P1 (%Cg?) )
P <M7Cz(33> :
0,
oy (1) =
1P, (MCE;Z)) ;
P1 (/1707(52)) ;
Pa Qu&$>,

P th$>,

where p and [i are determined such that Z

Agn), A:(,) ") and Afl ") are defined as

Agn) =

if g

if p > ,u(n)

and Q) =0,

(n

and Q) =

if p < /,L(n)

and Q™ =0

if g >

and Q™ =1

if e Al

and Q) =
ﬁueA$>
and Q) =

1fu€A()

and QW =1

if e Al
and Q) =

Ay = {Mu MUZGB@},
(m {M/L ), leByﬂ,

Al =

{Mu<u , p# pd ZGB@}7

Moreover, the sets Bgn) and Bgn) are defined by

B = {1 u® > pu™, Q0 =1, 1<I< N, 1 €N},
<pu™, 00 =1, 1<I<N, leN},

Bgn) = {l] pd)

)ZM>M2n

*(n)

n=1Pprop,2 (M) = Piot> and the sets A(ln R

forn=1,---,N, (2.38)

)

&4¢m>u>uw,u#MQl€B@},

forn=1,---,N.

forn=1,--- N,



where N is the set of natural numbers. In the other proposed solution, the transmission

strategy which is adopted on each sub-carrier is given by

Upy  H = 'u(n)’
m;r(;))gz forn=1,---,N,
Wn, < ™,
where m;r(gp) o 1s the index indicating the transmission strategy adopted on the nth sub-

carrier for the other proposed solution.
Consequently, the ultimate proposed solution is determined as the one of which
the sum secrecy rate is highest between the two proposed solutions. In other words,

the ultimate proposed solution is represented as
Piton (1) = Ppronge (1)
where p;r((’,}? denotes the ultimate proposed solution of (2.25), and j* is determined by
. *(n) *(n)
J* =argmax R";, (p : (u)) :
{j=1,2} mpr(op,)j prop.J

The transmission strategy adopted on each sub-carrier for the ultimate proposed solu-

tion is denoted by the index which is given by

*(n) __*(n)
Mprop = Mprop

Remark (Computational Complexity) : In order to derive the sub-optimal solution
of (2.25), a total of M™ processes of solving the optimization problem with the KKT
conditions is conducted. Furthermore, in the worst case, I need to implement the ap-
proximation method M times for each solving process. On the other hand, to obtain
the proposed solution of (2.25), it is required only two times to solve the optimization
problem with the KKT conditions. In addition, the number of implementations of the
approximation method is not proportional to the number of the solving the problem,
but fixed by the number less than or equal to M. Although additional computations
are necessary for deriving the proposed solution, they are very trivial in terms of the
computational complexity in comparison with the solving the optimization problem

.':l'\-\._i "';'. - ]

¥ ey _I;
|
1]
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with the KKT conditions or the implementation of the approximation method. Thus,
the required computational complexity for obtaining the proposed solution is much

lower than that for obtaining the sub-optimal solution.

2.5 Numerical Results

In this section, I present the security performance of the proposed power allocation
and the sub-optimal power allocation at various simulation settings. By doing so, it is
verified that the security performance of the proposed power allocation is not much
different with that of the sub-optimal power allocation. For additional comparisons, an
uniform power allocation is considered together with three different power distribu-
tions. In the uniform power allocation, the total system power is equally allocated to

all sub-carriers, that is, the available power of each sub-carrier is given by

pl(lﬁi)f = %Ptot, forn=1,---,N.

As the first one of the three power distribution, the optimal power distribution derived
in the previous section is taken into account. Therefore, the first power distribution for

the uniform power allocation is given by

ot =™ (ol e )

*
n

pl(zn) _ pE(n) (p(n) c(ﬂ)) forn=1,---,N,

unif? ~mj,
P =" (Pt )

where m; is the index indicating the transmission strategy adopted on the nth sub-
carrier for the uniform power allocation and is determined as
g
{m=1,2, , M}
The second one is a uniform power distribution in which the available power of the
sub-carrier is distributed equally to the transmit power, the relay power and the jam-

ming power. Thus, on each sub-carrier, the power distribution for the second power
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distribution is represented as

Pr” =DPr :pJn :%pl(x;li)fa forn=1,---,N.

The last one is the uniform power distribution with no cooperative jamming. In this
case, the available power of each sub-carrier is distributed equally to only the transmit

power and the relay power and it is represented as

forn=1,---,N.
P = = Lot

For the second and the last power distribution, the strategy adopted on each sub-carrier

is determined the following equation as

m) = argmax R (p(")) , forn=1,---,N.

{m:1727"' 7M}

Intermediate

Region

Apx
P2

Figure 2.4: Illustration of the network topology in simulations.

The network topology used in the simulations is described in Fig.2.4. All nodes
are deployed in a 2-Dimensional space while the source node is placed at the ori-

gin point of (0, 0). The destination node and the eavesdropper node are positioned at

.":r'\'\.—-'! - l‘.I-.\:l T 1_-] i ...‘.l ]
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(dp,,0) and (dgz ,dg, ), respectively. The center of the intermediate region of which
shape is the circle whose radius is 7y is placed at (dl,, d, ). For the fixed positions
of the source node, the destination node, the eavesdropper node and the intermedi-
ate region, the simulation is iterated 10000 times. Moreover, for each iteration of the
simulation, the intermediate nodes are placed randomly inside the intermediate region.
All channel coefficients are generated based on the COST 207 Typical Urban chan-
nel model with 6 multi-path. The pathloss exponent of all channels is set as 4. Delay
and power information of 6 multi-path used for generating the channel coefficients is
given by {0,0.2,0.5,1.6,2.3,5.0} and {0.189, 0.379, 0.239, 0.095, 0.061, 0.037}, re-
spectively. In addition, the noise variance o2 is given by NIV where A is a noise
spectral density and W is a bandwidth of a single sub-carrier. Thus, the total noise
power is determined by N 2. For all simulations, I assume that W is 300kHz and the

total system power and the total noise power are represented at once by the system

SNR which is given by

Pl = Prot
tot N 0_2

Fig.2.5 shows the security performance of each power allocation in the situation

when the center of the intermediate region moves from (%,O) to (3djf” ,0) with

dp, = 1, dg, = 0.5, 1 = 0.05, and Ploe = 0dB. In Fig. 2.5, it is shown that the

performance of the proposed power allocation is outstanding compared to other power
allocations except for sub-optimal power allocation scheme. The performance gap be-
tween the proposed one and the sub-optimal one is very small. This performance gap
between the two power allocations is relatively large when the intermediate node re-
gion is more far from the destination node than from the eavesdropper node. This is
because the proposed power allocation experiences less the security deterioration than
the sub-optimal one in the most cases in which the channel from the intermediate
nodes to the destination node is worse than that to the eavesdropper node. In addition,

it is noticeable that, in the uniform power allocation, the security performance of the

optimal power distribution is maximum when the intermediate region is at seven of
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Figure 2.5: The sum secrecy rate when the center of intermediate region moves from

(dzz , 0) to (3di)z 70) with dDz =1, dEy = 0.5, p{ot = (0dB.

tenths between the source node and the destination node. On the other hand, the uni-
form power distribution represents the maximum performance when the intermediate
region is positioned in the vicinity of the middle between the source node and the des-
tination node. From these results, I can know that the secrecy rate can be maximized
at the position biased toward the destination node rather than the balanced position
between the source node and the destination node.

Fig. 2.6 shows the security performance of each power allocation in the situation
dp

d .
5=, 0) to (dgz,%) with

dp, = 1, dg, = 0.5, 71 = 0.05, and p},, = 0dB. Similar to Fig. 2.5, it is shown

when the center of the intermediate region moves from (

that the proposed power allocation represents the best performance compared to other
power allocation schemes except for the sub-optimal power allocation. In addition,
the performance gap between the proposed power allocation and the sub-optimal one
is observed more clearly than in Fig. 2.5. This is because that the probability that

the channel from the intermediate nodes to the destination node is worse than that
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Figure 2.6: The sum secrecy rate when the center of intermediate region moves from

(%70) to (d%? dETy) with dp, = 1, dEy =0.5, P;fot = 0dB.

to the eavesdropper node is much higher than the former case as the intermediate
region gets close to the eavesdropper node. Thus, there are many more cases in which
the proposed power allocation outperforms the sub-optimal one in terms of the sum
secrecy rate. Moreover, it is observed that the security performance of the uniform
power distribution with no cooperative jamming is more rapidly decreasing than that
of the uniform power distribution with the cooperative jamming as the intermediate
region moves toward the eavesdropper node. This implies that the cooperative jamming
affects significantly in the performance when the channel state from the relay node to
the destination node is much harsher than that to the eavesdropper node.

In Fig. 2.7, it is shown that the security performance of each power allocation

versus the system SNR in the situation where the center of the intermediate region is

(dgx ,0), dpy = 1, dgy = 0.5, and 1 = 0.05. Fig. 2.7 shows that all security perfor-
mances are increasing as the system SNR grows gradually. Like as the previous cases,

the proposed power allocation and the sub-optimal power allocation represent almost
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Figure 2.7: The sum secrecy rate versus the total system SNR where the center of the

intermediate region is (d‘%, 0), dpy = 1, dgy = 0.5.

same security performances and they outperform other power allocations. On the one
hand, it is shown that the performance of the uniform power allocation with the opti-
mal power distribution is being close to that of the proposed power allocation decreases
as the total SNR is increasing. This stems from that, at the high available power, all
achievable secrecy rate functions have almost same function shapes as shown in (2.33).
Thus, in the situation that a enough high power is allocated to each sub-carrier, the op-
timal power of each sub-carrier obtained by the KKT conditions is almost same as
one another. In other words, the optimal power allocation converges into the uniform
power allocation as the total system power grows increasingly.

Fig. 2.8 plots the security performance of each power allocation scheme corre-
sponding to the number of the intermediate nodes. The total system SNR is given by
0dB and other simulation settings are same as the former one which used for represent-
ing Fig. 2.7. I can show that all security performances are getting higher as the total

system SNR is increasing gradually. This implies that many number of the interme-
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Figure 2.8: The sum secrecy rate ersus the number of intermediate nodes inside the

intermediate region where the center of the intermediate region is (d’%, 0), dpz = 1,

dgy = 0.5.

diate nodes can provide a high probabilities to establish a good channel link between
the relay node and the destination node and to form a fine ZF beamforming weight
for the jamming nodes. Furthermore, in the situation of the good relay channel link
and the fine ZF beamforming, each achievable secrecy rate function is approximated
to (2.33) at the relatively low power. Therefore, similarly to Fig. 2.7, the performance
of the uniform power allocation with the optimal power allocation approaches slowly
to that of the proposed power allocation when the number of the intermediate nodes
increases.

From Fig. 2.5-2.8, one can see that the proposed power allocation scheme outper-
forms other power allocation schemes except for the optimal power allocation scheme.
Even though performances two schemes is not same exactly, in figure 5-8, it can be
seen that the performance of the proposed power allocation scheme is very close to

that of the optimal power allocation scheme and the performance gap between two
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schemes is almost zero.

2.6 Summary

In this paper, I proposed the efficient power allocation scheme for multi-node the multi-
carrier network. First, I suggested the adaptive cooperative transmission scheme and
found optimal power distribution for the transmit power, the relay power and the jam-
ming power at each sub-carrier. In next, I established the optimal power allocation
problem over all sub-carriers. In the process, it was shown that the optimal power al-
location problem was not straightforward to be solved and required unaffordable com-
putation for finding solution. For this reason, instead of the optimal power allocation,
I derived the sub-optimal power allocation whose security performance is asymptoti-
cally same as that of the optimal power allocation when the number of sub-carriers or
intermediate nodes goes infinity. Nevertheless, since there is still high computational
complexity to find the sub-optimal power allocation, I proposed the efficient power al-
location whose required computation is relatively very low using the dominant shape
approximation method. Furthermore, to mitigate performance drop by the dominant
shape approximation method, I considered another power allocation obtained easily
by modifying the efficient power allocation. Ultimately, the proposed power allocation
was determined as better one among two power allocations. Through various numeri-
cal results, it is shown that the proposed power allocation is superior than other bench-
mark power allocation and some useful facts as follows; 1) when the intermediate
region is closer to the eavesdropper node than to the destination node, the performance
of the proposed power allocation is closer to that of the optimal power allocation than
that of the sub-optimal power allocation; 2) when the system can provide a enough
large power into each sub-carrier, the optimal power allocation is almost same as the
uniform power allocation; 3) the more the number of intermediate nodes inside the

intermediate region, the higher security performance of PLS is.
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Chapter 3

Proactive Eavesdropping with Adaptive Full-duplex
Jamming-Helping Method for Infrastructure-free

Relay Networks

3.1 Motivation

The proactive eavesdropping method was first proposed by [19, 20] and [21]. In proac-
tive eavesdropping, unlike conventional PLS, a legitimate ~eavesdropper”, authorized
by legitimate organizations such as government agencies, is deployed and act as the su-
pervisor of the network. Moreover, communication users are considered as suspicious
users which have the potential to utilize communication links for malicious purpose.
Therefore, for successful proactive eavesdropping, communication networks have to
guarantee that the legitimate eavesdropper can always succeed in wiretapping suspi-
cious users. This concept is directly contrary to the concept of conventional PLS in
which communication networks have to prevent the eavesdropper from wiretapping
communication users.

In order to achieve the goal of proactive eavesdropping, communication networks
have to experience failure in terms of conventional PLS. In other words, the achievable

rate at the legitimate eavesdropper must be larger than that at the suspicious user. This
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implies that the performance of proactive eavesdropping highly depends on channel
conditions of communication networks as conventional PLS was. For overcoming this
channel dependency issue, in [20, 21], the legitimate eavesdropper used full-duplex
jamming method to degrade the achievable rate for the suspicious user. In succession
to [20, 21], many studies also proposed proactive eavesdropping approaches with the
jamming method. References [22] and [23] extended the works of [20, 21] to multi-
antenna scenarios from the scenario in which the legitimate eavesdropper is equipped
with a single antenna. In addition, they designed beamforming vectors for minimiz-
ing the eavesdropping outage probability and for maximizing the eavesdropping rate,
respectively. The work in [24] proposed the alternate-jamming-aided protocol where
the two half-duplex monitor nodes operate cooperatively to imitate operation method
of the full-duplex monitor node for avoiding the imperfect self-interference cancella-
tion. Reference [25] designed the proactive eavesdropping system which improves the
eavesdropping performance by using the secondary user as the jamming signal in cog-
nitive radio networks. In [26], the proactive eavesdropping scenario where there exists
multiple suspicious communication links was considered, and accordingly, the opti-
mization problem for maximizing the average eavesdropping rate or the average suc-
cessful eavesdropping probability over all suspicious links was introduced. Reference
[27] is the first study considering the channel training phase in which the channel co-
efficient is estimated, and investigated the jamming strategy for two phases of the data
transmission phase and the channel training phase. The work in [28] investigated the
beamformer optimization and the antenna selection problem for the full-duplex multi-
antenna monitor node, and analyzed the trade off between performance and complexity
to provide design choice flexibility.

In [29, 30, 31, 32, 33, 34, 35, 36, 37], proactive eavesdropping via jamming ap-
proaches were studied in two-hop relay networks in which a relay node can support
communications between suspicious users. The work in [29] presented the initial in-

vestigation of the proactive eavesdropping approach in the two-hop communication
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network and proposed three eavesdropping methods from which the supervisor can
adaptively choose depending on the channel conditions. In [30], a half-duplex eaves-
dropper, which can act as a jammer or a relay adaptively, was introduced and two
strategies for maximizing the eavesdropping rate was proposed. Reference [31] consid-
ered the two-hop amplify-and-forward (AF) relay network and designed the jamming
power for maximizing the average eavesdropping rate. The study in [32] introduced
the scenario in which there are multiple full-duplex relays and a single cooperative
jammer to help the legitimate eavesdropper intercept the signal exchanged between
suspicious users and designed the combining vector and the relay precoders to maxi-
mize the eavesdropping rate. In [33], two half-duplex cooperative eavesdroppers were
introduced to maximize the eavesdropping energy efficiency. Reference [34] consid-
ered the scenario where there are multiple intermediate nodes which can operate in
either eavesdropping or jamming mode and optimized the mode selection and transmit
power at each intermediate node to obtain the maximum eavesdropping rate. The work
in [35] designed two proactive strategies and analyzed about which one between the
two designed strategies is more preferable in the scenario where two suspicious nodes
exchanges their data through the relay node. Reference [36] considered the multichan-
nel decode-and-forward (DF) relay system and presented the fundamental trade-off be-
tween the given jamming power and the precondition probability for successful eaves-
dropping through numerical results. In [37], the problem of mode selection and the
optimal power allocation for the monitor node were investigated in the multichannel
DF relay network, and, to reduce complexity, a sub-optimal algorithm was proposed
and verified via simulation results.

Further, recent proactive eavesdropping studies [38, 39] have considered charac-
teristics of the infrastructure-free network in the general relay communication system
model. In [38], the scenario where the monitor node eavesdrops suspicious multi-users
in an UAV network was considered, and the optimization problem for maximizing

the sum eavesdropping rate over all suspicious users was formulated and solved. The
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work of [39] proposed the proactive eavesdropping method which exploits the two
predetermined strategies for the UAV relay network, and investigated the optimal jam-
ming power of the monitor node to maximize the eavesdropping rate. However, [38]
lacks a consideration about relay communications which is a important property of the
infrastructure-free network. The study of [39] also has limitations in that the monitor
node could utilize only the two predetermined strategies and the direct link between
the suspicious transmitter and the suspicious destination is ignored for simplicity of
the optimization problem even though it cannot be in practice. Motivated by these, in
this paper, I present a system model for the general infrastructure-free communication
network scenario. Furthermore, to enhance the performance of proactive eavesdrop-
ping, I propose a novel adaptive full-duplex jamming-helping method and design an
optimal power scheme for the proposed method. The main contributions of this paper

are:

1) Iconsider the general infrastructure-free two-hop communication scenario where
the legitimate eavesdropper is an independent node which operates separately
with relay nodes, that is, the legitimate eavesdropper cannot cooperate with re-
lay nodes. In our system model, to improve the proactive eavesdropping per-
formance, I also propose the adaptive full-duplex jamming-helping method in
which the legitimate eavesdropper node can select its own operation mode adap-

tively while eavesdropping the suspicious communication link.

2) I also design the optimal power scheme for the proposed method. The optimal
power scheme is given by the solution of the optimization problem for maximiz-
ing the eavesdropping rate of the monitor node in the suspicious communication
link under the successful proactive eavesdropping constraint. In order to make
the optimization problem straightforward, I present five mutually exclusive cases
by classifying channel conditions. Subsequently, for each case, I obtain the op-

timal power scheme in closed form by solving the simplified problem.
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3) I introduce the additional optimization problem to minimize total power con-
sumption of the monitor node since the optimal power scheme can be given by
not an unique solution but a set of solutions. By solving the additional opti-
mization problem, the optimal power scheme is determined as the unique so-
lution which maximizes the eavesdropping rate while minimizing total power

consumption.

4) Through various numerical results, I verify that the proposed method with the
designed optimal power scheme is superior than the existing methods presented
in conventional studies both in terms of the eavesdropping rate and the total

power consumption.

3.2 System Model

Destination

— Information channel

--- > Jamming channel

Figure 3.1: Description of the two-hop DF relay network topology

3.2.1 Network Topology

I consider a two-hop relay infrastructure-free network where a suspicious communi-

cation link exists as shown in Fig.3.1. The suspicious communication link consists of
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a source node, a relay node, and a destination node. The relay node is driven by the
source node and helps a signal transmission the source node by forwarding the trans-
mitted signal to the destination node. All nodes in the suspicious link are assumed to
be equipped with a single antenna. On the other hand, the monitor node M is equipped
with two antennas to operate in full-duplex mode. In addition, I assume that all nodes
in the suspicious link is not aware of the presence of the monitor node [29]. This as-
sumption is practical because the monitor node is mainly used by a high-level user
such as supervisors and government agencies. Thus, the monitor node can access the
global channel state information (CSI) without being exposed to the suspicious nodes
[30]. It is also assumed that all nodes have mobility, that is, they can move freely inside
the network. In Fig.3.1, hxy denotes the channel coefficient of the link between node
X and node Y. For instance, hsg means the channel coefficient of the link between a
source node S and a relay node R in the suspicious communication link. All links of
the network are assumed to involve additive white Gaussian noise (AWGN) and ac-
cordingly, the channel noise of each link is modeled as a zero-mean Gaussian random

variable with variance o2 implying the noise power.

Suspicious Link

Listening

Destination

) 4

Source

Listening Listening

. Jamming
Eavesdropping or Helping
) . 1| Eaves- L
amming 1 | dropping
S First Phase

Monitor
Second Phase

Figure 3.2: Graphical description of the time-sharing protocol
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3.2.2 Time-sharing Protocol

In the suspicious communication link, the source node S transmits the signal to a desti-
nation node D with the aid of the relay node R which operates in DF method. Thus, the
relay node receives and decodes the signal transmitted from the the source node and
forwards that signal to the destination node. Meanwhile, the monitor node M eaves-
drops the signal traveling from the source node to the destination node for surveillance
purposes. In order to enhance surveillance performance, I introduce the monitor node
operating in the adaptive full-duplex jamming-helping method. In that method, the
monitor node can adaptively determine to either jam or help the signal transmission of
the suspicious link while eavesdropping the signal. Moreover, I assume that a perfect
self-interference cancellation method in the hardware domain is applied such that there
is no self-interference at the monitor node. This whole process is conducted based on
the time-sharing protocol [40], in which two time slots are spent for one signal to be
transmitted to the destination node. This process is described graphically in Fig.3.2.
As shown in Fig.3.2, in the first phase, the source node S transmits the signal to
the destination node D and the relay node R. Simultaneously, the monitor node M
emits artificial noise to prevent the relay node and the destination node from receiving
the signal while eavesdropping the signal transmitted at the source node. Next, in the
second phase, the relay node forwards the signal to the destination node. At the same
time, depending on the channel conditions, the monitor node selects adaptively its own
operating mode between two modes: jamming mode and helping mode. If the monitor
node obtains the perfect information of the signal in the first phase, there is no need
for the monitor node to perform jamming in the second phase. In this case, it is best
that the monitor node helps the signal transmission of the suspicious communication
link so that the monitor node can eavesdrop more information. Therefore, the monitor
node operates in the helping mode and forwards the received signal to the destination
node as the relay node does. On the other hand, if the monitor node cannot get the

whole information of the signal in the first phase, the monitor node needs to gather
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more information by eavesdropping the signal forwarded from the relay node in the
second time phase. In this case, it is the best decision that the monitor node eavesdrops
the signal transmitted from the relay node while preventing the destination node from
receiving the signal. Finally, the destination node and the monitor node obtain the
signal information by combining the received signals during two phases, that is, using

the maximum ratio combining (MRC) method.

3.2.3 Achievable Rate

The received signal at the relay node R in the first phase can be expressed as

R = v/ Pshsrst + 1/ ¢(Dhurs; + ng, (3.1)

where s; and s; denote the normalized signal transmitted at the source node S and the
normalized jamming signal emitted at the monitor node M, respectively. In addition,
Ps, ¢V and ng denote the transmit power of the source node, the power which the
monitor node spends for jamming in the first phase, and AWGN at the relay node,

respectively. Therefore, the rate function of the relay node R is defined as

asrPs >

—_— 32
1+ aMRq(l) ©-2)

RR(q(l)) := log, (1 +

|hxy|?
o2

where axy :=

The received signal at the monitor node M in the first phase can be expressed as

rD) = \/Pshsuse + i), (3.3)

where nl(v}) denotes AWGN at the monitor node M in the first phase. Then, the rate of

the monitor node M for the first phase is given by
Rm = logy (1 + aSMPs) , 3.4

Moreover, the received signal at the monitor node M in the second phase can be ex-

pressed as

TI(V?) =/ PRhMRSt + nﬁ), (35)

52



where PR and nﬁ ) denote the relay power of the relay node and AWGN at the monitor

node M in the second phase. By the MRC method, the achievable rate of the monitor

node M for two phases is given by

Cy = log, {1 + AuPs}. (3.6)

where \y := asm + pamr, and p := %‘;.

Furthermore, the received signal at the destination node D in the first phase can be

expressed as
7"1()1) =/ PshSDSt + \/ q(l)hMDSj + n]()l), (3.7)
(1)

where npy” denotes AWGN at the destination node in the first phase. The received

signal at the destination node D in the second phase can also be expressed as

ry) =/ Prhros + \/ﬁhMDSM + gy, 3.8)

where ¢ and ”1()2 ) denote the power which the monitor node spends for its operating

mode in the second phase and AWGN at the destination node in the second phase,
respectively. Moreover, sy denotes the adaptive signal transmitted at the monitor node

M in the second phase, which is given by

s;, if Rm < Rr(gM),
P M < Rr(q™) (3.9)
St, if RM Z RR(q(l)).

Equation (3.9) shows the helping mode condition in which the monitor node operates
in the helping mode. This implies that, in the first phase, the monitor node can correctly
decode the whole information of the received signal only if the rate of the monitor node
is higher than the rate of the relay node. Then, the rate function of the destination node

D for two phases is defined as

R ., if Rv < Re(gM),
RD(q) - DJ(Q) 1 M R(q ) (3.10)
RDH(q)v if RM Z RR(Q(I))7
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where q = (q(l), q(2)) € R2?, and R denotes the set of real numbers. In addition,
Rps(-) and Rpp(-) are the rate functions of the destination node D for the jamming
mode and the helping mode, respectively, and they are defined as

aspPs porp Ps
_|_
1+ ampg® 1+ ampg®

T\’,DJ(q) = log2 <1 +

asp Ps
R =1 T+ —2"0 4 Spu(q®
pH(q) := log, ( T ¥ anpg(V) + Spu(g )) ;

where Spy(-) is the received signal power function at the destination node for the

helping mode, which is defined as

2
SDH(a:) = ‘\/paRDPs + \/OJMD.T’ .

Consequently, the achievable rate function of the destination node D for two phases is

given by [16]

Coi(q), if Rar < Re(g™M),
Co(q) == . 1 3.11)
Cou(q), if Rm > Re(q™M),
where Cpj(-) and Cpu(+) are the achievable rate function of the destination node D for

the jamming mode and the helping mode, respectively, and they are defined as
Cor(q) = min (Re(qV), Ros(q) ).

Cpu(g) := min (RR(Q(I)% RDH(Q))-

3.3 Optimal Power Design

3.3.1 Maximizing Eavesdropping Rate

In this section, I design the optimal power allocation scheme for the monitor node
M to maximize the eavesdropping rate. Under the successful eavesdropping condi-
tion in which the achievable rate of the monitor node is higher or equal to that of
the destination node D, the monitor node can obtain perfect information of the signal

transmitted at the source node S. Otherwise, if the successful eavesdropping condition
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is not met, the monitor node cannot obtain any information from the received signals
since it cannot decode the signals correctly, which is called “outage”. Therefore, the

eavesdropping rate function of the monitor node M during two phases is given by

v(q) = .
0, ifCm < Cplq).

Then, the optimization problem for maximizing the eavesdropping rate is defined as

max Em(q)
q
Ny ¢ >0, ¢ >0, (3.13)

¢ 4+ ¢ < Quax,

where (Qmax 1S the maximum available power for the monitor node.

Table 3.1: The five cases of channel conditions

Channel Conditions Case #
asr < asp + Parp Case 1
QsM = Qisr
QSR = asp + PARD Case 2
asMm > asp + parp Case 3
asm + pamr = asr
asMm < SR Case 4

asm < asp + PaRrRD asm + PaMR
asMm + paMr
> asp + parp

< (SR

asMm + PaMR
Case 5

< asp + PARD

Case 1: The successful eavesdropping condition (Cp > Cp(q)) is always satis-
fied regardless of the values of ¢) and ¢(). In addition, the helping mode condition

(Rm > Rr(qM)) is always satisfied regardless of the value of ¢(*). Accordingly,
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(3.13) can be transformed to

max Cou(q)

g >0, ¢® >0,

q(l) + q(2) < Qmax~

S.t.

In Case 1, both Rpy(-) and Rg(-) are decreasing as ¢'!) increases. This implies
that Cpy(-) is also decreasing when qW is increasing. Therefore, the optimal ¢
is determined as the smallest value, i.e. zero. Further, Rg(0) is always smaller than
Rpu (0, q(2)) regardless of the value of ¢?). Then, the solution set of (3.13) for Case
1 is just given by

7= {al g™ =0, 0 < ¢ < Quar}- (3.14)

Case 2: For the same reason as Case 1, the monitor node operates in the helping

mode and the optimal q(l) is determined as zero. Thus, (3.13) is transformed to

InélX CDH (q)

S.t. q(l) =0,0< q(z) < Qmax-
Moreover, at ¢(1) = 0, Cpy(-) is expressed as

Rou(0,¢?), if0 < ¢? < Qo

Cou(0,¢Y) =
RR(O)a if q(2) Z Q2,thr7

where Q2 i is determined as « such that Rpy(0, 2) = Rg(0) and is given by

Q2,ihr = L (\/(QSR —asp) — \/(pOéRD)>2 Ps.

QaMD
Since Rpu (0, q(Q)) is strictly increasing as ¢(?) increases, the solution set of (3.13) for

Case 2 is given by

{(07 Qmax)}, if 0 < Qmax < QQ,thr;

Ty = q| q(l) =0, . (3.15)
{ 9 3 if Qmax > QQ,thr-
Q2 < q( ) < Qmax}
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Case 3: The successful eavesdropping condition is always satisfied regardless of
the values of q(l) and q(2). However, unlike Case 1 or Case 2, the monitor node can
operate in the jamming mode as well as the helping mode depending on the value of

q(l). That is, in Case 3, (3.11) can be transformed to

Cos(a), it ¢ < gy,
Cp(q) = o I(hl) (3.16)
CDH(q)7 if q( ) > Qhr »

where qt(hlr) denotes the threshold power for the monitor node to operate in the helping

(1)

mode and is obtained by solving the equation of Ry = Rr(qy, ). It is given by

m_ 1 (o
i QMR <aSM > ‘

Then, based on (3.16), I divide the optimization problem to two sub-problems by dis-
tinguishing its own feasible set into two mutually exclusive subsets. In other words,
(3.13) separates into two individual optimization problems depending on the operating

mode of the monitor node. The first sub-problem is expressed as

mt?x Cpi(q)

0<q® < gl @ >0,
q(l) + q(2) < Qmax-

S.t.

Under constraints of the first sub-problem, the monitor node operates in the jamming
mode. From the fact that Cpy(-) is strictly decreasing when either or both of ¢{!) and
q? is increasing, I can easily know that the solution set of the first sub-problem is
simply determined as

T3 51 = {(0,0)}. (3.17)

On the one hand, the second sub-problem is expressed as

max Cou(q)
gV > ¢l ¢@ >0,

q(l) + q(2) < Qmax-

S.t.
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Contrary to the first sub-problem, the monitor node operates in the helping mode.
Similarly as in Case 1 and Case 2, the optimal qW is easily determined as the smallest

value, i.e. qt(hlr). At gM) = (1) Cpu(-) is expressed as

thr »
if 0 < ¢®
RDH(q(hlr)a q(2))a
CDH(qt(hlr)a q(2)) = t and q(2) < qi(ft)hrl’
RR(qt(hlr))7 if ¢» > qi(‘)?t)hﬂ’

where qézt)hrl is determined as z such that RDH(qt(hlr), x) = RR(qt(hlr)) and is given by

q:ft)hﬂ - L <\/(a5M -B) - \/(PaRD)>2Ps,

aMD

— QMR XSMASD . AW . . . (2)
where (3 : G Lo (e —as) Since Rpu(+) is monotonically increasing as ¢

increases, the solution set of the second sub-problem is given as

. 1
®7 if Qmax < qt(hr)a
e (1)
if gy, <Q
{(qt(hlr)v Qmax - qt(hlr))} ’ hr " 9
T3,sub2 = and Qmax < Q&thrl (3.18)
(1)
{q‘ q(l) = Gipy > .
(2) 9 o (1) I lf Qmax 2 Q3,thr1>
A3 hr1 = q? < Qumax — Qthy }
where Q3 1 = qt(hlr) + qi(’>2t)tlr1~ It is noticeable that, in the second sub-problem, the

solution set exists only if Qmax is not smaller than qt(hlr). This implies that the mon-

itor node necessarily jam the relay node on the first phase to operate in the helping
mode. However, if the remain power after jamming is not enough to help the signal
transmission, it is not guaranteed that the helping mode is optimal for Case 3. There-
fore, the best operating mode is decided depending on the value of QQyax. That is, at
the given Qmax, the solution set of (3.13) for Case 3 is determined to have a higher
eavesdropping rate between (3.17) and (3.18). From the fact that CDH(qt(hlr), q(2)) is a

monotonically increasing function with respect to ¢(), the solution set of (3.13) for

Case 3 is given by

T3,sub17 if 0 < Qmax < QS,tth,

T3,sub2: if Qmax > Q3,thr2a

T3 =
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where Q3 2 = qt(hlr) —|—q§2t)hr2, and qézt)m is determined as x such that Cpy (qt(hlr) ,x) = Cpy(0,0)

and is given by

q:(a,Qter = (\/(OéSD + tagrp — ) — \/(POéRD))2 Ps.

AaMD

Using (3.17) and (3.18), the solution set can be specifically expressed as

,

{(07 0)}5 if 0 < Qmax < QS,tth,
(1) ! if @302 < Qmax
{(qthr y Qmax — qt(hr))}a
T3 = and Qmax < QB,thrh (319)

{ala® = oY

) if Qmax > Q3 thrl-
2 1 ’
Q;(J,ﬁlrl < q(2) < Qmax — qt(hr)}

Case 4: The same two sub-problems as in Case 3 are introduced. Accordingly,
their solutions are also given exactly the same as (3.17) and (3.18). However, in Case
4, Cpu(q) is always smaller than Cpj(0,0) under g € T3 2 unlike Case 3. Thus,
there is no need to consider the second sub-problem and the solution set of (3.13) for
Case 4 is just given by

Ty = Tzsun = {(0,0)}. (3.20)

Case 5: Similarly to Case 3, the two sub-problems are considered by dividing
the feasible set into two mutually exclusive subsets in accordance with the operating
mode of the monitor node. However, unlike former Cases, the successful eavesdrop-
ping condition is not guaranteed in the first sub-problem of Case 5. Therefore, I once
again divide the first sub-problem into two separate problems by splitting its feasible
set into the two sets which are exclusive with each other. Thus, there are a total of
three sub-problems in Case 5. Then, the first sub-problem of (3.13) for Case 5 can be

expressed as

max 0
q

0<q® < gl @ >0,

¢ 4+ ¢® < Qumax, CM < Cpi(q).

S.t.
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In this case, the solution is just determined as its own feasible set since the objective

function is a constant value. Thus, the solution set of the first sub-problem is given by

T5sub1 1= {Q\ 0<qW < qt(hlr), q? >0,

qY +¢® < Qmax, Cm < CDJ(q)} . (321
Meanwhile, the second sub-problem is expressed as

mgxx CDJ(q)

0<¢® < gl ¢@ >0,

¢V 4+ ¢® < Qmax, Cm > Cpi(q).

S.t.

From the fact that Cpj(+) is a monotonically decreasing continuous function for either
¢ or ¢, it is clear that the maximum value of Cp;(-) is determined as Cy; due to the
constraints of the second sub-problem. Thus, the solution is determined as a set of g
satisfying Cyt = Cpj(q). Then, the solution set of the second sub-problem is equal to

the solution set of the following problem as

max Cm
q

0<q® < gl ¢@ >0,
q(l) + q(2) S Qmam CM = CDJ(Q)'

S.t.

Similarly to the first sub-problem, the solution set is determined as its own feasible set
since the objective function is a constant value. That is, the solution set of the second

sub-problem is given by
T5,sub2 = {Q| 0< q(l) < qt(hlr)7 q(2) >0,
0+ < Quan, Cu = Cos(a) } (322)

Unfortunately, (3.22) cannot determined as an unique form because the set of g
satisfying Cyy = Cpy(q) is defined using the parameters which vary depending on

the channel conditions. Thus, I present Table 3.2, classifying the channel conditions
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Figure 3.3: Description of the shape of C = Cp;y(q) and the area according to the

feasible set in the tth sub-case of Case 5, i.e. Case 5.
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Table 3.2: The five sub-cases of channel conditions for Case 5

Channel Conditions P
QASRAMD — SDOMR < AM(QMD — OMR) 1
amrAM (asp + parp — Am) 5
asp < AM | < amp(Am — parp)(asr — Am)
QSROMD — O'SDOMR
amrAM (asp + parp — Am)
> )\M(aMD — OéMR) 3
> amp(Am — porp) (asr — Am)
amMrAM (asp + parp — Am) A
asp 2> AMm < aMD(/\M — pOzRD)(OLSR — )\M)
amrAM (asp + parp — Am) s
> amp(Am — parp) (asr — Am)
N 7@ '
Case3: ™. 4 =6@q") I q®= Qs,1,thr

~

\4
N

~
Cased: "
oy
\-
Casel: ™.
Qmax < Q‘A;\

@max = Qta;}\_

@)

\Qmax > Qrans, qi"t__
- '\

Figure 3.4: Description of how QJnax affects formation of the feasible set.
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into five separate sub-cases in which 75 2 is presented in different formula to one
another. In Table 3.2, ¢ denotes the index number indicating each sub-case of Case
5. Furthermore, Fig.3.3 shows how the boundary line of Cyy = Cpj(q) is formed for
each sub-case in the positive g-domain where both ¢! and ¢(?) are positive values. In
Fig.3.3, the orange line and the gray-colored area represents the boundary line satis-
fying Cm = Cpy(q) and the feasible set of the second sub-problem, respectively, when
(max 18 given by an infinite number. I also provide Fig.3.4 to give an intuitive illus-
tration of how the value of (.« affects the feasible set of the second sub-problem. In
Fig.3.4, three cases where feasible sets are given as the empty set, a point, and an area
respectively are considered and the gray-colored area represents the feasible set. From

Fig.3.3 and Fig.3.4, I can define (3.22) as

0, if 0 < <
T5,sub2 _ Qmax Q5,1j),thr (3.23)

Vw U Wd), if Qmax > QE’),w,thra

where (05 4 e denotes the threshold value of (Qmax for the feasible set of the second

sub-problem not to be the empty set in the vth sub-case of Case 5 and, in each sub-

1 «
Q51 thr 7= —— (SR - 1) ,

case, is given by

aMr \ AM
e (1) (2
0 Qun:  ifgnal >0,
5,2,thr -= ) 1) (2 . (1) (2
mln{qi(m), qi(nt)}’ if qt(an) Qt(an) <0,
min{Qs 1,00 Qun}s if Gl da) > 0,
Q5,3,thr :=

min{Qs 1.0, 62}, if gl gl < 0,

Qtana lf qI(aQn) Z 07
Q5.4 thr = O . @
Qim 9 lf Qtan < 07

min {@Qs 1 ,thr; Quany, if qt(a2n) >0,

Q5.5 = @
@5,1,thr if g, < 0.
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In addition, qi(nlt) and qi(th) denote ¢(M-intercept and ¢(?-intercept of ¢ = G(¢")) in

the g-domain, respectively, and qt(aln) and qt(fn) denote ¢V and ¢(? of the point at which
9G(¢V)

8q(D is -1, respectively. Qn denotes the sum of qt(;n) and qt(j? . They are described

graphically in Fig.3.4 and are given by

1 1 asp
¢V = 1),
" amp \AMm — porp

(2) 1 PORD
q‘ g - 1 3
o amp \AMm — asp

a 1 <a5D + v/Pasparp 1)

tan

aMD AM
2 _ 1 (parp+/paspOrD 1
tan aMD )\M .

Qtan = qt(aln) + q(2)

tan *

Moreover, G(+) is the function derived from the equation of Cvy = Cpy(q) and it is
defined as

1 arp(l + ampT
G(z) = < porol Mp?) —1) .
amp \ Am(1 + ampx) — asp
On the one hand, V), is given by

0, if¢ =1,
) if 4 € {2,3,4,5)
and 0 < Qmax < Qran,
if¢ € {2,3,4,5}
Vy = 0, and Qmax > Qun

1
and Q£ ) > Q5.1 thr

if ¢ € {2,3,4,5}
) and Qmax Z Qtan

1
and Q£ ) < Q5.1 thr

{ala” <™ <qff),

¢® =G(¢"M)}

where qﬁl) and q(l) are defined as

Uy
qﬁl) ‘= max {0, ql(l)} ,
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min {of,ql)}, it e {2,4),
min {qlgl)a QB,l,thr} ) if ¢ S {37 5}7

1
) =

where ql(l) and qfll) are determined as the pair of x such that Qax — = G(z). On the

other hand, W, is given by

(

0 if ¢ € {1,3,5},
and 0 < Qmax < Qs,1,thr
Wy =4 {qld"V = Qs 1mr, if ¢ € {1,3,5}
0<q¢? < QI(jZ)}  and Qmax > Q5,1 thrs
\ 0, if ¢ € {2,4},

where q[(jz) is defined as

gt = min {Qmax — Q51,0 G(Q51.00)} -
Finally, the third sub-problem is expressed as

max Em(q)
q

. ¢V > ¢ 4@ >0

¢V 4+ ¢ < Quax-

)

Under the constraint of ¢g(t) > qt(hlr), it is enough to fulfill Cyy > Cp(q) because Cy >

Rm > RR(q(l)) is always satisfied as long as ¢ is not smaller than qt(hlr). Thus, the
third sub-problem of Case 5 becomes identical to the second sub-problem of Case 3,

and accordingly the solution set of the third sub-problem is just given by

T5 sub3 = 13 sub2-

On the one hand, under the condition of g € T5 b3, the maximum eavesdropping
rate cannot exceed Ry since the monitor node operates in the helping mode. On the
other hand, the maximum eavesdropping rates under the conditions of g € 75 4u»1 and

q € T5 sup2 are determined as zero and Cy, respectively. Thus, as long as both T5 g2
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is not the empty set, it is obvious that the solution set of (3.13) for Case 5 is given as

T5 sub2. Furthermore, when 75 g2 1s the empty set, 75 sub3 1s always determined as the

empty set because ()5 i is smaller than qt(hlr) for all 1. Since T5 g1 is not always

empty set, the solution set of (3.13) for Case 5 is given as

T5,sub17 if T5,sub2 = @
Ty =
Tssub2,  if T5 sub2 7 0.

)

Using (3.21) and (3.23), this can be expressed as

{alo<q <),

2 >0.Cu<C ; 10 < Qmax < Q rs
T5 _ q - Yy M DJ(q)7 m 57’¢7t]’1 (324)
q(l) + q(2) < Qmax}

Vd; U Ww, if Qmax > QS,z/;,thr-

To sum up, the final solution set of (3.13) is given as

Ty, for Case 1,
T,, for Case 2,
T = < Ty, forCase 3, (3.25)
Ty, for Case 4,
Ts, for Case 5.

3.3.2 Minimizing Total Power Consumption

As long as g is included in 1" which is the solution set of (3.13), it is guaranteed
that the eavesdropping rate achieves maximum value under the successful eavesdrop-
ping condition. Nevertheless, all g in 7' is not entirely equal. This is because the total
power consumed at the monitor node is different depending on which g is selected
as the optimal power scheme for the monitor node. While maintaining the maximum
eavesdropping rate, in order to enhance the power efficiency simultaneously, I find g to

minimize the total power consumption of the monitor node. This optimization problem
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can be expressed as
B 2 n
mqm > 1 QM

s.t. qgeT.

(3.26)

For Case from 1 to 4, the solution of (3.26) is simply given by

a7 (Qmax) = (0,0),

(07 Qmax)a if 0 S Qmax < QQ,thra

qg(Qmax) = )
(07 Q2,thr)a if Qmax > QZ,thr)

(07 0)7 if 0 S Qmax < QB,thr27
q§ (Qmax) = (q[(hlr)v Qmax - qt(hlr))y if Q3,thr2 < Qmax < Q3,thr17
1 2 .

(qt(hr)’ qf(%,t)hrl)’ if Qmax 2 QS,thrl;

qZ(Qmax) = (07 0)

Furthermore, the solution of (3.26) for Case 5 is given by

(07 0)7 if 0 S Qmax < Q5,1[),thr7

qgﬂpa if Qmax > Q5,¢,thr7

QE(Qmax) =

where q’g’w denotes the solution of (3.26) for the v th sub-case of Case 5 and, for all 1,
is given as

QE,l = (Q5,1,[hr7 0)7

1) (2 L (1) (2
(- a)s if gl ata) = 0,
e (1) (2
0,42 if gy s < 0
q§,2 = " and qt(aln) <0,
L (1) (2
( (1) 0 if C.It(an)Qt(an) <0
it > Y)> and (1)
qtan > 07
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. (1) (2
(0, ) if gl G > 0
an ’ an /»?
and Qtan < Q5,1,thr7
. (1) (2
o if g ai < 0
53 =
(0, qi(n2t))’ and Qt(aln) <0
and qi(n2t) < Q5,1,thr
(@5.1,mr,0), otherwise,
1) (2 e (2
. el itel >0,
BAZY L0 0 i <0
(Qintv )7 1 qtan < )
. (2
1 (@) if g > 0
* ( tan » tan)?
d55 = and Qun < Q5,1,thra
(@5.1,mr,0), otherwise.

Consequently, the solution of (3.26) is given by

@} (Qmax), for Case 1,
q5(Qmax), for Case 2,
q"(Qmax) = { @4(Qmax), for Case 3, (3.27)
@ (Qmax), for Case 4,
| @%(Qmax), for Case 5.

3.4 Numerical Results

In this section, I validate the performance of the proposed method with the optimal
power strategy by simulation results. For simulation parameters, I set radio frequency
as 5 GHz and bandwidth as 20 MHz. In addition, channel coefficients of all communi-
cation links are generated based on the COST207 Typical Urban 6-ray channel model
[16, 41]. For the 6-ray channel model, the used path powers, {Vz}ii?, and the used

path delays, {4, }?=9 are given as follows;

{7:}7=% = {0.189,0.379,0.239, 0.095, 0.061, 0.037} ,
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{6,122 ={0.0,0.2,0.5,1.6,2.3,5} * 1076,

Then, the channel coefficient between node X and node Y can be expressed as

2=6
hxy = (dxy) ™2 Z g e I

z=1

where dxy denotes the Euclidean distance between node X and node Y, and f is the
radio frequency, and g, denotes the zth fading and is given by an independent complex
Gaussian random variable with zero-mean and variance .. Moreover, throughout this
section, I use I'g, ..., the ratio of Qnax to the power utilized for the suspicious commu-

nication, instead of Qmax. That is, I'g, . is defined as

where P, denotes the total power which the source node and the relay node consume

for transmitting the signal to the destination node and is given by
Pt := Ps + PR.

For comparison of performance, two conventional methods are introduced; one
is the method where the monitor node is utilized as the jammer or the helper in the
half-duplex mode [30] and the other is the half-duplex jamming method in which the
monitor node acts as only the half-duplex jammer [37, 39]. I denote the first method
[30] as *Conv1’ and the second method [37, 39] as *Conv2’ while denoting our pro-
posed method as "Prop’ in each figure. Moreover, for more realistic and practical anal-
ysis, I consider two imperfect CSI cases as well as the perfect CSI case where there
is noise-free CSI exploited by the monitor node. In the imperfect CSI cases, complex
Gaussian noise is added to the channel coefficients at the monitor node. The ratios of
each channel coefficient to noise are 0dB and 20dB in the two imperfect CSI cases,
and is infinity in the perfect CSI case, respectively. To discriminate these cases, I mark
the ratio of each channel coefficient to noise on each legend of all figures.

In order to examine the performance variation by the mobility of nodes in the

infrastructure-free network, I consider three simulation scenarios. Fig.3.5 shows the
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Figure 3.5: The network topology for the first simulation scenario.

network topology used for the first scenario. All nodes of the network are deployed in
a 2-Dimensional space and, at the same time, the source node, the destination node,
and the monitor node form an equilateral triangle. Coordinates of the three nodes are
(0,2), (0,0), and (1,+/3), respectively. Further, as shown in the figure, it is assumed
that the relay node moves from the lower side of the triangle to the right side via the
center. Therefore, simulations are carried out over three sub-cases where the relay node
is positioned on v1, ve, and v3. Coordinates of the three points are (1, %), (1, ?), and
(%, @), respectively. All performances are averaged over a total of 500,000 simulation
iterations.

Fig.3.6 and Fig.3.7 shows the outage probabilities and the average eavesdropping
rates for the three sub-cases in the first simulation scenario when I'g,  is varying in
the environment where Py is 1, pis 1, and o2 is 10~2. From the figures, it is clear that

performances are enhanced regardless of the proactive eavesdropping method for all

sub-cases when I'g, . is increasing. I also identified that the proposed method outper-
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forms other benchmark methods over all I'gy, . both in terms of the outage probability
and the eavesdropping rate. Particularly, performance differences are largest in the
sub-case where the relay node is positioned at v;. This is because the monitor node is
on a more advantageous position to eavesdrop the suspicious communication link as
the relay node moves from v; to v3. In more detailed, this implies that the proposed
method copes with adversarial situations to monitor networks more flexibly than other
benchmark methods, since the full-duplex proposed method can eavesdrop the suspi-
cious link throughout the transmission whereas other half-duplex benchmark methods
could eavesdrop only one phase of the transmission. When the relay node moves from
v1 to v3, the outage probability is improved over all I'gy, ., but the average eavesdrop-
ping rate decreases during the high Iy section. This result comes from that, at the
high I'g, .. section, the achievable rate of the destination node decreases considerably
compared to the enhancement of the outage probability. Moreover, it is shown that
all performances deteriorate rapidly as the noise power is increasing on each channel
coefficient. These results are reasonable since all methods are designed from the tight
successful eavesdropping condition. Under this tight condition, even a small error on
the CSI can lead to large increase in the probability that the successful eavesdropping
condition is violated. Thus, in a practical communication network, a margin is needed
in the successful eavesdropping condition for reliable performances.

Fig.3.8 shows the average eavesdropping rate of only the cases where all meth-
ods experience successful eavesdropping, i.e., no outage. Thus, the difference of the
outage probabilities is ignored in Fig.3.8. From this, it is also verified that the pro-
posed method does not merely enhance the number of no outage cases, but even im-
prove the eavesdropping rate of the monitor node in no outage cases compared to other
benchmark methods. This implies that the proposed method is still superior than other
benchmark methods even if the outage scarcely occur because the monitor node is very
advantageous to eavesdrop the suspicious communications.

In Fig.3.9, the network topology utilized for the second and the third simulation
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Figure 3.8: The average eavesdropping rate of the cases when the conventional method

experiences no outage.

scenarios is graphically described. In the two scenarios, the source node, the destina-
tion node, and the monitor node form the equilateral triangle and the relay node is
assumed to move from v; to v3 via vy like the first simulation scenario. Coordinates
of the source node, the destination node, and the monitor node are (0, 2), (1,+/3), and
(0, 0) for the second scenario and (0, 2), (0,0), and (1, v/3) for the third scenario. Fur-
ther, in each scenario, simulations are carried out over three sub-cases where the relay
node is positioned at v;, v9, and vs. Coordinates of the three points are same as in the
first simulation scenario. In addition, I assume that the monitor node for the second
scenario and the destination node for the third scenario have lateral movements along
the x-axis in 2-Dimensional space.

Fig.3.10 and Fig.3.11 show the outage probability and the average eavesdropping
rate for the three sub-cases in the second simulation scenario when the monitor node

moves from (— %, 0) to (%, 0) in the environment where Py is 1, ', is -10dB, pis 1,
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Figure 3.11: Average eavesdropping rates for the three sub-cases where the relay node



and o2 is 1072, As shown in the two figures, it is verified that the proposed method is
superior than other benchmark methods in both the outage probability and the average
eavesdropping rate. For all sub-cases, all performances are improved as the monitor
node moves from (—3,0) to (1,0). This is because the channel states between the
monitor node and the source node and between the monitor node and the relay node
is getting more advantageous for eavesdropping. In other words, the monitor node is
in more advantageous environment to eavesdrop the suspicious communication link
when it moves in the positive direction on the x-axis. Further, unlike the first simula-
tion scenario, the monitor node is in more adverse situation to eavesdrop the suspicious
link as the relay node moves from v; to vs. This is why moving the monitor node in
the positive direction on the x-axis can maintain the outage probability performance
when the relay node moves from v; to v3. Nevertheless, from Fig.3.10, I can verify
that the proposed method requires a relatively small movement of the monitor node
compared to other benchmark methods to keep the same outage probability. This is
because the proposed method using the full-duplex monitor node can obtain double
channel gain than other benchmark method using the half-duplex monitor throughout
the transmission. Therefore, the proposed method handles the situation when the mon-
itor node is gradually harder to eavesdrop the suspicious link by movement of the relay
node more efficiently. Meanwhile, from Fig.3.11, it is noticeable that, when the moni-
tor node is in the vicinity of (%, 0), the average eavesdropping rate is rather increasing
as the relay node moves from v; to ve. This effect comes from that the eavesdropping
rate increment is relatively dominant compared with the drop in the outage probability
because the monitor node already has a good channel state to eavesdrop the suspicious
link. That is, if the monitor node is nearby the source node enough to eavesdrop the
suspicious link, it may be better in terms of the eavesdropping rate that the relay node
moves to increase the achievable rate of the suspicious link.

Fig.3.12 and Fig.3.13 show the outage probability and the average eavesdropping

rate for the three sub-cases in the third simulation scenario when the destination node
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1

—2,0) to (3,0) in the environment where P is 1, T'q,,, is -10dB, p is

moves from (
1, and o2 is 1072. As shown in Fig.3.12, the outage probability performance is dete-
riorated for all sub-cases as the destination node moves from (—3,0) to (3,0). This
comes from the fact that the channel states between the destination node and the source
node and between the destination node and the relay node become better as the desti-
nation node moves from (—3,0) to (3,0). That is, when the destination node moves
in the positive direction on the x-axis, the suspicious link becomes harder to eaves-
drop. On the other hand, the monitor node becomes advantageous to eavesdropping
the suspicious link when the relay node moves from v; to v3. This is why the out-
age probability performance is gradually enhanced over all positions of the destination
node as the position of the relay node is changed from v; to v3. It is also identified that
the performance differences between the proposed method and other benchmark meth-
ods become larger when the network circumstance becomes disadvantageous to eaves-
dropping the suspicious communication link. This implies that the proposed method is
more tolerable to harsh network conditions, where the monitor node can hardly eaves-
drop the suspicious link, than other benchmark methods. In Fig.3.13, it is noticeable
that the average eavesdropping rates are slowly decreasing or even increasing as the
destination node moves in the positive direction on the x-axis. This result comes from
that both the eavesdropping rate corresponding to the successful eavesdropping case
and the number of the outage cases increases together.

Although I assume that the ratio of the relay power to the transmit power, p, is
known to the monitor node in the paper, the monitor node cannot know p in practical
communication scenarios. Fig.3.14 and Fig.3.15 show the outage probability and the
average eavesdropping rate versus I'g ., respectively, when p used in the optimal
power design is different with the real ratio of the relay power to the transmit power,
Preal- Except for p, the simulation setting is same as in Fig.3.6 (b) and Fig.3.7 (b). I

consider two cases in which p and pye, are different each other. In the first case, preal
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is given by 2 and p is given by pope Which is defined as

QSR — OsD
Popt 1= —————.
ORD

Under the situation where there is no jamming or helping from the monitor node, pop is
the optimal ratio which maximizes the achievable rate of the destination node. Since all
nodes in the suspicious communication link do not know the existence of the monitor
node, pop is a reasonable choice for the source node and the relay node. Whereas, in
the second case, prea 18 given by pope and p is given by 2. In Fig.3.14 and Fig.3.15,
the blue line and the red line represent the first case and the second case, respectively.
From Fig.3.14, it is clearly shown that the first case is better than the second case in
terms of the outage probability performance. This is because, in the second case, the
monitor node underestimates the achievable rate of the destination node so that the
probability that the monitor node does not jam the relay node and the destination node

enough to eavesdrop the suspicious link successfully is relatively high. On the other
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Figure 3.15: Average eavesdropping rates for the three sub-cases where the relay node

is positioned at (a) , (b), and (c) in the third simulation scenario.

hand, the monitor node overestimates the achievable rate of the destination node in
the first case. Thus, the monitor node is likely to jam the suspicious link even in the
situation where it can eavesdrop successfully without the jamming. This is why the first
case is worse than the second case in the eavesdropping rate performance when (Qpax is
very low as shown in Fig.3.15. Nevertheless, as (Jmax increases, the eavesdropping rate
performances of two cases become reversed because of an overwhelming difference
of the outage probability performances. Consequently, it is inferred that, if peq is

unknown to the monitor node, pop is the best choice of p in the optimal power design.

3.5 Summary

This chapter studied proactive eavesdropping in the general infrastructure-free com-

munication network where all nodes have the mobility and the monitor node operates
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independently from other nodes. In order to enhance the proactive eavesdropping per-
formance of the network, I proposed the adaptive full-duplex jamming-helping method
in which the monitor node can select its operating mode adaptively depending on the
channel conditions. Furthermore, I designed the optimal power scheme for the pro-
posed method to minimize the total power consumption of the monitor node while
maximizing the eavesdropping rate. In the process, I first classified channel condi-
tions into several cases to make the optimization problem straightforward. Then, for
each classified case, I solved the simplified problem and presented the optimal power
for the proposed method in closed form. In addition, I analyzed the numerical results
came from the three simulation scenarios: 1) moving only the relay node, 2) moving
the relay node and the destination node, and 3) moving the relay node and the mon-
itor node. Through the numerical analysis, it was verified that the proposed method
outperforms other benchmark methods both in the outage probability and the eaves-
dropping rate for all simulation scenarios. Particularly, in the situation where the relay
node, the monitor node, or the destination node moves in the way that eavesdropping
the suspicious communication link becomes harder, it is shown that performance dif-
ferences between the proposed method and other benchmark methods becomes larger.
I also identified that the outage probability performance becomes better regardless of
the position of the destination node as the position of the monitor node is closer to the
source node or the relay node, but the eavesdropping rate performance depends on the
position of the destination node. From these results, it can be inferred that an optimal
position of the monitor node can be different depending on which performance the

system weights to.
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Chapter 4

Proactive Eavesdropping using Half-Duplex Dual

Monitor

4.1 Motivation

In proactive eavesdropping, the legitimate eavesdropper can monitor a suspicious com-
munication link successfully only if it obtains whole information of the signal traveling
in the suspicious link. From the viewpoint of information theory, the successful eaves-
dropping implies that achievable rate of the monitor node, which is managed by the
legitimate eavesdropper, is greater than achievable rate of the destination node in the
suspicious communication link. Unfortunately, a wireless communication medium has
the nature of randomness and accordingly, it is not guaranteed that a channel from a
source node to the monitor node is always better than to the destination node. Thus,
in order to achieve the successful eavesdropping, the monitor node generally utilizes a
jamming method to degrade achievable rate of the destination node in the suspicious
link [42].

In general, there are two kinds of how the monitor node operates the jamming
method; a half-duplex and a full-duplex. In the half-duplex jamming method, the mon-

itor node conducts the eavesdropping and the jamming separately. That is, the monitor
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node should select whether to eavesdrop or to jam the suspicious link at a given time
duration. Whereas, in the full-duplex jamming method, the monitor node can fulfill the
eavesdropping and the jamming simultaneously. Thus, the monitor node operating in
the full-duplex jamming method has two antenna groups; the one is for eavesdropping
and the other is for jamming. Since these two antenna groups have to be deployed
nearby with each other, the jamming signal transmitted from the antenna group acts
as an interference signal to the other antenna group, which is called a self-interference
problem. To overcome this problem, the self-interference cancellation method is gen-
erally introduced both in software and hardware domain. If the self-interference can
be perfectly removed, the full-duplex jamming method has great advantage over the
half-duplex jamming method in terms of a time-efficiency.

For this advantage, studies about proactive eavesdropping have been carried out
with the full-duplex jamming method [20, 21, 28, 42]. However, in [20, 21, 28], the
self-interference problem is ignored with the assumption that the self-interference is
perfectly cancelled by some methods. Authors in [42] considered the self-interference
and proposed the mitigation method of that, but only under the condition the monitor
node is equipped with multi-antennas. Motivated by that, in this chapter, I investigate
the effect of imperfect self-interference cancellation in proactive eavesdropping using
the full-duplex jamming method, and propose a half-duplex dual monitor method to
overcome the self-interference problem efficiently even if monitor nodes are equipped
with a single antenna. In the half-duplex dual monitor method, two distant monitor
nodes are introduced to eavesdrop the suspicious communication link while getting
spatial diversity and preventing self-interference simultaneously. I also design an adap-
tive transmission scheme for the proposed method to maximize the proactive eaves-
dropping performance. Finally, the proposed method with the adaptive transmission

scheme is validated through numerical analysis.
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4.2 System Model
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Figure 4.1: Description of the two-hop DF relay network topology

4.2.1 Network Topology

I consider a communication network where a suspicious source node and a suspicious
destination node and a dual monitor exist as shown in Fig.4.1. The dual monitor con-
sists of two half-duplex nodes; one is for eavesdropping and the other is for jamming.
All nodes in the network assumed to be equipped with a single antenna. I assume that
the the dual monitor is authorized to access the global channel state information (CSI)
of the network by a central system and other nodes cannot know existence of the dual
monitor node. These assumptions are realistic based on the fact that the monitor nodes
are generally qualified as high-level users and accordingly, are empowered to access
all information provided by the central system. The channel coefficient between of the

link between node X and node Y is denoted by hxy as shown in Fig.4.1. All channel
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coefficients are reciprocal, that is, they satisfy the following equation;

hxy = hyx

Furthermore, all channels of the network are assumed as Gaussian channels. In other
words, a channel noise of each link can be modeled as a zero-mean Gaussian random

variable with variance 2.

4.2.2 Transmission Protocol

The suspicious source node transmits a signal to the suspicious destination node. At
the same time, one half-duplex node of the dual monitor eavesdrops the signal and the
other half-duplex node jams the signal reception of the suspicious destination node.
All channel coefficients are assumed to be stationary during the signal transmission.
Although the half-duplex node for eavesdropping already knows this artificial noise
via sharing information with the central system, it is assumed that the artificial noise
cannot be removed entirely because of the limit in the software domain or the hardware
domain. This implies that the residual artificial noise acts as a interference to the mon-
itor node for eavesdropping. Moreover, since the two half-duplex monitor nodes can
switch their roles with each other, the central system can select two options adaptively
depending on the channel conditions of the network. The whole signal transmission

process of each option is graphically described in Fig.4.2.
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4.2.3 Achievable Rate

As shown in Fig.4.2, for the ¢th option, the monitor node for eavesdropping is given
by

M, ifi=1,

My, ife=2.

At the same time, the monitor node for jamming is given by

M, ifi=1,
M, ifi=2.

Then, for the ¢th option, the received signal at the monitor node E; is expressed as

TE; = V/Pshsg; s + v/ Qhyg, \/Trest + 1, 4.1

where s, a, Ps, ), ny, and ['es denote the normalized transmit signal, the normalized
artificial noise, the transmit power, the jamming power, the zero-mean AWGN with
variance o at the monitor node for eavesdropping, and the ratio of the residual arti-
ficial noise power to the jamming power, respectively. In addition, the achievable rate

function of the monitor node E; is given by

4.2)

P
Ce,i(Q) = logy {1 + OSECS } .

1+ C“JiEiFresQ

The received signal at the suspicious destination node D for the ith option can be

expressed as
rp,i = \/Pshsps + v/Qhy,pa + no, 43)

where np denotes the zero-mean AWGN with variance o2 at the suspicious destination
node D. Then, the achievable rate function of the suspicious destination node D for the

tth option is given by

4.4)

P
Cp,i(Q) = logy {1 + D73 } .

1+ aj,pQ
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4.3 Optimal Transmission Scheme

In this section, I aim to find the optimal transmission scheme for maximizing the proac-

tive eavesdropping performance. To this end, I classify the channel conditions into

separate cases based on Table 4.1.

Table 4.1: Channel conditions classification

Channel conditions Case
asm; = asp 1
Qasp—AsMm Qasp—asM,
> 1 2 2
ASM; = ASM; a < asmy MyD —Lresaspam; M, asm, My D~ resaspam; M,
SMy SDb asp—asm, asp—asM, 3
asM; aMoD —Lresaspomy My = sMy M D—I'resatspam My
asm, = asp 4
Qsp—AsM, Qasp—asM,
asM; < AsM asm, &M, D —Lresaspam; M, asmy aMoD —res@spam; M, 5
Q'SM» < asp asp—asm asp—asM
2 1 6

asm, &M, D —Lresatspamy M,

= asmy @MyD—'resaspam; My

In Case 1 or Case 4, the dual monitor can eavesdrop the suspicious communication

link successfully without the jamming. Therefore, the optimal transmission scheme for

Case 1 or Case 4 is no jamming while only eavesdropping. However, in other Cases, the

optimal transmission scheme depends on the maximum available jamming power. That

is, in Cases except Case 1 and Case 4, the optimal transmission scheme is determined

by the jamming power conditions as shown in Table 4.2. In each optimal transmission

scheme, actions of two monitor nodes are presented in Table 4.3
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Table 4.2: Case classification

Case . Scheme
Conditions
Number Number
Qmax > e 2
o) = asmy aMyD—resaspam; My
QD —OiSMy
< 3
Qmax asmy &MoD —Lresspom; My
Qmax > T 2
= asm; aMyD—resaspam; My
3 > ASD —OSMy 4
OisD —OisM Qmax > QsM., M4 D —ressp v
Q < 1 SMo @M1 D res ASDAM 1 Mo
max asMy; OMoD —L'ressp oMy My 0 < Qsp—QsM, 3
max ™ agm, am;p—Tres@spam; M,
Qmax > T 4
5 = asMyam; D—resaspam; My
QSD — ASMoy
< 3
Qmax asMo @My D —Lrestsp My Moy
Qmax > T 4
= asmy oM D—Lresaspam; My
6 > asD—OsMy )
OisD—O'sM Qmax > QasMy OMoD—resspay
Q o < 2 SM1 @My D res ASD M| Mo
max aSMQQMlD*FresOlSDaMlMQ Q < QSD —O'SMy 3
max ™ agm; amMod—L'resaspam M,

Table 4.3: Optimal transmission scheme

Scheme Monitor Monitor
Number Node 1 Node 2
1 Eavesdropping Rest
2 Eavesdropping Jamming
3 Rest Rest
4 Jamming Eavesdropping
5 Rest Eavesdropping
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4.4 Numerical Results

F 3 y
@ Dual monitor node
| .
Source node Destination node X
@ Dual monitor node

Figure 4.3: Graphical illustration of the network topology in the simulation.

In this section, I verify the proactive eavesdropping performance of the proposed
method via the numerical simulation. First, the network topology used in the simula-
tion is described in Fig.4.3. As shown in Fig.4.3, all nodes are coplanar points located
in 2-dimensional x-y plane. The coordinates of the suspicious source node, the suspi-
cious destination node and the two monitor nodes are (0, 0), (0,2), and (-2, 1), (2,1),
respectively. Each channel coefficient between two arbitrary two nodes is generated
based on the COST-207 Typical Urban 6-ray channel model. That is, channel coeffi-

cient between node A and node B is given by

z2=6
hag = (dap) > Zgﬁﬂzwf&z,
z=1

where dag == \/(zx — oy)% + (yx — yy)2, and f is the radio frequency, and g, is
the zth fading and is given by an independent complex Gaussian random variable with

zero-mean and variance . In addition, the used path powers, {7, ji?, and the used
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path delays, {0, }?=$ is given as follows;
{7,128 = {0.189, 0.379, 0.239, 0.095, 0.061, 0.037} ,

{6,122 ={0.0,0.2,0.5,1.6,2.3,5} * 107°.

Throughout the section, I use the ratio of the maximum available power for the monitor
to the total power consumed for the suspicious communication link, I'g, .., instead of

the maximum available power for the monitor, Qmax. The ratio, I'g_ ., is defined as

Qmax
To,. = .
Qm< PS

Fig.4.4 and Fig.4.5 shows the outage probability and eavesdropping rate perfor-
mance versus the maximum available jamming power, respectively. For comparison,
I also present the proactive performances of the conventional method using the full-
duplex monitor node with the imperfect self-interference cancellation. Moreover, it
is assumed that the self-interference is mitigated by a factor of 107°. As shown in
two figures, the proposed method with optimal transmission scheme is superior than
the conventional method using the full-duplex node. This implies that the proposed
method efficiently overcomes the self-interference caused by the full-duplex node.
Even the eavesdropping rate performance of the conventional method using the full-
duplex node decreases as the maximum available jamming power increases. This is
because the self-interference quantity is also increasing as the jamming power is in-
creasing. In other words, it is not guaranteed that the eavesdropping rate of the monitor

node is enhanced when more jamming power is consumed.
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Figure 4.5: Eavesdropping rate versus the maximum available jamming power.
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4.5 Summary

To overcome the self-interference problem, this chapter studied proactive eavesdrop-
ping using the half-duplex dual node which one of two monitor nodes is for eavesdrop-
ping and the other is for jamming. In addition, I proposed the adaptive transmission
protocol for the half-duplex dual node and designed optimal transmission scheme for
improving the proactive eavesdropping performance. Finally, through numerical anal-
ysis, it was verified that the proposed method with the optimal transmission scheme
is superior both in terms of the eavesdropping rate and the outage probability than
the conventional method with the self-interference problem caused by the full-duplex

monitor node.
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