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Abstract

The study on Willingness to Pay
for Cyber Insurance in Thailand

Siriwan Chaichana

College of Engineering

Technology Management, Economics and Policy Program
The Graduate School

Seoul National University

In modern times, the growing concern of cyberattacks has emerged as a
significant issue for businesses due to their growing dependence on
digital technology for their everyday operations. Cybercriminals target
vulnerable individuals and organizations, including critical
infrastructure systems, resulting in potential disruptions and even
fatalities. To enhance Thailand's competitiveness and instill trust in
digital technologies, the government has implemented digital economy
development policies, and the two digital lawsuit included the
Cybersecurity Act, and the Personal Data Protection Act. Among
various cybersecurity practices, cyber insurance stands out as an
effective method to transfer risks to a third party, but its complexity in
pricing and coverage considerations makes it relatively unfamiliar in
the Thai market, particularly among Critical Information Infrastructure

(CII) organizations.
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This study aimed to gain valuable insights into the decision-making
process and willingness to pay for cyber insurance among CII
organizations in Thailand. To fulfill the research objective, the
Contingent Valuation Method (CVM) was utilized in this study. The
CVM is a well-established technique used to evaluate the economic
worth of non-market goods, including cyber insurance. By utilizing this
method, the researchers sought to understand the significant factors that
influence CII organizations' purchasing decisions and their willingness

to invest in cyber insurance coverage.

In light of the circumstances, cyber insurance has emerged as an
effective method among various cybersecurity practices to mitigate
risks by transferring them to a third-party insurer. This approach
provides a much-needed safety net for organizations facing potential
financial losses and reputational damage resulting from cyber incidents.
However, despite its potential benefits, cyber insurance remains
relatively unfamiliar in the Thai market, particularly among Critical
Information Infrastructure (CII) organizations. The complexity involved
in pricing and coverage considerations makes it a challenging product

for these organizations to adopt.

To ensure a comprehensive analysis, the study integrated the Spike
model, which effectively addresses situations where organizations
might reject the idea of investing in cyber insurance. This approach
allows for a more accurate estimation of the willingness to pay among
potential adopters of cyber insurance, providing a deeper understanding

of their risk management priorities.



The study's findings revealed a noteworthy willingness to pay for cyber
insurance among CII organizations in Thailand. As determined by the
Spike model, the average willingness to pay was found to be THB
207,455 (USD 6,694) per year. Additionally, the research highlighted
the crucial role of understanding cyber insurance and the level of
professionalism among key individuals within these organizations,
particularly the chief cybersecurity officer. The willingness to pay was
significantly influenced by their knowledge and expertise, with
monetary values of THB 287,300 (USD 9,267) and THB 204,312 (USD

6,592) per year, respectively.

These findings hold valuable policy implications for the government
and insurance companies, shedding light on the importance of the
willingness to pay as determined by the Spike model. Furthermore, the
study underscores the significance of raising awareness about cyber
insurance and the need for qualified cybersecurity professionals in
driving the demand for cyber insurance within the Thai market.
Ultimately, the research aims to contribute to a more secure and resilient
digital ecosystem in Thailand, where organizations can confidently
embrace digital technologies while safeguarding their interests against

cyber threats with cyber risk mitigation measures.

Keywords: cyber risk management, cyber insurance, willingness to
pay, contingent valuation method, spike model, Thailand.

Student number: 2020-33021
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Chapter 1. Introduction

This section provides an overview of various topics related to the
implementation of cybersecurity policies and risk management
measures. Specifically, it discusses the motivation behind Thailand's
Digital Economy and Society Policy, as well as “the Cybersecurity Act”
and “Personal Data Protection Act”, both of which encourage the
adoption of cybersecurity measures pertaining to cyber insurance. This
section states the problem, objectives, research questions, and the
methodology employed in this study. Finally, a brief outline of the thesis

IS presented.

1.1 Research Background

The term cyber risk refers to any potential harm that could arise from the
use or transmission of electronic data, encompassing technologies such
as the internet and telecommunications networks (Forum, 2017). The
global economy is vulnerable to significant damage resulting from
cyberattacks. Although the world currently spends nearly $100 billion
annually on cybersecurity (Wirth, 2017), and experts predict that global
losses will exceed $1 trillion by 2020, reflecting a more than 50 percent

increase in just two years ( Malekos et al., 2020).

The impact of cyber catastrophes can include damage to physical and

intangible assets, costs associated with business interruptions, and



various forms of liability to customers, suppliers, employees, and
shareholders. Additionally, there are hidden costs associated with
cyberattacks, such as opportunity costs, system downtime, time and
money spent on cybersecurity decision-making, productivity loss, harm

to brand reputation, and loss of consumer confidence (Forum, 2017).

To manage their cyber risk effectively, the organization implements
cybersecurity policy, these policies may include guidelines for
organizations to follow in order to protect against cyber threats, as well
as laws and regulations that mandate certain security practices or impose
penalties for non-compliance (Woods & Simpson, 2017). They must
prioritize risk management practices and establish a comprehensive
cybersecurity strategy that includes transferring risk through cyber
insurance (Yang & Lui, 2014; Tosh et al., 2017; Bodin et al., 2018). By
doing so, organizations can reduce the likelihood of cyber incidents,
ensure compliance with cybersecurity and data privacy laws, and
safeguard their reputation and financial well-being. Moreover, the
Personal Data Protection Act aims to protect personal information or
private information from leaking and adversely affecting the data subject
which has a penalty for the data loss as well (The Kingdom of Thailand,

2019).

Risk management encompasses the process of identifying, evaluating,
and mitigating potential threats that could impact the confidentiality,

availability, and integrity of data or services (The Geneva Association,



2016; The NCSC, 2018; Kosseff, 2018). To maintain the confidentiality,
integrity, and availability (CIA) triad, it is essential to allocate resources
to security measures, including but not limited to antivirus software,
firewalls, proxy servers, IT auditing, and disaster recovery plans.
Information Security Management Systems (ISMS) are also employed
to facilitate a secure and efficient risk management process by reducing
associated risks and enhancing information security (Eling & Schnell,

2016).

Within the broader literature on cybersecurity policy, previous studies
have extensively explored topics such as risk assessment, regulatory
frameworks, and the economic impact of cyber threats. From an
economic perspective, studies have examined the impact of cyber losses
and have recommended organizations to consider investing in cyber
insurance as part of their cybersecurity strategy. Cybersecurity policy
handle IT security risk, businesses use a multiple approach including
investing in security solutions and obtaining cyber insurance to cover
remaining IT security risk (Bandyopadhyay & Mookerjee, 2019). They
may also implement both self-insurance and cyber insurance to mitigate
cyber risk (Tonn et al., 2019). Abdul Hamid et al. (2022) have directly
examined the enabler and barrier of cyber insurance adoption, but there
is still a lack of economic perspective, while other type of insurance, the
monetary value has been determined and can be utilized for policy

implications by both the government and the insurer.



Prior research also suggests that organizations should incorporate cyber
insurance into their risk management strategies as a way to transfer
cybersecurity risks associated with data breaches. Cyber insurance can
be an effective measure for mitigating cyber risks (Yang & Lui, 2014;
Tosh et al., 2017; Bodin et al., 2018). However, organizations should
exercise caution in selecting the appropriate cyber insurance policy, as

policies can vary widely in terms of coverage and exclusions.

To manage cyber risk is an essential aspect of modern organizational risk
management (Bodin et al., 2018) . Effective risk management requires
investment in security tools, implementation of risk management
frameworks, and incorporation of cyber insurance into overall risk
management strategies (Tosh et al., 2017). By adopting a comprehensive
approach to managing cyber risk, organizations can reduce the likelihood
and impact of cyberattacks and protect against potential financial and

reputational damage (Yang & Lui, 2014).

Cyber risk and cyber loss become a National Agenda, to address these
risks, the government has enacted cybersecurity and Personal Data
Protection Act, to provide a legal framework for safeguarding personal
information and regulating online activities. Compliance with these laws
can pose a significant challenge for organizations operating in Thailand's
digital economy, as they must ensure that their operations are in
accordance with the country's complex and continually evolving

cybersecurity and Personal Data Protection regulations (The Kingdom of



Thailand, 2019). Those laws are a part of Thailand and the Digital
Economy and Society policy that aims to foster the country's digital
transformation by harnessing the latest technological advancements to
bolster economic growth, enhance public services, and improve the well-

being of citizens (MDES, 2018).

Moreover, Thailand's cybersecurity legislation emphasizes the
safeguarding of Critical Information Infrastructure (CII) organizations,
encompassing sectors like national security, essential public services,
banking and finance, information technology and telecommunications,
transportation and logistics, energy and public utilities, and public health.
According to the law, Clls are obligated to uphold their cybersecurity
measures, and non-compliance can lead to significant consequences,
including imprisonment, fines, or the revocation of licenses.
(Cybersecurity Act B.E. 2562 (2019), 2019). Both “Cybersecurity law”
and “Personal Data Protection law” are enforced in both public and
private organization’s to maintain cybersecurity and secure personal

data.

Cyber insurance is a modern method of transferring risks to a third party,
which can be effective in mitigating cyber threats to an acceptable level.
However, it is a complex product that involves both pricing and coverage
considerations. Since it is still relatively new in the Thai market, Clls
organization may not have a sufficient empirical understanding of itin

order to advance the growth of the cyber insurance market and establish



effective policies surrounding cyber insurance, it is crucial to delve into
a comprehensive examination of user preferences and choices
concerning cyber insurance in Thailand. This holds particular
significance considering the potential impact of cyber insurance within
Critical Information Infrastructure (CIl) organizations in the nation.
Consequently, it becomes imperative to identify the factors that influence
a user's inclination to invest in cyber insurance and their willingness to

pay for it.

Moreover, academic research on insurability typically concentrates on
factors related to insurance supply on demand is limited (Eling &
Schnell, 2016). According to several studies (Bodin et al., 2018; Yang &
Lui, 2014; Tosh et al., 2017), cyber insurance should be considered as a
crucial aspect of a comprehensive risk-management strategy to mitigate
the cyber risks related to potential breaches. However, the cost of cyber
insurance can vary based on the type of organization, the severity of
cyber threats, the size of the company, and its annual revenue (Ozawa,
2021; Malekos et. Al., 2020; Pooser et al., 2018), which can affect the
likelihood of purchasing cyber insurance. As such, they recommend that
companies evaluate cyber insurance products proactively by examining
factors such as price and coverage. Despite the potential benefits, cyber
insurance has not been widely adopted (Vakilinia & Sengupta, 2019) due
to factors such as costly premiums and policy limitations, particularly
outside the US, where the awareness and utilization of cyber insurance

coverage remain limited and underexplored (Eling & Schnell, 2016).



Consequently, introducing cyber insurance to new markets may be
challenging due to the product's complexity and limited awareness.
Therefore, it is important for governments to establish policies and
guidelines to promote effective measures for cyber risk transfer,
including the use of cyber insurance, which can reduce the burden on
organizations responding to losses caused by cyberattacks, benefiting

both the public and private sectors.

The previous study reveals the amount of money that the individual
wants to pay for non-life insurance, and identify the determinantss that
influenced the Willingness to Pay. The study on cyber insurance is
limited, therefore this study comparative from non-life insurance such as
flood insurance (Paopid et al., 2020), motor insurance (Dragos & Dragos,
2017), house insurance (Hansen et al., 2016), and earthquake insurance
(Tian & Yao, 2015). However, the direct payment for cyber insurance is
not available in academic literature only can be found the extra payment

for block chain and smart contact in cyber insurance (Nam, 2018).

1.2 Motivation

The increasing frequency of cyber-attacks and their detrimental impact
on organizational losses in today's digital landscape, where cyber risks
pose significant threats, highlights the crucial need for organizations to

have effective cybersecurity measures in place. Cyber insurance



provides a valuable method for organizations to enhance their
cybersecurity policies and effectively transfer unexpected losses.

Although cyber insurance has been acknowledged as an effective
cybersecurity tool (Bodin et al., 2018; Yang & Lui, 2014; Tosh et al.,
2017) and popular in many countries. However, there are limitations in
the current cyber insurance market, particularly in Thailand, regarding
price and adoption rate. In the initial phases of the cyber insurance
market in Thailand, understanding the demand side's perspective and
gaining insights into pricing is crucial. This knowledge is essential for
both the government and insurance providers to collaborate and drive the
growth of the cyber insurance market. Moreover, while numerous studies
have explored various types of insurance, research on the Willingness to
Pay for cyber insurance remains limited, including in Thailand.
Consequently, the determinants influencing Willingness to Pay in the

context of cyber insurance remain unknown.

Prior study on cybersecurity policy have extensively explored topics
such as risk assessment, regulatory frameworks, and the economic
impact of cyber threats. From an economic perspective, studies have
examined the impact of cyber losses and have recommended
organizations to consider investing in cyber insurance as part of their
cybersecurity strategy. And the various studies on cyber insurance
primarily focus on mitigating challenges stemming from asymmetric
information, including moral hazard and adverse selection (Dou et al.,

2020). These challenges significantly impact insurers and directly



influence insurance premiums. Additionally, various studies have
investigated pricing models to enable pricing transparency and assess the
cost of damages (Romanosky et al., 2019). However, these studies
indirectly approach the topic from the customer perspective. In contrast,
other domains of insurance dealing with uncertain risks similar to cyber
risk, such as flood insurance (Paopid et al., 2020), insurance (Dragos &
Dragos, 2017), house insurance (Hansen et al., 2016), and earthquake
insurance (Tian & Yao, 2015), and the extra payment for block chain and
smart contact in cyber insurance (Nam, 2018) have initially focused on
studying willingness to pay and identifying the factors influencing the
decision to pay, providing implications for both the government and

insurance companies.

Conducting a study on willingness to pay in cyber insurance would
provide valuable insights on the policy implication, help shape effective
policy interventions, and enable insurance providers to design tailored
products that align with customer preferences and demands. Through a
comprehensive understanding of the Willingness to Pay for cyber
insurance, policymakers and insurance providers can make well-
informed decisions to facilitate the growth and advancement of the cyber

insurance market.

Moreover, there is currently no evidence-based study on the demand for
cyber insurance in Thailand. This issue has significant implications for

policymakers and insurers. Despite the importance of addressing this



issue, limited research has been conducted to tackle this problem. This
thesis aims to fill this gap by enhancing the understanding of the factors
that influence Willingness to Pay for cyber insurance and the
socioeconomic and behavioral determinants that impact the demand for
cyber insurance in Thailand. This contribution will expand the wider
academic discussion on the demand for cyber insurance in emerging
markets and have the potential to contribute to the development of

effective strategies for managing cyber risks.

Additionally, conducting a research on the Willingness to Pay for cyber
insurance in Thailand will not only address the gaps in understanding
factor affecting demand of cyber insurance, but also align with the
country's cybersecurity laws and personal data privacy laws. It will shed
light on the financial considerations of Critical Information
Infrastructure organizations regarding cyber insurance, and promote
cyber insurance as effective cybersecurity mechanism accordingly to

factors influenced the Willingness to Pay.

1.3 Problems statement

Exploring the background of cyber insurance products can significantly
enhance a comprehension of how the insurance market approaches
cybersecurity, as well as how the government regulates and advances

cybersecurity measures. This highlights the crucial role that cyber

10



insurance plays as a cybersecurity mechanism to reduce risk, and

increase cybersecurity.

It is acknowledged that the number of cyber-attacks is exponentially
rising, but the demand for cyber insurance remains relatively low, and
many organizations are hesitant to purchase it (Eling & Schnell, 2016).
Since cyber insurance is a voluntary form of insurance with no legal
requirement to purchase it, some organizations consider it a niche

product.

Therefore, introducing cyber insurance to a new market, it is essential
to understand consumer behavior and their preference of purchasing for
such a product, which can inform policy decisions related to the
regulation and promotion of cyber insurance to drive market demand,

as well as the insurance company can setup strategy to generate demand.

Previous theoretical background of cyber insurance product suggested
that the primary reason for low demand is a lack of understanding of the
potential risks and benefits of cyber insurance (Abdul Hamid et al.,
2022). Additionally, perceived costs, lack of suitable insurance policies,
and the difficulty of quantifying cyber risks have also hindered demand
for this type of insurance. As well as the complexity of the product and
its relative obscurity have contributed to its lack of popularity (Eling &

Schnell, 2016). The same study also noted that comparatively fewer

11



studies have been conducted in behavioral economics study than in the

IT domain.

Therefore, to increase the acceptance of cyber insurance products and
their prices, further research is necessary to focus on the economic
aspects of the demand side. The decision criteria for firms to purchase
cyber insurance policies are not well established from academic so
without a deeper understanding of why firms decide to pay for cyber
insurance policies, the insurance industry may not be able to meet the
demands of its client. As a result, the cyber insurance market may not
reach its full potential, and companies may not be able to use cyber
insurance effectively as a risk management tool as the government is

looking for.

To address this knowledge gap, this study will start by gathering
organizations' perceptions of this unique form of cyber insurance. This
will involve conducting literature reviews on consumer behavior
regarding the purchase of insurance and their willingness to pay, and

affective method to analyzing it.

1.4 Research objective and questions.

This study has a specific objective, which is to examine the preferences
of customers for cybersecurity mechanisms and risk transfer-based

cyber insurance. It aims to identify the determinants that influence the

12



purchasing behavior of customers in this area. To achieve this objective,
the study utilizes a survey questionnaire that targets CIIs organizations

and other relevant organizations identified by law in Thailand.

By answering specific research questions, the study will help identify
the factors that influence customers' willingness to purchase cyber
insurance and the amount that they are willing to pay for such coverage.
The insights gained from the study will be useful for insurance
companies and policymakers in developing pricing strategies that align
with customers' preferences and increasing the uptake of cyber
insurance. To achieve this goal, the following research questions will be

addressed:

1. What is the extent of organizations' willingness to pay for cyber
insurance to transfer cyber risk to the insurance company?
2. What are the key factors that affect their decision to invest in cyber

insurance?

1.5 Methodology

The survey will use a contingent valuation approach to examine the
significant factors that influence customers' decision-making processes
when purchasing cyber insurance and their Willingness to Pay for such

coverage. A survey-based approach like the Contingent Valuation

13



Method is that relies on respondents to determine the economic value

that they place on non-market goods or services.

In addition, in the case of assessing Willingness to Pay for unfamiliar
goods or services, such as cyber insurance, individuals may respond
with zero willingness to pay. To address this issue, the study will also
use the Spike model, which can adjust zero willingness-to-pay responses
statistically to provide better estimates of the average willingness to pay

value.

1.6 Research outline

This thesis consists of five chapters. Next, Chapter 2 presents the
Literature review, covering topics such as cyber risk, cyber loss,
cybersecurity laws, liability, and cyber insurance, the empirical evidence
on insurance and willingness to pay, factors affecting the demand for
cyber insurance, limitations of previous literature, and the contribution.
Chapter 3 describes the methodology, including the use of Random
Utility Theory and a Contingent Valuation Method with a Willingness to
Pay estimate. The chapter also covers the basic components of a CV
survey, the estimation of optimal bid value for Double Bound
Dichotomous Choice. Additionally, the chapter examines the Spike
Model in Double Bound Dichotomous Choice. Chapter 4 focuses on the
experimental design and empirical study, including survey design and
data collection, descriptive summary statistics, bid distribution, and

empirical study results. The chapter presents the estimation results of the

14



Willingness to Pay model, and Spike Model. Finally, Chapter 5
concludes the thesis, highlighting the key findings, policy implications

and, limitation.

15



Chapter 2. Literature review

This chapter serves to lay the theoretical foundation for the research
through a comprehensive literature review encompassing relevant
fields, with a particular focus on the domain of cyber insurance. The
literature review aims to offer a comprehensive comprehension of cyber
insurance as a mechanism for transferring risks. It explores the notions
of cyber risk and cyber loss in the context of cyber insurance, with a
particular emphasis on Risk Management—a cybersecurity protection
approach that accentuates risk transfer for efficient cyber risk

management.

The review encompasses several key aspects. Firstly, it presents an
overview of the cyber risks and losses faced by organizations, as well as
the legal obligations stemming from these risks. Furthermore, it
explores the cybersecurity mechanisms employed by organizations to
establish effective cybersecurity measures. In addition, it delves into
existing studies on cyber insurance, including research on consumer

behavior and the factors influencing decisions related to purchasing it.

Considering the limited research specifically focused on cyber
insurance, this review expands its scope to include investigations into
individual behavior in purchasing non-life insurance and the factors that

impact willingness to pay for it. By examining these related areas, the
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review aims to fill the gaps in the existing literature and provide

valuable insights for this study.

2.1 Cyber Risks and cyber loss

Cyber risks are operational risks that compromise the confidential,
integrity, or availability of information technology (IT) assets. It refers
to any risk associated with potential financial loss, disruption, or harm to
an organization's reputation arising from the failure, unauthorized
access, or improper use of its information systems (PwC, 2017). As
Internet is the primary source of cyber threats (Eling & Schnell, 2016),
it may cause criminal and non-criminal activity in modern organizations
that utilize digital technology for their business operations, they are
constantly exposed to cyber risks, and it is the most critical risk for their
business operations. Cyber risk is primarily a possible cyber threat
associated with an asset, there are many types of cyber threats that harm
assets due to asset vulnerabilities (PwC, 2017). There exist various types
of cyber threats, including Distributed Denial of Service (DDoS) attacks,
GUI intrusion tools, hacking, phishing, worms, spoofing, Trojans,
viruses, spam, malware, ransomware, web application attacks, credential
compromise, data theft, manipulation, destruction, eavesdropping, and
zero-day exploits (Elnagdy, 2017; Noor et al., 2020), financial fraud,
system penetration, theft of proprietary information, and unauthorized

access (Mukhopadhyay et al., 2019), Critical information infrastructure
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disruptions can have both short and long term socioeconomic effects
from those cyber risk (Tonn et al., 2019). Companies are witnessing a
rise in the frequency of cyberattacks, consequently leading to substantial

costs associated with these incidents (Berkman et al., 2018).

Trends in cyber risk are regularly discussed in academic research and
journal articles, organizations are aware of them and are making efforts
to reduce cyber risks in response to these trends. Insurance companies
are affected by cyber risks as they rely heavily on their IT infrastructure,
but writing a cyber risk policy appears to be an attractive business
opportunity for them as well (Eling & Schnell, 2016). Insureds are also
affected by cyber risk, and when the cyber risk policy is written, it is
difficult for them to estimate the compensation they should receive from

cyber insurance.

Cyber risks are strongly connected and happen all over the world, in
Thailand, operational technology organizations are facing cyber risk as
the number of cyber risks increases worldwide, leading to an increase in
cyberattacks. ThaiCERT reported Thailand incident statistics in 2021,
showing that there were 2,069 incidents, with vulnerabilities accounting
for 674 cases, malicious code accounting for 479 cases, and information
gathering accounting for 248 cases. The rest are intrusion attempts,
fraud, intrusions, information security, abusive content, and availability,

which account for 668 cases (ThaiCERT, 2022).
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As the occurrences of cyber threat events continue to escalate, the cost
of cyber risk to organizations is experiencing a rapid surge. Cyber risks
refer to catastrophic scenarios in which key information infrastructure
fails due to technological failure or illegal activity, resulting in
significant economic losses. These risks can cause both first-party and
third-party losses with short or long-term effects (Eling & Schnell,
2016). First-party losses may include damage to an institution's
reputation, monetary loss, data breaches, privacy accusations, and
reputation damage (Elnagdy, 2017), regulatory, liability, and operational
losses (Pooser et al., 2018), and may have a negative effect on a
company's profit margins, market capitalization, and brand image
(Mukhopadhyay et al. (2013); Tonn et al. (2019)). On the other hand,
third-party losses are caused by a data breach that affects clients' privacy,
which can result in liability from a customer data breach (Tonn et al.,

2019).

Cyber events can result in a range of losses, including damage to tangible
and intangible assets, costs associated with business disruption, and
liabilities to customers, suppliers, employees, and shareholders. The
hidden costs of cyberattacks consist of opportunity costs, system
unavailability, and the time and money spent on cybersecurity decisions.
The effects of system downtime on productivity loss, brand harm, and
trust erosion are significant (Forum, 2017). Moreover, reputational,
regulatory, liability, and operational losses and events are the sorts of

cyber losses and events that have an impact on businesses as well (Pooser
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et al., 2018). Cyber insurance policies protect those who expect to incur

costs as a result of cyberattacks.

Due to their unpredictability, it can be challenging to estimate the
financial impact of threats that target digital assets (Rees et al., 2011).
The cost of cyber losses is rising rapidly, with annual worldwide
cybersecurity investment exceeding $100 billion (Wirth, 2017), Despite
this investment, global losses from cyber risks are projected to reach
almost $1 trillion in 2020 (Malekos et al., 2020) and could escalate to
$10 trillion in 2025 (Sausalito, 2020). The projected expenses per data
breach for a hacked corporation can range between $2.1 and $3.8 million

(Eling & Schnell, 2016).

The case of cyber risk and loss is often exemplified by the ransomware
extortion of the WannaCry attack that infected 150 countries in May
2017. The initial ransom demand was for $300 in bitcoins, but the
attackers eventually raised it to $600. This cybercrime is estimated to
have cost the world $4 billion. In the same event, NHS institutions in
Britain had to spend approximately $99 million on following up on
19,000 cancelled appointments caused by the WannaCry attack.
Following the NotPetya ransomware attack on companies in North
America and Asia in June 2017, the total damage cost was $10 billion
(Wolff, 2022b), causing FedEx's TNT division and significant firms in

Latin America, Australia, and Europe to lose $300 in Bitcoin. The
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attackers sought to extort other companies. FedEx cited a $300 million

drop in quarterly earnings due to the interruptions (Forum, 2017).

The global cyber loss cases have demonstrated that cyber responsibility
encompasses a financial penalty derived from associated legislation. One
such example is the 2011s hacking of Sony's PlayStation Network, which
exposed personally identifiable information for 77 million PlayStation
user accounts. For twenty-three days, the vulnerability prevented
PlayStation console owners from accessing the service. The incident
resulted in significant financial losses for Sony, with the company
incurring costs in excess of $171 million. This included the costs of the
forensic investigation, remediation of the attack, legal fees, and
compensation paid to affected customers. A portion of these costs may
have been covered by a cyber insurance policy, but Sony's insurance
policy at the time only covered physical property loss, leaving Sony
accountable for the full cost of the cyber losses. In addition to financial
losses, Sony also suffered reputational damage and had to rebuild trust
with its customers following the breach. The incident highlights the
importance of having comprehensive cyber insurance coverage that
includes both first-party and third-party losses, as well as coverage for

business interruption and cyber liability (Wolff, 2022c) .

In 2020, a Hana Tour Service Inc. privacy officer was held legally
responsible for failing to prevent a data breach that affected over 465,000

clients and 29,000 employees. The court penalized the privacy officer
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around $8,500, while the Ministry of the Interior and Safety separately
fined the corporation nearly $280,000. There is no evidence that Hana
Tour Service Inc. has cyber insurance or is accountable for the full cost

of cyber losses (Hunton Andrews Kurth, 2020).

2.2 Cyber Law and Liability

Cyberattacks and data breaches are increasingly recognized as major
concerns for national security and the economy (Kosseff, 2018). As the
sophistication of cyberattacks continues to grow, so do regulations
around cybersecurity (Tonn et al., 2019). Governments are taking
measures to enforce laws mandating organizations to establish
cybersecurity programs and demonstrate compliance in their annual
reports (Berkman et al., 2018). In the United States, entities operating in
regulated industries, such as healthcare, telecommunications, and
defense, are obliged to report any breaches they encounter. Furthermore,
this requirement has been extended to encompass other sectors as well
(Eling & Schnell, 2016). The European Union has also introduced
regulations that mandate a wide variety of businesses to report any
breaches they encounter (Berkman et al., 2018). Additionally, in the US,
state regulators are required to investigate and disclose data breaches,
and federal banking authorities have imposed regulatory requirements on
banks. China has established a cybersecurity policy aimed at providing

trusted e-government services. The China National Cybersecurity Law
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encompasses a diverse array of industrial sectors, which includes energy,

transportation, and information networks (Zhang et al., 2018).

The Thai government recently established the National “Cybersecurity
Act B.E. 2562 (2019)”, which aims to protect the Critical Information
Infrastructure (CII) and respond to cyber threats effectively. By law, the
National Cybersecurity Agency (NCSA) is responsible for national
cybersecurity and is tasked with enforcing regulations for CII
organizations, It includes industries vital to national security, public
services, banking and finance, information technology and
telecommunications, transportation and logistics, energy and public
utilities, as well as public health. To cope with cybersecurity threats, the
NCSA has established minimum guidelines based on risk management
and self-assessment measures, which are aimed at maintaining
cybersecurity. This includes any measures or procedures established to
prevent and mitigate the risk of cyber threats (Cybersecurity Act B.E.
2562 (2019), 2019). Moreover, “Personal Data Protection Act, B.E. 2562
(2019)” aim to protect personal information or private information from
leaking and adversely affecting the data subject which has a penalty for

the data loss as well (The Kingdom of Thailand, 2019).

It is probable that corporate directors and officers are anxious about the
possible liabilities they or their company may face in the case of a
catastrophic incident (Pooser et al., 2018), The effects of cybersecurity

and data protection laws encompassed several actions, such as
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appointing directors with IT backgrounds, employing Chief Information
Security Officers, establishing IT committees within the Board,
acquiring or developing new systems with improved security measures,
and investing in insurance coverage (Berkman et al., 2018). According
to Berkman et al. (2018), the implementation of cybersecurity laws and
the emergence of cyber liability have contributed to an upsurge in the
potential legal ramifications of security breaches. Consequently, this has

fostered the expansion of the cyber insurance industry.

2.3 Cybersecurity policy

Cybersecurity policy refers to the measures and regulations put in place
to ensure the security of digital systems and networks. These policies
may include guidelines for organizations to follow in order to protect
against cyber threats, as well as laws and regulations that mandate certain
security practices or impose penalties for non-compliance (Woods &

Simpson, 2017).

According to the study of (Chronopoulos et al., 2017), cybersecurity
policy is affected to the investment in cybersecurity. Cybersecurity
investment refers to the financial and operational decision made by
companies to mitigate the losses arising from cyber-attacks is of
paramount importance. It serves as a critical determinant for the success

or failure of companies heavily reliant on information systems. The
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paper suggests that investment in cybersecurity is crucial for mitigating

risks in cyberspace and increasing welfare.

Within the broader cybersecurity policy literature, previous studies have
extensively explored topics such as risk assessment, regulatory
frameworks, and the economic impact of cyber threats. However, a
limited number of studies of cybersecurity mechanism specifically
focusing on the cyber insurance and Willingness to Pay, however, study
on Willingness to Pay will provides valuable insights into the economic
dimensions of cyber insurance and its role in cybersecurity policy. While
previous studies have recognized the importance of economic
considerations in cybersecurity policy, few have directly examined the
factors affecting the decision-making adoption in cyber insurance. Our
research offers a unique perspective on the economic factors shaping
cybersecurity decision-making, specifically focusing on the role of

insurance as a risk management tool.

The cybersecurity policy literature, this research builds upon theories of
risk management, insurance economics, and behavioral economics.
Works by Smith & Paté-Cornell (2018) and Johnson and Brown (2020)
have shed light on economic evaluation and decision-making in
cybersecurity. However, these studies have primarily focused on cost
estimation and regulatory aspects, rather than explicitly examining the
relationship between cyber insurance and Willingness to Pay. This

research extends the understanding of economic factors in cybersecurity
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policy by investigating the role of insurance and its influence on

organizations' decision-making processes.

In conclusion, this research on cyber insurance and willingness to pay
contributes to the existing cybersecurity policy literature by providing
empirical evidence and insights into organizations' economic valuation
of cyber insurance coverage. By addressing the specific gap in literature
and situating our work within the broader cybersecurity policy context
that aim to inform policymakers, insurance providers, and stakeholders
about the economic dimensions of cyber insurance decision-making.

Organizations typically use risk analysis processes to assess business
risks and determine how to manage them based on priorities and internal
and external constraints. They interactively manage risk as part of their
operations, often relying on enterprise risk management systems and
strategies to align risk management with their business goals (Eling &
Schnell, 2016). Cybersecurity risk management takes various forms to
mitigate and manage risks, depending on the organization's needs (Yang
& Lui, 2014). Establishing a risk strategy has become a crucial challenge
in international relations, and cybersecurity strategies protect
information systems' confidentiality, availability, and integrity,
minimizing asset loss due to cybersecurity threats (Rees et al., 2011), A
technical approach to risk strategy aims to ensure the CIA triad operates

effectively within an organization (Mukhopadhyay et al., 2013).
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Cybersecurity policy handle IT security risk, businesses use a multiple
approach including investing in security solutions and obtaining cyber
insurance to cover remaining IT security risk (Bandyopadhyay &
Mookerjee, 2019). They may also implement both self-insurance and
cyber insurance to mitigate cyber risk (Tonn et al., 2019). Implementing
design approaches that strengthen system architecture and activities,
along with operational methods that modify business processes, can
prove highly effective. Employing countermeasures such as security
software, system design and operational enhancements, and investments
in the cyber workforce are common practices. Additionally, protective
techniques like firewalls, software encryption, virus detection, and
system compartmentalization are employed. Institutional cyber risk
management measures can take various forms, including structural,

procedural, and responsive strategies.

A suggested approach to enhance the cyber resilience of transportation
infrastructure within the US government was the adoption of cyber
insurance as a means to transfer any remaining cyber risk (Tonn et al.,
2019). Cyber insurance can be an alternative option for financial
organizations to reduce cybersecurity risks. To make well-informed
choices on security mitigation strategies, including cyber insurance,
policymakers and security staff must have a greater understanding of the
relationship between cost and security and risk (Meland et al., 2015).
Institutions have the flexibility to decide how to manage cyber risks,

including investing in mitigation, transferring risk, avoiding risk, or
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accepting risk, based on the potential business implications. While
acquiring cyber insurance can be a crucial component of a cyber risk
management plan, it represents an alternative option to reduce cyber

risks (Elnagdy, 2017).

2.4 An overview of cyber insurance.

Threats, security breaches, and IT disruptions cannot be avoided only via
technological methods, financial risk management through so-called
cyber insurance has become a hot topic of discussion. Various terms have
been used in literature to refer to cyber insurance, including cyber
insurance, cyber insurance, cyber risk insurance, liability insurance, and
cybersecurity insurance (Mukhopadhyay et al., 2013; Meland et al.,
2015; Eling & Schnell, 2016; Elnagdy, 2017; Tonn et al., 2019). As per
the U.S. Department of Homeland Security, cyber insurance is a risk
transfer and mitigation strategy, but Franke (2017) Stated findings
suggest that cyber insurance serves not only as a risk transfer mechanism
but also encompasses risk avoidance and mitigation aspects. In this
approach, insurers compensate policyholders for monetary losses and

expenses incurred due to cyber incidents defined in the insurance policy.

Cyber Insurance is often utilized to bridge the gap between the service
provider's insurance coverage and contractual limits and the client's
complete loss. Cyber Insurance coverage includes data breach charges,

such as lost income due to company disruption, cyber extortion costs,

28



and forensic and investigative costs. Additionally, products protect third-
party liability arising from data and privacy breaches. However, some
insurers do not cover non-malicious events such as human mistake or

power outages (Franke, 2017).

Financial service firms can leverage cyber insurance to minimize risks
by transferring them to third parties that provide cybersecurity protection
(Elnagdy, 2017). Cyber insurance is a type of insurance that offers
coverage for losses arising from cyberattacks. Cyber insurance policies
typically cover losses resulting from cyberattacks and cause computer

system down, network unavailability, data breaches (Chase, 2021).

Cyber insurance is a contemporary risk management technique that helps
organizations transfer financial risks resulting from network and
computer events to a third party, and to blend risk management to
balance security investments and acceptable loss (Yang & Lui 2014;
Meland et al. 2015). It also plays a crucial role in managing risks
associated with cyber incidents by transferring them and facilitating
business recovery (Jason Nurse et al., 2020). The use of cyber insurance
can mitigate expenses associated with cyber events such as cyberattacks,
malicious conduct, network flaws, information leaking, and business
interruption (Elnagdy, 2017). However, as cyber insurance is a relatively
new concept in both practical and research domains (Jason Nurse et al.,

2020), several questions remain unanswered, such as how the data and
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economic models influence it, what coverage options and premiums are

available, and what procedural policy-related aspects are involved.

Cyber Insurance has been regarded as an efficient method of enhancing
resilience since it expedites the process of recovering from financial
losses sustained as a result of significant cyber-attack occurrences.
Adopting a collaborative approach to exchanging cyber-threat
information may help firms remain on top of cyber dangers (Tosh et al.,
2017). It concerns as a risk management strategy for the financial sector
that involves shifting part of the risk to an insurance provider. It has
grown in popularity as a means of recouping part of the financial
damages incurred as a result of cybersecurity accidents (Gai et al., 2017).
Cyber insurance solutions on the market typically cover three broad
categories of risk: (a) data theft loss and responsibility, (b) breach
response forensics and cleanup costs, and (c) coverage for fines and
penalties imposed by law and regulation (Bandyopadhyay & Mookerjee,
2019). Cybersecurity insurance has evolved into a critical instrument for
many firms in minimizing financial risks associated with data breaches
(Kabir et al., 2020). This is a way for businesses to shift some of the risk

associated with Cybersecurity (Young et al., 2016).

Cyber insurance coverage helps to mitigate the financial damages caused
by cyber events and incidents. According to the literature, cyber
insurance policies have covered a wide range of cyber catastrophes, from

hacking to fraud. Such coverage can extend to direct losses incurred from
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cybersecurity breaches and costs related to notifying affected individuals
about privacy breaches (Tonn et al., 2019). First-party cyber insurance
coverage is designed to help an organization respond to data breaches
that occur on its own network or systems, such as legal fees,
investigations, crisis specialists, and public relations services. In
contrast, third-party cyber insurance coverage is meant to assist in paying
for lawsuits that may result from data breaches on a client's network or
systems, including settlement costs and media liability (Gai et al., 2017).
From the study of Romanosky et al., (2019) also mentioned that
insurance companies offer coverage for liability arising from data
breaches, network security breaches, and privacy violations. The policies
analyzed often include coverage for legal fees, settlements, judgments,

and regulatory fines and penalties related to third-party claims.

2.4.1 The evolution of cyber insurance

The evolution of cyber insurance is a relatively recent phenomenon,
driven by the increasing prevalence and severity of cyber-attacks and
data breaches (World Economic Forum, 2018). During the initial stages
of the Internet's development, cyber insurance was virtually non-existent
because the Internet was still a relatively new technology and the risks
associated with it were not yet fully understood (Romanosky et al.,
2019). The first insurance company to introduce a cyber insurance policy
was American International Group (AIG), which covered losses related

to computer hacking, denial of services, and other forms of cybercrime
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(Granato & Polacek, 2019a). In the early 1990s, cyber insurance policies
were created to cover liability arising from the transmission of viruses,
hacking, and other computer-related crimes (First-party), these policies
were primarily purchased by technology companies and other businesses
that relied heavily on computer systems (Majuca et al., 2006). During the
late 1990s, the Y2K scare triggered a significant increase in the demand
for cyber insurance policies. Businesses were apprehensive about
potential computer system failures when the year 2000 arrived, and they
sought protection against potential losses (Chase, 2021). Furthermore,
during the early 2000s, cyber-attacks became more sophisticated,
originating from online activities. Consequently, cyber insurance
policies underwent evolution to encompass a broader spectrum of risks,
such as data breaches and network security failures (both First and Third-
Party) (Kshetri, 2020). The mid-2000s saw a resurgence of interest in
cyber insurance as businesses began to recognize the growing threat of
cyber-attacks. The emergence of new types of cyber threats, such as
phishing scams and ransomware attacks, made it clear that traditional
insurance policies were not adequate to cover these risks (Camillo,
2017). GlobalData Thematic Research (2020) note that after the dot-com
bubble bloom in 2001 the use of internet increasing, demand for cyber
insurance policies declined. This led to an increased demand for cyber
insurance as businesses looked for ways to mitigate their risk and protect
themselves from potential liabilities. In 2013, a data breach was a turning
point for the cyber insurance industry, as it highlighted the potential for

large-scale data breaches to cause significant financial losses for
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businesses. Many companies began to see cyber insurance as a necessity
rather than a niche product and, in 2014, the target breach highlighted
the need for cyber insurance coverage. Target's insurance policy did not
cover losses resulting from a cyber-attack, and the company faced

significant costs related to the breach (Camillo, 2017).

The WannaCry and NotPetya cyber-attacks were highly destructive and
impacted the evolution of cyber insurance. In May 2017, WannaCry
targeted Microsoft Windows computers in more than 150 countries,
demanding ransom for encrypted data. NotPetya occurred in June 2017
and spread quickly, affecting many industries. Both attacks led to a
reevaluation of cyber insurance policies, with insurers offering new
products to cover losses resulting from state-sponsored cyber-attacks.
Today, cyber insurance policies cover data breaches, cyber extortion, and
business interruption (Wolff, 2022c). The cyber insurance industry needs
to be agile and responsive to new and evolving threats to protect

businesses effectively.

Table 1. Summary evolution of cyber insurance.

Period Evolution Literature

1990s First cyber insurance policy was introduced (Wolff, 2022c)
by add-ons to existing liability covers.

Mid 1990s Cyber insurance policies for the first-party (Majuca et al.,
lost were created. 2006)

Late 1009s The Y2K scare led to a surge in demand for (Chase, 2021)
cyber insurance policies.

2000s Cyber insurance policies began to evolve to  (Kshetri, 2020)
cover a wider range of risks, cover first and
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Period Evolution Literature

third-party lost.

2017s The emergence of malware and ransomware  (Wolff, 2022c)
attacks has prompted insurance companies
to expand their coverage policies to meet the
growing demand for protection against these
types of cyber threats.

Present Cyber insurance policies cover data (Chen, 2021)
breaches, cyber extortion, and business
interruption.

2.4.2 Determining cyber insurance premium.

Today, cyber insurance is a rapidly growing industry, with more and
more insurers offering policies tailored to the needs of businesses of all
sizes. Cyber insurance policies generally encompass a broad array of
risks, including data breaches, network security failures, cyber extortion,
and business interruption losses. Nonetheless, it is important to note that
cyber insurance is a relatively new and continually evolving field (Jason
Nurse et al., 2020), and there is no standardization of policies and
coverage (Toregas & Zahn, 2014). As such, to ensure sufficient
protection in case of a cyber-attack or data breach, it is essential for
organizations to verify that they are adequately covered by cyber

insurance policies (Abdul Hamid et al., 2022).

The premiums for cyber insurance policies vary based on individual
circumstances , to determining the appropriate premiums for cyber
insurance usually involves considering various factors, including the

organization's size, type, industry sector, history of cyber incidents,
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existing security measures, and the desired level of coverage (Chen,
2021), so it was challenging for them to determine the appropriate
coverage needed and understand the specific coverage provided by

different options available in the market (Toregas & Zahn, 2014).

Cyber insurance policy writing is similar to other insurance but with
some unique considerations (Biener et al., 2015). The underwriting
process for cyber insurance, the insurance company assesses the risk of
a potential policyholder, including their exposure to cyber threats, the
effectiveness of their cybersecurity measures, and their history of cyber
incidents (Biener et al., 2015). The insurer conducts a thorough
assessment of the potential risks and threats that the policyholder may
face, such as data breaches, cyber-attacks, or system failures
(Romanosky et al., 2019). One unique aspect of the underwriting process
for cyber insurance is the importance of understanding the policyholder's
cybersecurity posture. This includes assessing their security policies and
procedures, their employee training programs, and their technical
controls such as firewalls and antivirus software. Once the insurance
company has assessed the risk of the potential policyholder, they will
determine the policy terms and conditions, including the coverage
amount, premiums, and any exclusions or limitations (Franke, 2017).
The way prices are structured for these policies is often based on how
cyber liability and first-party expenses are offered in the real world (Gai
et al., 2017). Assessing a potential policyholder's cyber-risk profile and

comparing it to the insurer's risk tolerance is a vital task for cyber

35



insurance underwriters. It allows them to determine an accurate level of
risk associated with the policyholder and set an appropriate premium rate
that aligns with this risk profile. An accurate evaluation of cyber-risk is
essential to ensure fairness and adequacy in the premium charged
(Kshetri, 2020). However, Determining the appropriate premiums for
cyber insurance remains more of an art than a science (Toregas & Zahn,
2014). Toregas & Zahn (2014) also highlight the difficulties involved in
accurately calculating cyber insurance premiums, including the lack of
historical data, the ever-changing nature of cyber threats, and the

challenges of quantifying potential losses resulting from a cyber incident.

Therefore, as part of the underwriting policy process, insurers proposal
forms, which are used to gather information from clients during the
underwriting process, include information regarding management, and
policy/compliance practices, (Jason Nurse et al., 2020). The objective of
the questions is to acquire a comprehensive or approximate
understanding of the insured's overall security posture. Essentially, these
questionnaires serve as a crucial tool for assessing an organization's
cybersecurity posture and differentiating risks across different
applicants, then insurance companies use risk assessments to determine

premiums (Talesh, 2018).

The underwriting process for cyber insurance entails conducting a
comprehensive evaluation of the policyholder's cybersecurity posture.

This evaluation helps to determine the policyholder's risk profile and
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enables the development of appropriate coverage terms, which are
reflected in the premiums charged. The insurer drafts the policy
language, including the coverage limits, exclusions, and definitions,
based on the risk assessment, the insurer determines what types of
coverage to offer the policyholder, such as first-party coverage for losses
suffered by the policyholder, third-party coverage for claims made
against the policyholder by others, or both. The insurer evaluates the
policyholder's risk profile, including their security protocols and risk
management practices, to determine the appropriate premium and terms
for the policy. Once the policy is approved, the insurer issues the policy
to the policyholder, along with any endorsements or amendments.
However, the underwriting process for cyber insurance is complex and
involves a thorough evaluation of the policyholder's cyber risk profile

(Romanosky et al., 2019).

2.4.3 Challenges and opportunities of cyber insurance.

There are many proponents of cyber insurance, the market for it is
confronted with several challenges, with determining the appropriate
premiums being one of the most significant obstacles (Toregas & Zahn,
2014). The emerging cyber insurance market encounters several distinct
challenges in its development (Marotta et al., 2017). The dynamic and
ever-changing nature of cyber risks poses uncertainty, making it
challenging for insurers to accurately evaluate and price cyber insurance

policies. This can lead to coverage gaps and disputes over claims
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(Aziz et al., 2020). The lack of standardization poses a significant
challenge in the cyber insurance industry. The absence of a uniform
framework for measuring cyber risk makes it challenging for insurers to
compare risks effectively and develop consistent policies. This can also
make it difficult for insured to understand what is and isn't covered by
their policy (Granato & Polacek, 2019; Aziz et al., 2020). Limited data:
cyber insurance is a relatively new product, which means that there is
limited data available to insurers to help them understand and price cyber
risk. This can lead to conservative underwriting practices and higher
premiums (Gai et al., 2017; Tonn et al., 2019). Complexity of cyber-
attacks: Cyber-attacks is complex and could be hard to understand,
which can make it difficult for insurers to accurately assess the impact
of a breach and develop appropriate coverage. The unique attributes of
cyber risks, in contrast to other operational risks, underscore significant
obstacles that impede the establishment of a sustainable cyber insurance
market (Biener et al., 2015). Changing regulatory environment: As cyber
risks continue to evolve; governments and regulators are also evolving
their approach to cyber risk management. This can create uncertainty for
insurers and customers around what is required to comply with
regulations and how insurance policies fit into this framework (Granato
& Polacek, 2019b). To minimize confusion, most cyber insurance
policies cover major cyber incidents, but existing cyber insurance plans
seldom cover this expanding risk due to the difficulty of establishing

cyber events' causes (Elnagdy, 2017).
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Cyber insurance presents several opportunities for businesses including:
risk transfer: cyber insurance allows individuals and businesses to
transfer some of the financial risk associated with cyber-attacks to
insurers. This can help protect against the potentially significant costs of
a cyber-attack, such as data loss, business interruption, and legal
expenses (Elnagdy, 2017; Yang & Lui 2014; Meland et al. 2015).
Increased awareness: the process of obtaining cyber insurance can help
raise awareness of cyber risks and encourage individuals and businesses
to take proactive steps to improve their cybersecurity posture
(Mazzoccoli & Naldi, 2020; Meland et al., 2015). Customized coverage
Is a key aspect of cyber insurance policies, allowing them to be tailored
to the unique requirements of individuals or businesses. These tailoring
options are based on various factors, including the industry, size, and
type of data handled by the insured entity. This can help ensure that the
policy covers the most relevant risks and provides the appropriate level
of protection (Tonn et al., 2019). Access to resources: Many cyber
insurance policies come with access to resources such as breach response
services, which can help individuals and businesses respond to a cyber-
attack more effectively. In order to minimize claim payouts, insurance
companies offer assistance to insured individuals or businesses in
preventing cyberattacks. They provide on-staff and outsourced
resources, such as lawyers to handle class-action lawsuits, security
professionals to offer advice on safeguarding measures before breaches
occur, and incident response support after breaches. Additionally, credit

monitoring services are provided to assist customers affected by
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breaches. Cyber Insurance is an excellent method for smaller companies
without cybersecurity resources to get security expertise (Meland et al.,
2015). Competitive advantage: In some industries, having cyber
insurance can be a competitive advantage, as it demonstrates to
customers and partners that the individual or business takes cyber risks
seriously and is taking steps to protect against them. Disclosure
information regarding a company's cybersecurity awareness makes
investors perceive its business favorably (Berkman et al., 2018). Overall,
cyber insurance offers businesses an effective means of managing their
cyber risks and can serve as a crucial component of a comprehensive

cybersecurity strategy.

2.5 Cyber insurance market trends.

Cyber insurance has rapidly grown in response to the increasing need for
financial organizations to mitigate cyber losses (Gai et al., 2017). By
2025, cyber insurance is projected to become a major line of business for
insurance companies (Tonn et al., 2019). As consumers show growing
interest, insurance companies are boarding the trend, making cyber
insurance a significant industry. Notably, cyber insurance is the specialty
insurance product with the highest rate of growth in the United States
and is also gaining popularity in Europe (Meland et al., 2015). In the
United States, a specialist insurance market for cyber risks has emerged

(Eling & Schnell, 2016). While cyber insurance is now available,

40



coverage is still restricted. There is a need to expand cyber insurance

coverage to deal with the growing risk (Tonn et al., 2019).

Presently, the annual gross premiums for cyber insurance in the United
States amount to $2.75 billion, with a consistent growth rate of 26% to
50% each year. The anticipated premium volume in continental Europe
stands at approximately $192 million, and it is estimated that the global
cyber insurance premium volume will reach $5.9 billion by 2023. The
U.S. market is more developed compared to its European counterpart,
primarily due to the existence of reporting rules for cyberattacks, which
have been in place for several years, accompanied by strict penalties for
noncompliance (Eling & Schnell, 2016). The market for cyber insurance
is growing rapidly and is estimated to be worth over $20 billion by 2025
(KPMG International, 2018).

Smaller businesses that generate more revenue and have more interest
payments are often the early adopters of cyber insurance. These
businesses also have stronger growth, rely less on outside reinsurance,
and have higher premium concentrations in lines of insurance that may
be standard and have more insureds. However, cyber risk perception in
the United States is high, indicating that large financial institutions and
businesses in other industries are vulnerable to cyberattacks. Many
insurers admit that they purchase cyber insurance coverage to manage
cyber threats (Pooser et al., 2018). Larger companies usually employ a

chief information officer and other cybersecurity professionals to make
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strategic decisions, which may inform cyber insurance purchases to
minimize catastrophic situations (Meland et al., 2015). Infrastructure
leaders have protected their organizations with cyber insurance, but they
believe that current cyber insurance products are unable to adequately
satisfy their demands, despite acquiring cyber insurance. Broader
coverages and larger limitations are preferred. Trends in cyber insurance
purchasing are probably influenced by the liabilities associated with
customer data breaches (Tonn et al., 2019), and companies are more
inclined to purchase insurance after a significant cyberattack (Eling &

Schnell, 2016).

The cyber insurance industry is currently in its early stages of
development; however, as the market progresses, it is expected to
witness significant growth and expansion (Eling & Schnell, 2016). IT
Governance reported trend of Cyber statistics for 2022, recently cyber-
attacks target small organizations because of cybersecurity immaturity,
and weakness of incident response, and it is also hard to recover from

cyberattack according to lack of finances.

2.6 Behavioral study in the insurance industry.

The behavioral study has offered valuable insights into how individuals
make decisions to hold insurance policies. There are studies on the
insurance products that provide insight into incurred decision-making

that would guide understanding cyber insurance adoption, and its
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barrier. These studies identified key pain points in the insurance industry
that are influenced by behavioral economics from both supply and
demand side, including risk aversion, moral hazards, and adverse
selection (Pal (2012); D Bailey (2014); Bodin et al. (2018); Talesh
(2018); Abdul Hamid et al. (2022)).

The potential benefits and challenges of cyber insurance in mitigating
the risks associated with cyber-attacks, and it is an effective tool for
risk-sharing (Bodin et al., 2018). In cyber insurance industry, the
concept of information asymmetry is significant in the context of cyber
insurance, as it refers to the situation where the insurer has limited
information about the insured's security measures compared to the
insured themselves. This lack of information can cause adverse selection
and moral hazard issues. The insured may not take adequate measures
to protect their systems because they have insurance coverage, and the
insurer may find it challenging to price the insurance policy accurately

(Pal, 2012).

2.6.1 Risk aversion

In the context of the insurance industry, risk aversion pertains to the
policyholders' inclination to transfer the financial risk to an insurance
company by paying a premium. This enables them to safeguard
themselves against potential losses (Abdul Hamid et al., 2022). The

organization must determine the ideal level of investments in cyber
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insurance and self-protection, considering its level of risk aversion
(Simoni et al., 2020). Additionally, Fahad et al. (2018) discovered that
consumers who exhibit higher levels of risk aversion are more inclined
to adopt insurance as a strategy for managing risks. Nevertheless,
according to Lyu & Barré (2017), when insured amounts are substantial,
risk aversion may no longer influence decisions, suggesting that
consumers might be more willing to accept higher risks if the potential
losses are not financially significant. Individuals tend to display
decreasing absolute risk aversion and increased downside risk aversion,
implying that they are less averse to risk when facing small probabilities
of large losses and more averse to risk when encountering large
probabilities of small losses. This can create a problem for insurers, as
they may end up with a pool of policyholders who are more likely to
file claims, which can lead to higher costs for the insurer (Majuca et al.,

2006).

Majuca et al. (2006) mentioned that risk aversion can lead to adverse
selection, which occurs when higher-risk individuals or organizations
are more likely to purchase insurance, while those with lower risk avoid
it (Bodin et al., 2018). Lyu & Barré (2017) mentioned that more risk-
averse consumers being more likely to buy insurance protect themselves
from the financial consequences of risks they are faced. Majuca et al.
(2006) suggests that insurers are need to addressing adverse selection
by offering more comprehensive cyber insurance policies that are

tailored to specific business needs. By offering policies that are more
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customized to individual organizations, insurers can better manage their

risk and avoid adverse selection

Abdul Hamid et al. (2022) found that many organizations in developing
countries, may view cyber insurance as an unnecessary expense, as they
may believe that the likelihood of a cyber-attack is low and that they
can manage the risks on their own. Additionally, some organizations
may be hesitant to adopt cyber insurance because they may not fully
understand the risks involved or the potential benefits of coverage. The
study suggests that addressing these concerns and increasing awareness
about the benefits of cyber insurance may help to overcome risk
aversion and encourage adoption. Therefore, the concept of risk
aversion is important in understanding the behavior of policyholders,
insurers, and regulators in the insurance industry, as it can influence the
design of insurance policies, pricing strategies, and regulatory

frameworks.

2.6.2 Moral hazards

Moral hazards is the consequences of cyber insurance to insurance
company, it occur when people or organizations change their behavior
in response to having insurance (Majuca et al., 2006), they take less
care in protecting their systems and data because they are insured
against the financial losses caused by cyber-attacks (Bodin et al., 2018).

This can lead to a lack of incentive for businesses to invest in robust
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cybersecurity measures and may even result in an increase in cyber
incidents (Talesh, 2018). The anticipated losses are impacted, resulting

in an increase in the insurance premium (Visscher et al., 2018).

Insurers can use appropriate pricing strategies and risk assessment
techniques to mitigate adverse selection and moral hazard problems.
Talesh (2018) noted that insurance companies can mitigate the risk of
moral hazard by requiring policyholders to implement specific security
measures and adhere to various cybersecurity standards as a condition
of coverage. In addition, insurers should consider providing incentives
for organizations to improve their cybersecurity posture, such as
offering lower premiums for organizations that have implemented

security best practices.

Education and awareness campaigns are essential to promote a culture
of cybersecurity and encourage organizations to take a proactive
approach to risk management. Bodin et al. (2018) and D Bailay (2014)
highlight the importance of such campaigns. D Bailey (2014) also
explores various strategies that insurance companies can use to mitigate
moral hazard, including risk-based pricing, loss control services, and
contractual limitations on coverage. The article emphasizes the
importance of underwriting expertise in identifying and managing

moral hazard in cyber-risk insurance as well.
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To implement risk-based pricing, insurance companies need to assess
the risk profile of each policyholder accurately. This involves gathering
data on the policyholder's cybersecurity measures, such as firewalls,
antivirus software, and employee training programs. Insurance
companies may also use external data sources, such as third-party risk
assessments or public data breaches, to supplement the policyholder's
information. Loss control services refer to the measures that insurance
companies provide to help policyholders reduce their exposure to loss
or damage from cyber-attacks by implementing risk assessment to
identify areas of vulnerability in their cybersecurity measures, training

program, and incident response planning.

However, contractual limitations on coverage can also be a double-
edged sword. If the limitations are too severe, policyholders may feel
that they are not getting adequate protection for their premiums, which
can discourage them from buying cyber-risk insurance at all. Insurance
companies need to strike a balance between limiting their liability and
providing meaningful coverage that meets their policyholders' needs

(D Bailey, 2014).

In summary, the prior behavioral study sheds light on how individuals
make the decision to obtain a cyber insurance policy based on their risk
profile and their tolerance for potential loss. The issues of risk aversion,

adverse selection, and moral hazard present significant challenges for
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both insurers and the insured when it comes to determining appropriate

pricing.

2.7 Factors affecting the Willingness to Pay for

insurance.

There is limitation of study on a Willingness to Pay for cyber insurance
in academic literature. However, Wolff (2022) notes that auto insurance
and flood insurance are commonly used as reference points when
discussing cyber insurance, as they are non-life insurance, and also
share many similarities. Like auto insurance, cyber insurance policies
have deductibles, limits, and premiums based on risk. Factors such as a
company's industry, size, and cybersecurity practices can impact their
cyber insurance rates, similar to how a driver's age, driving record, and

vehicle can affect their auto insurance rates.

Additionally, floods and cyberattacks can both cause substantial
financial losses and damage. While flood insurance covers physical
property damage due to a flood, cyber insurance covers financial losses
resulting from cyberattacks. Both policies may also offer additional
coverage for specific risks, such as cyber insurance policies that cover
data breaches or ransomware attacks and flood insurance policies that
may need additional coverage for events like sewer backup or mudflow.
Cyber insurance is not mandatory by law as opposed to auto insurance.

Furthermore, unlike health insurance, there is no legislation at the state
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or federal level regulating the specifics of policies and the expenses
they must cover. The flood insurance models provide a helpful
reference for cyber insurance because both types of insurance cover
risks that do not occur frequently and can vary in scale from small to

large (Wolff, 2022a).

Insurance is a vital tool for managing risk and providing financial
security against unexpected events. However, the decision to purchase
insurance can be influenced by a variety of factors. Comprehending the
correlation between insurance and the Willingness to Pay holds
significant importance for policymakers and insurance providers. Such
understanding can aid in making informed decisions concerning pricing,
product design, and marketing strategies. To explore cyber insurance,
other types of insurance such as auto insurance, and flood insurance
have been studied and compared for any valuable insights or ideas they

may provide for this study.

This study explore the previous literature included cyber insurance
domain, Nam (2018), uses Contingent Valuation Method to estimate
consumer Willingness to Pay for extra cost in cyber insurance when
using smart contract and Blockchain technology for claim processing.
The result show that price is influence the decision to pay for extra

payment in cyber insurance.
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Study on flood insurance with the Contingent Valuation Method's
Single Bound Dichotomous Choice framework to determine individuals'
willingness to pay for this type of coverage. The study findings indicate
that the flood insurance premium and factors such as house type and
prior flood experience significantly influence the decision to pay for it

(Paopid et al., 2020).

In Pakistan, flood insurance is available, and evidence suggests that
factors influencing rural households' willingness to pay for flood
insurance encompass the age of the household head, landownership,
off-farm income sources, and preconceptions about the effectiveness of
flood insurance. Surprisingly, the perceived risk of flooding does not
have a significant impact on rural families' willingness to pay for an
insurance premium; however, their financial position does play a crucial

role in this regard (Abbas et al., 2015).

Dragos & Dragos (2017), explored motor insurance domain, they study
the state preference with the discrete choice models, to analyze the
impact of various factors, including price, coverage, deductible, and
insurer reputation on consumer behavior in motor insurance policy
selection. The results show that price is the most crucial factor
influencing consumers' decisions, followed by coverage level,

deductible, and insurer reputation.
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The Contingent Valuation Method was employed to examine the crucial
factors influencing the willingness to pay for various types of insurance,
such as car, house, and home insurance. The study outcomes
demonstrated that age, income, education level, and risk perception
were significant factors in determining individuals' inclination to pay
for insurance. Notably, the study indicated that older individuals, those
with higher income, and higher education levels exhibited a greater

willingness to pay for insurance coverage (Hansen et al., 2016).

A study utilizing the Contingent Valuation Method to explore the
Willingness to Pay for insurance, particularly disaster insurance, aimed
to identify the factors that influence household inclination to pay for
earthquake insurance. These factors included household income, risk
perception, knowledge of earthquake insurance, and personal experience
with earthquakes. The study's findings revealed that risk perception,
knowledge of earthquake insurance, and personal experience with
earthquakes significantly influenced households' willingness to pay for

earthquake insurance (Tian & Yao, 2015).

In today's digital age, cyber insurance coverage has gained immense
significance by offering protection against losses and damages resulting
from cyber-attacks, data breaches, and other cyber-related risks.
Despite its advantages, several factors influence the demand for cyber
insurance and the willingness of individuals to invest in it. Prior

literature has identified these factors, which encompass the perceived
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cost of cyber insurance, the level of cybersecurity awareness and
education regarding potential cyber risks, the perceived value of cyber
insurance products, misunderstandings about the necessity for
coverage, and potential discrepancies between offered coverage and
companies' requirements. Additionally, individual demographic and
socioeconomic attributes play a role in the decision-making process

related to cyber insurance payment.

For the better understanding those factors that influence consumer
preferences and impact the uptake of cyber insurance, insurers and
policymakers can identify potential barriers and develop strategies to
address them. This can help to increase the demand for cyber insurance
and improve the overall cybersecurity posture of individuals and
organizations. The previous study has identified several factors that are

valuable for this study, including:

One of the key concerns in the realm of cyber insurance is the high
premiums for insurance coverage and their variability. Cyber insurance
1s designed to safeguard businesses against financial losses stemming
from cyber-attacks. However, the high premiums for insurance coverage
and variability can influence the adoption of new products and services,
and cyber insurance is no exception. Studies by Gai et al. (2017), Bodin
et al. (2018), and Vakilinia & Sengupta (2019) have found that the high
premium of cyber insurance is a key factor that affects the demand for

it. A high premium can deter businesses from purchasing insurance, as
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it may be seen as too expensive relative to the perceived likelihood and
potential impact of a cyber-risk (De Smidt & Botzen, 2018). The cost of
coverage is reasonable and the extent of coverage is comprehensive, the
likelihood of making a purchase increases (Vakilinia & Sengupta,
2019). The same as another type of insurance, Dragos & Dragos (2017)
use state preference method to explored the motor insurance, the results
show that price is the most crucial factor influencing consumers'
decisions. Nam (2018) uses Contingent Valuation Method to estimate
consumer Willingness to Pay for extra cost in cyber insurance when
using smart contract and Blockchain technology for claim processing
and the result show that expensive additional premiums were less
attractive to respondents so the only 65 percent of the respondent are
willing to pay for it. Study of Paopid et al. (2020), also show that the

flood insurance premium is affect to the decision to pay.

Therefore, finding the right balance between the premium and the
coverage offered is important in order to encourage organization to
purchase cyber insurance and mitigate cyber risks effectively. While
cyber insurance is becoming more common for large firms that may
fairly anticipate facing a cyber-attack at some time, it may be more
difficult to justify for smaller businesses that may want to self-insure
rather than pay a high insurance premium (Pooser et al. (2018); Zhanna

Malekos, Smith; Eugenia & Lewis, (2020)).
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Several sub-factors, such as industry, law and regulation, and
cybersecurity measures, can impact the price of cyber insurance. For
example, businesses in the healthcare industry are often a prime target
for cyberattacks as they possess unique vulnerabilities that make them
attractive to malicious cyber actors (Kabir et al., 2020), so they are
more likely to face cyber-attacks than those in the retail industry, and
may therefore face higher insurance premiums (Gai et al., 2017). The
location of a business can also impact its exposure to cyber risks, with
businesses located in areas with higher rates of cybercrime may face

higher premiums.

While Eling & Schnell (2016), found the insufficient data breaches to
compute premiums, capital, or reserves, increasing the available
insurance capacity and the level of competition can drive down
premiums. To alleviate some of the issues associated with cyber risk
insurance, it is crucial to develop standards for cyber risk definitions,
coverage, and pre-coverage risk assessment, and insurance companies
can establish and report cybersecurity best practices that will result in a

better premium (Meland et al., 2015).

In summary, the high premium of cyber insurance remains a challenge
in encouraging organization to purchase it. Finding the right balance
between the premium and the coverage offered is important, as well as

considering sub-factors such as industry, law and regulation, and
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cybersecurity measures. Developing standards for cyber insurance can

also help to alleviate some of the issues associated with cyber insurance.

The lack of risk perception is a significant consideration when it comes
to the decision-making process for purchasing cyber insurance. Risk
perception refers to how individuals or organizations perceive the
potential risks associated with cyber threats. The level of perceived
cyber threats tends to rise with personal experience and awareness of
cybersecurity breaches (Nam, 2019). This perception is influenced by
various factors such as previous experiences and overall risk tolerance,
and the salience, or accessibility, of information has a significant effect
on risk perception (De Smidt & Botzen, 2018). However, despite the
increasing awareness of cyber risks, the lack of risk perception is still a
significant barrier to cyber insurance adoption, as many individuals and
organizations may not see cyber risks as a priority (Abdul Hamid et al.,
2022). In another insurance domain (Tian & Yao, 2015), also Hansen et
al. (2016), found risk perception affect the decision to hold insurance
policy as it played significant roles in determining individuals'

willingness to pay for car, house, and home insurance.

In summary, lack of risk perception is a major barrier to cyber insurance
adoption, as it influences how individuals and organizations perceive
the level of risk associated with cyber threats. This perception is
influenced by various factors, such as previous experiences and overall

risk tolerance. The accessibility of information also has a significant

55



effect on risk perception. Therefore, efforts should be made to improve
risk awareness and increase the salience of information to encourage

greater adoption of cyber insurance.

Lack of perceive benefit: the perceived benefits of cyber insurance play
a significant role in the decision to purchase insurance. However,
despite the high potential value of losses resulting from cyberattacks in
comparison to the cost of cyber risk insurance, there is still hesitation
among many individuals and organizations to purchase it (Visscher et
al., 2018). This is a concerning issue, given the increasing frequency

and severity of cyber-attacks.

A key obstacle to the adoption of cyber insurance is the lack of
perceived value. Individuals and organizations may not fully
comprehend the advantages that cyber insurance can offer, such as
protection against financial losses arising from cyber incidents. Abdul
Hamid et al. (2022) conducted a study that highlighted this lack of
perceived value as one of the primary barriers to the adoption of cyber

insurance.

In addition to the lack of perceived value, there is also a knowledge gap
regarding cyber insurance. Many individuals and organizations may not
understand the coverage offered by cyber insurance policies, which can
lead to a potential mismatch between the coverage offered and what

they seek. Gai et al. (2017), noted that a primary challenge is the

56



difficulty of optimizing insurance returns by prudent selection of
covered objects within a certain financial budget. This highlights the
need for individuals and organizations to have a better understanding of
the coverage offered by cyber insurance policies before making a

decision to purchase.

In summary, the perceived benefits of cyber insurance are crucial in the
decision to purchase insurance. Individuals and organizations must have
a better understanding of the coverage offered by cyber insurance
policies and the potential value it can provide to effectively manage

cyber risks.

The experience of a cyber-attack can significantly influence a company's
inclination to acquire cyber insurance. The potential financial losses and
business disruptions resulting from a cyber-attack can make a company
more aware of the need for protection against such events. In fact,
research by Eling & Schnell (2016) suggests that companies are more
inclined to purchase cyber insurance after experiencing a significant
cyber-attack. This is because the experience provides a real-world
understanding of the potential consequences of a cyber-attack, which
may not have been fully appreciated before. The experience may also
increase the perceived value of cyber insurance, as companies realize
the financial and operational benefits of having a policy in place. It is
the same as study of Paopid et al. (2020), that prior flood experience

significantly influence Willingness to Pay for flood insurance.
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In summary, the companies may perceive insurance as more valuable
and necessary after experiencing the consequences of risk, which can

result in significant financial losses.

The level of regulatory pressure: It is a significant factor that influences
the decision of organizations to purchase cyber insurance. Laws and
regulations have been established, and they have raised the potential for
fines, penalties, and other obligations on organizations in the event of a
data breach or cyber-attack (Talesh, 2018). Organizations that
understand the consequences of these laws and regulations tend to look
for ways to manage their cyber risks effectively, and one of the
mechanisms they use is transferring those risks to third parties such as

cyber insurance providers.

Gai et al. (2017), stated that the primary challenge for organizations in
purchasing cyber insurance is the difficulty of optimizing insurance
returns by prudent selection of covered objects within a certain financial
budget. This challenge highlights the importance of understanding the
regulatory landscape and ensuring that the organization is adequately
covered under the relevant laws and regulations. Trends in cyber
insurance purchasing are also influenced by the liabilities associated
with customer data breaches. Research conducted by Tonn et al. (2019),
demonstrated that the heightened emphasis on data privacy and security

regulations, such as the General Data Protection Regulation (GDPR) in
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the European Union, has resulted in an upsurge in cyber insurance
purchases by organizations aiming to safeguard themselves against

potential fines and other liabilities related to data breaches.

In summary, laws and regulations play a significant role in driving
organizations to purchase cyber insurance. With the potential for
significant fines and penalties associated with data breaches,
organizations are recognizing the importance of transferring cyber risks
to third parties such as cyber insurance providers. Understanding the
regulatory landscape and ensuring adequate coverage is crucial for

organizations looking to maintain their cyber risks effectively.

The lack of IT security awareness is another critical factor that may
impede the adoption of cyber insurance: According to Abdul Hamid et
al. (2022), lack of IT security awareness is one of the significant barriers
to cyber insurance adoption. The absence of awareness can be attributed
to several factors, including a lack of comprehension regarding the
value of cyber insurance and the perception that cyber risks are not a
primary concern. These factors contribute to the overall lack of
understanding and awareness of the importance of cyber insurance as a
risk management tool. Organizations may not realize the severity of
potential losses associated with cyberattacks, including the type of data
they hold and the potential impact of a data breach on their reputation

and customer trust.
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In addition to awareness, organizational culture also influenced in the
adoption of cyber insurance. Companies with a culture of risk
management and proactive security measures are more likely to
consider cyber insurance as part of their overall risk management
strategy. On the other hand, companies with a reactive approach to
security may be more reluctant to invest in cyber insurance until after

they have experienced a significant data breach.

Experienced purchasing cyber insurance: the claim history of a
company can affect its cyber insurance premiums. If a company has a
record of filing claims for cyber-attacks, it may be perceived as a higher
risk and may face higher insurance premiums. The claim history of a
company is a crucial factor in determining its cyber insurance
premiums. Companies with a history of filing claims for cyber-attacks
may be viewed as higher risk and face higher premiums (Eling &

Schnell, 2016).

Professionalism in cybersecurity: The level of professionalism in
cybersecurity is critical for effective risk management and cyber
insurance purchasing decisions. Professionals, particularly risk
managers, who have firsthand experience with a cyber incident are
more inclined to consider purchasing cyber insurance. The personal
experience of dealing with a cyber-incident often leads to a better
understanding of the potential risks involved and the benefits of having

cyber insurance coverage (Biener et al., 2015), while larger companies
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usually employ a chief information officer and other cybersecurity
professionals to make strategic decisions, which may inform cyber
insurance purchases to minimize catastrophic situations (Meland et al.,
2015). However, research indicates that decision-makers have a
tendency to overestimate the likelihood of a successful cyberattack
while underestimating its potential financial impact. This results in a
certain reluctance to obtain cyber insurance coverage to protect against
cyber risks (De Smidt & Botzen, 2018). Despite the high expected value
of cyberattack losses, decision-makers are hesitant to purchase cyber
insurance. Top management of enterprises recognizes cyber threats as
one of the most hazardous risks (Uuganbayar et al., 2021), while
assessing and managing risks in emerging cyber systems presents
significant challenges for risk assessors and managers (Ganin et al.,

2020).

Demographic and socioeconomic factor: Research exploring the factors
influencing the willingness to pay for insurance typically incorporates
demographic, socioeconomic, and industry-specific elements, such as
sex, age, and other relevant variables (Abbas et al. (2015); Hansen et al.
(2016), income, the university education are statistically insignificant
for predicting future voluntary insurance participation (Dragos &
Dragos, 2017), company profile such as size, revenue, organizations
that hold significant amounts of customer information are more likely

to purchase cyber insurance (Ozawa, 2021; Pooser et al., 2018; Tal
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Pavel, 2020; Franke, 2017), industry (Bandyopadhyay & Mookerjee,
2019).

Abdul Hamid et al. (2022), identified enablers such as government
regulations and incentives, industry standards and best practices, and
the role of insurance brokers. However, the adoption of cyber insurance
in developing countries like Malaysia is influenced by a complex
interplay of factors that include organizational culture, leadership
commitment, and stakeholder engagement. Insurance companies face
challenges in meeting the evolving preferences, expectations, and
demands of their clients. As a result, they must continually innovate to
reach customers and promote their products. The role of insurance
brokers is also crucial in facilitating the adoption of cyber insurance. In
addition to promoting insurance products, companies should prioritize

increasing client risk awareness (Dragos & Dragos, 2017).
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Table 2. Factors influence Insurance purchasing

Factors

Correlation with WTP

Literature Citation

Socioeconomic

1. Education Level

2. Age
3. Position

4. A size of the company

5. Annual revenue

6. Industrial

High education likely to purchase insurance

In transportation study the manager is decide to transfer risk to
insurers

Large companies are more likely to purchase cyber insurance.

Individual income affects their decision to pay.

Cyber insurance is initially growing in financial industry.

(Dragos & Dragos, 2017)

(Pooser et al., 2018)

(Ozawa, 2021),
(Pooser et al., 2018),
(Tal Pavel, 2020),
(Franke, 2017)

(Ozawa, 2021)

(Franke, 2017)
(Elnagdy et al., 2016)
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Factors Correlation with WTP Literature Citation

Purchasing behaviors

1. Premium The adoption of new products and services is influenced by (Bodin et al., 2018),
their pricing, and cyber insurance is not an exception. (Gai et al., 2017),
(Vakilinia & Sengupta, 2019)

2. Coverage The more extensive the coverage offered at a reasonable price, (Vakilinia & Sengupta, 2019)
the higher the likelihood of purchasing insurance.

3. Awareness Respondents who are aware of the potential risks are more (Tal Pavel, 2020)
likely to purchase insurance. (Hansen et al., 2016)

4. Knowledge Respondents who possess extensive knowledge about cyber (Tal Pavel, 2020)
insurance would demonstrate a higher willingness to pay (Tian & Yao, 2015)
compared to those with limited understanding of cyber
insurance.

5. Assessment of IT or Respondents with a clear understanding of their cyber risk level ~ (Franke, 2017)

Awareness of cyber risks and risk assessment are more likely to purchase insurance.

6. Information security maturity A company that has a high level of information security (Franke, 2017)

maturity is more likely to obtain cyber insurance.
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Factors

Correlation with WTP

Literature Citation

7. Experiences

8. Awareness of relative law

Companies that have prior experience purchasing insurance or
currently hold insurance are more inclined to acquire additional
insurance policies.

Cyber insurance is an optional value, so respondents who are
aware of its legal impact will choose to pay for it.

(Tian & Yao, 2015)
(Paopid et al., 2020)
(Nam, 2018)

(Berkman et al., 2018)

(De Smidt & Botzen, 2018)
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2.8 ldentification of gaps in previous literature.

Behavioral studies have provided valuable insights into the overall
cyber insurance industry and its challenges and opportunities.
Meanwhile, the alarming increase in cyber risks is projected to drive
exponential growth in the cyber insurance market over the next decade.
However, despite its potential benefits, cyber insurance acceptance
levels are relatively low and it is currently only popular in America and
Europe. Cyber Insurance is currently in its exploratory phase; therefore,
a variety of aspects are being discovered by current applications. Itis
becoming a feasible alternative for financial institutions and other
businesses to protect business environments and financial processes
(Gai et al., 2017). According to its unique characteristic in specific
market so, it is crucial to identify effective ways to increase the growth

of the cyber insurance market in these regions.

While prior studies have made efforts to identify factors impacting
consumers' willingness to pay for various insurance types, the existing
research pertaining to cyber insurance primarily concentrates on the
extension of coverage and additional payments. To comprehend the
economic value of cyber insurance, researchers have employed the
Contingent Valuation Method, a validated approach for determining the
amount of money individuals are willing to invest in non-market

products or services.
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Table 3. Identification gap in previous literature.

Domain Origin Factor Methodolog Research Gap and
y relevant
Paopid et al. (2020) Flood insurance = Thailand  House type and prior flood CVM SBDC  -Specific insurance
experience. domain
- Not considering a
zero WTP
Nam (2018) Cyber insurance Korea Prior experience in purchasing CVM OOHB -Indirect insurance
(Extra payment) insurance contracts. premium
- Not considering a
zero WTP
Hansen et al. (2016)  House insurance Denmark  Aware of risk CVM -Specific insurance
and Auto domain
insurance
Tian & Yao (2015) Earthquake China Knowledge of earthquake CVM -Specific insurance
insurance insurance and Experience with domain
earthquakeare. - Not considering a
zero WTP
This study Cyber insurance  Thailand  Add the relevant factors, CVM and - Study in
position in field (Tonn et al., Spike model  Organization level.

2019), and the impact of
cybersecurity and data

protection laws on

organizations (Berkman et al.,

2018)

- New insurance
domain.
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Interestingly, prior literature has revealed that a significant portion of
people express zero Willingness to Pay for hypothetical insurance,
which negatively impacts the mean Willingness to Pay. To address this
issue, a spike model is recommended to account for these respondents.
As such, it becomes crucial to investigate consumers' Willingness to
Pay for cyber insurance and identify the key factors influencing their
decision-making process. To bridge this gap, this study aims to employ
the Contingent Valuation Method in the first part to identify factors
affecting consumers' Willingness to Pay for cyber insurance. In the
second part of the study, a spike model will be utilized to address
respondents with zero Willingness to Pay and uncover the actual
economic value of cyber insurance. This model will be instrumental in
determining the true value of cyber insurance payments by adjusting for

the zero-value responses from respondents who are not willing to pay.

This study will significantly contribute to the literature by providing a
demand-side perspective on the cyber insurance market. This study
addition estimate the study on cyber risk and cyber lost (Meland et al.,
2015) found the larger companies usually employ a chief information
officer and other cybersecurity professionals to make strategic decisions,
which may inform cyber insurance purchases to minimize catastrophic
situations. And Berkman et al. (2018) examines the impact of
cybersecurity and data protection laws on organizations and reveals that
these laws have prompted various measures, appointing directors with

IT backgrounds, hiring Chief Information Security Officers, forming IT
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committees of the Board, enhancing security in new systems, and
purchasing insurance thus this study will also contribute these two

additional explanatory variables.
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Chapter 3. Methodology

This chapter consists of the theories, models, and methodologies used in
previous studies that are relevant to the research objectives. This section
will cover key economic theories, the Contingent Valuation Method, and
the Spike Model, which will be utilized to determine the users'

Willingness to Pay for Cyber Insurance in Thailand.

3.1 Random Utility Theory

The economic value of goods and services, whether they are market or
non-market goods, is based on the level of well-being that people derive
from what they want, which is determined by their preferences and
choices. Various stated preference methods, including Contingent
Valuation, discrete choice experiments, and best-worst scaling, are
employed to investigate consumers' preferences for different products or
services within hypothetical markets. These methods allow researchers
to analyze how individuals make choices and express their preferences
in situations where real market transactions may not be feasible or
practical. The background of Contingent Valuation is derived from the
random utility theory (Aizaki et al., 2015). In Contingent Valuation
studies, there are two different approaches, such as utility differences and
cost functions (Huh et al., 2015), with the Double Bound Dichotomous

Choice when respondents answer that they are unwilling to pay at all

70



derived from an individual's utility (Yoo & Kwak, 2002). However, this

study uses random utility theory.

Aizaki et al. (2015) have presented a model of random utility, which
suggests that in a choice set (S) an individual n derives utility U,,; from

alternative i This utility function can be expressed as:

Where, V,,; represents a random parameter vector that has an impact on

the attribute, while e,,; represents a random component of utility.

The authors also assume that for individual n, alternative i in the choice
set provides the highest utility among all the alternatives available, such

that V; # j , we have

Uni > Unj ............................................................................... Eq- (4-2)
which is equivalent to
Vi — an > eni — L2 USSR Eq- (4-3)

The random utility concept for Contingent Valuation can be explained
as follows: When the first question is asked, there are two possible

answers yes or no. If the respondent answers yes, we can interpret that
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the utility of this respondent is greater than that of the other alternative.
However, we cannot observe e,; — e,; . only V,; — V,; can be
calculated to estimate the probability, and it is shown that V,,; — V,,; >
eni — enj . Consequently, the likelihood of individual n selecting

alternative i from the choice set can be represented as follows:

Py(i) =Pr(Up; > Uyj)

= Pr(Vm- — Vn] > €ni — enj),vi 7':]

3.2 Method to measure Willingness to Pay

According to Jagpal & Jedidi (2009), estimating reservation prices can
be accomplished through either purchase data or survey/experimental
data. Frequently employed approaches based on survey/experimental
data encompass self-stated Willingness to Pay, contingent valuation,
conjoint analysis, and experimental auctions. These methods serve as
valuable tools to assess individuals' preferences and willingness to pay
for various products or services in research and market scenarios. When
evaluating these measurement methods, several factors come into play.
The first factor to consider is incentive compatibility, which refers to
how effectively the method encourages consumers to disclose their true
Willingness to Pay. The second factor is hypothetical bias, which relates
to the method's ability to accurately replicate real-life purchasing

contexts. The third factor pertains to the method's capability to estimate
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reservation prices for new products with attributes that have not yet been
introduced to the market or have not exhibited sufficient variation among
existing products, making reliable estimation challenging. The fourth
factor focuses on the method's capacity to measure Willingness to Pay
for multiple brands within a specific category or for multiple products

across different categories.

Actual purchase data is not subject to hypothetical bias; however, it
requires knowledge of the actual purchase amounts. The utilization of
purchase data is not feasible for determining the optimal price for a new
product or implementing an optimal product line policy (Wertenbroch &

Skiera, 2002).

Table 4 Methods based on survey/experimental data.

Method Approaches Challenges References
Contingent Provide - Prone to (Sajise et al.,
Valuation hypothetical hypothetical bias. 2021)

scenarios and
capture non-market
values that lack a
readily observable

price.

Conjoint Individuals make - requires careful (Jedidi &
Analysis trade-offs between  design. Zhang, 2002)
different attributes - Need the product

or features of a details/feature.

product or service,
which involves
presenting them
with a series of
choices.
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The choice of research method depends on various factors, including the
research objectives, context, and trade-offs between accuracy, cost, and
practicality. In the case of cyber insurance in Thailand, as it is a relatively
new and option value product in the market, the selection of an
appropriate method becomes crucial. While the Contingent Valuation
Method has found diverse applications in areas such as flood insurance,
earthquake insurance, motor insurance, and house insurance, applying
the Choice Experiment Method to cyber insurance in Thailand may
present limitations. This is because the Choice Experiment Method
requires individuals to make trade-offs between different attributes or
features of a product or service, which may not be well-defined or readily

available in the case of cyber insurance.

Therefore, the Contingent Valuation Method has a great advantage in
flexibly creating virtual market scenarios without actual cost benefit to
be evaluated and inducing the willingness to pay through surveys,
thereby enhancing preservation value (optional value) goods measure
(Sajise et al., 2021). Moreover, Hanemann (1989) has highlighted that
the Contingent Valuation Method is an effective approach to investigate

individuals' Willingness to Pay for non-market goods and products.

3.3 A Contingent Valuation Method

The Contingent Valuation Method (CVM) is a stated preference

approach widely employed to assess the intangible and non-market value
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associated with optional value goods (Aizaki et al., 2015). The
Contingent Valuation Method is a frequently employed approach
utilized by policymakers and economists (Song et al., 2019), that
establishes a hypothetical market for the transaction of non-market goods
and directly expresses Willingness to Pay for goods or services expected
(Rahmatian, 2005). The Contingent Valuation Method has a great
advantage in flexibly creating virtual market scenarios without actual
cost benefit to be evaluated and inducing the willingness to pay through
surveys, thereby enhancing the stated preference of the optional value
goods measure (Sajise et al., 2021). However, it is important to note that
the Contingent Valuation Method derives the Willingness to Pay by
relying on a virtual market setting and conducting a questionnaire survey
(Honu, 2007), it is important to design the questionnaire in a way that
increases the accuracy of the Willingness to Pay per household measured
from the sample, and to conduct surveys and analyze survey data at each
stage to secure the reliability and validity of the research results

(Zainudin et al., 2016; Sajise et al., 2021).

Given that the Contingent Valuation Method is employed to measure the
total value of insurance markets, encompassing optional value, which is
still in its early stages, it is susceptible to various forms of bias.
Therefore, this study aims to apply the Contingent Valuation Method
after thoroughly comparing and reviewing the applicable techniques
from previous literature. This study has identified previous research

works that have utilized the Contingent Valuation Method to estimate
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the value of flood insurance (Paopid et al., 2020), and the additional
premium for smart contracts and blockchain for claims processing in

cyber insurance (Nam, 2018).

The term Contingent Valuation (CV) refers to a technique used to assess
the value an individual place on goods or services that do not have a
market price. In the process of evaluating the value of non-market goods
and services, the Contingent Valuation Method involves individuals
declaring their willingness to pay (WTP) or willingness to accept (WTA)
for such products and services. As a widely used approach, the
Contingent Valuation Method plays a crucial role in assessing the value

of intangible and non-market goods and services.

Numerous studies have showcased the suitability and adaptability of the
Contingent Valuation Method for non-market goods, building upon prior
research endeavors in the insurance sector. An illustrative example is the
application of the Contingent Valuation Method to assess the feasibility
of incorporating blockchain and smart contracts for claim processing in
the domain of cyber insurance (Nam, 2018), flood insurance (Paopid et
al., 2020), car insurance (Dragos & Dragos, 2017), and house insurance

(Hansen et al., 2016).
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3.3.1 A Willingness to Pay

When consumers make purchasing decisions in the market, they
typically compare the market price of goods or services with their
individual Willingness to Pay (WTP). In situations where the WTP is
greater than or equal to the price, consumers proceed to make the
purchase. Thus, the WTP for a good is composed of the amount actually
paid in the market (market price) and the surplus above the price
(consumer surplus). The maximum WTP, expressed in monetary units,
reflects consumers' preferences for the product and represents its

economic value.

The extension of the Willingness to Pay (WTP) concept aims to estimate
the consumer's WTP for non-market goods. the Contingent Valuation
Method are popular estimation tools with several survey types
introduced, such as the Single Bound method (Sajise et al., 2021), and
the Double Bound Dichotomous Choice format (Song et al., 2019).

One common method of estimating Willingness to Pay is by calculating
the ratio of factors, and the ratio zero of the Willingness to Pay from a
Contingent Valuation questionnaire, where individuals provide a
dichotomous answer, Ans; = 0 if the answer is no, and Ans; = 1 if the
answer is yes (Alejandro, 2012). To estimate the WTP for non-market
goods such as optional value insurance, the linear WTP estimation

method has been most commonly used in preliminary feasibility studies.
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Alejandro (2012) explained the economic estimation of Dichotomous
Choice format, where WTP; is the willingness of an individual i to pay

for non-market goods. The WTP can be expressed as follows:

WTP(zw) = Zif + & oo
In this context, the notation used is as follows: z; represents the vector
of independent variables, § denotes the vector of estimated parameters,
and ¢; stands for an unobserved variable. The survey design simply asks
the respondent to answer only yes or no, therefore, Ans; = 0 if the
answer is no, and Ans; = 1 if the answer is yes. When Ans; = 1, This
indicates that the Willingness to Pay (WTP) is higher than the bid amount

(b;), and the probability is expressed as follows:

Pr(Ans; = 1|z;) = Pr(WTP; > b;)
= Pr(ziﬁ + Uu; > bl)
= Pr(ul- > bi - Ziﬁ) ____________________________
To elaborate further on the standard cumulative normal ¢ (x), the
traditional probit estimation model only incorporates an additional

predictor b;. When u; ~ N(0, 03), and v;~ N(0,1), then the formula is:
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b — z;p
Pr(Ans; = 1|z;) = Pr (vl- > T)

b; — z;
- 1- oA

Pr(4ns; = 1|z;) = ¢(Z’i§_ Di=)
As previously pointed out by Kristrom (1997), and further noted by Haab
and McConnell (1997), The Contingent Valuation Method was
originally devised for estimating WTP for public goods, which means
the values obtained cannot be negative. However, the current estimation
procedure presents the problem that willingness to pay can be estimated
as zero or negative in the case of any public investment project or policy.
Therefore, the Contingent Valuation study divides respondents into those
with the Willingness to Pay of zero and those with a willingness to pay

greater than zero.

To address this problem, it is necessary to distinguish between those who
refuse to pay and those who intend to pay. In other words, the former's
willingness to pay should be explicitly treated as 0, and the latter's
willingness to pay should be sought only from those respondents. This
procedure can be used to create an econometric model that better reflects
respondents' choices. It also has the advantage of separating non-payers
and can be called a spike model, where all willingness to pay zero is

specially treated (Kristrom, 1997).
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3.3.2 Contingent Valuation Format

The Double Bounded Dichotomous Choice (DBDC) contingent
valuation method offers a novel approach to enhance the statistical
efficiency of conventional surveys used to estimate the value individuals
assign to specific goods or services. In contrast to traditional surveys that
involve a single yes/no question about willingness to pay, this method
introduces a second question that depends on the response to the first
question. If respondents answer affirmatively to the initial query, they
are then asked if they would be willing to pay a higher amount.
Conversely, if they answer negatively, they are asked if they would be
willing to pay a lower amount. This two-step process enables more
precise estimation of values and enhances statistical efficiency

(Hanemann et al., 1991).

The One and One Half Bound (OOHB) approach is designed to mitigate
potential response bias on the follow-up bid in multiple-bound
Contingent Valuation Method (CVM) questions while preserving much
of the efficiency gains associated with the multiple-bound approach. An
examination of survey data revealed that the OOHB estimates displayed
greater consistency concerning the follow-up data compared to the
Double Bound Dichotomous Choice estimates, demonstrating higher
efficiency as well. Consequently, the OOHB approach presents itself as
a valuable alternative to the DBDC approach in CVM surveys

(Signorello, 2018).
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However, Carson & Hanemann (2005) explain the meaning of WTP
without an explanatory variable from CV formats such as an open-ended
question, a bidding game, or a payment card. Among these formats,
Double Bounded Dichotomous Choice can solve starting point bias (Huh
et al., 2015) and reduce the variance of the mean WTP. In the Double
Bounded Dichotomous Choice (DBDC) format, respondents are
presented with an initial bid (Bid') and asked whether they would accept
(yes) or reject (no) it. If they respond positively (yes), a higher bid (Bid™")
is then offered, which is twice the value of the initial bid. Conversely, if
they respond negatively (no), a lower bid (Bid") is presented, which is
half the value of the initial bid (Ko et al., 2020). The WTP from DBDC
consists of four possible answers: a yes-yes answer shows that WTP will
be greater than the upper bid (Bid™) but less than infinity; a yes-no
answer shows that WTP will be greater than the initial bid (Bid') but
less than the upper bid (Bid"); a no-yes answer shows that WTP will be
greater than the lower bid (Bid") but less than the initial bid (Bid'); and
a no-no answer shows that WTP will be greater than zero but less than

the lower bid (Bid") (Zainudin et al., 2016).
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Figure 1. The probability of a Double Bounded Dichotomous Choice

Answer, inspire from (Zainudin et al., 2016).

While both the DBDC and OOHDC approaches have their merits, the
DBDC method tends to offer greater statistical efficiency, reduced
starting point biases, improved validity, and alignment with economic
theory Hanemann et al. (1991); Carson & Hanemann (2005). However,
the choice between the two ultimately depends on the specific research
context and objectives, as well as the trade-offs between efficiency and
practical considerations such as respondent burden and survey costs.
This research investigates the issue of initial point bias in relation to the
characteristics of cyber insurance, specifically the unavailability of
market prices and the potential for self-report bias arising from repeated

questioning.

In the Spike model's DBDC format, a confirmation bid has been added

in the third round for respondents who answer twice with no-no. The two
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possible confirmation bids divide the respondents into two groups: the
no-no-no group and the no-no-yes group. The value of WTP for the no-
no-no group is absolute zero, while the WTP for the no-no-yes group is

between zero and a lower bid (Bid') (Ko et al., 2020).

3.3.3 Basic components of a CV survey

A critical component of a contingent valuation strategy is the design of
a survey questionnaire. It is essential to design a questionnaire that
generates information to help respondents to understand the context of
the hypnotical market. The questionnaire must provide sufficient
information to assist respondents in making informed decisions but not
so much that they are distracted by needless technical details (Zainudin

etal., 2016).

The Contingent Valuation Method is adopted as an evaluation method,
and the target population is determined, a questionnaire setting up a
virtual market is created. The two steps of Contingent Valuation survey
design are create a hypothetical market by providing responders with
comprehensive information of the market, and bids design (Rahmatian,
2005). The basic components to be included in the Contingent Valuation
survey questionnaire are Key expression, Hypothetical Market, the
Contingent Valuation questions, Behavioral Question, and Items for

Statistical Classification.
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The Contingent Valuation Method is a way to find out what people want
in terms of money by directly asking a random sample of people what
they would pay for a clearly defined non-market goods. However, it is
important to note that the Willingness to Pay (WTP) obtained through
the Contingent Valuation questionnaire is derived from a hypothetical
market setting. This virtual market consists of three key components:
conditional products, methods of payment, and strategies to encourage
individuals to be willing to pay. The design of the Contingent Valuation
virtual market aims to create a sense of realism and plausibility for
respondents, enhancing their engagement and ensuring meaningful
responses. Questionnaires and bids for shows should be made so that
people can state their preferences clearly and give answers that are

consistent and easy to understand (Sajise et al., 2021).

This study utilizes the Contingent Valuation Method to establish a
hypothetical market. Therefore, it simplifies the inclusion of certain
cyber insurance features, such as maximum coverage and deductibility,
as lead to the need of technical details (Zainudin et al., 2016). Unlike the
Choice Experiment survey, which requires clear product features that
influence the decision to pay (Jedidi & Zhang, 2002), this study focuses on
a simplified approach. Additionally, the study assumes that cyber
insurance is a relatively new concept in the Thai market and may not be

widely known.

84



3.3.4 Estimate Optimal Bid value for Dichotomous

Choice

The methodology for obtaining bids in this study draws upon a
combination of methods, including focus group discussions, pretests, and
consultation with expert workshops, as described in (Song et al., 2019).
However, for this particular study, we have adopted a bid design that
simulates market prices, similar to the approach used in the study on

flood insurance by Paopid et al. (2020).

the Office of the Insurance Commission in Thailand ! revealed that in
2019, nine non-life insurance companies were prepared to offer Cyber
Insurance, aligning with the enactment of the Cybersecurity Law and
Data Privacy law during the same year. In this study, Insure-AMPM
shown the average cost of Cyber Insurance for one year of coverage
ranged from THB 45,428 (USD 1,468) to THB 406,368 (USD 13,128).
However, it is important to note that these figures are specific to the

responses received from SMEs in Thailand.

The research findings indicate that the cost of cyber insurance coverage
can vary significantly, ranging from THB 20,150 (USD 650) per year to
THB 372,000 (USD 120,000) per year (Ozawa, 2021). Based on a global

! The Office of the Insurance Commission (OIC) Thailand is under the
supervision of the Thai Minister of Finance, The Office of the Insurance
Commission (OIC) is responsible for regulating the Thai insurance
market.
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survey of 43 insurance providers, it has been found that cyber insurance
costs for low-risk firms can range from THB 20,150 (USD 650) to THB
73,067 (USD 2,357) per year. These prices were determined considering
a liability limit of THB 31,000,000 (USD 1,000,000), a deductible of
THB 310,000 (USD 10,000), and business revenue of THB 31,000,000
(USD 1,000,000). Additionally, in 2020, the average annual cost of cyber
insurance in the United States was recorded at THB 45,198 (USD 1,485)
(Chen, 2021).

Hence, this study provides a comprehensive table that presents the
minimum and maximum average Cyber Insurance Premiums for both the

global market and the Thai market.

Table 5. Global and Thai average cyber insurance premiums in USD

Global Market Thai Market
Minimum Average Cost 650 1,468
Maximum Average Cost 2,357 13,128

Source: Author

The optimal bid design for determining individual Willingness to Pay
through the Contingent Valuation Method in the double-bound
dichotomous choice format involves dividing the bids into two prices:
the Initial bid and the Follow-up bid. Both of these bids can further be

divided into a higher and a lower bid. To arrive at the appropriate bid, it
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is recommended to set the initial bid equal to the median Willingness to
Pay, and then present a follow-up bid on both sides of the median
Willingness to Pay. This bid design helps to obtain more accurate and
meaningful responses from respondents, facilitating a better estimation

of their actual Willingness to Pay (Song et al., 2019).

Study of Song et al. (2019) the initial bid was divided into five groups,
and each bid design double price for upper bid, and half price for lower
bid. We revers at those numbers and found that this study used quartile
to divide the values of the initial value. However, we eliminated the
minimum, and maximum initial bid as it often bias when the bid amount
is too high or too low (Boyle et al., 2019), then we use three initial bid

for this study.

Cyber Insurance is an optional value goods usually do not have a specific
price because they are new in the market, and need time to write policy
that satisfies both buyer and seller before reveal the acceptable premium
and coverage. Therefore, the good under evaluation in this study the
price for them is not well formed. Therefore, we simulate the bid
amounts correspondence with percentile regarding study of (Song et al.,
2019), and we formed the first bid and a second bid for the Double Bound

Dichotomous Choice as shown in Table 6.
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Table 6. Estimation of the first bid and the follow up bid in USD.

The first bid The Follow-up Bid
(Bid1) Lower Bid (Bid") Upper Bid (Bid")
4,400 2,200 8,800
7,300 3,650 14,600
10,000 5,000 20,000

Source: Author
Note: US dollar equivalent as of March 2022 (USD 1 THB31) (Bank of
Thailand; www.bot.or.th).

3.3.5 A Double Bound Dichotomous Choice

The Contingent Valuation Method is a widely adopted and extensively
used survey technique aimed at assessing individuals' Willingness to Pay
for specific goods or services (Huh et al., 2015). Existing research on
Willingness to Pay for many forms of Insurance exists. It has been used

to determine the cost of insurance premiums.

There are four possible outcomes from respondent I = 1 ... N inasample
set, respondent answer yes follows by a no (yes-no), answer no follow
by a yes (no-yes), both answers are yes (yes-yes), both answers are no

(no-no).

The indicator giving to each respondent answer are I I/ 77 I7™
To set up the indicator function 1(.) for each indicator variable, the value

one (1) is given if it is accurate and otherwise is zero (0) so:
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I’™ = 1, if respondent I; answer is yes followed by no
I = 1, if respondent I; answer is no followed by yes.

Il.yy =1, if respondent I; answer both answers is yes.

[ = 1, if respondent I; answer both answers is no.

Willingness to Pay calculate from a cumulative distribution function

(cdf), the loglikelihood function show as below;

logL = Y {I?” .logP”” (Bid*, Bid")
+17". log PY™ (Bid*, Bid")
+1;” . log PY™ (Bid*, Bid")
+ I"™.log P™"™ (Bid*, Bid")

The probability of individual response is P¥Y, PY™, P™Y, P™ then the

cumulative distribution performs as follow;

PYY(Bid', Bid") = log[1 — G.(Bid"; )]

PY"(Bid*, Bid") = log[G.(Bid";0) — G.(Bid*; 6)]
P (Bid',Bid") = log[G.(Bid';8) — G.(Bid'; 6)]
P"™(Bid*,Bid") = log[G.(Bid% 0
Denote ¢ is Willingness to Pay, cdf define as G.(-;8), where 0 is a
vector of parameters, Bid! is bid amount. Therefore, a utility-

maximizing from respondent i is Bid"(Bid* < Bid™), where Bid* is
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the first bid, so in this case the respondent i says yes for the first answer.
When the individual i answer no for the initial bid (Bid') then offer the

lower bid (Bid") for the second question Bid'(Bid' > Bid").

Yoo & Kwak (2002) derive the logistic cdf, 1 — G.(+) and combine with

6 = (a, b) from previous study (W. M. Hanemann, 1989), and yields:

G.(Bid%;60) = [1+exp(a—bBidH]™Y . Eq. (4.10)
Welfare derives from (4.7) shown as follow:

C=C  =a/b Eq. (4.11)
Where,

C is the mean of Willingness to Pay, it can be positive (+) or negative
(-) value.

C* is the median of Willingness to Pay.

So the mean of Willingness to Pay when it greater or equal to zero
(= 0) formulate as follow:

C*=(1/b) log[1 + exp(a)] Eq. (4.13)

3.4 Spike Model in Double Bound Dichotomous Choice

In the Contingent Valuation Survey, specifically in the double-bound

dichotomous choice format, it is not uncommon to encounter a
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significant number of respondents with a zero willingness to pay (Yoo
& Kwak, 2002), when it comes to assessing the willingness of people to
pay for unfamiliar goods or services, such as cyber insurance,
individuals may respond with zero willingness to pay. In such cases,
this study uses the Spike model to address this issue, as it can adjust the
zero Willingness to Pay responses statistically to better estimate the
average Willingness to Pay value. The Spike model assumes that the
zero Willingness to Pay responses do not necessarily reflect people's
actual preferences but may instead be due to a lack of understanding or
knowledge of the good or service being assessed. By adjusting the zero
responses statistically, the Spike model can provide a more accurate

estimate of the true economic value of the good or service.

The spike model will perform significantly over the conventional model
(Yoo & Kwak, 2002). The individual who responses “no” for the initial
and the follow up bid are divided in two group, the first group is the one
who really unwilling to pay by saying “no” for the first bid, second bid,
and confirmed by answer the third time by say “no-no-no”. The second
group is the respondent who answer from confirmation answer
willingness to Pay induce the set of answer “no-no-yes”, these two

groups use to estimate spike model.

The respondent who answers no-no we asked the third round to confirm

whether they have zero Willingness to Pay when answered again no for
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the third follow-up question. The respondent i who say no-no is I]*" is

classify into two groups,

[ = 1, if respondent I; response both answers is no-no-no

nny _
I =

1, if respondent I; response both answers is no-no-yes

The result show that the spike model performing mean and median
Willingness to Pay. The likelihood estimation to get estimates for g and
o can then be used to estimate Willingness to Pay (Yoo & Kwak, 2002).
The log-likelihood function for the spike model can be represented as

follows:

logL = ¥ {1’ In[1 — G.(Bid}; 0)]
+I7" In[G.(Bid}; 0) — G.(Bid}; 0)]
+I;” In[G.( Bid; 0) — G.(Bid}; 6)]
+ 1" In[G.(Bid}; 0) — G.(0; 0)]

+ 1™ In[G.(0; D

Where;

[1+ exp(a — bBid)]™! IfBid > 0
GC(Bld, 9) = [1 + exp(a)]_l If Bid =0
0 If Bid < 0
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Spike model expressed as [1 + exp(a+BX;)] * [1 + exp(a)]*, and the
mean Willingness to Pay of respondents can be calculated from equation

on study of (Huh et al., 2015), In[1 + exp(a+ BXmean)1/b.

Therefore,

C=1/b) m[1+exp(a)] Eq. (4.15)
And

._fa/b, If [1+ exp(a)]™* < 0.5
c={ 0 Otherwice Eq. (4.16)

The log-likelihood for estimating Spike can be determined using the

formula shown below;

logL = Z[AnsyylogP(yeS_yes) + AnsynlogP (yes—no) +

Ansnylogp(no—yes) + Ansnnnlogp(no—no—no) +

Ansnnylogp(no—no—yes)] ....................................................... Eq. (4-17)
Spike model expressed as [1 + exp(a+BX;)] * and the mean Willingness

to Pay of respondents can be calculated from equation on study of (Huh

etal., 2015), In[1 + exp(a+ BXmean)l/b.
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In this case, the spike model says that they are invalid responders, so they
are taken out of the sample and the estimate is made without them. To
figure out what percentage of survey participants refused to pay, and

subtract the number of resisters from the number of those who refused to

pay.
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Chapter 4. Experimental design and

empirical study

In this chapter, we will discuss the sample design, data collection, and
evaluation methods used in this study to assess the monetary value of
Willingness to Pay and determine the factors affecting the purchase
choices of Cyber Insurance. The Contingent Valuation Method with a
Double Bound Dichotomous Choice format will be employed to gather
this data. Additionally, this study will utilize the Spike model to handle
instances of zero willingness to pay. Subsequently, group and sensitivity
testing will be conducted to analyze the relationship between willingness

to pay and the key factors influencing the decision to pay.

4.1 Survey Design and Data Collection

To obtain information about the monetary value of cyber insurance in
Thailand, the National Cybersecurity Agency of Thailand (NCSA) assist
a survey questionnaire to a sample of two hundred organizations across
six industries, the sectors covered by this study include public service,
banking and finance, information technology and telecommunications,
transportation and logistics, energy and public utilities, and public health.
The NCSA provide the participant’s name list, and requested CEOs to

assign the relevant person to fill out the form, and the survey was
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conducted between April and the end of June 2022. The survey was

completed by one hundred participants using Google Forms.

Table 7. Sample Design.

Subject Definition

Populations An organization that employs information technology
for its business operations.

Sample Size 200 respondents

Method uses
to select the sample

Survey Period

Survey Method

The Cybersecurity Act identifies Critical Information
Infrastructure organizations in the following six
sectors: substantive public service, banking and
finance, information technology and
telecommunications, transportation and logistics,
energy and public utilities, and public health.

April to June 2022

The Contingent Valuation Method questionnaire was
created using the Google Survey platform and
officially distributed online by the National
Cybersecurity Agency of Thailand.

The dataset includes various socioeconomic and demographic

characteristics, such as gender, age, education, job position, industry

type, revenue, number of customers and employees, and investment in

cybersecurity. Furthermore, the final section of the questionnaire

includes variables from previous studies, such as knowledge of cyber

insurance, awareness of cyberattacks, experience with purchasing cyber

insurance, attitude toward buying cyber insurance, and understanding of

legal liability under the Personal Data Privacy Act and the Cybersecurity

Act.

96



Table 8. List of Variable.

Variable  Label Definition

sex Sex Sex is in two categories;

age Age Age (year) in four categories;

pos Position Position is in five categories;

edu Education Education level is in three categories;

sec Sector Industrial sector in seven categories;

rev Revenue Revenue in USD in seven categories

emp_no Employee Employee number in seven categories

cus_no Customer Customer number in five categories

inv Investment Cybersecurity Investment in a year in four
categories;

cyb Cyberact Understanding the Cybersecurity Act in five
ordinal scale

pdp Pdpact Understanding the Personal Data Privacy Act
in five ordinal scale

und Understci Cyber Insurance Knowledge in five ordinal
scale

awar Awareness Risk awareness in five ordinary scale;

exp ExperienceC  Cyber Insurance purchasing experienced in

I two nominal scale;
attr Attrack Hack experienced in two nominal scale;

In chapter three of this study, the method of creating bid values was
explained, which is derived from Song et al. (2019). Therefore, this study
uses three initial bid values derived from three different questionnaire
sets: THB 140,000 (USD 4,400), THB 230,000 (USD 7,300), and THB
310,000 (USD 10,000). The second bid amount follows a specific
pattern: if the first bid value is THB 140,000 (USD 4,400) and the
respondent answers 'yes,' the second bid value increases to THB 280,000
(USD 8,800); if the respondent answers 'no," the second bid value
decreases to THB 70,000 (USD 2,200). Similarly, if the first bid value is
THB 230,000 (USD 7,300) and the respondent answers 'yes," the second
bid value increases to THB 460,000 (USD 14,600); if the respondent
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answers 'no," the second bid value decreases to THB 115,000 (USD
3,650). Finally, if the first bid value is THB 310,000 (USD 10,000) and
the respondent answers 'yes," the second bid value increases to THB
620,000 (USD 20,000); if the respondent answers 'no," the second bid
value decreases to THB 155,000 (USD 5,000).

Figure 2. Visualize the pattern of bid design for the Contingent Valuation

Method
Initial bid (Bid?) Second bid WTP
yes  —
A = 4,400 Yes N Initial bid x 2 | —

B“’"
B =7,300 o

> Initial pid +2
Bid' no

C=10,000

4.2 Descriptive summary statistics.

The dataset's fundamental characteristics were analyzed using
descriptive statistics, such as mean and standard deviation. These
statistics help to determine the central tendencies of important variables,
the spread of the data around the central measure, and the number of
observations for each variable. Furthermore, in addition to identifying

outliers and missing values, data dispersion for a variable can affect
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inference or hypothesis testing related to that variable (Sajise et al.,

2021).

The Contingent Valuation survey provides attributes for estimating
individual or aggregate willingness to pay, including bid analysis with
upper and lower bounds, mean, median, and average values. This study
presents a high-level overview of respondent profiles by summarizing
their demographic and socioeconomic characteristics. We estimate the
demographic and socioeconomic attributes to understand how they affect
individual willingness to pay. A summary of respondent demographic

characteristics and socioeconomic attributes can be found in Table 9.

4.2.1 Statistical Explanations

Out of all the participants, 74 percent were male, and 82 percent were
aged between 36 and 55-year-old. The majority of respondents (65%)
held an undergraduate degree, while the remaining participants had a
graduate degree. The participants in this study were all employed in IT-
related fields, representing a diverse range of sectors, including public
service, banking and finance, information technology and
telecommunications, transportation and logistics, energy and public
utilities, and public health. About 62% of the respondents were Chief or
operational Information Technology officers, while 38% were Chief or

operational officers in Cybersecurity.
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This survey targets organizational-level data, and therefore, the

company's profile is collected, including revenue, number of employees,

and number of customers. Out of all the respondents, 50 percent are from

large enterprises, while only 22 percent represent small enterprises.

Among the respondents from large companies, 46 percent have over a

thousand employees, and 11 percent have over two thousand employees.

The number of customers also indicates the size of the business, with 60

percent of companies reporting a number of customer from 10,001 to

20,000.

Table 9. Demographic attributes of the sample.

Category Characteristic Respondent Per((:((;:/r: )t age
Total 100 100
Gender Female (0) 26 26.00
Male (1) 74 74.00
Age 25 — 35 years (1) 10 10.00
36 — 45 years (2) 38 38.00
46 — 55 years (3) 44 44.00
Above 55 years (4) 8 8.00
Education Under graduate (1) 64 64.00
Level Graduate (2) 36 36.00
Position Chief Information Officer (1) 29 29.00
Chief Cyber Security Officer (2) 13 13.00
Operation Information Officer (3) 33 33.00
Operation Cyber Security Officer 25 25.00
4) 46 46.00
Sector Substantive public service (1) 10 10.00
Banking and Finance (2)
Information technology and 4 4.00
telecommunications (3) 13 13.00
Transportation and logistics (4) 4 4.00
Energy and public utilities (5) 23 23.00
Public health (6) 6 6.00
Revenue Less than 400,000 (1) 11 11.00
400,000 to 1,900,000 (2) 11 11.00
1,900,001 to 3,800,000 (3) 5 5.00
3,800,001 to 6,600,000 (4) 6 6.00
6,600,001 to 9,400,000 (5) 6 6.00
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Percentage

Category Characteristic Respondent (%)
9,400,001 to 18,800,000 (6) 45 45.00
Over 18,800,001 7 7.00
Number of Less than 100 (1) 18 18.00
Employee 101 to 500 (2) 11 11.00
501 to 1,000 (3) 18 18.00
1,001 to 2,000 (4) 46 46.00
Over 2,001 (5) 11 11.00
Number of Less than 1,000 (1) 21 21.00
Customer 1,001 to 5,000 (2) 4 4.00
5,001 to 10,000 (3) 2 2.00
10,001 to 20,000 (4) 62 62.00

4.2.2 Bid Distribution

The bid distribution is used to assess the validity of the survey design. It
helps visualize the pattern of responses and identify any bias stemming
from DBDC survey (Sajise et al., 2021). The distribution of bids in a
double-bounded dichotomous contingent valuation (DBDCV) study is
crucial for analyzing the respondents' willingness to pay. It visualizes
their responses to the series of bid amounts presented in the survey,
helping researchers determine the patterns of Willingness to Pay for the

goods under consideration.

The bid distribution displays the percentage of 'yes' votes for each bid
amount presented in the survey. It is a crucial tool for analyzing the
collected data as it can reveal patterns and trends that are not immediately
apparent from the raw data. Researchers can use the bid distribution to
identify outliers, estimate the distribution of Willingness to Pay values,

The data collected from the respondents were analyzed to calculate
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summary statistics, such as the mean, median, and standard deviation of

Willingness to Pay

The bid distribution can also help assess the validity of the survey design.
If the bid distribution indicates a low percentage of 'yes' votes for the
lower bid amount and a high percentage of 'yes' votes for the upper bid
amount, this may indicate starting point bias or strategic behavior by the
respondents. On the other hand, if the bid distribution shows a high
percentage of 'yes' votes for the lower bid amount and a low percentage
of 'yes' votes for the upper bid amount, it may indicate that the initial bid
was too high. Furthermore, some respondents expressed a lack of
Willingness to Pay for the specific good or service under consideration,
indicating that the stated amount was not within their preferred range for

expenditure.

In summary, the bid distribution plays a critical role in analyzing the data
obtained through the DBDCV method. It serves as a valuable tool in
understanding respondents’ willingness to pay for the good or service
under study and assists researchers in identifying possible biases in the

survey design (Sajise et al., 2021).

The first question in a Contingent Valuation survey determines the
number of respondents who agree to a certain bid. Based on the positive
responses to the initial bid, the number of respondents who agreed to it

can be calculated. The remaining respondents who rejected the initial bid
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are excluded from the analysis. The analysis results can be effectively
presented in a table format, illustrating the proportion of respondents'
responses to the questionnaire. A table 10 is provided below to

demonstrate this presentation:

Table 10. The ratio of respondents who answered the Contingent

Valuation Method questionnaire.

First Answer (Answerl) Second Answer (Answer?2)
Frequency Percent (%) Frequency Percentage
(%)
Yes 51 51.00 61 61.00
No 49 49.00 39 39.00
Total 100 100.00 100 100.00

Among the respondents, 51 percent answered 'yes' to the first bid in the
Contingent Valuation questionnaire. As the bid amount doubled in the
second question, the expected number of 'yes' responses decreased to 39
percent. Conversely, for those who rejected the first bid, the expected
'yes' response rate increased to 61 percent when the bid amount was
lower than half of the original price. These findings suggest that the
response rate to bid amounts can vary based on the initial bid,
highlighting the importance of bid distribution analysis in Contingent

Valuation studies.

The findings from the Contingent Valuation questionnaire reveal
interesting patterns among the 100 respondents. The responses to the first
and second bid are summarized as follows: 24 percent of respondents

answered 'yes' to the first bid and 'no’ to the second bid. 11 percent of
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respondents answered 'no’ to the first bid and 'yes' to the second bid. 28
percent of respondents answered 'yes' to both bids. 37 percent of
respondents answered 'no' to both bids. These percentages provide
valuable insights into the participants' decision-making process when
evaluating the two bid options, contributing to a comprehensive

understanding of their willingness to pay for the specific good or service.

Table 11. The ratio of four possible answers from the Contingent

Valuation questionnaire.

Initial bid Answer Total Percentage
Value yn ny yy nn (%)

(THB 1,000)

140 4 5 9 9 27 27.00
230 13 0 10 16 39 39.00
310 7 6 9 12 34 34.00
Total 24 11 28 37 100

The bid distribution is used to assess the validity of the survey design. It
helps visualize the pattern of responses and identify any bias stemming
from DBDC survey (Sajise et al., 2021). Therefore, the bid distribution

Therefore, the bid distribution was analyzed to understand how
respondents chose to pay in the initial bids of 140, 230, and 310. The
results revealed that 13, 23, and 16 respondents accepted the bid offers,
respectively. Next, the number of second bids was determined based on
whether the respondents accepted or rejected the first bid. In the double-
bound dichotomous choice format, the bidding process was designed to
elicit respondents’ willingness to pay more accurately. When a

respondent accepted the initial bid, the subsequent bid amount was
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increased to a higher value, providing a two-step approach to gauge their
upper limit of willingness to pay. On the other hand, if the respondent
rejected the initial bid, the subsequent bid was decreased by half,
allowing for a second opportunity to reveal their lower limit of
willingness to pay. This dynamic bidding process aimed to obtain a more
precise estimation of the respondents' true willingness to pay for the
particular good or service under evaluation. As a result, the table displays
the number of respondents who accepted the first bid: 11 respondents
accepted a bid of 70, none of the respondents accepted a bid of 115, 13
respondents accepted a bid of 140, 6 respondents accepted a bid of 155,
9 respondents accepted a bid of 280, 10 respondents accepted a bid of

460, and 9 respondents accepted a bid of 620.

Table 11. The distribution of the WTP as stated by respondents.

Bid Value (THB 1,000) Distribution
70 5
115 0
140 13
155 6
230 23
280 9
310 16
460 10
620 9

The adoption of new products and services is often influenced by the
price, and cyber insurance is no exception to this trend. Studies
conducted by Bodin etal. (2018); Gai et al. (2017); Vakilinia & Sengupta

(2019), have investigated the relationship between the price of insurance
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and the Willingness to Pay and have identified significant influences.
Table 11 presents the findings of these studies, showcasing how the price
of insurance affects individuals' WTP, which demonstrates that when the
price increases, respondents' Willingness to Pay decreases following the
demand law. Specifically, the Willingness to Pay decreases up to 53.85
percent. On the other hand, when the price decreases, the Willingness to

Pay for the second offer price increases significantly by 77.08 percent.

Table 12 The percent change when bid amount increase and decrease.

First Answer Second Answer Percent (%) Change
Yes (51) Yes (28) 46.15

No (24) 53.85

Yes (11) 77.08
No (49) No (37) 22.92

4.3 Empirical study

This section presents the analysis of data obtained from 100 respondents
who completed a Contingent Valuation survey. The survey used the
Double-Bound Dichotomous Choice method, where bid amounts were
subjected to logit-probit estimation to determine the probability of

acceptance for a given offer.

4.3.1 The Contingent Valuation Method estimation

result

In this section use the Contingent Valuation Method to analyze

Willingness to Pay without covariates. The log-likelihood function is
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utilized to estimate the coefficients for Beta (f) and Sigma (o), The log-
likelihood function, depicted in equation (Eq. 5.1), is a crucial
component in estimating the Willingness to Pay. By using this function,
can derive valuable insights into respondents' preferences and choices
related to the survey questions, leading to accurate estimations of their

Willingness to Pay.

logL = Z[AnsyylogP(yeS_yeS) + AnsyplogP (yes—no) +
AnspylogP o-yes) + AnSunlogPmo—no)| oo
Where Ans,,,, = 1 if the first bid is bid1, bid1 < bid2, and the respondent
answer Yes to both questions. Ans,,, = 1 if the first bid is bid1, bidl <
bid2, In cases where the respondent answers "Yes" to the first question
and "No" to the second question, Ansy,, = 1 if the first bid is bid1, bidl
> bid2, and the respondent say No to the first question and say Yes to the
second question, and otherwise is 0; and Ans,,,, = 1 if the first bid is
bidl, bidl > bid2, and the respondent answer No to both questions.

Otherwise, it is 0.

In analyzing Contingent Valuation data with Double Bound
Dichotomous Choices, the "dcchoice™ and "dcspike™ packages in R
provide valuable tools. These packages offer the capability to examine
covariates and assess the impact of various factors, and the outcomes

providing insights into decision-making and economic preferences.
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The result of Contingent Valuation Method without covariates shows
that the utilized 100 observations. The log-likelihood, measuring the
model's fit to the data, yields a value of -114.3256. The standard error, at
189.5986, indicates the precision of the estimated coefficients. A Z-value
of -7.997, with a negative sign denoting a negative coefficient, tests the
significance of the coefficient. The median Willingness to Pay is a robust
measure that helps to provide a central tendency of the respondents’
valuation result is 152.143. Similarly, the 95% confidence interval for
the median Willingness to Pay spans from 89.177 to 204.770, providing

a likely range for the true population median.

Table 13: The Contingent Valuation Method estimation result of

Willingness to Pay.
Variables Conventional model

Number of observations 100
Bid -0.00745
Log-likelihood -114.3256
Median WTP 152.143

Standard error 0.00093

Z-value -7.997"

95% conf. interval 89.177 - 204.770

Note: Significant codes: 0 “***’ (0.001 “*** 0.01 ‘** 0.05
In this study, a currency unit of THB 1000 was utilized, with an exchange rate
of USD1 to THB31 as of February 2022.

The mean is affected by extreme values or outliers in the data because it
takes into account the value of every observation. If there are extreme
values, they can greatly influence the mean and potentially skew the

overall picture of the data.
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On the other hand, the median is less sensitive to extreme values because
it only considers the middle value of the data when arranged in order.
The median represents the dividing point that separates the upper half
from the lower half of the dataset. Therefore, even if there are outliers,

they have less impact on the median.

Therefore, since the median and mean are not close in value, the
distribution of Willingness to Pay values might not be symmetric or may
be influenced by outliers. In such cases, the median more reliable

measure of central tendency as it is less affected by extreme values.

In conclusion, the Willingness to Pay is presented using a unit of 1000
Thai baht (THB) and converted into USD for convenience. The
estimation of Contingent Valuation Method provides that the median

Willingness to Pay is estimated at THB 152,143 (USD 4,910).

4.3.2 The estimation result of Willingness to Pay

model with covariates

Drawing on the findings of prior research and pertinent studies, we
computed the mean Willingness to Pay and investigated the impact of
various independent factors present in the dataset. Socio-demographic
variables, including gender, age, education, number of employees,
number of customers, and income, were among the factors analyzed

(Franke (2017); Pooser et al. (2018); Ozawa (2021); Tal Pavel (2020)),
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as well as behavioral factors such as cyber-awareness, Cyber Insurance
Knowledge, cyber-attack experience, and attitude toward Cyber
Insurance, significantly predicted Cyber Insurance adoption (De Smidt

& Botzen (2018); Tal Pavel (2020)).

In the second factor analysis, eight variables were added, leading to the
following conclusions. Statistics were gathered from one hundred
respondents, including percentages, means, medians, and standard
deviations. Table 14 provides the means and standard deviations for the
following variables: the degree of understanding in cyber insurance,
awareness of the benefits of cyber insurance, awareness of risks,
experience with purchasing cyber insurance, and understanding of the

Cyber Security Act and Personal Data Privacy Act.

Table 14: The basic information regarding the covariates used.

Variable Mean  Std. dev.
Understanding in Cyber Insurance 3.65 0.96791
Awareness of the benefits of Cyber Insurance 2.19 1.17804
Awareness of the risk 1.94 0.66393
Experience with purchasing Cyber Insurance 0.07 2.05643
Experience with cyber-attacks 1.94 0.66393
Understanding of the Cyber Security Act 4.00 0.77849
Understanding of the Personal Data Privacy Act 3.97 0.74474

Several groups' variations in Willingness to Pay were compared with
demographic and socioeconomic characteristics using Z-value testing.
The multiple regression analyses use to estimate the association of
sociodemographic and parameter with the intention of respondents who

(13 2

decide to say “yes” or ‘“no” for Contingent Valuation survey
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questionnaire. We repeating Linear Regression analysis model for this
study, Contingent Valuation approach is used then the final models, In
this study, non-significant variables related to the choice of purchasing
cyber insurance were excluded from the analysis. The following basic

econometric model were determined as (Eq. 5.2).

WTPi = ﬁo + ﬁlXcio + ﬁZXcso + ﬁ3Xoso + ﬁ4xunderstci + ﬁSXaware +

.86Xawrisk + B7Xexpci + B‘)chberact + ﬁlOXpdpact + & Eq (5-2)

Eight explanatory variables were used to calculate Willingness to Pay,
which included three dummy variables representing the positions of a
Chief of Information Officer (CIO), a Chief of Security Officer (CSO),
and an Operational Security Officer (OSO). Additionally, variables for
understanding Cyber Insurance (understci), awareness of the benefits of
cyber insurance (aware), awareness of the risks (awrisk), experience with
purchasing cyber insurance (expci), understanding of the Cyber Security
Act (cyberact), and understanding of the Personal Data Privacy Act

(pdpact) were considered.

The Result of the linear regression show that showing the coefficients,
standard errors, and Z-values for several predictor variables show in
Table 15. The coefficients in the analysis represent the estimated impact
of each predictor variable on the outcome variable, while the standard
errors indicate the variability of these estimates. The Z-values indicate

the statistical significance of each predictor variable, with lower Z-values
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indicating stronger evidence of an association between the predictor and
outcome variables. Based on the results, there are two variables that are
statistically significant in predicting willingness to pay for cyber
insurance. These variables include: Chief of Security Officer has a
coefficient of 2.10374 and the Z-value of 2.8235 indicates statistical
significance at the 0.05 level. This implies that individuals in the position
of Chief of Security Officer are more likely to have a higher willingness
to pay for cyber insurance compared to those who do not hold this
position. Second, understanding of cyber insurance: this variable has a
coefficient of 1.18760 and a Z-value of 0.001, indicating that it is
significant at the 0.01 level. This indicates that individuals with a better
understanding of cyber insurance are more likely to exhibit a higher

willingness to pay for it.

Table 15. The result of linear regression analysis.

Covariance Coefficient Std.err.  Z-value
Age 0.16632 0.27409 0.6068
Education 0.36819 0.40960 -0.8989
Sector 0.06575 0.09492 0.6927
Chief of Information Officer 0.01856 0.51936 0.0357
Chief of Security Officer 2.10374 0.74507 2.8235*
Operational Security Officer 0.29422 0.54908 0.5359
Understanding in Cl 1.18760 0.40738 2.9151**
Awareness 0.02645 0.19519 0.1355
Experience purchasing Cl 9.96995 32.2958 0.2839
Experience cyber attack 0.77153 0.47230 1.6335
Understanding of the Cyber 0.21485 0.62466 0.3439
Security Act
Understanding of the PDPA Act -0.30145 0.62916 -0.4791

Significant level: 0 “***>0.001 “*** 0.01 “** 0.05
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4.3.3 Willingness to Pay: Spike performance

The Spike model is employed to address absolute negative responses in
the Contingent Valuation Survey (Kristrom, 1997; Huh et al., 2015). The
results reveal that the spike model significantly outperforms the
traditional model (Yoo & Kwak, 2002). When respondents answer "no"
to both the first and second bids and consistently confirm their decision,
the optional product often results in a high likelihood of obtaining Zero
Willingness to Pay, leading to uncertainty in the estimation of mean and

median Willingness to Pay.

Out of the 100 respondents who participated in the Contingent Valuation
Survey, 37 of them responded "no" to both the first and second bids.
These 37 respondents were then asked to confirm their decision in a third
round. From this confirmation, it was found that 35 respondents had an
absolute zero willingness to pay, meaning they were not willing to pay
any amount for the product or service. Only 2 respondents changed their

response to "yes" in the third round.

Respondents who answer "no™ to both the first and second bids are
divided into two groups. The first group consists of those who are
genuinely unwilling to pay, as they consistently respond with *no" for all
three rounds, confirming their decision not to pay. The second group is

the respondent who answer from confirmation answer willingness to Pay
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induce the set of answer “no-no-yes”, these two groups use to estimate

spike model.

The result show that the spike model performing mean and the median
of Willingness to pay. The estimates for o and B are obtained using
maximum likelihood estimation, which can then be used to estimate
Willingness to Pay (Yoo & Kwak, 2002). The log-likelihood function for

the spike model is given by:

logL = Y[Ansy,logP yes—yes) + AnSynlogP yes—noy +

Ansnylogp(no—yes) + Ansnnnlogp(no—no—no) +

Ansnnylogp(no—no—yes)] ....................................................... Eq. (5-3)
Spike model expressed as [1 + exp(+)] ! and the mean Willingness to
Pay of respondents can be calculated from equation on study of (Huh et

al., 2015), In[1 + exp(+)]/b.

Table 16. The estimation result of Spike Model and conventional Model.

Variables Conventional model Spike Model

Number of observations 100 100
Bid -0.00745 -0.00329
Log-likelihood -114.3256 -145.1004
Median WTP 152.143 207.455

Standard error 0.00093 0.00043

Z-value -7.997" -7.575™"

95% conf. interval 89.177 - 204.770 87.837 — 323.600

Note: Significant codes: 0 “****(0.001 “** 0.01 “** 0.05
In this study, a currency unit of THB 1000 was utilized, with an exchange rate
of USD1 to THB31 as of February 2022.
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The Spike model was employed to analyze Willingness to Pay to deal
with zero Willingness to Pay. The analysis was conducted using 100
observations or responses from participants. The model's log-likelihood
was -145.1004, and the standard error of the estimated coefficients was
0.00043. The Z-value of -7.575 indicates a significant negative
coefficient. The median Willingness to Pay was estimated at 207.455,
with a 95% confidence interval spanning from 87.837 to 323.600. The
Spike Method estimation indicates that the median Willingness to Pay is

estimated to be THB 207.455 (USD 7,280).

4.3.4 Willingness to Pay: Group data analysis

Along with the data analysis conducted for the entire sample, it is
important to carry out qualitative analysis for specific subgroups within
the sample. The subgroups should be disaggregated based on the
stratified or cluster sampling method used in the survey strategy.
Performing subgroup analysis allows for identification of differences in
preferences and willingness to pay between the subgroups (Sajise et al.,

2021).
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Table 17. Conventional Model vs Spike model with respect to significant

variables.

Variables Conventional model Spike model
Number of observations 100 100
Log-likelihood -111.137 -141.2838
Understand CI
Median WTP 151.504 204.312
Standard error 0.3995 0.3803
Z-value 2.496" -2.763™
95% conf. interval 88.755 - 205.950 94.848 —298.570
Number of observations 100 100
Log-likelihood -128.4783 -164.1343
CSO
Median WTP 256.870 287.300
Standard error 0.6773 0.7364
Z-value 2.904™ 3.346™
95% conf. interval 170.100 — 353.890 236.240 — 342.380

Note: Significant codes: 0 “****(0.001 “*** (.01 ‘*’
In this study, a currency unit of THB 1000 was utilized, with an exchange rate
of USD1 to THB31 as of February 2022.

The Contingent Valuation model and the Spike model were both based
on 100 observations or responses from participants. The Conventional
model from respondent who understand cyber insurance had a log-
likelihood of -111.137, a standard error of 0.3995, and a Z-value of
2.496, indicating statistical significance at the 0.01 level. The estimated
median Willingness to Pay was 151.504, with a 95% confidence interval
spanning from 88.755 to 205.950, providing likely ranges for the true

population value of mean and median of the Willingness to Pay.

The Conventional model from respondent who is Chief of Security
Officer (CSO) had a log-likelihood of -128.478, a standard error of
0.6773, and a Z-value of 2.904, indicating statistical significance at the
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0.01 level. The estimated median Willingness to Pay was 256.870, with
a 95% confidence interval spanning from 170.100 to 353.890, providing
likely ranges for the true population mean and median Willingness to

Pay values.

The Spike model with respondent who has high understand of cyber
insurance exhibited a log-likelihood of -141.2838, indicating its
goodness-of-fit to the observed data. The standard error in the Spike
model was 0.3803, representing the precision of the estimated
coefficients. The Z-value of -2.763 indicated the statistical significance
of the coefficient at the 0.01 level. The calculated median Willingness to
Pay in the Spike model was found to be 204.312, which signifies the
central value within the Willingness to Pay distribution. The 95%
confidence interval for the median Willing to Pay spanned from 94.848

to 298.570, offering a likely range for the true population median.

The Spike model from respondent who is Chief of Security Officer
(CSO) had a log-likelihood of —164.1343, a standard error of 0.7364, and
a Z-value of 3.346, indicating statistical significance at the 0.001 level.
The estimated mean Willingness to Pay in the Conventional model of
CSO was 303.670, with a 95% confidence interval ranging from 258.630
to 356.070. The estimated median Willingness to Pay was 287.300, with
a 95% confidence interval spanning from 236.240 to 342.380, providing
likely ranges for the true population mean and median Willingness to

Pay values.
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In conclusion, this study will use the median of Willingness to Pay
because statistically, the mean is affected by extreme values or outliers
in the data, which can greatly influence its value. On the other hand, the
median is less sensitive to extreme values as it only considers the middle
value of the data when arranged in order. The median is a statistical
measure that represents the value separating the higher half from the
lower half of the Willingness to Pay distribution. It is less affected by
outliers, making it a more robust measure for capturing the central

tendency of the data, even when extreme values are present.

Upon analyzing the results, the conventional model estimated the median
Willingness to Pay without covariate as THB 152,143 (USD 4,910) for
respondents in general, THB 256,870 (USD 8,293) for the respondent
group of Chief of Security Officer (CSO), and THB 151,504 (USD
4,885) for respondents who understand cyber insurance. On the other
hand, the Spike model estimated the median Willingness to Pay without
covariate as THB 207,455 (USD 6,694) for respondents in general, THB
204,312 (USD 6,592) for respondents who understand cyber insurance,
and THB 287,300 (USD 9,276) for the respondent group of Chief of
Security Officer (CSO).
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Chapter 5. Discussion, Policy implication, and

Conclusion.

This chapter consists of four sections. Firstly, it discusses the result of
previous studies and addresses the result from this study. Secondly, it
interprets the estimation results of the Contingent Valuation Study and
explores the key factors influencing individuals' Willingness to Pay for
cyber insurance in Thailand. The third section emphasizes the academic
contribution of the study, highlighting its insights and findings. Lastly,
this chapter acknowledges the study's limitations and provides

recommendations for future research.

5.1 Discussion.

The aim of this study is to explore the Willingness to Pay for cyber
insurance in Thailand and analyze the factors influencing individuals'
decision-making. The findings of this research will provide answers to
two research questions: firstly, the determination of the monetary value
individuals are willing to allocate for cyber insurance, and secondly, the
identification of the factors that shape their willingness to pay for such

coverage.

In this study, we utilize the Contingent Valuation Method and the Spike
model to evaluate the value of cyber insurance in a hypothetical market

setting. Furthermore, we identify the factors influencing the decision to
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purchase cyber insurance coverage. The findings reveal that the Spike
model outperforms traditional models, and we use the median
Willingness to Pay as a more reliable measure to address the first
research question concerning the value of Willingness to Pay.
(Hanemann, 1989). Unlike the mean, which can be heavily influenced
by extreme values or outliers in the data, so median is an appropriate
measure of Net Willingness to pay. The median is less sensitive to such
values, and it excluded covariate effects on the conservative side (Nam,
2018) . The median is obtained by arranging the data in order and
selecting the middle value, effectively separating the higher half from
the lower half and minimizing the influence of outliers. Consequently,
the median provides a more robust measure for capturing the central
tendency of the Willingness to Pay distribution, even in the presence of

outliers.

Furthermore, exploring non-life insurance adds further insights to
understanding the Willingness to Pay for cyber insurance and helps
overcome some of the limitations in the study. Firstly, these types of
insurance share commonalities with cyber insurance in terms of the risk
involved. By exploring these related domains, we can gain valuable
insights into risk perception, risk management strategies, and consumer
behavior that can be applied to the study of cyber insurance. Secondly,
non-life insurance sectors, such as auto (Dragos & Dragos, 2017) and
natural disaster insurance (Tian & Yao (2015); Paopid et al. (2020),

payment extension for cyber insurance (Nam, 2018) have well-
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established frameworks and research findings that can serve as a basis
for understanding the factors influencing the decision to purchasing
insurance. By leveraging this existing knowledge, we can build upon
established theories, methodologies, and empirical evidence, providing

a more solid foundation for our research on cyber insurance.

Furthermore, studying non-life insurance can offer comparative analysis
between different insurance domains. By examining similarities and
differences in factors affecting Willingness to Pay. Ultimately,
conducting an examination of non-life insurance, particularly auto,
floods, and earthquake insurance, allows for a comprehensive
exploration of factors influencing insurance decisions, expands the
knowledge base, and provides a broader context for understanding the

Willingness to Pay for cyber insurance.

However, this study does not discuss the monetary value from previous
literature due to differences in insurance types, hypothetical markets,
and bit value. Instead, this study provides the monetary value based on
a hypothetical market specific to cyber insurance. The findings reveal
that among Critical Information Infrastructure Organizations, Spike
model provides the median Willingness to Pay for cyber insurance is

THB 207,455 (USD 6,694) per year.

In addition, the results relevant to the current study from previous

literature have been discussed, including auto and house insurance
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(Hansen et al., 2016), earthquake insurance (Tian & Yao, 2015), flood
insurance (Paopid et al., 2020), payment extension for cyber insurance
(Nam, 2018). The following discussion provides insights into these

studies:

Demographic attributes were tested in this study, and the findings
aligned with previous research. Nam (2018) found that high incomes
and high education were significant covariates. In a previous study
conducted by Hansen et al. (2016), age, income, and education level
were identified as crucial factors affecting individuals' Willingness to
Pay for house and auto insurance. Similarly, Tian & Yao (2015) found
that households with higher income showed a greater inclination to
purchase earthquake insurance. However, when it comes to cyber
insurance, there are notable differences. The demographic factors such
as age, education, and industrial sector were found to be insignificant in

this context.

The study conducted by Paopid et al. (2020) focused on determining the
determinents influencing the Willingness to Pay for floods insurance in,
Thailand. Floods insurance serves as a risk management tool to mitigate
significant losses caused by floods. The key findings indicated that the
flood insurance premium and factors such as house type and prior flood
experience influencing on the Willingness to Pay. This study made a
comparison between house type as an industrial sector and prior flood

experience as prior cyber-attack experience. However, in the domain of
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cyber insurance, the industrial sector and prior cyber-attack experience
were found to be insignificant in relation to the decision to pay for cyber

insurance.

The study conducted by Nam (2018) aimed to determine the Willingness
to Pay of cyber insurance for extra payment for blockchain and smart
contracts in Korea. The findings revealed that as the additional
insurance premium increased, the probability of respondents being
willing to pay decreased. The factors influencing consumer decisions to
purchase extras in cyber insurance included prior experience in
purchasing insurance contracts. However, within the realm of cyber
insurance, previous experience in purchasing insurance contracts was
found to be insignificant in influencing the adoption rate of cyber

insurance.

The study conducted by Hansen et al. (2016) focused on examining the
Willingness to Pay for a various type of insurance in Denmark,
specifically for car, house, and home insurance. The key findings
indicated that awareness of risk is significant factor. The implications of
the study highlighted that insurance providers could leverage these
findings to design more effective marketing strategies targeting
individuals based on significant demographic attributes. Policymakers
could also utilize the results to develop policies that incentivize

individuals to purchase insurance, such as offering tax incentives.
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The study conducted by Tian & Yao (2015) The study focused on
investigating preferences for earthquake insurance in rural China and
identifying the factors that influenced the Willingness to Pay. The key
findings revealed that knowledge of earthquake insurance and personal
experience with earthquakes significantly influenced household’s
willingness to Pay for earthquake insurance. This study also compared
knowledge of earthquake insurance with knowledge of cyber insurance
and personal experience with earthquakes with experience with cyber-
attacks. However, in the domain of cyber insurance, knowledge of cyber
insurance was found to be significant, whereas experience with cyber-
attacks was not, in relation to the decision to pay for cyber insurance.
The implications of the study emphasized the importance of
policymakers and insurers developing strategies to increase public
knowledge about earthquake insurance and highlighting the significance
of earthquake risk mitigation. Furthermore, the study suggested that
insurance providers should consider targeted marketing efforts to
encourage higher uptake of earthquake insurance among rural

households in China.

The study conducted by (Tonn et al., 2019) focuses on cyber insurance
in the transportation sector. It found that IT managers play a crucial role
in purchasing cyber insurance for transportation infrastructure systems.
With the annual increase in cyber incidents and associated costs,
prioritizing cyber risk management is vital for IT managers. They

should assess and mitigate risks, implement security measures, and
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actively seek appropriate cyber insurance coverage. In addition, a larger
companies usually employ a chief information officer and other
cybersecurity professionals to make strategic decisions, which may
inform cyber insurance purchases to minimize catastrophic situations
(Meland et al., 2015). The study recommends collaborating with
insurers to ensure accurate assessment and pricing of cyber risk, thereby
safeguarding the organization against potential damages and disruptions.
This study concerns the unique of cyber insurance as it is new and not
well known in the market, there for this study investigate the decision
making from the personal who understand well in cybersecurity. This
study aims to investigate the Willingness to Pay for cyber insurance
among IT personnel in operational and professional roles, including IT
Operational Officer, Security Operational Officer, Chief Information
Officer, and Chief Security Officer. The findings suggest that the Chief
Security Officer's role significantly influences the decision-making
process regarding the purchase of cyber insurance, reflecting the

response from the targeted group of respondents.

The study conducted by Berkman et al. (2018) examines the impact of
cybersecurity and data protection laws on organizations. The study
uncovers that these regulations have led to the implementation of
several measures, such as appointing directors with IT backgrounds,
hiring Chief Information Security Officers, forming IT committees of
the Board, enhancing security in new systems, and purchasing

insurance. The introduction of cybersecurity laws and the emergence of
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cyber liability have heightened the legal consequences of security
breaches, leading to the expansion of the cyber insurance industry.
However, the study explores the influence of cybersecurity and data
privacy laws on the decision to purchase cyber insurance. However, the
results show that in Thailand, both cybersecurity and personal data
protection laws do not significantly impact the decision to pay for cyber

insurance.

In conclusion, the key findings from the relevant literature encompass
various factors, including knowledge of insurance products, experience
in purchasing insurance, risk experience, the position of the IT manager,
and the relevant laws. This study identifies two significant factors that
influence the decision-making process regarding the purchase of cyber
insurance: The Chief Security Officer (CSO) and knowledge of cyber

insurance.

Moreover, this study provides insights into the Willingness to Pay from
respondents who perceive the value and benefits of cyber insurance.
The results indicate that respondents with a higher perceived value of
cyber insurance exhibit a Willingness to Pay of THB 204,312 (USD
6,592). Additionally, respondents working in the cybersecurity field,
particularly Chief Security Officers, demonstrate a significantly higher

Willingness to Pay of THB 287,300 (USD 9,276).
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The key findings contribute to the literature by highlighting the
importance of the Chief Security Officers and cyber insurance
knowledge in the decision-making process for cyber insurance.
Furthermore, the study provides empirical evidence of the Willingness
to Pay from individuals who recognize the value of cyber insurance,

and they might understand in cybersecurity measure.

5.2 Implication.

This section provides policy implications for insurers and policymakers.
The study addresses the pertinent issue of enhancing cyber insurance
acceptance levels and promoting it as a mechanism for mitigating
cybersecurity risks. Additionally, these studies offer suggestions for the

government to consider.

5.2.1 Policy Implication

The key findings underscore the need for governments and insurance
companies to consider these variables when developing policies and
marketing strategies related to cyber insurance. By understanding and
addressing the factors that influence consumers’ Willingness to pay,
these entities can better serve the needs of their customers and promote
the adoption of cyber insurance as an important safeguard against cyber

threats.
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5.2.1.1 Policy Implications of the Government.

Taking into account the monetary value given by Clls organization, if
the government intends to introduce and support cyber insurance as an
effective tool to mitigate and transfer cyber risks to insurers, should
consider helping cyber insurance premiums affordability, and also focus
on influencing the decision-making process of purchasing cyber

insurance to increase the adoption rate.

Based on this study, the hypothetical market offers a cyber insurance
policy that provides minimum coverage for both first- and third-party
losses resulting from cyber-attacks and data breaches. The Willingness
to pay figures indicate success or failure of the policy when the
government intend to introduce a cybersecurity policy to Critical
Information Infrastructure Organization, particularly cyber risk transfers
through cyber insurance. Prior study was provide policy implication
from Willingness to pay number, Hansen et al. (2016) introduced tax
incentives to the Danish government, whereas power purchasing by the
government was proposed to the U.S. government by Clinton (2012).

Therefore, the Willingness to pay from this study could help the
Government to estimate the success or failure of promotion of cyber
insurance. If the premium for cyber insurance policies exceeds their
monetary value, the government could consider taking the following

actions:

128



= Tax incentive: Utilize the Willingness to pay to develop
policies that incentivize individuals to purchase insurance by offering tax
incentives. For example, Tax deduction for premium payment for
insured, and Tax exemption or reduce Tax rate for insurers.

= Power purchasing of the government. The Government
could leverage its strong position in the marketplace by mandating that
government contractors and sub-contractors carry cyber-insurance. In
addition, acquiring cyber insurance in significant volumes provides an
opportunity to obtain more favorable terms, negotiate lower premiums,
and shape the market by influencing the development of specialized
coverage options.

= Provision of cybersecurity technology: To reduce cyber risk,
the government can support the development of innovative cybersecurity
technologies and solutions, facilitating the advancement of state-of-the-
art cybersecurity tools, techniques, and frameworks. This proactive
approach can enable the adoption of more effective risk mitigation
strategies and enhance the capability for robust risk assessment,
ultimately reducing the likelihood and impact of cyber incidents and
potentially resulting in lower insurance premiums.

= Strengthen regulations for cyber insurance adoption: The
government can mandate that certain organizations or industries must
obtain cyber insurance coverage. This requirement would ensure that
businesses adequately protect themselves against cyber risks and
promote a more widespread adoption of cyber insurance. By making

cyber insurance a mandatory component of risk management, the
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government can incentivize organizations to invest in cybersecurity

measures and reduce the overall risk landscape.

Turning to the two explanatory variables examined included
professionalism in cybersecurity respectively Chief of Security Officer,
and knowledge of cyber insurance that have emerged as significant
determinants of respondents' Willingness to pay, the Government

consideration:

First factor influencing Willingness to Pay for cyber insurance is
Knowledge of cyber insurance, it plays a crucial role in enhancing
insurance perception as Tian & Yao (2015) mentioned in earthquake
insurance study, it is according to risk awareness and preparedness
among the individuals. The organization that best understands insurance
product they acknowledge that they are required to undergo a thorough
assessment of their cybersecurity measures and practices. Insurance
providers typically evaluate an organization's security controls, risk
management protocols, incident response plans, and overall
cybersecurity posture (Chen, 2021). In addition, the assessment process
encourages organizations to establish robust cybersecurity risk
governance frameworks and adopt best practices for mitigating cyber
risks. In order to secure favorable insurance coverage and reasonable
premiums, companies need to demonstrate that they have implemented

effective cybersecurity measures.
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In conclusion, the government could consider taking the following
actions to increase the level of understanding of cyber insurance:

» Education program, to make more understanding in cyber
insurance benefit, the indirect benefit in increasing cybersecurity
posture: cybersecurity governance, cybersecurity practice, awareness of
cybersecurity in organization.

» Cooperating with insurers, organizations can achieve this
by organizing workshops, seminars, and training sessions in
collaboration with insurance organizations. These initiatives aim to
increase awareness and understanding of cyber insurance among

participants.

Second factor influencing Willingness to pay for cyber insurance is
professionalism in cybersecurity particularly the Chief of Security
Officer, it can play a crucial role in the decision to purchase cyber
insurance. They are likely to have a deep understanding of the benefits
of cyber insurance regarding to their expertise in cyber threats and
vulnerabilities. As professionals in the field, they are perceiving cyber
risk, and aware of the significant financial losses that can result from a
cyber-attack and the importance of having adequate coverage to
mitigate these risks. Moreover, they possess extensive knowledge of
cybersecurity best practices, enabling them to evaluate and choose the

most appropriate cyber insurance policy for their organization.
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Given their expertise in the cyber threat landscape and understanding of
the benefits of cyber insurance, Chief Security Officer can more readily
recognize the value of purchasing cyber insurance. Cybersecurity
measures can also help organizations better comprehend and manage
cyber risks, making them more appealing candidates for cyber insurance
coverage. Therefore, the Chief Security Officer grasp of the benefits of
cyber insurance and their ability to manage cyber risks can help
organizations protect themselves against the consequences of cyber-
attacks. Government should certify the pathway of cybersecurity

professional.

In conclusion, the government could consider taking the following
actions to promote professionalism in cybersecurity:

= Setting up a national cybersecurity career path can contribute
to increasing professionalism in the cybersecurity field.

= Promoting cybersecurity experts who possess a deep
understanding of cyber risks and losses enables them to make informed
decisions regarding the affective cybersecurity mechanism.

= Encouraging the employment of cybersecurity professionals
within organizations can enhance their overall cyber risk management

and potentially elevate the perceived value of cyber insurance.
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5.2.2.2 Policy Implication of Insurers

The monetary value obtained from this study provides insurers with a
fundamental understanding of the Willingness to pay from Clls
organizations. However, relying solely on Willingness to pay is
insufficient as it depends on several dimensions within the pricing
process. Factors such as cybersecurity maturity, cyber risk assessment
information, legal liability fees, prior cyber incidents, history of cyber-
attacks, policy limits and deductibles, company size, and industry sector
all influence the cyber insurance premium. Hence, when insurers
estimate the cyber insurance premium based on their pricing strategy,
they can incorporate the Willingness to pay number and subsequently

design campaigns to ensure the price is satisfactory to the insured.

On the other hand, if the insurance company sets the premium higher
than Willingness to Pay, it may deter customers who are unwilling or
unable to pay the higher price, which could limit the adoption rate of
cyber insurance overall. Therefore, it's important for insurance
companies to strike a balance between affordability and profitability

when pricing their cyber insurance policies.

The estimated results assist insurance companies in determining the
market size of cyber insurance in Thailand. Estimate market size and set
target sectors. For example, according to an OECD Scoreboard, the Thai

Office of SMEs Promotion reported approximately three million SMEs.
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And cybersecurity Law and Personal Data Protection Law enforce to
CllIs organization both in the business and public sector. By using the
conservative estimate of median Willingness to Pay excluding covariate
effects, the total additional Willingness to Pay of cyber insurance
consumers is approximately THB 622 billion (Approx. USD 20 million),
indicating the potential benefit to the cyber insurance market. This
information also allows insurers to assess the market size and market
share of cyber insurance in Thailand. However, it is important to note
that these estimates are limited to the domain of cyber insurance

premiums so it only provides market size and does not cover net income.

In conclusion, insurers can consider the Willingness to Pay in the
following ways:

= Setting up premiums and assessing the gap between the
offered price and the Willingness to Pay to determine if the pricing
strategy will be attractive to consumers.

= Developing pricing strategies that specifically target
potential consumers. For example, Segmentation: Analyze the
Willingness to Pay data to identify different segments of potential
consumers with varying levels of Willingness to Pay. Group customers
with similar Willingness to Pay values together to create distinct
segments. Customized Plans: Tailor cyber insurance plans to match the
needs and preferences of each segment. For customers with higher

Willingness to Pay, offer comprehensive coverage and additional
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benefits. For those with lower Willingness to Pay, create more basic and

affordable plans

Turning to the two explanatory variables examined included
professionalism in cybersecurity respectively Chief of Security Officer,
and knowledge of cyber insurance that have emerged as significant
determinants of respondents' Willingness to pay, the insurer
consideration: collaboration with the government to increase awareness
and understanding of cyber insurance, and create network with

cybersecurity expert.

5.2.2 Suggestions

To increase the uptake of cyber insurance and enhance market efficiency,
standardizing policies is crucial, as recommended by previous literature
(Toregas & Zahn, 2014; Talesh, 2018; Granato & Polacek, 2019; Aziz et
al., 2020; Abdul Hamid et al., 2022). Standardization helps policyholders
understand coverage better and enables insurers to offer comprehensive
options, reducing confusion. Collaboratively developed standards
involving insurance providers, cybersecurity experts, risk assessors, and

legal professionals are vital.

The government can play a leading role by advocating industry-wide
guidelines or regulations, establishing standardized language for

policies, risk assessment frameworks, and minimum cybersecurity
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standards. Insurance companies can participate in industry associations
or working groups, sharing information with government agencies to

inform standardized language and pricing models.

Moreover, considering cyber insurance's optional availability and
budgeting preparation challenges for public organizations, the
government should deregulate fiscal budgets for government agencies to

allocate resources for purchasing cyber insurance as needed.

5.3 Limitation and further work

The proposed study has the limitations that warrant consideration.
Firstly, the scope of the study is confined to the Thai market, and as
such, the findings may not be readily applicable to other countries with
distinct market conditions. Secondly, the contingent valuation method
employed in this research establishes a hypothetical market for the
insurance industry, taking into account the aggregate amount of cyber
insurance premiums necessary to cover potential losses. However, it
does not furnish specific claim payment amounts or deductibility due to
the inherent design of the hypothetical market, which was intended to
streamline the analysis and minimize the need for further elaboration on

terms and conditions.

To address this constraint, further investigation is indispensable to

provide more comprehensive insights into the product and features of
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cyber insurance. The utilization of a Choice Experiment could be
advantageous in supplying more intricate information about the product,
as demonstrated in a study on Willingness to Pay for insurance (Dragos
& Dragos, 2017). Therefore, by incorporating such methodologies,
future research endeavors can enhance the understanding of cyber
insurance and its applicability in diverse contexts, paving the way for

more nuanced and informed decision-making processes.
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Appendix 1: Contingent Valuation Survey Questionnaire

Page 1 of 9

Survey Questionnaire

The Willingness to Pay for cyber insurance. A Contingent Valuation Study.

This survey aims to investigate the acceptance of Cyber Insurance Policies among Critical
Information Infrastructure (CII) organizations. Its purpose is to gather general perceptions and
opinions on cyber insurance premiums. There are no right or wrong answers to the questions,
which will only be used to provide statistics on organizations' opinions on cyber insurance. The
responses will be used solely for academic research purposes to analyze the willingness to pay for
cyber insurance in Thailand. The responses will be thoroughly protected and will not be shared
with any third party.

Part I: Information
This section is providing the overall information about Cyber Insurance. Please read carefully
before you answer the question in part I1.

Taking into account the enfor of the Cyl ity Act B.C. 1562 (2019) and the Data
Privacy Act B.C. 2562 (2019).

The Cybersecurity Law, and Data Privacy Law shaping organization to responses to cyber-
attack, and data breaches. Therefore, organization have to identify the affective cyber-risk
management strategies to prevent and mitigation cyber threat. Risk prevention and mitigation
are available in various form, and Cyber Insurance is a new form of Cybersecurity Risk
Manapement Strategy. Cyber Insurance is a cyber-risk transfer mechanism that enables an
organization to be accountable for eyber losses caused by cyber-attacks.

1. What is cyber insurance?

Cybersecurity insurance also called "cyber liability insurance” or "cyber insurance”, is a contract
that an organization can purchase to transfer the financial risks associated with loss from a cyber-
attack. In payment for a monthly or yearly fee, the insurance policy transfers some of the risks
to the insurer.

2. Why cyber insurance should be considered?

Recently top cyber-attack included Malware, denial-of-service (DoS8), fishing, ransomware,
SQL injection, DNS Tunneling, and zero-day exploits. Cyber-attack could make the potential
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loss such as Financial loss from Business interruption, Data and software loss, and Reputational
Damage which is could potentially lead to loss of customers, sales, reduction in profits, and
affect the relationship with suppliers, and investors. Moreover, you may have to pay fines, legal

liability which is depends on the size of your breach.

Therefore, Cyber Insurance help organization in a better manapge cyber risk, and any resulting
legal liability from data breaches. Cyber insurance can be critical in assisting an organization in
recovering from a data breach, including costs such as business interruption, income loss,
equipment damage, legal bills, public relations charges, forensic investigation, and costs

connected with legally required notification.

Case I:

In 2011, hackers gained access to Sony's PlayStation Network, revealing the
personally identifiable information (PII) of 77 million PlayStation user accounts.
The vulnerability stopped PlayStation console users from using the service for 23
days. Sony suffered expenditures of more than 3171 million as a vesult of the
incident. A portion of this expense may have been covered by a cyber-insurance
policy, but Sony's insurance coverage covered only physical property loss,
leaving Sony responsible for the entire cost of eyber damages.

Source: htfps:fwwn techlar el Comy mamiumanndomion otrmecmi-nnne-crberscn- G- s

Case II:

In 2020, a privacy officer for the South Korean travel business Hana Tour Service
Inc. was found negligent for failing to prevent a data breach affecting over
465,000 of the agency's clients and 29,000 of its workers. The Court fined the
privacy officer 10 million South Korean Won, which is approximately 88 500.
This is in addition to the corporation being fined separately by the Ministry of
Interior and Safety 327,250,000 (wbowr $280,000). A portion of this expense may
have been covered by a eyber-insurance policy, but if Hana Tour Service Inc.
does not have cyber insurance, leaving Hana responsible for the entire cost of
cyber damages.

Source: hitps:Swww fiuntonprivacy.com’
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3. What does cyber insurance cover?
Cyber risks typically fall into “first party™ risks and “third party™ risks. Cyber insurance provide
coverage for one or both of these categories.

First party insurance Third party insurance
First party insurance covers damage your | Third party insurance covers damages if
business such as; customer or partner are affect by a cyber-
- Forensic analysis for identifying the | attack on your business such as;
attack source. - Settlement cost
- Public relations services - Media liability
- Notification of clients - Legal fees

- Credit monitoring services
- Loss of income

4. What is cyber insurance not covered?
- Potential future lost profits

- Loss of value due to theft of your intellectual property

- The cost to improve technology systems, including any software or security
upgrades after a cyber-event.

- Reputation recovery.

5. Advantage of cyber insurance.

Insurance company will cover almost of total loss you get from cyber-attack from coverage you
buy included for company loss and customer loss.

6. Disadvantages of eyber insurance.

Cyber insurance premiums vary depending on the agreement, so no reference package is
available in the market. The insuret has to deal with the insurance company to find the premium
that thev have to pay.
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Part I: Investigation Questions

Q1. Are you willing to pay the premium $1400 {xxx USD) for one year to transfer the risk of
cyber-attack that causes liability under the Cybersecurity Act B.C. 2564 (2019) and Data Privacy
Act B.C. 2564 (2019)7

[J 1. Willingness to pay

[[]2. Mo intent to pay — W Go to Q4.

QL. (Please answer only if you answered 1. willing to pay in Q1.)

Y ou mediate a eyber-attack that causes liability under the Cybersecurity Act B.C. 2564 (2019) and
the Diata Privacy Act B.C. 2564 (2019).

Are you willing to pay the premium of $2800 (xxx USD x2) for one vear to transfer the risk to
Cyber Insurance Company?

[(J1.willingness to pay
[[]2. No intent to pay — W Go to Q5

YY
Q3. (Please respond only if you answered 1. willing to pay™ in Q2.)
You mediate a cyber-attack that causes liability under the Cybersecurity Act B.C. 2564 (2019) and
the Data Privacy Act B.C. 2564 (2019).
How much of a premium are you willing to pay each year for it? Please respond with the
maximum amouni.

As you answered that you are willing to pay 32800 (xxx USD x2} in Q2., you must respond with
an amount of (xxx USD x2) or more.

N

Q4. (Please answer only if you answered Q1 No intention to pay.)
You mediate has cyber-attack that causes liability under the Cybersecurity Act B.C. 2564 (2019)

and Data Privacy Act B.C. 2564 (2019).
Are you willing to pay the premium 700 (XXXX USD +2) for one year to transfer the risk to
Cyber Insurance Company?
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[]1.Willingness to pay —  Go to part [11

[[]2. No intent to pay
[ NN

Q5. (Please respond only if you answered Q2. and (4. No intention to pay.)

Then, you will mediate has cyber-attack that causes liability under the Cybersecurity Act B.C.
2564 (2019) and Data Privacy Act B.C. 2564 {2019).

Are you willing to pay the premium for one vear to transfer the risk to Cyber Insurance Company?

[(J1.Willingness to pay
[[]2. Mo intent to pay — B Go to part I11 866

Q6. (Please respond only if you answered No intent to pay in Q4.)

Then, you mediate has eyber-attack that causes liability under the Cybersecurity Act B.C. 2564
(2019) and Data Privacy Act B.C. 2564 (2019).

How much of a premium are you willing to pay each year for it? Please respond with the
M iR amount.

In (4, vou answered that you are not willing to pay 700 (XXXX USD +2), so you must respond

with an amount less than (XX won + 2).
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Part II1: Classification Questions

1. Gender: [ |Male []Female

2. Age:
[J25-35
[]36-45
[]46-55
[[] above 55

3. Education:
[[] Under Graduate
[] Graduate
[T] ORBEE [t eceee e et et )

4. Occupation:
[] chief Information Officer
[] chief Cyber Security Officer
[[] operation Information Officer
[[] Operation Cyber Security Officer
[] ORREE [t st et s s )

B OTZAMIZATION NAIMIRL okttt iiserins atisa st ot sbaabsass s e bed 20 6144 EE 2 844 ELA SR 4 4 LA £ 444 b 4 140 kAR

6. Industry:
[[] substantive public service
[ Banking and Finance
[[]information technology and telecommunications
[[] Transportation and logistics
[] Energy and public utilities
[[] Public health
[T] OUREE (i s e .

7. Organization Revenue/Capital/Fiscal budget year
[[] Annual income not over $400,000
[] Annual income does not exceed $400,000 - 51,900,000
[[] Annual income not over $1,300,000 - $3,800,000
[[] Annual income not over $3,800,000 - $6,600,000
[[] Annual income not over $6,600,000 - 59,400,000
[[] Annual income does not exceed $9,400,000 - 518,800,000
[] Annual income not over $18,800,000
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B. How much the organization investment in cybersecurity last year?
[] Less than $30000
[]%30001 to $90000
[[]530001 to $180000
[[]Over $180000

9. Number of Employee:
[] Less than 100
[[]101 to 500
[[]501 to 1000
[[] 1001 to 2000
[] over 2001

10. Number of Customer (Estimate the number of people who get service/you hold their
personal data)

[[] Less than 1000

[[] 1001 to 5000

[[] 5001 to 10000

[[]10001 to 20000

[[] over 20001

[Experiences of Cyber Attack and the loss.]
11. Which use to describe your organization?
[[] Have been hacked.
[[] Not sure have been hacked.
[[] About to be hacked.

12, Do you experience cyber-attack in the last 3 years?
|:| Yes, please specify Year ... (Go to No.13)
[[]No, (Go to No.14)

13. What kind of Cyber-attack you had experienced? (You can answer more than one)
[[] malware
[[] Denial-of-service {DoS)
[] Fishing
[[] Ransomware
[JsaL injection
[[] DNS Tunneling
[[] Zero-day exploit
[T] Other, PIEase SPECIY... ..o ieeeens e ecees e s eet st s s s sbae
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] L

[knowledge about law]
14. Do you know your organization's rale in the 2019 Cybersecurity Act (B.C. 2562)7

Somewhat Fully
understand wunderstand
1 2 3 4 5

15. Do you know your organization's role in the Data Privacy Act B.C. 2019 (2562)7

Somewhat Fuily
understand wunderstand
1 2 3 4 5

[Knowledge about Cyber Insurance]
16. Do you think your organization would benefit from cyber insurance coverage for losses
resulting from cyber-attacks?

Strangly Strongly
Disagres agres
1 2 3 4 5

[Awareness of cyber-attack]

17. Many organizations are not aware of the possibility of cyber-attacks because they have
robust cyber threat prevention technology and assume that data breaches only target large
organizations with a large customer base. Do you believe that your organization is also not at
risk of a cyber-attack?

Strongly Srongly
Disagress agres
1 2 3 4 5

[Awareness of risk transfer measure]
18. What measure do your organization will use to comply with Cyber-Security Law?
|:| Investment in security technology
[[] Purchase Cyber Insurance.
[] sharing Cyber Threat Information.
|:| Outsourcing cybersecurity expert

] [
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] L

[Experiences of purchasing Cl]
19. Do your organization purchase Cyber Insurance before?
(Y88, e (Number of Year)

[JNo

[Axtitude]
20, Do you think Cyber Insurance would be help your organization to reduce the risk of legal
liability from the Cybersecurity Act B.C. 2564 (2019) and Data Privacy Act B.C. 2562 (2019).

Strorgly Strongly
Disagres agres
1 2 3 4 5
Personal Data (Optional):
FUIL NGIEIES Lttt e ettt aa i aaaaaaaaan
LS . et ettt a2 e e

This is the end of survey questionnaire.
Thank you very much
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