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Abstract

We describe one scenario of a future telecommunicationan@arkvhich Internet Service Providers and
Internet users sell andip services. ISPs specialize in niche negslofering certain telecommunication ser-
vices under dferent usage-based pricing schemes. Users choose between those services on the basis of their
current needs and QoS-price preferences. Since the service choice is a complicated task in aeempetiti
vironment we propose a softwe agent which purchases services on behalf of thelimeuser agent is also
supported by an agent foraduating deliered services. At the ISP site, il#e billing and accounting sys-
tem «ists. The design and implementation of this multi-agent systemdstigated within the framework
of the INternet Demand EXperiment project (INDEX), a testbed for analyzing the deerand and will-
ingness to pay for different qualities of services.

1 INTRODUCTION

Internets success is founded on the huge numbewefsk applications that people may choose
for their preferred wy of communication, ranging from programs for sending electronic mail to
high bandwidth consuming tele-conference systems. Since these applications are running at the
same priority on todag’Internet, the applications may strongly interfere with each.dilmerse-
qguently high performance applications requiring a certain agtvguality (e.g. delay and band-
width) cannot perform their task effectively.

A solution to this problem is the introductiontfferentiated servicesn the Internet [5][9]. Dif-
ferentiated services means that services are distinguished by basic quality metrics fordhe netw
layer such as delay, jitter, bandwidth, and reliability. Although differentiated services may not pro-
vide ary guarantees, tgaallow Internet Service Pxiders (ISP) to adapt their services to the needs
of certain customer groups. Therefore, ISPs can specialize in nichetspaakd customers get
more tailored services. Sincefdifent services will hae different costs, more sophisticated pricing
schemes are necessary for those services. Flat rate prwind mot be appropriate for each user
and service. Instead, customersud be chaged by the ISP according to their usage within a pric-
ing scheme of their choice [15]oFexample, customers who only read electronic email once in a
while would pay much less than customers who transmit tele-seminars.
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While some articles about agent systems in the telecommunicatioetri@fk1][16] concen-
trate on methods thatfef services and prices to users, we focus on the mechanism to find the best
service for users’ needs and to geusers for consumed services. The selection of the best service
depends on the uss@pplication running, the destination address of communicationydgetof
the useras well as the pricing schemeteotd by ISPs. Therefore, it might occur that users, which
face usage-based pricing, might be overwhelmed by the amount of possible service choices.

A system is necessary which supports the user in his decision to select the best fitting service for
his needs. It must also be able to deal with changing needs of usersaaietiyat similar services
under diferent pricing schemes. Such a system is currentigldped in the INternet Demand EX-
periment project [15]. INDEX is a field trial forvasticating users’ willingness to pay for a certain
service qualityINDEX users select the quality of their Internet access from a menu of price-quality
combinations.

The article is organized as follows: In thexhsection, a model of a future Internet telecommu-
nication marlet is introduced, describing the structure of the Internet, quality of service (QoS) is-
sues, and possible pricing schemes. A scenario of the interaction between agents of users and ISPs
is discussed in Sectid Based on that, Sectidrfocuses on the implementation of the multi-agent
system. Finallywe present some preliminary results and describe our future research ggnds re
ing the multi-agent system within the INDEX project.

2 MODEL OF A FUTURE TELECOMMUNICATION MARKET

2.1 Structure of the Internet

The Internet is a dynamic netvk whose topology is steadily changing. This change is intensi-
fied by the continuing privatization of the Internet which began in 1995. The topology changes for
the most part whenusiness relationships between ISPs change. When ISPs become dissatisfied
with the price and quality of service regsil from their siness partners, theut connections and
build up new to other ISPs.

—— line to user’s home rented from |IAP — line between ISPs — IAP

Figure 1: Structure of the Internet

The topology of the Internet (see Figlieis also determined by the interconnection between
ISPs and users. As depicted in Figliyesers might hee one or more lines to the Internetyadad
by Internet Access Pvalers (IAP). The uses’|AP might be the local telephone carribie cable
TV provider, or a wireless service provider.
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Figure 2: Model of the network interconnection between user and ISP

In the future, the usex’Internet access line mightieaa bandwidth capacity ofweral megabits
per second. The line might be used for eitt@cer and data communication (see lineuség, in
Figure2) or only for data communication (see linaieér,). In order to indicate the usepreferred
ISP, each IP paat is marlked with the IP address of the ISPbuter (i.e. source routing [7]). When
such a IP packet arrives at the IAP’s router, the router forwards it to the corresponding ISP router.

As this scenario shes, it might become a di€ult task for the user to choose the IARe uses
choice of IAPs depends on the service rates, Internet access speed, and the connectivity to ISPs.

2.2 Quality of service

It is essential to meet the QoS requirements of applications in order to get good application per-
formance. The usexr’computer has to @ an operating system that performs admission control of
the network resource for all running applications. This operating system also tags and sorts outgo-
ing IP paclets according to their Quality of Servicevieé(QoSL) affiliation. Incoming IP packets
are delivered to the corresponding application without violating QoSL requirements (Figure 3).
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Figure 3: QoS supporting operating system

However since quality of service is subjeaiand diferent QoSLs will hee different prices, us-
ers hae to choose the appropriate QoS for their applicationsn Bvwre, users alsoveato react
to performance changes of delred QoS which might require to switch to another QoSL during a
ongoing communication in order to keep the performance level up.



Another aspect of QoS is theaduation of receted services. Thevaluation of a communication
can be used for the xteservice choice. dr example, if the service recad from a certain ISP ag
poor, the user could conclude that he should request a service ferartditervice pnader the ngt
time.

Considering those aspects, it isymus that the user needs support for choosing the QoS-price
selection.

2.3 Pricing Schemes

Many pricing schemes might be used in the future telecommunicatiorenja®y. Since ISPs
will have to focus on niche maeks, thg will design certain pricing schemes to attract certain cus-
tomer groups. Pricing schemes will range from simple pricing schemes suckogisepgaicing and
perminute pricing to more complicated pricing schemes sucdmast markt pricing sbemes
[12]. Therefore, it is necessary to find ayto represent dérent pricing schemes which alle
users to compare pricing schemes. The Walg formula can be used for calculating the usage-
based costs:

C = Z(tj [p'(b;) +v; Dp"(b;))

The cosC is the sum of the costs caused at each QoBhe cost per QoSL, in turn, is the sum
of two values. The first is the fee for being connected to theanktier a time period at bandwidth
b (i.e. peak rate) and prige. The second is the fee for the actual used capacity of thenke(ive.
the transmitted bytes)and pricep” at bandwidttb.

Using this formula it is possible to compare pricing schemes like:

* per-minute pricing (i.e. user chooses between different bandwidths),
» per-byte pricing (i.e. user is charged according to the number of transmitted bytes),

* priority pricing (i.e. user can choose between different QoS levels (QoSL).

3 MULTI-AGENT SYSTEM FOR A TELECOMMUNICATION MARKET

In a highly dynamical telecommunication merkthe user has to select not only thdicent
bandwidth at a certain QoSL for his applicationsddso the appropriate pricing scheme of an ISP
As described in the pveus section, this is a complicated task. Therefore, a tool supporting the user
in the selection process might be helpful. The tool we propose is asofigentyser agentrun-
ning on the uses’computer, analyzing userQoS-price preferences and QoS requirements of ap-
plications currently running. If the user agent hasuy & service, it requests prices for services
from different ISPs, chooses the best one according to the users preferences, and purchases the ser-
vice.

The agent running at the ISP sitBR agentis the counterpart of the user agent. It handles re-
guest for prices, arifies user identityand manages price gaiations for services with the user
agent. In case the service has been purchased by the user agent, the ISP\adesttipeouser
agent with usage and billing information. Furthermore, the ISP agent will also react to complaints
about poor service sent by the user agent. In order to vegrestomer service, the ISP agent ini-
tiates measurements for localizing the cause of a received complaint.



Beside those agents, there seevice evaluation agenpoviding performance data about ser-
vices deliered by ISPs. In order to impm®its purchase decision, user agents contact the service
evaluation agent. On request, a user agent gets information about the quality of routes in the Inter-
net, delvered QoS by ISPs (i.e. an assessment of ISPS), or price comparison. The s@natiee
agent gthers data from participating user agents (e.g. as proposed in [1]). The interaction between
all those agents in the future telecommunication market is illustrated in Figure 4.

User Agent, Gervice Evaluation Agen User Agent,
QoSL 1, 16-32 kbps > QoSL 2, 48-64 kbps
W¢

ISP Agent, ISP Agent,
QoSL1 - selectable bandwidth, per minute rat QoSL1 - 16 kbps bandwidth, flat rate
QOSL2 - selectable bandwidth, per minute rat QoSL2 - selectable bandwidth, per minute rate

Figure 4: Example of a multi-agent system for a telecommunication market

Figure 4 shows arxample of the interaction between the agents of the multi-agent system. The
example illustrates the process of finding the best servieeadcording to the ussrfequirements.
The user agent starts out with calculatingrdepiired QoSoy analyzing the QoS requirements of
the application (i.e. the bandwidth of theviest QoSL needed by the application to run smoothly)
and comparing these results with the ispeérformance preferences (i.e. considering the minimum
bandwidth the user ants to hae at least for a certain application). If the user agent doegne
detailed information about the nedvk quality delivered in psgous communications from dr-
ent ISPs in the past, it can ask the servi@uation agent for this kind of information. Then, the
user agent incorporates the information about theorktguality into the calculation process for
determining thenaximum Qo$Maximum QoS is defined as the required QoS adapted to the net-
work situation). In the >ample of Figurel, user gent, came up with a calculation result of
QoSL 2 required bandwidtd8kbps and maximum bandwidt®4kbps User agent came up with
QoSL land a bandwidth range &6-32kbpsFinally, the user agents Y& to purchase a service
form ISP agents. Afteraghering price information from dérent ISP agents, the user agent com-
pares the prices with the user’'s QoS-price preferences. The resulpisféreed QoSIn example
of Figure4, the decision ofiser agentonly depends on the per minute ratied by both ISPs
while the decision of theser agentmight also be influenced by thect that the uses’profile pre-
dicts a low bandwidth-consuming work (so that the user agent prefers the fldtGldbpdservice
offered bylSP agen}).

4 IMPLEMENTATION

4.1 Environment

The test bed for the multi-agent system is the INDEX asgtwapable of providing quality dif-
ferentiated services [2][6]. The structure of the INDEX system comprises four main components:
the billing gatewaythe accounting component, the database, and the ISP agent (seé)-ighee
interaction between these components is based on RPCs.Whireel SP agent reeeis a request



for awailability checks, prices, or admission, it initiates a request to the accounting process. The ac-
counting process is the central unit which has access to secure data of customers in the database and
can invoke the billing gateay to record all communication of a user for billing purposes. Besides,

the billing cateway also restricts the bandwidth for a certain QoSL according tcsugesice of
bandwidth.

( Accounting ISP Agent User Agent
P R —
\Bllllng Gateway,

Figure 5: Structure of the ISP’s accounting and billing system

In order to proide access to a usé¢he user agent must be authenticated. This authentication is
based on prexasting accounts. Our INDEX subjects had to subscribe iarack, Havever pre-
paid accounts wuld also be a ay to do accounting. Thus, wheee a user agent requests access
the ISP agent asks the accounting processltdate access. The accounting process queries the
database for the user and returns the result to the ISP agent. Then, the user agent can request service
plans and prices from the ISP agent.

When the ISP agent getsalid request for a certain bandwidth of a specified QoSL, itefoiss
the request to the billing gateway via the accounting process. The billing gateway checks if the re-
guest can be met witvailable netwrk resources. Information about servigaikability would be
obtained by agggating over netark performance data. The request is rejected if it cannot be met.
Otherwise, the billing gateay opens the requested service, and polices usir teaénsure that it
conforms to the requested bandwidththivi INDEX, the billing gateway does the policing by con-
figuring various leaky buckets.

4.2  Architecture of the User Agent

An important aspect of the user agent is its connection to the QoS management system on the
users computer [3]. The QoS management systeniiges the user agent with information such
as which application is going to be started, what are the applica@@® requirements, and what
is the netwrk situation. Furthermore, the user agent, as part of the QoS mapping component within
the QoS management system,yides results aboutvailability to the QoS management system
(see Figure 6).

ISP Agent User Agent

Network Info / \ (User Interfac@

(Network Momto} m{ QoS manageme@

Figure 6: Interaction between user agent and its environment

Figure6 also shws the connection between the user agent and theratwonitor The monitor
provides detailed information about the netWstatus at netark layer leel. This information en-
ables the agent to react quickly to performance changes. Besides, performance data is also used to



evaluate the recend service. Thevaluation result is stored in tiNetwork Information Database
The netvark monitor used iscpdump The remaining part of the implementation is writtedaua
including the interface to thdini SQL database management system.

The user integce is an important part of the user agent. On the one hand, the usacented
to be as simple as possible. On the other hand, the user interface has to provide sufficient informa-
tion for the user to check the software agent’s purchasing decisions.

Since we \ant to preide the user agent as an additional help for our INDEX subjects te mak
service purchases, we mustenfour subjects the choice to aetie or deactate the user agent. De-
activate means the subjects has to endde service purchase decision manually oiCti@cepanel
(see Figure 7). Neartheless, the user agent monitors the ssdmices in order to impre model
of the user’s QoS-price preferences #ve applying methods of microeconomic analysis to deter-
mine QoS-price preferences by modeling the user’s utility function.

File Help

settings Experiment‘ Pricesl Chuicesl Complaint ngntl

Start/Stop \ Status Report \ Preferences \ Llzange \ Help \

Let your personal software agent purchase the Intermet service for you:

I Deactivate Agent I
Activate Agent I

Connection Status Session
Bisconnected ’TBD.DD

Figure 7: Ul of the user agent -Start Panel

To check the purchase choices of the user agent, the user has to g&tatubpanel (see
Figure 8). The upper half of ti&tatuspanel provides information about the currently chosen QoS
by the user agentoF additional information, the user can click on eitherTdse button for getting
a textual &planation of the agerst’choice or thé&raphbutton to viev a graph about user agent’
expenditures. If the user is not content with the agastibice he cane feedback to the sofawe
agent by clicking on theutton at the laver half of the panel. This feedback will be used for adapt-
ing the user's QoS-price preferences in the same way as if the user made a manual service choice.

Beside those panels, there iPr@ferencepanel. The user can specify on this panel certain pa-
rameters as, foxample, hav much mong he wants to spend per month or which applicationgha
to get high-priority service. Each change on this panel will be stored WstrePreference Data-
base TheUsagepanel can display and print records of all service purchases. This is a simple way
for a user to check thegenditure. TheHelp panel proides users with information dealing with
the agent technology and should help to increase the confidence in software agents.
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Figure 8: Ul of the user agent -Statuspanel

4.3 User Agent’s Decision Making Process

The mechanism to calculate the preferred QoS is initiated wleore of the threevents oc-
curs: the netark monitor notices a change in the netkwstatus, an application requiring the Inter-
net is started or terminated, or the useegifeedback to the current agemhoice. Thexact steps
performed depend on the event. If an application is started the agent performs the following steps:

1.
2.

7.

getrequired QoSi.e. QoSL and bandwidth) of new application;
addrequired QoSf new application to theequired QoSf running applications;

look up database for information about new application regarding received quality of
services (i.e. Internet path, delay, jitter, throughput) in the past;

calculatemaximum Qo%or all running applications based on the results of the previ-
ous step;

check for availability, price, and service plan of required QoS with several ISPs;

calculatepreferred QoSy comparing user's QoS-price preferences watuired
QoS/maximum Q@S

purchase QoS (i.e. QoSL and bandwidth) according tpréferred QoS

If the user isrt satisfied with the user agenpurchase decision, he cangyfeedback via the
user interface. Afterwards, step 6 and 7 of the algorithm above are executed considering the modi-
fication of the uses QoS-price preferences. In case the ngtvnonitor detects a modification in
network performance on a certain QoSL the user agent adapts the required QoS to the current situ-
ation and proceeds with step 5 and 6 of the algorithm above.



In addition to the steps performed in each case, the user agent stores all significant performance
changes in the corresponding database so that these information can be usedireeeut#on
cycle.

Availability and price checks of services prerequisites that the user agent can obtain addresses of
ISP agents. There aredvapproaches. The first approach requires a directory look-up semice. F
example, the user agent gets the address of ISP agents by contacting awnatier agent pro-
posing one or more ISPs [13]. The second approach which we implemented is looking up the user
agent’s own database containing a list of ISPs to which the user has already subscribed.

During the purchasing step it might occur that the service request is not admitted by the ISP
this happens the rebest ISP has to be contacted and the algorithm starting & k#eypto be re-
executed.

4.4 Experimental Results

To demonstrate theay the user agentatks, the user agentas applied in theariable band-
width experimento determine the best-fitting bandwidth at be&irefQoSL. This experiment of-
fers INDEX subjects a selection betweeriat#nt bandwidths of bestfeft QoSL (i.e. between 0,
8, 16, 32, 64, 96, and 128 kbps) afatiént prices. The analysis of user bebain this experiment
shaved (see [2]), theverage connection utilization is quiterjoabout 7.5%. The connection utili-
zation is the percentage of purchased connection capacity that is actually used. Connection capacity
is the amount of bytes possible that can be sent by a user utilizing all purchased bandwidths. There-
fore, the low connection utilization leaves a substantial margin for the user agent to reduce costs.

Test data is the trfaf caused by denloading dummy web-pagever a 10mbps connection,
without ary interference with other tra€. We assume a required QoS of 8kbps at béstt&poSL,
the lowest a&ilable bandwidth in thisxperiment. Since we ka a 10mbps connection we set the
maximum QoS to 10mbps at besteef QOSL. The preferred QoS of the user is assumed to be
32kbps.
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Figure 9: Optimization of connection utilization by the user agent



Figure9 illustrates the increased connection utilization in theable bandwidth@eriment
performed by the user agent. The actual throughput generatedwsiriirahe WWW over a time
period of 1 minute is madd black in Figur®. The connection capacity purchased by the user
agent is the gray maekl area framing the actual throughput. The quality of the framing depends on
the strategyif the framing is too close to the actual throughput, it might influence tfie.tthit is
too wide, connection utilization might be toedHowever, Figure 9 sk that the connection uti-
lization can be increased significantly by using the user agent for choosing the bandwidth. The con-
nection utilization is 79.3%.

5 CONCLUSION

We sketched one possible future telecommunication market on the Internet, and showed that to-
day’s technology pnades all the features to implement such a rearkhis markt would enable
ISPs as well as users to act according to their specific ideas. In order to deal with such a highly dy-
namic marlkt we suggested to implement the nedrks a multi-agent system. The user agent run-
ning on the user’'s computer supports the user in finding the best service offer for his current needs
while the ISP agent manages the accounting and billing of its resource-consuming customers.

Our future work will focus on improving the capabilities of the agents. An important QoS man-
agement issue is the strgyeof hav the user agent should react to performance loss. This perfor-
mance loss endangers ongoing communicatiaevstltn addition, we are planning stage of starting
a field trial within INDEX ofering our subjects the option of utilizing the user agent tcersakvice
choices, in lieu of manual selection.
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