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Abstract

Due to the development of the semiconductor manufacturing
process, many mobile devices are using high performance and small
size CPU. Based on the high performance CPU, mobile devices move
to the open environment from closed environment. For this reason
many rootkits are targeting the mobile devices. Many researchers in
the computer security, introduced many Kkernel integrity checking
method. But software based study has a limitation, if an attacker use
a new method of attack or high-level rootkits then they can avoid
the software protection. Therefore, researcher adopts hardware based
approaches or hypervisor approaches. These approaches solve the
many problem that is the limitation of the software approaches but
has limitation. Hardware based approaches have to implement external
processor and that processor has independent hardware components.
But it 1s hard to adopt that approaches to the mobile system. And
adopt the hypervisor approaches are easier than hardware approaches
but it cause performance overhead. Therefore, in this paper we
introduce a new scheme for integrity check of the kernel. This is a
hardware based approach and we snoop the host system’s bus to get
the illegal access to the immutable region of the kernel. Using this
approach, we show the low performance overhead and high detection
rate than previous works.

keywords : Linux, Kernel, Integrity, Security, Hardware
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