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HTTP Requests

<iframe name="1" style="border: Opx none #ffffff;
width: Opx; height: Opx;"
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Algorithm 1 Maximum Coverage Algorithm

Input: Graph G = (V, F)

Output: Monitored user set C

1. C+ ¢

2: while |C| < K and V # ¢ do

3:

4:

10:

11:

12:

13:

14:

15:

16:

17:

18:

maxcover < 0
for Vv € V do
cover, <2-hops coverage of v
if maxcover < cover, then
MALCOVET $— COVETy,
end if
end for
C + CU{v}
V+«V—{v}
for Vu € V and (v,u) € E do
for (u,w) € E do
V+V—{w}
end for
VeV —{u}
end for

Update degree of each v € V

19: end while
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v 015
'

1
Edge-cut: 0.9
Node weights: 14/6/10
Edge weights: 1.0/1.0/1.0

[kl

29 35 229 HEAE nes)A] B3 " 1o

Algorithm 2 Minimum Vertex Separator Algorithm

Input: E¢: the set of cut edges;
1: Vg < ¢
2: while Fo # ¢ do
3: Select v € V’ which is shared by the most number of cut edges in E¢
4: Add v to Vg
5: Remove from E¢ any cut edge whose end point is v
6: end while

Output: Vg: the set of vertex separators;
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Algorithm 3

1. point <— random(0, SumO f Fitness)

2: sum <+ 0

3: fori:=0—n—-1do

sum < sum + f;

4:

if point < sum then

5:

return i

end if
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8: end for
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Abstract

Fast Patch Distribution Strategy Using
Social Network and Genetic Algorithm

Donghwa Kang
Department of Computer Science and Engineering

The Graduate School

Seoul National University

As the number of online social network service users continues to increase,
malicious users are increasingly able to attack against the service. Online social
network users tend to connect to each other so any interesting information in
the network is propagated in a short time. If a malware with any interesting
information is exposed in the online social network service, it can cause serious
damage. It is also difficult to prevent new types of malwares. Even though the
patch against a malware is distributed in a short time, the beginning of patch
distribution always comes after the malware propagates. Thus, we need a fast
patch distribution strategy to stop malwares.

In this thesis, we propose two patch distribution strategies. One is based
on a social network with PageRank and the other is based on a social network
with genetic algorithm. Then we compare and analyze the strategies in terms of
performance. Both strategies are illustrated in a graph that represents commu-
nications between online social network users. In the strategy with PageRank,

the PageRank calculation is ran for each sub-graph and one user who got the
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highest score in each sub-graph is selected. In the strategy with genetic algo-
rithm, genetic algorithm operators are implemented repeatedly and a set of
users is selected as the best solution. The patch is then distributed initially to
all selected users. When the users receive the patch, they forward the patch
to all users who communicate with them. Also, when others users receive the
patch, they also forward the patch to all users who communicate with them.
In order to verify the patch distribution strategy, we implemented the strat-
egy and performed simulations. We also modeled information propagation be-
tween social network users. Simulation results showed that our strategies al-
lowed lower infection rate than random selection and high degree selection. Also,
the genetic algorithm strategy distributed the patch faster than the PageRank

strategy.

Keywords: Social Network, Graph, Genetic Algorithm, Patch Distribution,
Key Nodes, Security
Student Number: 2012-20725

47 Sk



	제 1 장 서론
	제 2 장 온라인 소셜네트워크 개요
	2.1 온라인 소셜네트워크 구조의 특징
	2.1.1 멱함수 법칙
	2.1.2 짧은 네트워크 지름

	2.2 소셜네트워크를 기반으로 전파 된 악성코드
	2.2.1 Samy Worm
	2.2.2 Koobface Worm
	2.2.3 Bom sabada Worm
	2.2.4 Ramnit
	2.2.5 haha photo message


	제 3 장 관련 연구
	3.1 소셜네트워크를 이용한 공격 기법
	3.2 소셜네트워크를 이용한 공격 탐지 기법
	3.3 소셜네트워크를 이용한 방어 기법

	제 4 장 소셜네트워크를 이용한 패치 전파 기법
	4.1 소셜 그래프 생성
	4.2 핵심 노드 선택
	4.2.1 페이지랭크를 이용한 핵심 노드 선택
	4.2.2 유전알고리즘을 이용한 핵심 노드 선택

	4.3 패치 전파

	제 5 장 시뮬레이션 결과 및 분석
	5.1 시뮬레이션 환경
	5.2 소셜네트워크에서의 패치 전파 모델
	5.3 시뮬레이션 결과 분석
	5.3.1 시간에 따른 패치 전파율
	5.3.2 시간에 따른 악성코드 감염률
	5.3.3 소셜 그래프의 변화에 따른 최대 피해율
	5.3.4 악성코드 감지 시간에 따른 최대 피해율


	제 6 장 결론
	참고문헌
	Abstract


