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22 99] k2 7H45to] [0, 00)} o] AT 1 AT g ik [0,00)2 AT o]
2799 14 A (fixpoint)ol] ERSHA B3, A7) BidA) B2 e o] uhEgo]

oA = Bae Eoba 5 ik

int i = 0;
while (?77?)

i++;

O 1.1: 133 AR 7FE 7] ¥ (widening)©] E Q 5t 0]-8-9F o] A]

7F o) ¢l(interval domain)& ©]-85Fo] B 1] @ B & (buffer overrun)2 A AFSH
£ 44 B401A 71240 284 ALt 715 7] (conventional widening)2 B2
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ot B4 (flow-sensitive) Y} A1z 0 22 Rulof 07 Sk(selective context-sensitive)[3]
249G H4T 4TS olfslo] o|F AuAe molnx e 9le] £ Ao

M Fol=E 319 AHE S5 wdeh(flow-sensitive) 47} A EF o2 FHof
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1] 7HSH(selective context-sensitive) 42 -8 & AR 2] koW, of AW S 11
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A 118 AlAE 714 7] (thresholded widening) FHE#-2 249 off &<t

A gl dol T 5L e3pH 02 AR BAsts Jolck 7R Q]
WP ] 79 BOHYE ghe —oo, cosh o] FASHAR, BA DAY A b4 71

(thresholded widening)> 7}A 1L Q= BA ghs T4 F4s] Wie 7IHold.
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int i = 0, buf[30];
while (?77)
if (i > 20)
break;
i4+;

buf[i]; /% false alarm */

(a) 739 wteh FHE-2o] Ebar, W o] Hd el A= F$
int x, i = 0, buf[9] = {1,2,3,1,2,3,1,2,3};
while (x < 5)

i = buf[i]; /% false alarm */
X++;

bufl[i]; /* false alarm */
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AT, oo 79 5HE 12072 BE ©A ghe 1AV 42 dliof oot

=
S gg Tubd 4 k. ol BAL H§5HA A 2 AN 74 A

(thresholded widening)ol] B]3 271 THIRHERl O] ghe HAlSE B4 Lot
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[c, d] if [a,b]

[(c<a?-0:a),(b<d?TW{)[mid(B(/)]:b)] ow
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€ Worklist = P(C)
e C > S

f,eS —>S

/:’:

T
B
W
X

Initialized finite set of loc to threshold set
e L - PZ)
Al.(®, len(T(D))
= C
1= Adc.L

repeat

19 2.3: o] A &M oA 1A AL 7FE 7] (thresholded widening using binary

search)2 o]-&6F= & At 5}7] 1A H AAH(worklist-based fixpoint computation

¢ := choose(W)
W := W - {c}
repeat
Sour 1= foUooe (XCEDD)
Souw = Xe VTB Sou
stables, unstables =
{1 lesou N sou EX(D},
1 leso N sou(D) ZX(D}
if {l|lestables A mid(B(D)!=B(D) .1} '= ¢
B{l~>(mid(B()), B().r) | [eunstables}
B{/l»>(B( .1, mid(B()) | [estables}
else if {/ | | € unstables} != ¢
B{l—(mid(B()), B().r) | lecunstables}
else break

until break

if S()ut z XL'
Xe = Sow
W:i=WU{d | c—>c}

algorithm)[7] &1 &
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AakA B AM(sparse analysis) T8 {TE ©0]-85H= Sparrow S 7|HFO 2 0]

2 S 0] g5t dA 1 AH™ AAF 715 7] H(thresholded widening using binary
search)& TADNA AHS FPUcE AE b= 1 32004 & 5= Qlrt o] &4
2 o]-gol= A 1A AAF 7FE 7] (thresholded widening using binary search)
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ZolFt}. o] &M oA 1A A A4 714 7] ¥ (thresholded widening using binary
search) © 2 QIsto] WAYGE 7} H]-8-2 10.32%0|vt. A 1283 ALE 7145 71§
(thresholded widening) 2] 46.38%°]| H|3f]] 22 F7} H|-8- 0 2 H|S=3F Ho I FFAS

=5

—~

A 0] O oF A&~
(1)___4 'T'}s}]\r_:!' = T

tlo
tlo

39,

int i = 0, buf[15];
while (true)
if (i == 10)
break;
i4+;

bufl[i]; /* false alarm */
9 3.2: o]zl FAlE o] gjto = Qlsl, BA 1AH A4t 7H 7] H(thresholded

widening) H o} e 7} Uil 4= Q) &2 HolFE oA

o] 2 &M ohA 11 AAE 7] (thresholded widening using binary search)-2
H
1=}

(thresholded widening) Xt} A& 7} Lk z] = Al = o] Qlch

] o 1] =1
15 A ST !



ol= &gt

3.2¢}F

[0,1] —

ol

(thresholded widening) 2 T} A8t 7} ot

s ol FAE 7

s

\v

TB

i,

[0,25] —

QHE Apole] ¢

[0, 26]

16 %J{O]

=27

- Ke) 7]- A2 2=

[0,50] —

Z

e )
1

[0, 51]

= lH. 0| =
< 54& 7 -

A 7] WzZolt. A&

= oAl A TA 7*01 {0 10,25, 50, 150}4 Zro ] olthd, izt
[0, 150] ..
S Uzttt A= 69A] 0] HH o] hiedol e AR EAgRI =
olH k= AA7IA o gl Fst 5191 FHE0] 3o,
el DA H A ALt 74 7]

Sol 17

o]zl &

T mlo

S [0,0] —
. [0,00)2 A4L
e

Oll
=

712A @A o] Z4 &4
=239 | A LR NZ- AL 7S 719 I AL 7S 719
AR 7 71
AR | A (R) | AR | AR AE) T | FAR | AR | AR
archimedes 7K | 1273 15.71 168 34 3.85 160 36 1.15
gnuchess 11K | 1294 46.23 62 60 39.27 43 11 17.80
bc 13K | 555 144.32 8 3 133.25 4 7 10.29
tar 20K | 954 78.96 13 0 159.23 10 3 27.10
make 27K | 1847 224.28 28 35 432.28 22 35 85.56
grep 28K | 676 26.88 8 65 21.71 10 68 4.01
wget 35K | 760 118.47 33 52 88.60 0 53 57.19
a2ps 64K | 2029 | 2073.74 261 263 416.41 182 312 88.29
fftw 184K | 526 111.63 0 12 22.8 0 12 6.72
3 3.2: o)A g oA 1 AAL 7145 7] ¥ (thresholded widening using binary
search)& A8 ot At FH = P 4.24% = £, FH O JH 7L o] 4wl
A= 73w Bt 5.28% ot 24 A7 Hat 10.32% = ¢ A

16




A4 A H HAAG

A

o] A EtA1-g- o] 8ot ThA| A A AL 7FE: 7] ¥ (thresholded widening using bi-
nary search)& ©]8a|4 A AFLEE ol & o HAHT} 7fA wFekof

5l A7f6E A} et o] 7 g4 ©hA| 1A A A& 714 7] W (thresholded widening

(thresholded widening using binary search)-& HH2-Fof| ¥ A © g -85} = {IorS

270 SkalAt St

4.1 o 9A 2Z3H AL 7HS 710 vl9] o)X A 7 9
32 Hse
3.7 0| A A7)RE viel Zo] o)Xl FAS ol g o w Qo ©A AR ALt
74 7] 9 (thresholded widening)o] B]&} ASE 7} Yotz AL} A7) o=
Asts| o’ gh& AA7IoRt 519 FEE Y o+ U= T

Aol o] & siAst= W e 2e A ¢ A e Wl
A

widening using binary search)E &36lo] A& 4=35}= HIH o] It} &36}o]
Ahg3h ol g A nA o] 4 e o 144
At 71 719 o] oblshE £V HlS= 22 4 A ol v ol Ao &
th—,

avhybridb = avb [] avib [] aVT,Bb

17 A2t @



=etste] Abgshs A Ant 715 71K (hybrid widening) 0] 542 3 3.29]

A 13 AlAF 714 7] W (thresholded widening) ), o] % €A TA] 144 A4t

N

F<4; 7] ¥ (thresholded widening using binary search)®] 24 A 1}9] 7o dftds}t
BIE = 7 UESE ks Aot & 50] 3.1 0A a7t A = B

=2
oL WHle ol gste] de WA L5 WA 1A A4 714 7] H(thresholded

rr

£
o
(@]
=
=
a9,
B
N g
plu
1
&
-,

A AAF 7145 7] (thresholded widening using bi-

al
nary search)o] Zk7} Wb LRiro] ZPATET Shat. B ghe Slek ol b v}

o]z &FA A 1A A& 714 7] ¥ (thresholded widening using binary search)
= ol-8tor Qs ¥ Fusfz]= 24 Aite diA =R S vl S Ue 7

1 T 1

Fol Ao & 4.1 o T2 disf A WHEE T 45 Rl o]

3k
A A 1A A4 7HE 7] (thresholded widening using binary search)-2- 2]-&
S8 Aafolth. 7 g Aihis 450 MRS BASlR Bopd] 24 ol
o5 of]¥l whatol 5l9] AR} 71 Bol ARkl AW Bet st
rep-2.59] 79 AR WEE 1237 F 25719] WEToUr o] T4 B A

)
2
A
s
N
rE
=
=
=
o
w2
=
=)
Q..
CL.

widening using binary search)-& Z-&5}o] & A HH=
2o 483 AT 22 AE 9& 4 9}, o] 9]0l % archimedes-0.7, make-3.
2ps-4.149] 719 FA MR Z SO7feRt o) B4 e TYH AL h4 A1

(thresholded widening using binary search)-2 -85 A4 W= 2o] A3t Ay}

o]z &M A 1A A& 714 7] ¥l (thresholded widening using binary search)

= ol W aE & WEEl tiesiAT Ao s AgsHH F7H v = &

¥ ey i
18 M =2-THE



19

=239 |2 | ZENERE S =735

EE 4 LR L]
archimedes 7K 25/ 1094 0/160
archimedes 7K 50/ 1094 157/ 160
make 27K 25/1737 18/22
make 27K 50/ 1737 18/22
grep 28K 2571723 10/10
grep 28K 50/723 10/10
a2ps 64K 25/3751 48 /182
a2ps 64K 50/3751 137/ 182

A e oA 1A A& 714 7] (thresholded widening using binary

wHoz 4§ e




e

)

wjr

—

o]

4

—

o)

7} u]-go]

21734 At 7HE 715 (widening)&

A 1A AAT 7HE 7] (thresholded widening using binary search)-&

noy

A RS2

o
™
B

43 HEgxot @

RERADN

S

8

et
7] ¥ (thresholded widening using

235

oA gre 2 Ab
A 7F

A
=

X

binary search)o] Z-8-c}H

bejeie 4

o)

2] SAIgte] moar

7] ¥ (thresholded widening using binary search)-&

A
=

A A 1] AL 7L

17

o

ToH

ol
ol
i

w

o
ujjl

wjr

o]
<

wjr

i

ol

[¢)

= Aot ARl

20



TU

1 8}

a
I

T

—

A S

21



AsE A&

Aol A AA 714 7] ¥ (thresholded widening using binary search)-2& A7l5}al,
Aga1 P AW ol HAL ol &5 BAHS 1A A 714 714
(thresholded widening using binary search)2] A et LA}, oA 2 H 9EALG} o
et WE5S thqleh. =3 AS Fof 10.32%9] 571 Hl-§O0 2 Bt 4.24%
Aro] 5|9 ARE ZFo|1, Bt 5.28% A £ 0] AH o] Ho] ZolH-S KLt

¥ [, 1] =1
22 A ST !



[1]

(2]

(3]

[4]

[5]

[6]

QL

_ o =
z1:11--:.'7—"1_'71_

Patrick Cousot and Radhia Cousot, “Abstract Interpretation: A Unified Lattice
Model for Static Analysis of Programs by Construction or Approx- imation of
Fixpoints,” in Proceedings of ACM Symposium on Principles of Programming

Languages, January 1977. pp. 238-252.

Lies Lakhdar-Chaouch, Bertrand Jeannet, and Alain Girault, “Widening with
Thresholds for Programs with Complex Control Graphs* in Springer, Heidelberg
(LNCS, vol. 6996), 2011. pp. 492-502.

Hakjoo Oh, Wonchan Lee, Kihong Heo, Hongseok Yang, and Kwangkeun Yi,
“Selective context-sensitivity guided by impact pre-analysis.” in Proceedings of
the 35th ACM SIGPLAN Conference on Programming Language Design and Im-

plementation, June 2014. p. 49.

Patrick Cousot and Radhia Cousot, “Systematic design of program analysis
frameworks,” in Proceedings of ACM Symposium on Principles of Programming

Languages, 1979. pp. 269-282.

Patrick Cousot and Radhia Cousot, “Abstract Interpretation Frameworks,” in

Journal of Logic and Computation, 1992. pp. 511-547

Hakjoo Oh, Kihong Heo, Wonchan Lee, Woosuk Lee, and Kwangkeun Yi, “De-
sign and Implementation of Sparse Global Analyses for C-like Languages,” in
ACM SIGPLAN Conference on Programming Language Design and Implemen-
tation (ACM SIGPLAN Notices Volume 47 Issue 6), June 2012. pp. 229-238.

23 A= Tf



[7] Hakjoo Oh, and Kwangkeun Yi. “Access-based abstract memory localization in

static analysis.” in Science of Computer Programming, 2013, 78.9: 1701-1727.

[8] Sparrow http://ropas.snu.ac.kr/sparrow

4 .__;rxq _'-.‘I.'Z x 1_]|



Abstract

Improving the Precision of Static Analysis
by Using Thresholded Widening with

Binary Search in C Programs

Sol Kim

Department of Electrical Engineering
and Computer Science

College of Engineering

The Graduate School

Seoul National University

This paper presents a technique to improve precision of interval static analysis by using
thresholded widening with binary search in C programs. The conventional widening
over-approximates variables in loops, and it causes false alarms. The false alarms are
hard to reduce unless widening that analyses more precisely than conventional widen-
ing is used. Thresholded widening can remove those false alarms, but it requires huge
additional analysis time. To reduce the time, this paper proposes to use binary search
in thresholded widening. This paper describes how to remove the false alarms using
thresholded widening with binary search, and proves soundness of analysis. Experi-
mental result shows that the analysis time increased by 10.32%, false alarms decreased
by 4.24%, and 5.28% alarms becomes more informative.
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