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Abstract 
 As the process technology advances and embedded processors are frequently 

used in noisy environments, mitigating soft errors is becoming an important design 

issue. While only memory structures were considered worth protecting, it has been 

proven that the majority of the faults come from errors in the register files. Since 

register files are accessed very frequently, soft errors can easily and quickly be 

propagated to other parts of the system. A number of protection techniques of soft 

errors in register files have been proposed, but these techniques come with various 

overheads in performance, area or energy. Furthermore, they cannot detect all errors 

and sometimes cannot correct them even when detected. 

This work is to overcome the limitation of the previous techniques. Precisely, 

we develop a compiler-directed technique that can minimize the duration during 

which the system might be impacted by these errors. Based on the registers 

vulnerability analysis using the access patterns and dependencies between registers, 

we propose a technique of soft error aware instruction rescheduling. 
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 Chapter 1

Introduction 

A soft error involves changes to data, the electrons in a storage circuit for 

example. It may be caused by various phenomenons: alpha particles from 

radioactive elements in the chip’s material and noise when data is being processed 

are two of them. The probability of occurrence of a soft error is measured by the 

Soft Error Rate (SER). It is the rate at which a device or system encounters or is 

predicted to encounter soft errors and is described in Failure In Time (FIT). One FIT 

is equivalent to one error per billion hours of device operation. 

Due to their large size, only memory structures like the main memory and 

caches were considered worth protecting against soft errors. But recent researches, 

Blome et al.[1], showed that most of the faults that affect the system come from 

register files. Higher density chips and lower voltage devices which are closely 
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related to embedded systems are also more like to have errors [2]-[3] 

Protection techniques have been proposed but they all have non-neglectable 

costs that make them inappropriate for embedded processors with limited resources. 

The most commonly used system of error recovery is Error Checking and Correction 

system (ECC). It adds extra bits, called check bits, to each data item. These bits are 

re-computed every time the data is accessed. Most ECC algorithms can detect and 

correct single-bit errors, but it cannot correct double-bits errors. Furthermore, 

Trembley et al. [4] show that an ECC operation can take up to three times the delay 

of an ALU not to mention energy consumption. Thus the need to develop a cost 

effective technique to improve the immunity of register files against soft errors. 

While previous techniques tried to detect and correct errors after they occur, 

Jun Yan and Wei Zhang [5] proposed a re-scheduling technique that does not correct 

or prevent the errors from happening, but instead minimize the probability that these 

errors have any impact on the system reliability. It introduces the concept of Register 

Vulnerability Factor (RVF) [5] to replace the SER which is too conservative. 

Actually, not all soft errors will have an impact on the system. When an error occurs 

in a register, if the next operation on that register is a Read, then that error may 

spread. However if it’s a Write, then the error is overwritten and hence will not 

impact other components. We divide the register accesses into four patterns Read-

Read (R-R), Read-Write (R-W), Write-Write (W-W) and Write-Read (W-R). Among 
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these four patterns, registers are vulnerable only during the W-R and R-R intervals. 

Equation (1) RVF is calculated according to the time of the W-R and R-R intervals: 

 

 RVF =  
∑ SusceptibleTime(RVi)

∑ LifeTime(RVi)
 Eq. 1 

 

In equation 1, RVi represents a register. SusceptibleTime(RVi) is the time 

during which RVi is exposed to one of the susceptible intervals, that means W-R 

and R-R intervals during one LifeTime. LifeTime(RVi) is the interval between two 

Write operations on the same registers. 

 

 

Figure 1 Register Access Pattern 
 

Figure 1 shows an example of accesses pattern for a register. All the intervals 

between Read operations are vulnerable to soft errors as for the interval between the 
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first Write and Read operation. However, the interval between the last Read and the 

following Write is not counted as a susceptible time since any error that occurs 

during that time will be overwritten by the Write operation. Based on the RVF and 

by exploiting operations slack time, an heuristic selection determine the most 

beneficial schedule. 

In this paper, we propose an alternative algorithm based on the Force Directed 

Algorithm from Paulin and Knight [6]. It is organized as follows: Chapter 2 will 

introduce Force-Directed algorithm and its advantages. In Chapter 3, we present our 

modified algorithm and Chapter 4 a set of experimental data is provided and finally 

a concluding remark is given in Chapter 5. 
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 Chapter 2

Force Directed Scheduling 

Force Directed Scheduling algorithms were proposed by Paulin and Knight [6] 

as a heuristic approaches to solve both the resource-constrained and the latency 

constrained scheduling problems. In this chapter, we explain the underlying concepts 

before describing the algorithm. 

2.1 Compute Time Frame 
The first step in FDS algorithm is computing the time frame of each instruction. 

The Time frame for an instruction is the list of control steps in which that instruction 

can be scheduled. These control steps are determined by the As-Soon-As-Possible 

(ASAP) and As-Late-As-Possible (ALAP) algorithms. The mobility of an operation 

is defined as the difference between the ASAP time step (TASAP) and ALAP time 

step (TALAP) while the width is equal to mobility + 1. The probability for an 
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instruction to be scheduled outside the time frame is equal to 0 while it is equal to 

the inverse of the time frame width for each step inside the frame. 

 

Figure 2 Unscheduled Data Flow Graph 

Consider Figure 2. We assume that all operations have unit delays. Operation 1 

have mobility 0 and its time frame is [1]. Thus p1(1) = 1, p1(2) =  p1(3) =

 p1(4) = 0. Similar considerations apply to operation 2. Operation 6 has mobility 1 

and its time frame is [1-2]. Probabilities for operation 6 are: p6(1) = p6(2) =

0.5, p6(3) =  p6(4) = 0 

2.2 Type Distribution and Distribution Graph 
Type distribution is the sum of the probabilities of the operations 

implementable by a specific resource type at any time step of interest. Distribution 

Graph is a plot of an operation type distribution over the schedule steps. It shows the 
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concurrency of similar operations at each schedule step. Type distribution is defined 

by equation 2 : 

 

 qk(l) = �pi(l)
i∈k

 Eq. 2 

 

In the equation, k represents the operation type, l is the considered step. 

Consider again the example of Figure 2. In step 1, the type distribution for the 

Multiplier is  

𝑞1(1) = 𝑝1(1) + 𝑝2(1) + 𝑝6(1) = 1 + 1 + 0.5 = 2.5 

We construct the distribution graph for each operation type: 

 

Figure 3 Distribution Graph for Multiplier 

 

Figure 4 Distribution Graph for ALU 
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The larger the value of type distribution in a given step, the larger the 

concurrency. 

2.3 Self-Force 
In Force Scheduling, the selection of a candidate to be scheduled is done using 

the concept of force. Forces attract/repel operations into/from specific schedule steps. 

This concept has a direct mechanical analogy: the force exerted by an elastic spring 

is proportional to the displacement of its end points. The displacement is interpreted 

as the change in probability and the spring constant is equivalent to the type 

distribution. Force Directed Scheduling algorithm requires two types of forces to 

compute : Self Force and Successor-Predecessor Force. We first explain the Self-

Force. 

Self-Force defines the relation between an operation and the different possible 

control steps where it can be scheduled. The Self-Force for assigning an operation i 

of type k at step l is given by equation 3 : 

 

 
𝑠𝑠𝑠𝑠 − 𝑠𝑓𝑓𝑓𝑠(𝑖, 𝑠) = 𝑞𝑘(𝑠)−

1
𝑚 + 1

� 𝑞𝑘(𝑗)
𝑇𝐴𝐴𝐴𝐴

𝑗=𝑇𝐴𝐴𝐴𝐴

 
Eq. 3 

 

where m is the mobility of operation i. 

2.4 Successor-Predecessor Force 
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The second force computed is Successor-Predecessor Force (sp-force). 

Assigning an operation to a specific step will often affect the time frame of linked 

operations in the Data Flow Graph. This will create additional forces that can reduce 

or even counter the originally intended improvement. That is why we cannot neglect 

these changes. 

Sp-forces are computed by equation 4 : 

 

 
𝑠𝑝 − 𝑠𝑓𝑓𝑓𝑠(𝑖, 𝑠) =

1
𝑚� + 1

� 𝑞𝑘(𝑚)
𝑇𝐴𝐴𝐴𝐴�

𝑗=𝑇𝐴𝐴𝐴𝐴�

−
1

𝑚 + 1
� 𝑞𝑘(𝑚)
𝑇𝐴𝐴𝐴𝐴

𝑗=𝑇𝐴𝐴𝐴𝐴

 
Eq. 4 

 

In this equation, 𝑚�  is the new mobility of the successors and predecessors that 

have their time frame affected by the assignment of instruction i at step l. 

 

2.5 Total Force and scheduling 
Once the self-forces and sp-forces have been calculated for each operation at 

each possible time step, we calculate the total-force which is the sum of the self-

force an sp-force for an operation i scheduled at step l. 

 

 𝑇𝑓𝑇𝑇𝑠 − 𝑠𝑓𝑓𝑓𝑠(𝑖, 𝑠) = 𝑠𝑠𝑠𝑠 − 𝑠𝑓𝑓𝑓𝑠(𝑖, 𝑠) + 𝑠𝑝 − 𝑠𝑓𝑓𝑓𝑠(𝑖, 𝑠) Eq. 5 
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Then we search the smallest Total-Force among all the operations and we 

schedule that operation at the corresponding time step. The algorithm regenerates 

these five elements: Time Frame, Distribution Graph, Self-Force, Sp-Force, Total-

force for each iteration to find the best suited candidate for scheduling, until all 

instructions are scheduled. 
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 Chapter 3

Minimal Error – Force Directed 
Scheduling 

Based on the Force Directed Scheduling from Paulin and Knight [6], we 

present a new instruction scheduling technique to lower the RVF. We assume that all 

operations have unit delays. While the original FDS intends to reduce the operations 

concurrency, our goal is to lower the Vulnerability of register files by shortening the 

W-R and R-R intervals as much as possible. In order to achieve that, we introduce a 

new value that will replace the Distribution Graph in the original algorithm: Register 

Dependency (RD). 

3.1 Register Dependency 
Our algorithm takes a sequence of instructions and its corresponding data 

dependency graph as input. Instead of the Distribution Graph, it computes another 
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value called Register Dependency (RD), for each instruction at each possible 

schedule step. 

The beginning of the algorithm is the same as the original one: for every 

instruction, we compute their time frame by the mean of ASAP and ALAP 

scheduling. 

Each instruction can read at most two registers and write one register. For each 

instruction in the input, we compute the RD value for every step of its time frame. 

RD for instruction i scheduled at step l is calculated as follow: 

 

 𝑅𝑅(𝑖, 𝑠) = �𝐶𝐶𝑓𝑠𝑠𝑅𝑖𝑠𝑠(𝑓) ∗ 𝑃𝑓𝑓𝑃(𝑓)
𝑟∈𝑅

 Eq. 6 

 

R is the set of registers used in instruction i. CycleDiff is the number of cycle 

that separates i from the closest linked instructions. Prob(r) is the probability for the 

successor and/or predecessor instructions to be scheduled in their own time frame. 

Since only W-R and R-R intervals are those that concern us, we have to distinguish 

some cases. 

Figure 5 is an example of instructions set. We consider instruction I4. That 

instruction’s time frame is step 1 - step 4. It can be scheduled in one of these steps 

without violating data dependency. It reads register R1 and write in register R4. 
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Figure 5 Sample Code 
 

 We assume that we schedule I4 at step 2. Then CycleDiff(R4) = 3, since 

instruction I5 is the closest successor that reads R4, and its probability is 1 because 

its time frame is step 5 – step 5. I1 is the closest successor/predecessor that reads R1. 

Its probability is a little more complicated. Its time frame is step 1- step 3 but since 

I4 is assumed to be scheduled in step 2, I1 can be scheduled in step 1 or 3. We have 

to consider both cases. Thus, the probability of I1 is 0.5 and CycleDiff(R1)=1. We 

can calculate the RD value for I4 at step 2: 

𝑅𝑅(𝐼4,2) = 3 ∗ 1 + 1 ∗ 0.5 + 1 ∗ 0.5 = 4 

3.2 Self-Force calculation 
Once we have the RD values for every possible schedule step of I4, we can 

calculate its self-force for each step. Self-Force is the sum of all RD values 

multiplied by the change in probabilities. Hence, self-force for the assignment of I4 

at step 1 is given by Self− Force (I4,1) = 𝑅𝑅(𝐼4,1) ∗ (1 − 0.25) + 𝑅𝑅(𝐼4,2) ∗

(0 − 0.25) + 𝑅𝑅(𝐼4,3) ∗ (0 − 0.25) + 𝑅𝑅(𝐼4,4) ∗ (0 − 0.25) 

Similarly, the self-forces for assignment of instruction I4 in steps 2, 3 and 4 are: 
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Self− Force (I4,2)

= 𝑅𝑅(𝐼4,1) ∗ (0 − 0.25) + 𝑅𝑅(𝐼4,2) ∗ (1 − 0.25) + 𝑅𝑅(𝐼4,3)

∗ (0 − 0.25) + 𝑅𝑅(𝐼4,4) ∗ (0 − 0.25) 

Self− Force (I4,3)

= 𝑅𝑅(𝐼4,1) ∗ (0 − 0.25) + 𝑅𝑅(𝐼4,2) ∗ (0 − 0.25) + 𝑅𝑅(𝐼4,3)

∗ (1 − 0.25) + 𝑅𝑅(𝐼4,4) ∗ (0 − 0.25) 

Self− Force (I4,4)

= 𝑅𝑅(𝐼4,1) ∗ (0 − 0.25) + 𝑅𝑅(𝐼4,2) ∗ (0 − 0.25) + 𝑅𝑅(𝐼4,3)

∗ (0 − 0.25) + 𝑅𝑅(𝐼4,4) ∗ (1 − 0.25) 

The self-force quantifies the Register Vulnerability for all registers used in an 

instruction at a given step. 

3.3 Sp-Force 
Sp-force(i,l) defines the consequence of assignment of instruction i to step l. 

When instruction i is scheduled in a time step, it affects directly or indirectly other 

instructions time frame that can result in a worse Register Vulnerability. 

We consider the other instructions in Figure 5. The time frames for I1, I2 and I3 

are respectively step 1 – step 3, step 1 – step 3 and step 3 – step 4. The probability 

for I1 and I2 to be scheduled in one of the step of the time frame are equal to 1/3, 

while the probability for I3 is 1/2. 

If we schedule I4 in step 2, it directly affects the time frame of I1 and I2. But it 
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also affects the time frame of I3 since it cannot be scheduled in step 3 without 

violating data dependency. Sp-force(I4,2) is given by Sp − force(I4,2) =

RD(I1,1) ∗ (0.5− 0.33) + RD(I1,2) ∗ (0 − 0.33) + RD(I1,3) ∗ (0.5 − 0.33) +

RD(I2,1) ∗ (0.5− 0.33) + RD(I2,2) ∗ (0 − 0.33) + RD(I2,3) ∗ (0.5 − 0.33) +

RD(I3,3) ∗ (0 − 0.33) + RD(I3,4) ∗ (1 − 0.33) 

Similar equations give us Sp-force(I4,1), Sp-force(I4,3), Sp-force(I4,4). 

3.4 Total Force and scheduling 
Once we have the self-force and sp-force, we can find the total-force that will 

determine the scheduling. Total-force is simply given by the summation of self-force 

and sp-force, 𝑇𝑓𝑇𝑇𝑠 − 𝑠𝑓𝑓𝑓𝑠(𝐼4,2) = 𝑆𝑠𝑠𝑠 − 𝑠𝑓𝑓𝑓𝑠(𝐼4,2) + 𝑠𝑝 − 𝑠𝑓𝑓𝑓𝑠(𝐼4,2) 

For each iteration, we have to compute all the total-forces for all instructions 

that are not critical instruction. Once we have the total-force values, we find the 

minimum and we schedule the corresponding instruction at the corresponding step. 

We repeat the same procedure until all instructions are scheduled. 

3.5 Pseudo code 
The algorithm takes a set of instructions as input and returns the re-scheduled 

set. The set of instruction is usually a basic block that we can also call region. 

 

 

 



 

１６ 

 

me-fds(region) 
minimum-tf = 100; 

while(!(all op are scheduled)) 
determine timeframe for all operations that are not scheduled 
for (each operation in region) 

for (each possible schedule step) 
determine register dependencies, live variable analysis 
calculate RD; 
calculate self, ps and total forces; 
if (total-force < minimum-tf) then 

minimum-tf = total-force 

endfor 
schedule operation with smallest total-force at the corresponding step 

endfor 
end while 

Table 1 Pseudo code of the algorithm 

When the algorithm calculates the values RD, self, ps and total forces for one 

operation, it must take into consideration all the related operations and their possible 

scheduling times. Thus we have to analyze the dependencies between registers and 

the liveness of the variables in order to ensure that re-scheduling instructions will 

not change the result. 
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 Chapter 4

Experimental Result 

The original set of instructions on which we apply the algorithm is represented 

in figure 6. We chose a set with ten instructions in order to get close to the number 

of instruction in a common basic block. 

 

Figure 6 Original set of instructions 
        

We apply manually our algorithm on this set. The result is given in figure 7. 
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Figure 7 Re-scheduled set of instructions 

The calculation of the RVF value shows a little improvement between before 

and after the algorithm is applied. 

   
 

 Original Schedule ME-FDS schedule 

RVF value 43.05% 37.5% 

Table 2 Experimental Results 

Time complexity for our algorithm is O(𝑛3). 
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 Chapter 5

Conclusion 

Technology scaling will make embedded chips more and more vulnerable to 

soft errors [2]-[3]. While solutions have been proposed, most of them are 

inappropriate for an embedded microprocessor due to their costs. In this paper, we 

present a force directed based algorithm that does not correct the errors but instead 

minimize the probability that a soft error will impact the system. In order to avoid 

overprotecting registers which would induce unnecessary costs, it is imperative to 

understand that not all soft errors will impact the system. Therefore, our algorithm 

only exploits the susceptible intervals as defined in Yan, Zhang [5] and the RVF. The 

advantage of a FDS based algorithm is that the result is a global improvement unlike 

the heuristic scheduling from Yan and Zhang [5] which is more of a local 

improvement. Yan and Zhang tried to compensate that issue by scheduling in a 
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Super Block or Hyper Block model instead of a Basic Block. We could do the same 

in our paper. Furthermore, works that aims to improve the time complexity of the 

FDS algorithm have been reported [7] and [8] which is the weakest point of FDS. 
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초록 

공정 기술이 발전하고, 임베디드 프로세서가 소음이 있는 환경에서 많이 

사용됨에 따라, 소프트 에러가 중요한 설계 문제가 되고 있다. 메모리의 용량이 

상대적으로 크기 때문에 메모리 구조만 보호해왔지만, 레지스터 파일에서 에러 

발생률이 더 높은 것이 증명되었다. 왜냐하면 레지스터 파일은 자주 액세스되기 

때문에, 소프트 에러가 시스템의 다른 부분에 빠르게 전파될 수 있기 때문이다. 

보호 기술이 몇 가지 제안되었지만, 이러한 기술은 성능, 공간 또는 에너지의 

다양한 간접비가 있다. 또한, 그 기술들은 모든 에러를 검색할 수 없고, 감지가 

되더라도 가끔은 수정할 수 없다. 

이 논문은 이전 기술의 한계를 극복하는 것이다. 시스템이 이러한 에러에 

의해 영향을 받을 수 있는 시간을 최소화할 수 있는 컴파일러 기법을 제안했다. 

액세스 패턴 및 레지스터 사이의 종속성을 사용한 레지스터 취약점 분석을 

바탕으로, 명령어 스케줄 재조정의 기법을 제안한다. 

 

주요어 : 소프트 에러, 포스 다이렉티드, 명령어 재조정 

학번 : 2011-22901 
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