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Algorithm: Flow mapping

/] triggered at every packet arrival

// returns Q: Target virtual network qu

Target virtual £ queue

Function: flow_mapplnq(PECKET, FLOW TABIE, QUEUE TABLE)

1: F <- calculate flow identifier of the PACKET

2: Q <- find queue corresponds to F in FLOW TABLE

3: 1f(Q == NULL) then

4: @ < find queue which has lowest load in QUEUE TABIE
5 update Q which corresponds to F in FLOW TABLE

6: endif

T: return ( Q)

19 3.3 flow mapping &iLe]F2] A
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3.3 Flow Remapper
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Algorithm: Flow remapping

/{ triggered at svery time interval

// load balance hetween queuss by migrating flows
Function: flow remapping(FLOW TABLE, QUEUE TABLE)
1: Delete entries which has 0 packet size in FLOW TABLE

2: Q LIST <- sort QUEUE TABIE as ascending order by queue load
3: 1410

4: n < mmber of entries in { LIST

5: while(i < n/2)
6

7

8

9

then
if (Q LIST(i).load - Q LIST(n-i).load > threshold)
then
F LIST1 <- list of entries corresponds to Q LIST(i).index in FLOW TABLE

103 F LIST2 <- list of entries corresponds to Q LIST (n-i).index in FLOW TAELE
1 R £- {(Q_LIST{i}.load = Q_LIST{n—i}.load)/Q_LIST{i).lnad)f?
12: call migrate flows(F LIST1, F LIST2, R)
13: endif
s B s |
15: end
16: set packst count to 0 for all entries in FLOW TABLE
17: return
//migrate flows

Function: migrate flows (F LISTL, F LISTZ, R)

1: SUML <~ sum packet count of all entries in F LIST1
28 74=10

3: m <~ number of entries in F LIST1

4: M < R * 5UM

5: while(] < m)

6: then

i if (F LIST1(i).packet cnt < M)

8: then

5 M <- M - F LIST(1i).packet cnt

10: F LIST1(i) .queue index <- F LIST2(i).queue index
i endif

12: 1< 141

13: end

14: return

19 3.5 flow mapping &aLg]F2] Al
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Abstract

Multi-queue virtual network adapter has an ability to process
packets in parallel which are to be sent to a virtual machine. Since it
have multiple queues to process packets, a mechanism that distributes
packets among the queues is needed. This kind of mechanism is
called packet load balancing mechanism. Existing multi-queue virtual
network adapter only depends on flow based static packet load
balancing mechanism. The way it selects a queue to process a packet
is done by using the result of moduloing flow identifier value (e.g. IP
and port number of sender and receiver, and protocol type number)
by the number of queues in virtual network adapter. This is
appropriate on large scale systems which manages a huge number of
flows. However in small scale systems which only manages a small
number of flows, may suffer from performance degradation when
flows are concentrated in a certain queue.

To solve this problem we propose a dynamic packet load balancing
mechanism for multi-queue virtual network adapter. Proposed
mechanism balance load among queues by periodically redistributing

flows among the queues regarding the load of the queues. For
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validation we have implemented our mechanism in KVM virtual
environment. Experimental result showed that our load balancing
mechanism improved 8% of network performance compared to

existing packet load balancing mechanism.

Keywords : KVM, Network 1/O virtulization, Load balancing

Student number : 2010-23960
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