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ARt AR et HA dA AAE s stal e s Qoi AN A9 31
2 EAQ #¥E V&S 7HEIv[2] @A LLVM<S optimizer, code
generator, assembler & ThYst 845 ¥ 33k Q& A2~ Hulde| 2 A
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int a; @ 0x10000000

mov r1, 0x80000000
) Translate r1
int foo { ::} mov r2, 1

a=1; store r2, [r1, #0]

}
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I Phys_addr I

< 0x100000 ?

sram Flash_table (2KB)
9bit 10bit

Addr— 0x20070000 |—>| L2index |  offset |
| ] [ |
SRAM_table (5128) 21bit 10bit

_l <Virt_addr>

— | |
21bit 10bit
<Virt_addrs>

9bit 10bit
Addr—0x80000 ——={ L2index |  offeet |

a9 5 B F2OA P FAE HE

rict

e BAge B B FAE U H3
= T4 W Ao} vt R A REC
-5 23tk 20731bitE L1 Hol &A1 9] index, 11719bits
L2 ®Hlo]EolA¢ indexoltl. L1 HlolE¢ FEZo L2 gHolE
771 A H a3, M F49 89 10bits B FholA MY F
et wio} o] ol ARgate] L2 HolE 9] entryst ¥A &
2 WA "ok 2 ¥ ooyt L1 HolEe AS HHEd WL vt
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12bit 9bit
<Virt_addr> | | |

31bit

10bit

L1_table (16KB)

L2_table (2KB)

W

y — I |

21bit 10bit
<Phys_addr>

¥ 6 7HE FholAM Ee FAR WS
gob 2o Be Fa 2 b F2 2 WEES LLVM IR AelA call
. . o = P . . o = -
instructione AYFoEZH FAETE Call instructions AHste 914
= one AAA A48 2A8ES @k IR P A9E call
instruction &8st AMEYE o] Fo3 5 sEste] A TS
= 5L O 2~ = =) = = i=] =1 >~

WHHE R MBS FRsA Gk oo AFets oAy FrE
oy 63 2o

1 @llvm.phys.to.virt

5 mov te0, <pvmtabl 11>

4 1sr t01, r_physaddr, #29 ; BxOxxxxxxx - flash, Ox2xxxxxxx - sram

5 ldr te2, [tee, te1, 1sl #2] ; te2 = L2 Table Base

& lsr t1@, r_physaddr, #OFFSET_BITS

bfc t11, t10, #PPN L2 MASK : t11 = L2 Table Index

28 ldr t20, [t®2, ti11, lsl #2] ; t20 = Physical Page #

S bfi r_virtaddr, r_physaddr, t20, #OFFSET_MASK

12 @Llvm.virt.to.phys

14 mov tee, <vpmtabl 11>

5 1lsr t@1, r_virtaddr, #(OFFSET_BITS + VPN_L2 BITS) ; te1 = L1 Table Index

16 ldr tez, [tee, te1, lsl #2] ; t02 = L2 Table Base

7 1lsr t1@, r_wvirtaddr, #OFFSET_BITS

18 bfc til, t1@, #VPN L2 MASK ; t11 = L2 Table Index

19 1dr t20, [te2, ti11, 1sl #2] ; t20 = Physical Page #

) bfi r_physaddr, r_virtaddr, t20, #OFFSET_MASK

23 #OFFSET_BITS = 16, #OFFSET MASK = (1 << 18) - 1,

24 #PPN_L2 BITS = 9, #PPN L2 MASK = (1 << 9) - 1

a9 7 F4 W3k A5 = Assembly
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Store instruction®] 4% load instruction®} W] dagFo=z &
g F v} External global®] 4% W3 3}AS AMeFsta | variables
AF8-3FE instructionol] WA E ol €] A g 5’4;‘3:% AR ok load
instruction®} t& HL F7tst= W3 o TR T YAl 2
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store instruction®] A% B FTAE 7HE Zri ¥ 313} SH &
of x|3tsto gx wEge] 7HA+ 7V A%

store instruction %7
o] %752}7} dste ko g IRAHE 7H7IA ste &
Atk 3 load instruction® A-F-oF FLEA T FA =
instructions use listE & Zolo] T gom X3AFoEN I=
Aol glo] E&4dS F skt

npxjuto g A RO 44 LA+ HE global VaﬂableO]E‘r ol =
external® A A% A ¢ global variableo] W3] 3% += =
IR W59 instructionE & a9 globalS loaddli= instructionE i
Q3% Yoy, HE E5A S storedtAY loaddt= A pair® ©]

FolA AR Ao m MAWL 7] o] EAStE WETt 2= jE
ol A= A5 IR FollA store instruction® = A %5E = Zo] o}
Uel A 2A IR A8kl dvk. kA EAE FEf o] global?l 4
FE A Hdoll mg WIS sto] v ol A G Folol % 3

T

Fe

variable s loadd}+= instruction®] 43 2 Al A= tA] 28 FT4L=
M= A4S A 7 At sl A2 global variables load, load
g e 7MY FAR Wskele I AFY, Wskd Fes oA global
variable #tol A% k= Al 7FA] instructiono. 2 F38E 4 Th 919
Al instructions IR®] basic blockE & entry blockel] Adggdo=zx =

=7b oF glo] AUz 49 5 =T ok
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A48 A 25

B E=RdAs FHozREH HIFJuA e diyded RFgI=E
MMU7} EA18A] a1 22 wRe] &7HS A Arduino Due BoardE
Bl g2 MAAsta AgS WAt Arduino Due Boarde] 2=
13 2t

3]

Experimental Environment
Microcontroller Atmel SAM3X8E ARM Cortex-M3 CPU
Flash Memory 512 KB
SRAM 96 KB(two banks: 64 KB and 32 KB)
Clock speed 84 MHz

3t 1 Arduino Due Board Spec

i

7V FA WMEE Foxl =g A9 o= A A ded I=
7F AdEa o2 F38st7] s LLVM compiler -] moduleg 2t
3 238 AvAde] Arduino Due

AA A Z2a3% des AIZbS Hask itk ®
aE T %

Ji= IRe wHste] 4 g

o~

2 Mibench@ZA <dH|t]= A] 2=l
AE Ax= 1 29 )
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Program Original(ps) Va-trans(us) | Overhead(%)
basic_math 5379109 5457927 1.47
gsort 61429 62227 1.30
dijkstra 1163765 1628058 39.9
patricia 47002 49119 450
stringsearch 1401 1442 2.93
FET 2217779 2362224 6.51

F 2 WAvka A}

A9 A g FEe WA upad A GE s 2 overheadE R F U
o 2y dijkstra WA e] B obE Wl A wpae] HlE 4] =&
overheadE E G +H RS #4138 Ay wixnfa A F =2 HFTS
A ek= Fato] vb= loopel ATt 3lW Loop WF-olA & F4E5 WISt
= instruct10n4 Hl o] o} A3 3o A overhead’l 713 Ao=

olt}, =3 Dijkstra WX wf=e] Ax F=Z B3 A3 319 loopol
/H linked list® wal7}H Al accesssl?] wWito] o]} e Art &
Aoz Belg, 8y o9} & overhead®= software MMU$} o] X
= AR AgEE e tiE F4A MRS Fsts Aol HlEiA]
g3 vt el [7]
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Abstract

Jaesung Park

Electrical and Computer Engineering
The Graduate School

Seoul National University

With the increasing number of lightweight, simple devices, attacks
on such gadgets are becoming a new threat to the users. Such
devices often provides small memory space due to space and cost
efficiency. Moreover, most of these devices lack Memory Management
UnittMMU) making them prone to attacks like exploiting code
pointers. In this paper, we suggest a virtual address system to
defend against such attacks.

We implement the system by inserting additional instructions to
translate the address of objects saved in the memory by utilizing
LLVM compiler. As the types of objects used in attacks exploiting
code pointers can be narrowed down to a small number, we omitted
the translation process for those that are not taking critical part in
such exploits. By excluding redundant translation, we could not only
achieve same execution result compared to the non-virtual address

system, but also impose rather low overhead than software MMU.
keywords : Virtual Memory System, Pointer Integrity; LLVM

Compiler; Safe Stack
Student Numbper : 2016-20902
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