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Al 53 RLizard

719 2.1: RLizard IND-CCA2 KEM Algorithm

Alice Bob

params < Setup (1)‘, d)

-KeyGen (params)
pk:=(a< Ry, b=axs+e) € R’
sk := (s + D k = {0,1}") € R?

pk

-Encaps (params, pk)

= |(p/q)-axr:=H (0« R;)| €R,
e = [(p/t) - 0]+ |(p/a) b*1] ERy
d:=H'(9)
c:=(c1,c2,d)

K =G (c1,¢2,d,0)

-Decaps (params, sk, c)

0= [(t/p) - (ca+sxc1)| € Ry
r':==H(§)andd = H' (&)
a=|(p/q)-a*r'] €Ry

V= [p/t)- 3"+ [(p/g) - bxr'] € Ry
d = (d,b,d)

If ¢ # ¢, output K = G (¢, k)

Else, output K = G (¢, ")

Shared Key: K

RLizard= NIST H535} 31 12h2=9] Z1=3F Lizard®] Ring H3F WA 9] 7]
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A2E A L E

1. IND-CPA PKE

Algorithm 1 IND-CPA.KeyGen

Input: The set of public parameters

Output: Public key pk = (Seed, || b), Private Key sk = (s)
1: Seed, & {0,1}%
2: a <+ SHAKE256(Seed,,n/8)
3 s & HWT,(hy) and e & 97,

4: b+ —axs+e

W

: pk « (Seed, || b) and sk « s

6: return pk, sk

Algorithm 2 IND-CPA.Encryption

Input: pk, Message M € {0,1}?
Output: Ciphertext c = (cq || c2)
I: r & HWT,(hy) and M/ < eccENC(M)
2: Seedg, b < Parsing(pk)
3: a < SHAKE256(Seed,,n/8)
4: ¢1 + |(p/q) -axr]andco < [(k/q) - ((¢/2) - M +bxr)]
5: ¢+ (c1 || c2)

6: return c

Algorithm 3 IND-CPA.Decryption

Input: sk, Ciphertext ¢ = (c1 || c2)
Output: Message M
I: ¢1,cq < Parsing(c)
2 M [(2/p) - ((p/k) - c2 + €1 %5)]
3: return M < eccDEC(M')

23



2. IND-CCA2 KEM

LizarMong-& IND-CCA2 KEM © 2 ©] H35F-S 9|5} Jiango] #|L 2r & SH H3sh 7|9
[3101-= AH&etet o] 712 71& 0]l RLizard7} AR SUE WH [19]H ot ¢H /o]
Z S lon, F7HHQl SiA] ot dd4to]l EHaste] e E Aol &
2] sttt Jiang o] M7 ol AR E = SjAIR = H ¢ Ry — HWT,(h), 181
G:{0,1}* — {0,1}" 2 A 9] gt}

Algorithm 4 IND-CCA2-KEM.KeyGen
Input: The set of public parameters

Output: Public Key pk = (Seed, || b), Private Key sk = (sk¢pq || u)
1: pk, skepq := IND-CPA KeyGen (Algorithm [T)
2:u (i Ry

3: return pk, sk < (skepq || 1)

Algorithm 5 IND-CCA2-KEM.Encapsulation
Input: pk

Output: Ciphertext ¢ = (c3 || c2), Shared Key K
16 & 0,1}
2: v« H(0)
3: ¢ + eccENC(0)
4 c1 ¢ [(p/g) -axr]
5 ¢z [(k/q) - ((a/2) -+ bxr)]
6: ¢ < (c1 || c2)
7. K+ G(c, )

8: return c, K
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Algorithm 6 IND-CCA2-KEM.Decapsulation

Input: pk, sk, Ciphertext c
Output: Shared Key K
I: ¢1,c2 « Parsing(c)
2: Skepa, 0 <— Parsing(sk)
3 8 1(2/p) - ((p/H) - c2 + €1 % shupa)|
4; § < eccDEC(4')
50 &+ H(J)
6: " + eccENC(9)
7 e (p/a) - a5l | [(K/a) - ((a/2) - " + b < )]
8: if ¢ # ¢ then K < G(c, u) else K + G(c,d")

9: return K

A3d ziEoH

uj2pe] B = NIST YA/ A4 e B3} 32 [32]o| A 2 Categoryl (128bit)=
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Alice (server)= Z7}] 7]= Bob(client)o]|A] A4:5}11, Bob2 27 7| & -85 2 A]
H D ZH(O)E F 23} sho] Aliceo| Al 55k 5 HIW 7| S ZE=Tt. Alice+= Bob
o] Bl QFE RS Ul 7|2 S5 ato] 65 Qo] B4 ulRAS AT ol A
R3S AR7) wE0] Bl E-E Alice7} Bobol A| B 374 71) 27, Bobe]

o
1550 372 Qow

3.1: Hot 7 Eo] the A nfetu] g
’pammeters‘ n ‘ q ‘ P ‘ k ‘ hs ‘ h, ‘ d ‘ sd ‘cb‘
Comfort 512 | 256 | 64 | 16 | 128 | 128 | 256 | 256 | 1
Strong 1024 | 256 | 64 | 16 | 128 | 128 | 512 | 512 | 1

B 3.2: 3771, ]%71 9 IS o] 7 7](HY: bytes)
EXE3 A7 | v |
Comfort 640 544 544
Strong 1280 1056 1088

A

A44d FAA

Hz

o] A-toflA el P4 42 Ring-LWE©] el [4]9] uf-¢- H| -4 Q1 H7he} 23
9] sparse trinary H|®H 2 ZF= Ring-LWE ¥ Ring-LWRo| it oFAA =1, [33]9]
BAREYE) AL A S v o 2 g

1. IND-CPA ¥ IND-CCA2 54

RLizard. CPAZ} IND-CPA ]| A @t 5hth= 714 51of LizarMong 2] IND-CPA QF4 A
2 Zyah

Lemma 1 RLizardi= 0] B}2}u] /o] tj 3} Ring-LWE, Ring-LWR-EA]2] ©]2]:%
2 7} 8} o, IND-CPA secures]THI.

26



Algorithm 7 KeyGen’
Input: The set of public parameters
Output: Public key pk’ = (a, b)
1: pk = (Seed,,b) < LizarMong.KeyGen
2: a < SHAKE256(Seedg,n)
3. pk’ + (a,b)
4: return pk’

Theorem 1 LizarMong-2 Fo] %] uf2ln]e] o] ool Ring-LWE, Ring-LWR-EZ4j]2] o]
29} SHAKEZF Random Oracleo]2F11 7} e ujj, IND-CPA secureSFCF.

Lizar Mong®] Homomorphic A& o] o]5] HA|Z] m = 0] tfgt tAAdqt £
StH Z125)t}. Lizar Mong' 2 LizarMongol| /] 487 =8 514 &= 4 8=
o|gtal A OJ5kA}f. HA| Lizar Mong'7F IND-CPA secure 3H2 H It KeyGen'-&

Algorithm[7| Zro] A 2]},
=3 Dy, D1, D25 th53 o] 4 &fshAt.

Doy = {(pk',C) : pk’ + KeyGen'(params),C = (c1, c2) < Lizar Mong.Enc,k(0)}

D, = {(pk,C) : pk + RLizard.KeyGen(params),C = (c1, ¢2) <= RLizard.Encpk(ecc(0))}

Dy = {(pk,C) : pk < Ring,C = (c1,c2) < Ring}

SHAKE~=Random Oracle®| 2.2, pk’'Q} pk o] Hx = 1 H BIL=5}lct T35t RLizard
@} Lizar Mong®] Encryption ¥+ A 2] of| wk2} pk = (Seed,, b)ll ti gt Lizar Mong
O] AT ClLizarMong LizarMong.Encpk(())J"q-pk’ = (SHAKE256(Seedy,n),b)
o st RLizard2 &S % Crrizard < RLizard.Encpk/(ecc(O))% E st} =,
ClLizarMong = CRLizara®|Th TWetA Dot D12 A4tH o2 sttt

gt Lemma [1P]] 9|3 Dy} Dyi= ARt 02 15 B7Hsstt. E}E’r/ﬂ Do®}t Do=
AR O 72 LB B7PS5ttt =, Lizar Mong'-2 IND-CPA secures}tt. [7]o] ozt

HSE A= LWE, LWR 7|HE 370 7] o o] bd4do] 9= 4 ez,
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Lizar Mong-2 IND-CPA secure 32 & = ot E3H LizarMong-2 Theorem 19|
w2t IND-CPAO] A QHA S PKEC| ™, 4.374 0] B35 5} Auf| 5 Al4tof whe} negli-
gible?t Z o 9} AufghE-2 2k §17] w2 o] Jiang o] W7 ¥ [31]-2 -85 IND-
CCA2 KEM O & Hgaf| & QHH st

A 5
AMEZE FI7Foh= W82 Q1 21 online LWE estimator[35]-& AFg-5to] &&
A EEFA e H7HE 48 2 BKZ A 7|4 4 dale|S2 Aok
(3] primal FAo] 7173 @ Ho|t}. BKZ AT ZL Afe] 490 A 2
= A7to] s A o] == 2] SVP oraclex HHEsko] =245 A] sf-Ash=t, °]
HhE o] giet S olli= o2] =271 qdtt. o] Aol A= "Jrolat 7ol A & o
H| T2 Q1 74 BJ‘?Q[‘HBE oA o] v 815 FASEAL /F §19] oracle
28]ttt o]of| w2 BKZ A7} 714 4 dale

O] AAr B 2¢no|t}, ]EH c= constantgt 2. 2 Classical @73 o] ¢ = 0.292,
Quantum 27 o] A= ¢ = 0.2650|t}. LWR g A || tiet FAZH == FAt 2
SUEe lﬂi Q7 Hlgo] pt/n/6%] LWE ZZ 9] AXER & e} FUstrHR3).
ofof] w2t LWR & o]l that A4S &= LWE F-Z o] theh AL & oF f-Afs}
A Bk

[33]9] estimatorES E3f LWE, LWReo| tjst 34] Z2S A&

Hx= E[3.30] 253t online estimatoro]] AFESE T =
LizarMong| o]| 4] &2lg 4= Qlct. Z=22% 0 2 LizarMong Comfort 2] 79 128bit
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165
180
256
269
304
328

‘ Classical ‘ Quantum ‘
133

7 A

e

LWE
LWR
LWE
LWR
LWE
LWR
LWE
LWR

Attacks

Primal
Dual
Primal
Dual

3.3: upetolet E ST

’ Parameters ‘ Claim Security ‘
(AES 128bit)
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B34 B3 AW oHE
Prameters | without ECC ‘ with XE5(5bit ECC)

Comfort 237 2179

Strong 268 2302
Slesr+sxftgl > - L5 WIS 49 Boopt Ansi Em *‘nﬂ
&L ALtal7] 9151 S = (s,e)”, O = (f,r)" & Aot ZHbite] L {77
O = WARthE ZHgstoll Bast A gHE2 A (B.1)of whet AL THE]. OW,

.
= -
Pr[Faill e 2557} Aujg 85, Pr[F]E id7A] BEo|A 057} wAst 8E,

Binom(k,n,p) = > ()p'(1 = p)"~i, py = Pr[Fy | [|S], [|C]|]o]c
Pr(Fail) ~ Y (1 - Binom(d, L, py)) - Pr[|S[l] - Pr[|C]]  G.D)
ISILIIC|

E3tpy = Pr[Ep | [S], [Cll1= A B2l mht AL THEE].

po=> S (PrCTS +glo>q/4—q/2p | ICTSs]o = 1, go]-
I 9o

Pr|CTSlo =1 ]IS, IC|] - Prlgo]) (3.2)

9] AL WA mo|M T ER FHSHF S https://github.com/LizarMong, o] 4]
glolst 4~ Qltt. o] 2| St Al Alo] w2, LizarMong?] 25 5} Aluj 352 Comfort
a}eta et A 27179, Strong T}t eRo]| 4] 2-3020] Aluf S5 ZHt)
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3.5 482 B 341} LizarMong 0] of-8-7]H

’ Ty ‘—E—T’l 33 AA ‘LizarMong‘ dlo] 7] ‘
- [24] Modulus X -
Timing -
[38] | CDT sampling X -
[39] INTT X -
Differential | [40] | Multiplication (0] hiding
[41] | Multiplication O hiding
Template | [42]] | Multiplication O hiding
[43] | Error sampling (0] loop check
Fault 28] Error and. X ]
secret sampling
Cache [27] | CDT sampling X -
AGe] S 54 A ol 85K WS RLWE Ader A8 4 9l 544
s o]}, RLWE A dlo] 255} £57) 98 $Ertt etk go|A 2714
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Z7} 5l= 59] Wi o] 9th LizarMong2 differential attack © 2 2B YA-S zto
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# ol Algorithm B2 AF8-3tch o] Aol A AAS sto]d 24l v
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717g o] 733t Holoh. RLWE Algoll &% 54 -2 st eE Aot HAS
BALAY. 59} o8 WA 1, B 2L S B e WEES 7
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A 5ot e5 7H55to] B SHA ==t [43]=
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Algorithm 8 Sparse Polynomial Multiplication with Hiding Countermeasure

Input: a=3""a(i) 2" € Ryyr =370 r(i) - a* € HWT, (h),
d= [io, oo ,ig_l, ig, e ih—l] with d [k‘] = 43 such that ’I”(Zk) =1fork € [0, g)
and (i) = —1fork € [g,h)

n—1

Output: v=ax*r=> 1" v(i) 2’ € R,
1: initialize v to zero polynomial > size of v = 2n
2 m & {0,1,...,h — 1} > random starting index
3 foric{0,...,h—1},j€{0,...,n—1} do
4:  ifm+i (mod h) < g then
5: v(d[m+1i (mod h)]+ j) =v(d[m +1i (mod h)] + j) + a(j)
6: else
7: v(d[m+1i (mod h)]+j) =v(d[m+1i (mod h)] + j) — a(j)
8: endif
9: end for
10: fori € {0,...,n— 1} do
1: (i) =v(i) —v(n+1)
12: end for
13: return v

oA ARt FAA HAES o 2 A e 2 s dare| ol vhdstel
t}. LizarMongo]| 4] AF-8-3t

RakghA et shelahis A3}
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7 flsh Bl &ale]E3 LizarMong2 547t S0l A Aeigi o, F7t

2174-2 Intel i7-9700K@3.2GHz CPU, ubuntu 16.04.11, gcc 5.4.0 Hod ol A

o037 Rojsle] 1,0008] ¥HE T W e FAct See W7} Al #T

Tt 2@l g elshAch BEIRIA ZF el EE R 37]] f- 128, 192, 256bit

Hot 4~=-& oJn|3tt}.(, LizarMong™} NewHope= 192bit H ¢t =53 2] 5}1Z]
ok=t}.) -2 hitps://github.com/ LizarMong o] Z =& F 75}t
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- m— -
(75 i [ [ o % i RLizard
—~ 5l RLizard | o~ 12 + n
0 8 10 |
g 4l | >
2 [ 8 .
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= 5
=] Newhope . E Newhope
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ong ®LAC e LizarMong LACx
A= \ \ \ \

L]
200 400 600 8001,00,200,400
Performance(CPU Kcycles)
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Performance(CPU Kcycles)


https://github.com/LizarMong

T 4.1:NIST 21 288 51 oFva]= 2 RLizard®] KEM 9] 7} 8] 7 %

] Security | Correctness | Bandwidth | Performance (K cycles)
Algorithms

(log) (log) (Bytes) Enc+Dec | KeyGen

LizarMong 133 —179 1,184 137.5 42.4

256 —302 2,336 272.7 61.8

147 —188 6,176 217.8 165.3

RLizard 195 —246 8,240 416.9 232.7

318 —306 16,448 737.3 382.7

NewHope 112 —213 2,048 329.6 103.6

257 —216 4,032 673.5 209.2

111 —178 1,536 278.2 97.5

KYBER 181 —164 2,272 463.6 174.3

254 —174 3,136 656.0 263.1

125 —120 1,408 316.9 106.1

SABER 203 —136 2,080 587.6 213.6

283 —165 2,784 934.8 359.2

147 —116 1,256 341.2 90.0

LAC 286 —143 2,244 840.1 235.6

320 —122 2,480 1,101.6 266.6

128 —88 994 384.4 114.6

(i?igii) 193 117 1,639 857.2 311.3

256 —64 2,035 1,794.9 643.4

154 —156 1,721 167.8 52.1

Threebears 235 —206 2,501 271.4 91.9

314 —256 3,281 402.5 148.2
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Abstract

Design and Implementation of
Post-Quantum Cryptography for Military

Chi-Gon Jung
Department of Engineering Practice
Graduate School of Engineering Practice

Seoul National University

As the threat of public-key cryptography by a quantum-computer is emerging,
NIST is going on a post-quantum cryptography standardization process. On the other
hand, In the military, it is an urgency to adopt post-quantum cryptography, but re-
lated studies are insufficient. Civilians can switch to post-quantum cryptography with-
out deploy issues using international standard algorithms selected through the NIST
competition. But the military can not easily. Because the military requires algorithms
to be applied to various weapons and communication systems, excellent algorithms
are required in terms of performance, bandwidth, correctness, and security. Besides,
there is a lack of countermeasures against the side-channel attack that considers lost
cryptographic equipment during military operations. Also, legislation that allows only
domestic cryptography to be used to protect military secrets imposes restrictions on
the use of international standard algorithms selected by NIST. Therefore, we pro-
pose a Key Encapsulation Mechanism and public-key encryption scheme suitable mil-
itary. It called LizarMong, which is based on RLizard. LizarMong combines the merit
of NIST’s candidate algorithms and state-of-the-art studies such as countermeasures

against known side-channel attacks. As a result, it achieves up to 85% smaller band-
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width and 3.3 times faster performance compared with RLizard. Compared with the
NIST’s candidate algorithms with a similar security, the bandwidth is about 5-42%
smaller, and the performance is about 1.2-4.1 times faster. Also, LizarMong resists the

known side-channel attacks.
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