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Generative adversarial network (GAN) is a deep learning technology re-

ceiving a lot of attention today. GAN is used to provide various services such

as increasing picture resolution. In this paper, by using GAN, we improve the

accuracy of classification for low-resolution images that are difficult to classify.

Photographs are sensitive data that contain personal information, so we hesi-

tate to use our photos. We solved the problem by introducing the concept of

differential privacy which ensures strict information protection. After training

super-resolution GAN, we implement the differentially private classification

model. This model contributes to effectively increasing accuracy within an ap-

propriate privacy budget.
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Chapter 1

Introduction

1.1 Introduction

Recently, generative adversarial network (GAN) is a technique in the limelight

among deep learning. New research on GAN is being actively conducted, and

a variety of new services using GAN are being developed and released. By

various mobile applications like FaceApp and computer programs using GAN,

we can change sex, race, hair color, and put on a make-up and look older in

our pictures[Choi et al. (2017)]. We can also create images of a realistic person

who does not really exist but is likely to exist.

In addition, we can improve the quality of images by super-resolution

GAN(SRGAN). During training of SRGAN, a high-resolution image(HR) is

downsampled to a low-resolution imgae(LR). A GAN generator upsamples

low-resolution image(LR) to super-resolution image(SR) and GAN discrimi-

nator is trained to distinguish SR from real images. Learning the generator

and discriminator together, we can get the generator that creates the images

with improved picture quality.
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Because of privacy issues, we are often hesitant to use our photo. Not only

distrust of the companies themselves that utilize our data, there are various

reasons for hesitation, such as possibility of privacy violation attack on neu-

ral network model-based analysis technology. Therefore, a differential privacy

concept was proposed to ensure strict privacy [Dwork et al. (2006a)].

As information protection becomes important, differential privacy tech-

niques are being used in various fields such as data collection and analy-

sis[Dwork et al. (2006a)][Dwork et al. (2006b)]. Differential privacy is a concept

that controls the risk of information disclosure by responding to queries with

similar outcome distributions whether or not individual data exists. However,

exposure risk and information loss are still trade-off, so there are problems

that may result in poor performance of the analysis model or not ensure an

appropriate level of privacy depending on the privacy parametric setting.

This paper deals with effective privacy-preserve classification model for low-

resolution image data. In particular, the research is conducted using the pre-

viously proposed differential private momentum update algorithm. Our main

goal is to enhance the accuracy of classification with differential privacy guar-

anteed. Therfore, to advance from the classification model with differential

privacy, we pre-train SRGAN to improve performance, and compare the two

results.

The remainder of this paper is organized as follows. Chapter 2 reviews

differential privacy, GAN and SRGAN. Chapter 3 describes the differentially

private SGD which is our main algorithm. Chapter 4 applies our algorithm to

the AT&T data. Chapter 5 provides summary and discussion.
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Chapter 2

Background

2.1 Differential Privacy

Differential privacy(DP) is a privacy concept proposed by Dwork et al. (2006a),

and performs specific mechanisms for preserving privacy for queries to the

database for a given database. A mechanism that satisfies differential privacy

limits the difference in results obtained when queries are requested on two data

bases, which differ from only one object, so that information about that object

is not revealed. Mechanisms with differential privacy are defined as follows.

Definition 1 ((ε, δ)-Differential Privacy) A randomized mechanism

M : D → R with domain D and range R satisfies (ε, δ)-differential privacy if

for any two adjacent inputs d, d′ ∈ D and for any subset of outputs S ⊆ R it

holds that for ε > 0, δ ≤ 0,

Pr[M(d) ∈ S] ≤ eε Pr[M(d′) ∈ S] + δ.

ε-differential privacy is satisfied if δ = 0. Smaller values of the privacy

budget ε guarantees stronger privacy. And δ is generally preferred to be smaller

than 1/|d|.
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Differential privacy has some properties that are useful for applications;

immune to post-processing, group privacy, composability, and robustness to

auxiliary information.

• Immune to post-processing: differential privacy is satisfied if mechanism

M which satisfies differential privacy is combined with any function g.

• Group privacy: In case that individual data is linked to individual sub-

jects one to one, if more than one data is connected to a single subject,

the privacy parameters are linearly multiplied to satisfy the differential

privacy for the data group.

• Composability: The privacy parameters for all queries are combined to

ensure that the set of queries is satisfied when repeatedly querying a

given database.

• Robustness to auxiliary information: it guarantees privacy even if the

adversary has any other additional information.

The techniques for designing differential private algorithms is typical of the

Laplace mechanism that adds random noise to the query and the exponential

mechanism that performs the selection by adding randomness.

And Gaussian mechanism is a representative mechanism that satisfies (ε, δ)-

differential privacy. In Gaussian mechanism, sensitivity of queries is l2- sensi-

tivity and it is defined as follows.

Theorem 1 (l2-Sensitivity) For any function f : D → R, the l2-sensitivity

42(f) for two adjacent subsets d, d′ ∈ D:

42(f) = max
d,d′∈D

‖f(d)− f(d′)‖2.
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Theorem 2 (Gaussian Mechanism[Dwork and Roth (2014)])

Let ε ∈ (0, 1) be arbitrary. For c2 ≥ 2 log(1.25/δ), the Gaussian mechanism

M(d) = f(d) + N(0, σ2) with parameter σ ≥ c42(f)/ε is (ε, δ)-differentially

private.

By composing Gaussian mechanisms with random sampling, Abadi et al. (2016)

develop differential private stochastic gradient descent (SGD), and moments

accountant which can provide much tighter estimate of the privacy loss of

differential private SGD.

2.2 Generative Adversarial Network (GAN)

Generative adversarial networks (GAN) is a class of unsupervised learning

technique proposed by Goodfellow et al. (2014). GAN is one of the generative

models that produce results, such as autocoder. GAN learn how to produce

results by competing against two adversarial neural networks (generator and

discriminator).

Figure 2.1: Framework of generative adversarial networks [Zhang, Ji, and

Wang (2018)]
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As illustrated in figure 2.1, The generator model G captures the data distri-

bution and maps samples from an arbitrary latent distribution pz to data. The

discriminator model D determines whether the sample came from the training

material or was produced from the generator G. We simultaneously train G

to minimize log(1−D(G(z))). In other words, this framework corresponds to

solving the two-player minimax game for the following objective function:

min
θ

max
w

Ex∼pdata [logDw(x)] + Ez∼pz [log(1−Dw(Gθ(z)))]

where x and z are sampled from pdata and pz respectively.

Since it emerges, GAN applications have increased rapidly in unsupervised

learning, semi-supervised learning [Chen et al. (2016), Donahue, Krähenbühl,

and Darrell (2016), Ledig et al. (2016), Choi et al. (2017)]. The trained gen-

erator make the latent variable z semantically meaningful and the trained

discriminator works as a feature extractor that captures semantic variation in

the data distribution.

Despite its simplicity, traditional GAN has a limitation of being delicate

and unstable when training, for reasons theoretically investigated in [Arjovsky

and Bottou (2017)]. A lot of follow-up studies propose new algorithms and

network architectures that improve stability of training and convergence rate.

In particular, the Wasserstein generative adversarial network (WGAN) pro-

posed by Arjovsky, Chintala, and Bottou (2017) attempts to minimize the

Earth-Mover (EM) distance, which is a different distance measure from the

Jensen-Shannon (JS) divergence used in the original GAN.
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2.2.1 Super-Resolution GAN(SRGAN)

Figure 2.2: Architecture of Generator and Discriminator Network with corre-

sponding kernel size (k), number of feature maps (n) and stride (s) indicated

for each convolutional layer. [Ledig et al. (2016)]

Super-resolution is the process of raising or improving details within an image.

Often lower resolution images are accepted as inputs and the same image is

raised to higher resolution, which is output. Most deep learning-based super

resolution models use GAN.

In super-resolution GAN(SRGAN), a high-resolution image(HR) is down-

sampled to a low-resolution imgae(LR). A GAN generator makes LRs to SRs

which are highly similar to real images and GAN discriminator is trained to

distinguish SRs from real images. Training the generator and discriminator

simultaneously, we can get the generator that improves resolution of images.
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Following Goodfellow et al. (2014), Ledig et al. (2016) futher define a dis-

criminator network DθD which is optimized in an alternating manner along

with GθG to solve the adversarial min-max problem:

min
θG

max
θD
{E IHR∼ptrain(IHR)[logDθD(IHR)]

+ E ILR∼pG(ILR)[log(1−DθD(GθG(ILR)))]

(2.1)

Figure 2.2 is the architecture of SRGAN proposed in Ledig et al. (2016). In

deep generator network G, identical B residual blocks are repeated. The block

layout is proposed by Training and investigating residual nets . It contains

convolutional layers, feature maps followed by batch-nomalization layers [Ioffe

and Szegedy (2015)]. And ParametricReLU [He et al. (2015)] activation is used.

The architecture of the discriminator network in Figure 2.2 is followed

guidelines summarized by Radford, Metz, and Chintala (2015). LeakyReLu

is used as the activation function. The discriminator network is optimized to

solve the maximization problem in Equation 2.1. Convolutional layers with

filter kernels are used to reduce the image resolution each time as the number

of features is doubled. The resulting feature maps stride two dense layers and

activate sigmoid function to obtain a probailbity for sample classification.

In generator network, the perception loss function lSR is used. For lSR based

on the MSE [Shi et al. (2016) and the content lSRX , the perceptual loss is defined

as:

lSR = lSRX + 10−3lSRGen
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The pixel-wise MSE loss is calculated as:

lSRMSE =
1

r2WH

rW∑
x=1

rH∑
y=1

(
IHRx,y −GθG(ILR)x,y

)2
Solutions of MSE optimization problems often lack, so VGG losses are built

instead of relying on pixel-wise losses. Ledig et al. (2016) define VGG loss based

on the RELU activation layers of the pre-trained layer VGG network [Simonyan

and Zisserman (2014)]. Let φi.j be the feature map obtained by the j-th con-

volution (after activation) before the i-th maxpooling layer within the given

VGG19 network. The VGG loss is defined as the euclidean distance between

the feature representations of a generated image GθG(ILR) and corresponding

image IHR:

lSRV GG/i,j =
1

Wi,jHi,j

Wi,j∑
x=1

Hi,j∑
y=1

(
φi,j(I

HR)x,y − φi,j(GθG(ILR))x,y
)2

Here Wi,j and Hi,j indicate the dimensions of the feature maps within the VGG

network.
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Chapter 3

Algorithms

3.1 Differentially Private SGD Algorithm

Algorithm 1 is differentially private stochastic gradient descent (DPSGD) algo-

rithm proposed by Abadi et al. (2016). We compute the gradient of each data

for each extracted mini-batch data set. And after clipping the gradient for each

data, we add Gaussian noise for the sensitivity of differential privacy. Finally,

we descent the model. We repeat the model above for the given number of

iterations T, and we output the model θT . For differential privacy combining

to T-iterations, Abadi et al. (2016) proposed moments accountant which is an

efficient composition theory.

Theorem 3 (Moments account [Abadi et al. (2016)]) There exist con-

stants c1 and c2 so that given the sampling probability q = L/N and the number

of steps T , for any ε < c1q
2T , Algorithm 1 is (ε, δ)-differentially private for

any δ >0 if we choose

σ ≥ c2
q
√
T log(1/δ)

ε
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Algorithm 1 DPSGD [Abadi et al. (2016)]

Input: Examples {x1, x2, · · · , xn}, loss function L = 1
N

∑
t(θ, xi).

Parameters : Learning rate ηt, noise scale σ, gradient norm bound C

Initialize θ0 randomly

for t ∈ [T ] do

Take a random sample Lt with probability L/N

Compute gradient

For each i ∈ Lt, compute gt(xt)← OθtL(θt, xi)

Clip gradient

g̃t(xi)← gt(xi)/max
(

1, ‖gt(xi)‖2
C

)
Add noise

g̃t ← 1
L

(
∑

t g̃t(xi) +N(0, σ2C2I))

Update

θt+1 ← θt − ηtg̃t

Output: θT
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We can learn the networks model by Algorithm 1 to ensure differential

privacy, but learning sufficiently model may not be possible within a appropri-

ate differential privacy budget. Considering differential privacy given privacy

budget, number of iterations is restricted. Thus, in this paper, we consider

the differentially private accelerated learning that ensure differential privacy

to learn the sufficient model within the privacy budget.

Accelerated learning method is typical of momentum, Adagrad, Adam, etc.

Algorithm 2 is momentum learning algorithm satisfying differential privacy. In

Momentum algorithm, velocity is maintained and learning is accelerated by

its quantity. In Algorithm 2, process of maintaining velocity is done without

additional database access, so it corresponds to the post-processing process

from the point of differntial privacy. Therefore, Algorithm 2 satisfies (ε, δ)-

differential privacy.
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Algorithm 2 DPSGD with Momentum[Abadi et al. (2016)]

Input: Examples {x1, x2, · · · , xn}, loss function L = 1
N

∑
t(θ
′, xi).

Parameters : Learning rate η, noise scale σ, group size L, gradient norm

bound C, momentum α

Initialize θ′0 randomly (v0 = 0)

for t ∈ [T ] do

Take a random sample Lt with probability L/N

Compute gradient

For each i ∈ Lt, compute gt(xt)← OθtL(θ′t, xi)

Clip gradient

g̃t(xi)← gt(xi)/max
(

1, ‖gt(xi)‖2
C

)
Add noise

g̃t ← 1
L

(
∑

t g̃t(xi) +N(0, σ2C2I))

Compute velocity

vt+1 ← αvt − ηg̃t
Update

θ′t+1 ← θ′t + vt+1

Output: θ′T

13



Chapter 4

Application

In this chapter, we apply Algorithm 2 to low-resolution image data, with dif-

ferent privacy budgets. To improve the accuracy of classification, we pre-train

SRGAN. We learn Algorithm 2 to the rest images with improved resolution by

pre-trained SRGAN generator. We compare the results, adjusting the privacy

budget differently. Algorithm 2 to the rest images with improved resolution by

pre-trained SRGAN generator. We compare the results, adjusting the privacy

budget differently.

4.1 Data: AT&T dataset

We use well-known dataset, namely AT&T Laboratories Cambridge database

of faces (a.k.a. Olivetti dataset of faces) [Samaria and Harter (1994)][The ORL

database of faces ]. The data consists of grayscale images of faces of 40 people

with different facial expression. A dataset has 10 images per person, with a

total of 400 images of 92 × 112 pixels.

We use the 8 times downsampled images for low-resolution. In other words,
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data used in the classification problem is 14 × 11 pixels.

Figure 4.1: low-resolution images used in the classification problem which are

8 times downsampled from AT&T dataset

4.2 Model

We use single-layer neural networks model. By model inversion attack (MI

attack) proposed by Fredrikson, Jha, and Ristenpart (2015), we can reconstruct

the data using the class of the target person. Thus, we also check stability

against MI attack.

Our generator contains first convolution layer with 9× 9 kernel, 5 residual

blocks, second convolutional layer with 3 × 3 kernel, and third convolutional

15



layer after upsample process. Our discriminator consists of the following Figure

4.2.

Figure 4.2: Discriminator Model Architecture
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4.3 Results and Qualitative Evaluation

4.3.1 Training with Differential Privacy without SR-

GAN

For each given privacy budget(ε = 5, 10 with fixed δ = 0.001), we classify

low-resolution images by applying differentially private algorithm (Algorithm

2), varying the noise scale and the number of epochs of learning.

When ε = 5 and ε = 10, the accuracy of classification was 35%, 72%.

Especially when the privacy budget ε is relatively small at 5, the performance

of classifier is quite poor. As the privacy budget increases, it guarantees strict

privacy, but the accuracy of the classification model decreases. And we can

also confirm that both models are safe against MI attacks by Figure 4.3.

Figure 4.3: When training with given privacy budgets ε = 5(Middle) and

ε = 10(Right), inverted face data for same target image(Left) by MI attack
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4.3.2 Training with Differential Privacy with SRGAN

The previous results show poor accuracies. So we consider other options. First,

we split a total of 400 images to 40 pre-trained samples for SRGAN and 360

learning samples for classification. When training SRGAN for generator, we

use 40 images with original resolution (92 × 112).

As you can see in Figure 4.4, SRGAN generator produced in pre-training

phase improved the resolution of images considerably. the resolution of images.

When ε = 5 and ε = 10, the accuracy of classification was 79%, 88%. Com-

paring the results without SRGAN, the accuracy of the model is improved a

lot. Also, the models have the stability of MI attacks.

Figure 4.4: When training with given privacy budgets ε = 5(c) and ε = 10(d)

after SRGAN, inverted face data for same target image(a) by MI attack. Figure

(b) is generated by SRGAN generator

18



Chapter 5

Discussion

In this paper, we deal with classification problem with low-resolution images.

Since the quality of images we want to classify is poor, the performance of

the classification model is poor. By pre-training SRGAN, We can improve the

accuracy of the model considerably. Also we can protect privacy against MI

attack by using differentially private algorithm. And we confirm that as the

privacy budget increases, it guarantees strict privacy, but the accuracy of the

classification model decreases.

We pre-trained SRGAN to improve the accuracy of low-quality image clas-

sification. SRGAN helped improve the quality of the images since the images

used for pre training and the images used for classification are similar. However,

there is limitation that poor performance of SRGAN generators can reduce

classification accuracy.

If SRGAN is pre-learned, it is the privacy preservation of the reconstructed

images with the SRGAN generator rather than the original low-resolution im-

ages. Strict privacy is also guaranteed for images created with differential pri-

vacy, but stricter privacy may be required since the generated images may have
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more information than the original.

We used single-layer neural networks model. However, we can easily im-

prove the accuracy of classification by applying convolutional neural network

(CNN) as classifier. CNN is an effective Deep Neural Network technology ana-

lyzing image data, and is also notoriously difficult for model inversion attacks

[Shokri, Stronati, and Shmatikov (2016)].

In addition MI attack, there are a variety of privacy infringement attacks

such as membership inference attack [Shokri, Stronati, and Shmatikov (2016)]

and GAN-based attack [Hitaj, Ateniese, and Pérez-Cruz (2017)]. Further study

is needed to ensure that privacy is preserved for other attacks.
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Arjovsky, Mart́ın and Léon Bottou (2017). “Towards Principled Methods for

Training Generative Adversarial Networks”. In: ArXiv abs/1701.04862.

Arjovsky, Mart́ın, Soumith Chintala, and Léon Bottou (2017). “Wasserstein
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국문초록

생성적 적대 신경망 (GAN)은 오늘날 각광받고 있는 딥러닝 기술이다. GAN

은 사진의 화질을 높이는 것과 같이 다양한 서비스를 제공하는 데 사용되고

있다. 본 논문에서는 분류가 어려운 정도의 저화질 이미지에 대하여 해상도를

향상시키는 GAN을 사용하여 분류의 정확도를 높이고자 한다. 하지만, 사진은

개인정보를 담고있는 민감한 데이터이기 때문에 자신의 사진을 사용되는 것에

거부감이있다.엄격한정보보호가보장되는차등정보보호개념을도입하여문

제를 해결한다. 저화질의 사진을 고화질로 만들어 주는 초해상도 GAN을 사전

학습 후 차등정보보호된 분류 모델을 적용한다. 이 모델은 적절한 수준의 프라

이버시 예산 안에서 정확도를 효과적으로 높이는 데 기여한다.

주요어 : 차등 프라이버시, 생성적 적대 신경망, 초해상도 생성적 적대 신경망,

딥러닝, 머신러닝, 이미지 처리.

학 번 : 2018-21235
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