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<Abstract>

A study on expedited preservation of digital evidence 

using public key cryptography

  Because of advancements in digital technology, search and seizure 

for electronically stored information have become essential to 

criminal investigation. Data vulnerability such as loss or modification 

has made data retention more important. Meanwhile, there are 

growing concerns over the possibility of the intrusion on privacy 

caused by search and seizure for electronically stored information, 

owing to the massiveness and invisibility of such forms of 

information. 

  This study dealt with expedited preservation of digital evidence 

using public key cryptography, which enables securing personal 

privacy. This study also showed that expedited preservation of 

digital evidence using public key cryptography can be applied at 

various points in criminal proceedings.

Keywords: expedited preservation of digital evidence, data retention,  

  public key cryptography, search and seizure, electronically stored  

  information, data vulnerability   
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