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Abstract 

CertDNS: DNS Security Using  

Digital Certificate 

Sangyoon Seok 

Dept. of Computer Science and Engineering 

The Graduate School 

Seoul National University 

 

The domain name system, which is a system that converts the 

domain name of a host to its resource records, is a basic component 

of the Internet. However, security-related factors were not 

considered at the time of the initial design of the domain name 

system. To overcome this problem, DNSSEC was introduced. 

DNSSEC signs its own records in the subdomain and uploads the 

key to the parent domain to form a trust chain. However, due to this 

upload process, the validation failure rate of DNSSEC increases. 

Therefore, in this paper, the process of uploading these records 

is pointed out as a problem of DNSSEC. To address this problem, 

we introduce CertDNS to replace the DNSSEC. CertDNS does not 



 

 ii 

directly generate a key for signature (for DNS records), but 

receives a certificate from a CA, and then generates a signature 

using a key issued together. We conducted an experiment to 

compare with DNSSEC, in terms of time and storage. We found out 

that CertDNS could sufficiently replace DNSSEC. 
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Chapter 1. 

 

Introduction 

 

 

 

Domain name system (DNS) [1] is used to map domain names to 

their resource of information such as hostnames to IP addresses. 

Local resolvers which resolve DNS queries on behalf of the client, 

and name servers which manage DNS records are components of 

DNS. Original design of DNS did not include any security features, 

leading security problems such as denial of service, DNS spoofing, 

or cache poisoning [6, 14]. DNSSEC was introduced to deal with 

these problems [3].  

 Currently, however, DNSSEC shows a very low deployment 

rate. It is because of its hierarchical structure. This is because, for 

a lower domain to use DNSSEC, the child domain must upload its 

key record to the parent domain. Because of this complicated 

process, users may forget to upload key records or upload incorrect 
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records ending up with giving up deploying DNSSEC. Some domain 

hosting services take extra charge for automated DNSSEC 

management. 

 In this paper, we introduce CertDNS, DNS security using 

digital certificate to replace DNSSEC, providing data integrity for 

DNS records. CertDNS signs records with digital certificate issued 

by CAs. CertDNS uses CERT record to distribute digital certificate. 

CertDNS does not have to upload its key records. Also, according to 

our experiment, CertDNS showed 40% faster resolution time 

compared to DNSSEC.  

 

 Our paper makes the following contributions: 

◼ We used digital certificate issued by CAs to sign DNS 

records removing hierarchical structure of DNSSEC. 

◼ We implemented CertDNS as a proxy in client-side for 

ease of deployment and to establish end-to-end 

security. 

◼ We demonstrated that CertDNS reduces storage 

overhead of TLD name servers and DNS resolution time 

on the client side. 

 

 The rest of the paper is as follows. Chapter 2 provides a 

background on DNSSEC and Digital certificates. Chapter 3 presents 

the key idea of CertDNS and its design requirements. Chapter 4 

discusses the design of CertDNS and its implementation. Chapter 5 

presents example of CertDNS and its experimental results. Chapter 
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6 presents related works including DNS-over-encryption. Chapter 

7 presents limitation of CertDNS and future works. Chapter 8 

concludes the paper. 
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Chapter 2. 

 

Backgrounds 

 

 

 

In this chapter, we summarize some backgrounds to understand the 

design of CertDNS. 

 

2.1. Domain name system (DNS) 

Domain name system (DNS) is used to map domain names to their 

resource of information such as hostnames to IP addresses. It has a 

hierarchical structure from the root server to the authoritative name 

server, and each name server stores information about each domain 

as records. Clients requiring IP addresses usually ask this query to 

local resolver, and local resolver queries recursively along the 

hierarchy on behalf of the client. DNS maintains the cache until the 

TTL (Time to live) of the record expires. 

 Original design of DNS did not include any security features. 
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Consequently, DNS was vulnerable to attacks such as denial of 

service (DoS), DNS spoofing, or cache poisoning. To address this 

issue, DNSSEC was introduced [4]. 

 

2.2. DNSSEC  

DNS Security Extensions (DNSSEC) was introduced on 1997, 

providing data integrity to traditional DNS by using three new 

records.  

 RRSIG (Resource Record SIGnature) records 

RRSIG records contain cryptographic signatures of DNS 

records. DNSKEYs are used to sign and verify the RRSIG of 

records. 

 DNSKEY records 

DNSKEY records contain the public key to verify the record 

with its RRSIG. DNSSEC uses two key pairs, called key 

signing key (KSK) and zone signing key (ZSK). KSK is used 

to sign RRSIGs for DNSKEY records and ZSK is used to sign 

the others.  

 DS (Delegation Signer) records 

DS records are hashes of DNSKEYs, which are uploaded to 

parent domain to create trust chain up to the root KSK. 

 

Validating a record in DNSSEC is as follows. Starting from 

the root DNS server, resolver uses the root server’s KSK to 

validate its DNSKEY records. The resolver validates the child 
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domain’s DS record using ZSK. Now the resolver can validate the 

child domain’s records with its ZSK. This process is repeated until 

the record of the query is authenticated.  

To deploy DNSSEC, name servers have to upload their KSK 

as DS record to parent domain. Here, chain of trust is generated 

from the name server’s record to the root KSK. Figure 1. shows the 

trust chain of DNSSEC. Because of this record uploading process, 

the validation failure rate of DNSSEC increases.  

 

2.3. Digital certificate 

Public key infrastructure (PKI) is a system managing digital 

certificate and public key encryption to facilitate secure data 

transfer. PKI is based on digital certificate [8], which is issued by a 

certificate authority (CA). For example, X.509 certificate, which is 

most commonly used in PKI, includes common name, which 

represents the domain name. The certificate also includes a public 

key, which makes a pair with its private key. CA has its root 

certificate. Root certificate signs intermediate certificate. Owners 

can validate their certificates with those certificates, building a 

chain of trust.  

 Hyper Text Protocol Secure (HTTPS) is an example of 

using digital certificate for secure data transfer. With HTTPS, web 

servers use digital certificates to encrypt all the communications 

between them and their clients. According to Google [18], about 

96% of web pages in United states are loaded over HTTPS. 
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Compared to DNSSEC, digital certificates show very high 

deployment rate. If we use these certificates to sign the DNS 

records for security extensions, it will be easier to deploy. 
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Chapter 3. 

 

Motivation 

 

 

 

In this chapter, we introduce the key idea of CertDNS, and its 

design requirements. 

 

3.1. Key idea 

The problem of DNSSEC is its low deployment rate. According to 

dnssecstat [11], 91% of TLDs are signed in root. But only 5% of 

SLDs are signed in these TLDs. This means only 4.5% of SLDs 

around the world deployed DNSSEC. 

Because of its hierarchical structure, child domains cannot 

deploy DNSSEC until parent domain deploys DNSSEC. Furthermore, 

because of its process of uploading DS record, some domains forget 

to upload DS records or upload incorrectly. According to Chung et 

al. [15, 16], around 30% of signed domains did not have DS records 
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in their parent zone.  

The main reason of these problems is the hierarchical 

structure created by uploading the DS record. DNSSEC works 

properly only if the trust chain starting from the root KSK to 

authoritative name server’s ZSK is valid. To address this problem 

of DNSSEC, this hierarchical structure must be removed. 

The key idea of CertDNS is to verify records without 

uploading DS records. Instead of DNSKEY, CertDNS uses digital 

certificates from CAs. In DNSSEC, records in name servers are 

signed by ZSKs. Those ZSKs are signed by KSKs. KSKs are 

uploaded to parent zone in the form of DS record. This makes a 

chain from the record to the root KSK. On the other hand, in 

CertDNS, name servers sign their records with their own 

certificates, issued by CAs. CertDNS does not have to upload any 

records to parent zone. Figure 1. and 2. show the difference of 

DNSSEC and CertDNS. 

 

 

Figure 1. Trust chain of DNSSEC 
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Figure 2. Trust chain of CertDNS 

 

3.2. Design requirements 

Before we go through how the CertDNS works, let's first check 

design requirements. 

Backward compatibility: DNSSEC achieves backward 

compatibility by setting "DO" bit [5]. To replace DNSSEC, CertDNS 

should also support backward compatibility. In other words, there 

should be no cases where DNS does not work due to the 

deployment of CertDNS, and those who need a higher level of 

security should be able to apply CertDNS at any time. 

 Time/storage overheads: In order to replace DNSSEC, 

CertDNS should have time/storage overheads less or equal to 

DNSSEC. Time overhead means the resolution time of the client's 

query, and storage overhead means the total size of the records 

that each name server stores. 
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Chapter 4. 

 

Design 

 

 

 

In this chapter, we introduce the design of CertDNS, and its 

implementation. 

 

 4.1. Design overview 

We suggest CertDNS, using digital certificate for record validation 

for data integrity instead of DS record. Figure 3. shows the design 

overview of CertDNS. Each authoritative name server signs their 

record with their own digital certificate, issued by CA. The trust 

anchor of each record moves to their CAs removing dependencies 

between domains in DNSSEC. 
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Figure 3. CertDNS overview 

 

 In this new environment, record verification process is 

conducted as following. ① The authoritative name server owns its 

digital certificate issued by a CA and generates signatures of the 

records with the private key of the certificate. ② When CertDNS 

proxy (or resolver) receives the query, the proxy requests the 

record, the generated signature, and the certificate on behalf of the 

client. ③ CertDNS verifies the certificate first. After the certificate 

chain if verified, the public key is extracted from the certificate and 

cached. ④ Records and signatures are verified using the extracted 

public key. If the verification is valid, the record is sent to the client. 

 CertDNS can be deployed in various forms. DNS resolver 

may play its role or maybe records can be verified directly by the 

client. In this paper, for convenience of implementation and end-

to-end security, CertDNS is implemented as a proxy in the client. 

 

 4.2. CertDNS in detail 

CertDNS is implemented as a proxy running in the client machine. 

The client does not know the existence of the proxy and sends a 
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request to DNS as usual. Proxy fetches this query, generates 

additional queries for extra records required for record verification, 

and sends them to the DNS resolver. The CertDNS proxy verifies 

the records and then sends answer of the query to the client. The 

client-side proxy implementation also satisfies backward 

compatibility and also provides end-to-end DNS security. 

 

 

Figure 4. CERT record 

 

 Previously, it was mentioned that the certificate issued by 

the CA to the authoritative name server is used for record 

verification. Since the signature is generated by using the private 

key of the certificate, the proxy verifies the record by using the 

paired public key. For the proxy to reach the certificate, the 

certificate must be stored as a record in the authoritative name 

server. According to RFC4398, [2] the digital certificate can be 

stored as a record. This is called the CERT record, and its structure 

is as shown in Figure 4. Hostname, record type (CERT), type of 

certificate, key tag, algorithm type used to generate certificates, 

TTL, and certificate encoded with Base64 are stored in CERT 

record. 
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 In the case of signature generation, TXT records are used. 

In CertDNS, signatures are generated for each RRset①, similar to 

the RRSIG generation of DNSSEC [7]. For example, to create a 

signature for A record RRset, we first create a digest using the 

SHA256 function. If there are multiple A records, each record is 

concatenated to one string with a colon (:) interposed between, and 

then a digest is generated. With this digest, a signature for A record 

is created with OpenSSL [13] using the private key of the 

certificate. Finally, the signature is encoded by Base64 to upload as 

a TXT record. Since TXT records have 255 characters limitations 

[2], the signature is divided into 200 bytes and stored with a 

header containing information about which record the signature 

belongs to. 

 When queries are received from the client, the proxy 

operates in the following order. 

1. Create a query to get the signature of the record (TXT 

record here). After fetching the TXT record, the proxy 

finds strings with CertDNS header. Then, the proxy 

parses the TXT record and reconstructs the signature. 

Now, the proxy got signature of the record. 

2. Check the cache. If the public key of the record is cached, 

the proxy loads the cached public key. If it is not cached, 

a query for the CERT record is created to fetch the 

CERT record. When the CERT record is fetched, its 

 
① Resource record set, a collection of DNS records of the same domain 

and type.  
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certificate chain is verified, and the public key is 

extracted from the certificate of the CERT record. The 

public key is cached at the proxy. 

3. Verify the record. With the reconstructed signature and 

the public key from the certificate, the record is verified. 
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Chapter 5. 

 

Performance measurements 

 

 

 

In this chapter, we will present an example of CertDNS, and 

compare CertDNS with DNSSEC from the perspective of 

time/storage overhead, which was mentioned as design 

requirements. 

 

5.1. CertDNS example 

Suppose verifying the A record of www.example.com. Client sends 

DNS query as usual. For example, let's suppose that the client runs 

the command "dig www.example.com A". This request is forwarded 

to proxy, and proxy requests a corresponding A record to the local 

resolver. Then, the A record of www.example.com, containing its IP 

address is returned. Let’s supposed the IP address is “1.2.3.4”. 
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 After fetching A record, a query for the TXT record is sent 

to the resolver. Exploring the TXT records that have been received, 

find strings with a header of CertDNS. For example, headers for A 

records look like "CertDNS_Base64_A_1", "CertDNS_Base64_A_2”. 

Parsing the headers, the signature is reconstructed, and decoded by 

Base64. Finally, using the SHA256 algorithm, digest of the IP 

address ("1.2.3.4") is generated.  

After reconstructing the signature, cache is checked. Since 

nothing is cached initially, cache misses, and a CERT record of the 

corresponding record is queried by CertDNS. The certificate is 

located at the record’s authoritative name server. If the 

authoritative name server of www.example.com is 

“ns.example.com”, new query for CERT record is generated to 

ns.example.com. When a CERT record of ns.example.com is fetched 

from a local resolver, the certificate chain is first verified. 

Assuming that both root and intermediate certificates are stored in 

the client, the certificate chain is verified using OpenSSL. When the 

certificate chain is confirmed, CertDNS checks whether the common 

name of the certificate is “ns.example.com”. This is because it is 

necessary to check whether the certificate is the right one to be 

used for record verification. When verification of the certificate is 

completed, the public key is extracted from the certificate using 

OpenSSL and cached. Here, the public key is cached as a file. 

With the digest, the public key, and the signature, the record 

is verified using OpenSSL. When the verification is completed, the 

response for the client is returned. Figure 5 shows the flow of 
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CertDNS record verification. Figure 6 shows the example of TXT 

record used in CertDNS. 

 

Figure 5. CertDNS example 

 

 

Figure 6. TXT record for CertDNS 

 

5.2. Experiment settings 

First, to compare the time overhead of DNSSEC and CertDNS, we 

measured the resolution time, which is the time until the client 

receives the response of a query. Since DNS is based on being 

cached, we installed a DNS resolver on AWS EC2 cloud using bind9 

to flush the cache. We purchased “cert-dns.com” domain from 

GoDaddy for record management. An authoritative name server for 

cert-dns.com zone was installed also on AWS EC2 cloud using 
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bind9. Figure 7. shows the experiment settings. 

 

 

Figure 7. Experiment settings 

 

5.3. Time overhead 

 

Figure 8. Resolution time 

 

The time is measured at the client side from the time when the 

client sent the request to the proxy and until the time when the 

CertDNS returns the response to the client after verification. Figure 

8. is a result in which a query for the A record was sent using the 

dig command. In the case of normal, it was measured while the 
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function of CertDNS and DNSSEC were turned off. In the case of 

DNSSEC, it was measured after DNSSEC was set up while the 

function of CertDNS was turned off. In the case of CertDNS, it was 

measured when DNSSEC turned off and only the functionality of 

CertDNS was used. This is the average of the results measured 10 

times each.  

 Without any security extensions, the resolution time for A 

records was about 0.21 seconds. When the DNSSEC is deployed, 

the resolution time increased to about 0.38 seconds, almost two 

times slower. In case of CertDNS, the resolution time was about 

0.27 seconds, almost 40% faster than DNSSEC. 

 

5.4. Storage overhead 

To compare the storage overhead of parent zone in DNSSEC and 

CertDNS, we compared the records used in each system. The 

comparison of RRSIG and TXT records was excluded because both 

DNSSEC and CertDNS have the same method of generating and 

managing signatures. 

 

 

 DNSSEC  CertDNS 

Size Number Total  Size Number Total 

DNSKEY 260B 2 460B  0 0 0 

DS 68B 4.4M 300MB  0 0 0 

CERT 0 0 0  2KB 1 2KB 

Total   300.5MB    2KB 

 

Figure 9. Data overhead in (.com) TLD 

 

First, when DNSSEC is used, a DNSKEY record is generated, 
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and it is uploaded to the parent domain in the form of a DS record. 

In one authoritative server, the overhead for DNSKEY is not large, 

but in parent domains (ex. TLDs) that have to store the DS records, 

the storage overhead is significant. For example, according to 

statdns [12], about 4.4M DS records are uploaded in the .com 

domain. Assuming that all of these DS records are uploaded with 

the SHA-256 algorithm, this amounts to about 300MB. On the other 

hand, in CertDNS, the process of uploading a DS record is not 

required, and all of them can be replaced with one CERT record. 

One CERT record takes up about 2KB, which can reduce the 

storage overhead to 0.0007% compared to using DS records. 
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Chapter 6. 

 

Related works 

 

 

 

6.1. DNS with digital certificate 

Fetzer et al. [17] also tried to introduce digital certificates to DNS 

security. In this paper, domain owners use their own digital 

certificates to generate signatures and upload them to name servers 

when they need a higher security level. However, this method has a 

problem that the more records using this security method increase, 

the more certificates that are involved. Since a process of uploading 

a signature directly by a user is required, such as uploading a DS 

record in DNSSEC, the problems presented in the previous chapters 

may occur in the same way. From the administrative point of view 

of the authoritative name server, CertDNS, which creates a 

signature with one certificate directly, has more advantages to 

replace DNSSEC. 
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6.2. DNS over encryption 

Since DNS packets are sent in clear text, it is easy to be subjected 

to eavesdropping or hijacking. This design threatens the privacy of 

Internet users. To solve this problem, DNS over encryption 

protocols such as DNS-over-TLS (DoT), or DNS-over-HTTPS 

(DoH) was suggested. For example, described by RFC8484 [10], 

DoH encrypts DNS queries through HTTPS session. Because every 

DNS traffic over DoH is encrypted, it guarantees user privacy and 

data integrity. However, DoH also impedes DNS traffic analysis for 

security purposes due to its encryption. 
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Chapter 7. 

 

Future works 

 

 

 

In this chapter, we will present some limitations and future works of 

this work. 

 

7.1. NSEC/NSEC3 records 

DNSSEC provides NSEC/NSEC3 [9] records to provide not only 

data integrity but also "authenticated denial of existence". The 

NSEC/NSEC3 record informs the absence of data by providing 

pointers to the next record of the same type. CertDNS has not 

currently considered the function to provide such an authenticated 

denial of existence. In order to completely replace DNSSEC, this 

functionality will need to be provided additionally. 
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7.2. TXT records 

Currently, CertDNS uses TXT records to store signatures. This 

was for immediate deployment. However, the process of parsing the 

entire TXT record, finding a header, and reconstructing the 

signature became necessary. This limitation can be overcome by 

defining a new type of record that can store the type of the signed 

record and the whole signature, like the RRSIG record of DNSSEC. 

 

7.3. Digital certificate 

We introduced digital certificates for CertDNS. Digital certificates 

are stored in name servers as CERT record. Because one CERT 

record is over 2KB and DNS send messages on UDP, CERT record 

will be fragmented into several UDP packets. This may cause 

packet loss and interrupt record verification process of CertDNS. 

For safe certificate delivery, CERT records may be sent through 

TCP. 
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Chapter 8. 

 

Conclusion 

 

 

 

In this paper, we pointed the hierarchical structure is a problem of 

the low introduction rate of DNSSEC. We presented CertDNS, which 

can provide data integrity without the hierarchical structure. 

CertDNS uses digital certificates used in the public key 

infrastructure for data verification. Since there is no need to upload 

records to the upper domain, the hierarchy could be eliminated, and 

each name server can deploy higher security at any time. We 

measured time/data overhead to measure whether DNSSEC could 

be replaced by CertDNS. We found out that CertDNS shows better 

performance than DNSSEC in all aspects.  

There are some limitations in that it does not completely 

replace NSEC/NSEC3 and RRSIG records provided by DNSSEC. 

Future works such as defining a new resource record are needed 
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for complete replacement. 
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초 록 
 

 

 

호스트의 도메인 이름과 DNS 레코드를 서로 매핑 시켜주는 시스템인 

도메인 네임 시스템은, 인터넷의 기본 구성 요소다. 그러나 도메인 네임 

시스템의 최초 설계 당시에는 보안과 관련된 요소들이 고려되지 않았고, 

이를 극복하기 위해 DNSSEC이 소개되었다. DNSSEC은 하위 도메인에

서 자신의 레코드들을 서명하고, 그 서명에 사용된 키를 상위 도메인으

로 업로드하여 신뢰 체인을 형성한다. 하지만 이러한 업로드 과정 때문

에, DNSSEC를 도입한다고 해도, 검증에 실패하는 확률이 높게 나타난

다. 

따라서 본 논문에서는, DNSSEC의 문제점으로 이러한 레코드를 

업로드 하는 과정을 지목하고, 이를 대체할 수 있는 CertDNS를 소개한

다. CertDNS는 서명을 위한 키를 직접 생성하지 않고, CA로부터 인증

서를 발급받은 뒤, 함께 발급된 키를 이용해 서명을 생성한다. 시간과 

데이터 측면에서 DNSSEC과 비교를 위한 실험을 진행하였으며, 충분히 

CertDNS가 DNSSEC을 대체할 수 있음을 보였다. 

 

 

주요어: 도메인 네임 시스템, 디지털 인증서, 데이터 무결성   

학번: 2020-23302 


	Chapter 1. Introduction  
	Chapter 2. Backgrounds 
	Chapter 3. Motivation  
	Chapter 4. Design  
	Chapter 5. Performance measurements  
	Chapter 6. Related works  
	Chapter 7. Future works  
	Chapter 8. Conclusion  
	Bibliography
	Abstract in Korean


<startpage>10
Chapter 1. Introduction   1
Chapter 2. Backgrounds  4
Chapter 3. Motivation   8
Chapter 4. Design   11
Chapter 5. Performance measurements   16
Chapter 6. Related works   22
Chapter 7. Future works   24
Chapter 8. Conclusion   26
Bibliography 28
Abstract in Korean 31
</body>

