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Abstract

Privacy-preserving Machine Learning for
Protecting Sensitive Information

Junyoung Byun

Department of Industrial Engineering

The Graduate School

Seoul National University

Recent development of artificial intelligence systems has been driven by various

factors such as the development of new algorithms and the the explosive increase in

the amount of available data. In the real-world scenarios, individuals or corporations

benefit by providing data for training a machine learning model or the trained model.

However, it has been revealed that sharing of data or the model can lead to invasion

of personal privacy by leaking personal sensitive information.

In this dissertation, we focus on developing privacy-preserving machine learning

methods which can protect sensitive information. Homomorphic encryption can pro-

tect the privacy of data and the models because machine learning algorithms can

be applied to encrypted data, but requires much larger computation time than con-

ventional operations. For efficient computation, we take two approaches. The first is

to reduce the amount of computation in the training phase. We present an efficient

training algorithm by encrypting only few important information. In specific, we
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develop a ridge regression algorithm that greatly reduces the amount of computa-

tion when one or two sensitive variables are encrypted. Furthermore, we extend the

method to apply it to classification problems by developing a new logistic regression

algorithm that can maximally exclude searching of hyper-parameters that are not

suitable for machine learning with homomorphic encryption. Another approach is

to apply homomorphic encryption only when the trained model is used for infer-

ence, which prevents direct exposure of the test data and the model information.

We propose a homomorphic-encryption-friendly algorithm for inference of support

based clustering.

Though homomorphic encryption can prevent various threats to data and the

model information, it cannot defend against secondary attacks through inference

APIs. It has been reported that an adversary can extract information about the

training data only with his or her input and the corresponding output of the model.

For instance, the adversary can determine whether specific data is included in the

training data or not. Differential privacy is a mathematical concept which guarantees

defense against those attacks by reducing the impact of specific data samples on the

trained model. Differential privacy has the advantage of being able to quantitatively

express the degree of privacy, but it reduces the utility of the model by adding

randomness to the algorithm. Therefore, we propose a novel method which can

improve the utility while maintaining the privacy of differentially private clustering

algorithms by utilizing Morse theory.

The privacy-preserving machine learning methods proposed in this paper can

complement each other to prevent different levels of attacks. We expect that our

methods can construct an integrated system and be applied to various domains
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where machine learning involves sensitive personal information.

Keywords: Privacy-preserving machine learning, Homomorphic encryption, Dif-

ferential priavcy

Student Number: 2017-28535

iii



Contents

Abstract i

Contents vii

List of Tables ix

List of Figures xii

Chapter 1 Introduction 1

1.1 Motivation of the Dissertation . . . . . . . . . . . . . . . . . . . . . . 1

1.2 Aims of the Dissertation . . . . . . . . . . . . . . . . . . . . . . . . . 7

1.3 Organization of the Dissertation . . . . . . . . . . . . . . . . . . . . 10

Chapter 2 Preliminaries 11

2.1 Homomorphic Encryption . . . . . . . . . . . . . . . . . . . . . . . . 11

2.2 Differential Privacy . . . . . . . . . . . . . . . . . . . . . . . . . . . . 14

Chapter 3 Efficient Homomorphic Encryption Framework for Ridge

Regression 18

3.1 Problem Statement . . . . . . . . . . . . . . . . . . . . . . . . . . . . 18

3.2 Framework . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 22

3.3 Proposed Method . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 25

iv



3.3.1 Regression with one Encrypted Sensitive Variable . . . . . . . 25

3.3.2 Regression with two Encrypted Sensitive Variables . . . . . . 30

3.3.3 Adversarial Perturbation Against Attribute Inference Attack 35

3.3.4 Algorithm for Ridge Regression . . . . . . . . . . . . . . . . . 36

3.3.5 Algorithm for Adversarial Perturbation . . . . . . . . . . . . 37

3.4 Experiments . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 40

3.4.1 Experimental Setting . . . . . . . . . . . . . . . . . . . . . . . 40

3.4.2 Experimental Results . . . . . . . . . . . . . . . . . . . . . . 42

3.5 Chapter Summary . . . . . . . . . . . . . . . . . . . . . . . . . . . . 47

Chapter 4 Parameter-free Homomorphic-encryption-friendly Logis-

tic Regression 53

4.1 Problem Statement . . . . . . . . . . . . . . . . . . . . . . . . . . . . 53

4.2 Proposed Method . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 56

4.2.1 Motivation . . . . . . . . . . . . . . . . . . . . . . . . . . . . 56

4.2.2 Framework . . . . . . . . . . . . . . . . . . . . . . . . . . . . 58

4.3 Theoretical Results . . . . . . . . . . . . . . . . . . . . . . . . . . . . 63

4.4 Experiments . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 68

4.4.1 Experimental Setting . . . . . . . . . . . . . . . . . . . . . . . 68

4.4.2 Experimental Results . . . . . . . . . . . . . . . . . . . . . . 70

4.5 Chapter Summary . . . . . . . . . . . . . . . . . . . . . . . . . . . . 75

Chapter 5 Homomorphic-encryption-friendly Evaluation for Sup-

port Vector Clustering 76

5.1 Problem Statement . . . . . . . . . . . . . . . . . . . . . . . . . . . . 76

v



5.2 Background . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 78

5.2.1 CKKS scheme . . . . . . . . . . . . . . . . . . . . . . . . . . 78

5.2.2 SVC . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 80

5.3 Proposed Method . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 82

5.4 Experiments . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 86

5.4.1 Experimental Setting . . . . . . . . . . . . . . . . . . . . . . . 86

5.4.2 Experimental Results . . . . . . . . . . . . . . . . . . . . . . 87

5.5 Chapter Summary . . . . . . . . . . . . . . . . . . . . . . . . . . . . 89

Chapter 6 Differentially Private Mixture of Gaussians Clustering

with Morse Theory 95

6.1 Problem Statement . . . . . . . . . . . . . . . . . . . . . . . . . . . . 95

6.2 Background . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 98

6.2.1 Mixture of Gaussians . . . . . . . . . . . . . . . . . . . . . . . 98

6.2.2 Morse Theory . . . . . . . . . . . . . . . . . . . . . . . . . . . 99

6.2.3 Dynamical System Perspective . . . . . . . . . . . . . . . . . 101

6.3 Proposed Method . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 104

6.3.1 Differentially private clustering . . . . . . . . . . . . . . . . . 105

6.3.2 Transition equilibrium vectors and the weighted graph . . . . 108

6.3.3 Hierarchical merging of sub-clusters . . . . . . . . . . . . . . 111

6.4 Theoretical Results . . . . . . . . . . . . . . . . . . . . . . . . . . . . 112

6.5 Experiments . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 117

6.5.1 Experimental Setting . . . . . . . . . . . . . . . . . . . . . . . 117

6.5.2 Experimental Results . . . . . . . . . . . . . . . . . . . . . . 119

6.6 Chapter Summary . . . . . . . . . . . . . . . . . . . . . . . . . . . . 122

vi



Chapter 7 Conclusion 124

7.1 Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 124

7.2 Future Direction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 126

Bibliography 128

국문초록 154

vii



List of Tables

Table 3.1 Description of the datasets . . . . . . . . . . . . . . . . . . . 41

Table 3.2 Results for computation time and regression performance with

λ = 1. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 46

Table 3.3 Results for computation time and regression performance with

λ = 0.1. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 47

Table 3.4 Results for computation time and regression performance with

λ = 0.5. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 47

Table 3.5 Results for computation time and regression performance with

λ = 5. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 48

Table 3.6 Results for computation time and regression performance with

λ = 10. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 48

Table 3.7 T-test results between FullColumn and Ours with λ = 1. . . 49

Table 4.1 Description of datasets . . . . . . . . . . . . . . . . . . . . . . 69

Table 4.2 Classification Results on five datasets. . . . . . . . . . . . . . 71

Table 4.3 Ablation study for mean matching. Criteria refers to the cri-

teria for dividing the datasets. . . . . . . . . . . . . . . . . . 72

Table 4.4 Results for our nonlinear regression model . . . . . . . . . . . 73

Table 5.1 Summarization of the datasets . . . . . . . . . . . . . . . . . 86

viii



Table 5.2 Comparison of the results of three algorithms on FCPS datasets.

For each experiment the highest ARI value is highlighted in

bold. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 92

Table 5.3 T-test results between the proposed method and the compared

method with test rate= 0.2. . . . . . . . . . . . . . . . . . . . 93

Table 6.1 Description of datasets. . . . . . . . . . . . . . . . . . . . . . 118

Table 6.2 T-test results between the ARI scores of DPMoG-hard-Morse

and DPMoG-hard. . . . . . . . . . . . . . . . . . . . . . . . 120

Table 6.3 ARI scores with different numbers of initial sub-clusters for

Pulsar dataset. . . . . . . . . . . . . . . . . . . . . . . . . . . 122

ix



List of Figures

Figure 1.1 Different levels of privacy threats can happen in either the

training phase or the inference phase of machine learning.

Bold arrows indicate direct threats, and dotted arrows indi-

cate indirect threats. . . . . . . . . . . . . . . . . . . . . . . 3

Figure 3.1 Description of overall system . . . . . . . . . . . . . . . . . . 22

Figure 3.2 Architecture for adversarial perturbation against attribute

inference attack . . . . . . . . . . . . . . . . . . . . . . . . . 34

Figure 3.3 Description of the ciphertext packing and operations between

ciphertexts. The values in the thick box are packed into the

same ciphertext. . . . . . . . . . . . . . . . . . . . . . . . . . 37

Figure 3.4 Visualization of the results for the computation time. The

x-axis indicates the number of variables, and the y-axis indi-

cates the ratio of the computation times. . . . . . . . . . . . 45

Figure 3.5 Defense results against attribute inference attack (first col-

umn) and ridge regression results with defense methods (sec-

ond column) for datasets with discrete sensitive variable. . . 50

x



Figure 3.6 Defense results against attribute inference attack (first col-

umn) and ridge regression results with defense methods (sec-

ond column) for datasets with continuous sensitive variable. 52

Figure 4.1 Sensitivity analysis on the hyperparameters in previous pri-

vacy preserving LR . . . . . . . . . . . . . . . . . . . . . . . 57

Figure 4.2 Overall framework of our proposed method . . . . . . . . . . 61

Figure 4.3 Effectiveness of Mean Matching . . . . . . . . . . . . . . . . 73

Figure 5.1 Illustration of gradient step for Algorithm 5, where the gray

points represent training data, the blue points represent test

data, the red points represent the data point after each gra-

dient step, and each ‘x’ point represents the corresponding

SEV of the basins region with different colors. . . . . . . . . 90

Figure 5.2 Description of the packing method . . . . . . . . . . . . . . 91

Figure 5.3 Visualization of clustering results for Lsun, Target and Chain-

link datasets. Each estimated cluster is color-coded. . . . . . 94

Figure 6.1 Illustration of Morse theory. (b) is a level curve of (a). In (b),

the points with marker ’o’ are stable equilibrium points, and

’x’ refers to index-one equilibrium point. The triangle markers

refer to index-two equilibrium point. Note that x1
3 is an index-

one equilibrium vector, but not a transition equilibrium vector100

xi



Figure 6.2 Description of each step of the proposed method. (a) A mix-

ture of six Gaussian distributions are obtained as a result

of differentially private clustering (ϵ = 1, ARI=0.359). (b)

TEVs between adjacent centers are obtained, and the weight

between two centers are calculated as the density of the cor-

responding TEV. TEVs are plotted as ‘x’, and the number

at the bottom left of each TEV indicates its density. Two

numbers in parentheses indicates which centers each TEV

connects. (c) A dendrogram can be drawn according to the

weighted graph constructed in (b) (ARI=1 when K=2). . . . 104

Figure 6.3 Clustering results for real-world datasets. The x-axis indi-

cates the noise budget ϵ, and the y-axis indicates the ARI

score. The dotted lines indicate the performances of the non-

private models. . . . . . . . . . . . . . . . . . . . . . . . . . 121

Figure 6.4 Clustering results for real-world datasets. The x-axis indi-

cates the noise budget ϵ, and the y-axis indicates the ARI

score. The red line shows the performance of DPLloyd, and

the blue line shows the performance of DPLloyd-Morse. . 122

Figure 6.5 Clustering results for real-world datasets. The x-axis indi-

cates the noise budget ϵ, and the y-axis indicates the ARI

score. The red line shows the performance of DPCube, and

the blue line shows the performance of DPCube-Morse. . 123

xii



Chapter 1

Introduction

1.1 Motivation of the Dissertation

In recent years, research on machine learning has shown an unprecedented growth

both quantitatively and qualitatively. It has been widely recognized that machine

learning can be a key technology in various fields including computer vision, natural

language processing, marketing and finance, and can even achieve a better perfor-

mance than human can in several applications. Machine learning is now so popular

that it is harder to find fields where it has never been applied. The main reasons

behind the success of machine learning are the development of computational pro-

cessing power, the development of various algorithms, and the increase in the amount

of data accumulated through internet.

In the real world, machine learning applications usually include the transfer of

data or model information from one subject to another. Essentially, this is because it

is not common to have sufficient amounts of data and computational power to train

machine learning models at the same time. When data and computational power

are separated, data should be delivered to the computing source which conducts the

training. In cases where the ownership of the trained model is with the data owner,

the model should be passed back to the data owner. Also, the trained model can be
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used for inference on external data to create further value, and again, the data or

model must be passed on to others.

In this sense, it has been pointed out that the leakage of sensitive information

may occur in the process of machine learning [3, 81, 125, 176, 177]. Because the value

of the data and the trained model is very high, attempts to steal their information

can occur at any time. The most intuitive threat is the direct exposure of raw data

or model, which naturally leads to infringement of intellectual property rights. In

2021, Facebook, one of the world’s most reputable artificial intelligence companies,

admitted that about 533 millions of their user profiles had been compromised. The

leaked information was disclosed on a hacking site and anyone could access it for

free. As in this case, exposure of raw data is even more detrimental because the

data is likely to contain sensitive personal information that can characterize an

individual. Therefore, when any information is transmitted to another entity, it

must be processed so that the information is not directly revealed.

On the other hand, there are cases where information is indirectly leaked from

the trained machine learning model. In 2020, a Korean company Scatterlab launched

an artificial intelligence-based conversation service called LUDA. However, it was

soon found out that personal information such as a person’s name or address, which

was contained in the actual conversations used for training LUDA, could be leaked

through specific questions. Afterwards, Scatterlab stopped the service and promised

a thorough de-identification process. However, due to the nature of text data which

is unstructured, complete de-identification is considered to be very difficult.

Based on these cases, the various privacy threats that occur in the machine

learning process can be divided in to several categories. The first is direct access

2



Figure 1.1: Different levels of privacy threats can happen in either the training phase
or the inference phase of machine learning. Bold arrows indicate direct threats, and
dotted arrows indicate indirect threats.

to data or model information. In the case of Facebook, the attack was caused by

external hacking, but it can be pointed out that the problem is that the company

retains a massive personal information as raw data. In other words, the transmission

of data or model information to others may itself be the biggest threat. As mentioned

above, such transfer of information can occur either in the training phase or in

the inference phase. We refer to the direct information exposure that occurs in

the training phase and the inference phase as level 1 threat and level 2 threat,

respectively. Meanwhile, as seen in the case of LUDA, information leakage may

occur in the process of using the trained model by new users. We refer to this

indirect information exposure as level 3 threat. Figure 1.1 briefly presents different

threats.

Among various data processing techniques which have been proposed to deal

with the threats on sensitive information, cryptographic protocols can be expected

to provide the highest level of security by encrypting the sensitive information.
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Homomorphic encryption is a powerful cryptographic tool which enables basic com-

putations on encrypted data [75], which can be extended to more complex functions

including machine learning models. When applying homomorphic encryption to ma-

chine learning, the data owner encrypts his or her data and transfers the encrypted

data to the computing source. The computing source then obtains the model by

conducting training on the encrypted data. In this way, not only does the infor-

mation of the data not leak to the computing source, but the trained model is

obtained encrypted so that no unauthorized one can steal the information of the

model. Therefore, homomorphic encryption can defend against level 1 threat.

Despite the desirable properties of homomorphic encryption, its computation

time makes it difficult to port homomorphic encryption to existing machine learning

algorithms. Therefore, studies on the training phase have been mainly conducted

on simple models such as logistic regression [7, 9, 29, 101] and linear regression

[64, 144]. [140] proposed an homomorphic-encryption-friendly algorithm for training

support vector machines, but it is assumed that the kernel matrix can be constructed

before encryption, which can reduce the level of security to a certain extent. In

the studies on logistic regression and support vector machines, training is done

through gradient descent. However, gradient descent methods involve various hyper-

parameters, including learning rate and number of epochs. If not encrypted, these

parameters are determined through validation. However, validation is not possible

when data is encrypted, because the intermediate product must be decrypted for

validation, which means information leakage. Though [103] proposed an approximate

Newton’s method to remove learning rate, still other parameters should be validated,

and the convergence of the approximate method was not thoroughly investigated.
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Studies on linear regression may or may not require gradient descent, but for the

latter on-line communication is required between participants to securely calculate

the inverse matrix.

For rather complex models such as neural networks [66, 17, 20, 120] and kernel

support vector machines [83, 145, 11], because training takes too much time, their

inference phases have been mainly studied. In machine-learning-as-a-service mod-

els which have been common in various applications such as recommendation and

healthcare services, clients send their data to the cloud where inferences are made

on the data through pre-trained machine learning models. By encrypting the clients’

data, their sensitive information is not exposed to the cloud. Also, because the model

parameters need not to be encrypted, the inference can be made more efficiently. In

this case, level 2 privacy can be preserved.

Homomorphic encryption can guarantee the privacy of the sensitive information

against direct exposure, but it cannot defend against every kind of attack. Espe-

cially, homomorphic encryption cannot prevent indirect leakage of information from

the model output, because the client should be able to decrypt the model output

even if homomorphic encryption is used for secure computation. In other words,

homomorphic encryption has weakness that it cannot defend against level 3 threats.

There have been studied various attacks using model output, where a malicious

client attempts to acquire some information about the model or the training data

with his or her input and the corresponding model output. Those attacks can be

classified according to the type of information the adversary wants to obtain, in-

cluding model extraction attacks [167, 132, 136], model inversion attacks [59, 185],

and membership inference attacks [156, 149].
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Differential privacy provides a formal privacy guarantee, which can defend against

the attacks through model output. By its definition, differential privacy limits the

change in the model due to the change in the training data. Therefore, when the

trained model satisfies differential privacy, it becomes naturally resistant to level

3 threat. The advantages of differential privacy is that the level of privacy can be

quantitatively determined, and it is always possible to satisfy the desired degree of

privacy. Recently, there have been massive studies on differentially private machine

learning, ranging from empirical risk minimization [27] to deep learning [1, 137]. In

order to satisfy differential privacy, randomness must be added to the algorithm,

and the higher the desired level of privacy, the larger the amount of randomness

is required, which harms the performance of the model. Therefore, research on dif-

ferentially private machine learning aims to maximize the level of privacy while

maintaining the performance of the model.

To summarize, various kinds of threats on sensitive information can occur in the

training or inference phase of machine learning, and a single defense method can-

not protect against all of them. Therefore, in this dissertation we propose methods

each of which can defend against each kind of attack. To prevent direct exposure

of data and model, we propose novel and homomorphic-encryption-friendly meth-

ods for machine learning training and inference, respectively. Then we present a

novel differentially private method which can hide the information of the sensitive

information from the model output.
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1.2 Aims of the Dissertation

This dissertation aims to develop privacy-preserving machine learning methods which

can defend against various attacks on sensitive information. We first propose an ef-

ficient training of ridge regression method with homomorphic encryption, which

protects level 1 privacy. Extending the ridge regression method, we then propose

a logistic regression method which does not require searching for various hyper-

parameters. We then propose a homomorphic-encryption-friendly inference of sup-

port based clustering method, which protects level 2 privacy. Finally, to protect level

3 privacy, we present a novel differentially clustering method that enhances utility

of the existing methods while preserving their privacy. The summarization of the

research is as follows:

1. Efficient Homomorphic Encryption Framework for Ridge Regression

(Chapter 3) To overcome the limitations on existing studies, we propose

an efficient linear regression training method which does not require gradi-

ent descent. To achieve our goal, we exploit the fact that not all information

in the data is critical enough to require encryption. By partially encrypting

sensitive information, our method can examine the exact solution of ridge

regression without gradient descent. Using Sherman-Morrison-Woodbury for-

mula for matrix inversion, the operations on the ciphertext and the opera-

tions on the plaintext can be further separated in the process of calculating

the inverse matrix. When encrypting only sensitive information, there is an-

other privacy concern that an adversary can infer the sensitive information

with unencrypted, non-sensitive information. Inspired by generative adversar-
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ial perturbation [143] originally proposed for generating adversarial examples,

we present an effective method to prevent those attacks.

2. Parameter-free Homomorphic-encryption-friendly Logistic Regres-

sion (Chapter 4) Current approaches on the training of encrypted machine

learning have relied heavily on hyper-parameter selection, which should be

avoided owing to the extreme difficulty of conducting validation on encrypted

data. To overcome the limitation, we propose an effective privacy-preserving

logistic regression method that is free from the approximation of the sigmoid

function and other hyper-parameter selection. By training a teacher model

with unencrypted data and inferring encrypted data with the teacher model, a

logistic regression model is transformed into the corresponding ridge regression

for the logit function. Then we train an encrypted ridge regression to predict

the logit as demonstrated above. In addition, we propose a homomorphic-

encryption-friendly mean-matching method which aims to reduce the differ-

ence in the distributions of encrypted and unencrypted data.

3. Homomorphic-encryption-friendly Evaluation for Support Vector Clus-

tering (Chapter 5) Although efficient algorithms have been proposed in the

field of supervised learning, studies on unsupervised learning have hardly been

conducted, focusing on simple k-means clustering [4] and mean-shift cluster-

ing [36]. Because those methods in common struggle in capturing complex,

non-convex cluster shapes, more complex clustering methods should be inves-

tigated. Therefore, we propose an homomorphic-encryption-friendly inference

algorithm for support based clustering, which captures arbitrary clusters by
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merging adjacent sub-clusters. Because most of the complex computations in-

cluding merging sub-clusters are done in its training phase, its inference is

simple yet effective, which suits the goal of the studies using homomorphic

encryption.

4. Differentially Private Mixture of Gaussians Clustering with Morse

Theory Despite the importance of unsupervised learning, there have been rel-

atively few studies on differentially private clustering. Existing methods have

been focused on k-means clustering [160] or mixture of Gaussians [138]] which

cannot express complex, non-convex cluster shapes. To overcome the limi-

tation, we introduce Morse theory and its associated dynamical system. The

proposed method finds the transition equilibrium vectors of the dynamical sys-

tem, and hierarchically merge pre-trained sub-clusters according to the density

value of the transition equilibrium vectors. By using mixture of Gaussian as

the density function, the proposed method can enhance the utility of exist-

ing differentially private clustering methods without incurring any additional

privacy loss.
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1.3 Organization of the Dissertation

The thesis is composed of 7 chapters. In Chapter 2, we give some background knowl-

edge about homomorphic encryption and differential privacy. In Chapter 3, we pro-

pose an effective training of ridge regression with homomorphic encryption, and

extend the method to parameter-free logistic regression in Chapter 4. In Chapter

5, we propose a homomorphic-encryption-friendly inference of support vector clus-

tering. In Chapter 6, we propose a differentially private clustering method using

Morse theory. Finally, in Chapter 7, we give concluding remarks and possible future

research directions of this thesis.
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Chapter 2

Preliminaries

This chapter presents a description of homomorphic encryption and differential pri-

vacy, which are the core concepts covered in this dissertation.

2.1 Homomorphic Encryption

Consider a situation in which a client has an input x and a server has a function

f . The client wants to know the value of f(x) without leaking the information

regarding x, and the server does not want to give information regarding f . Notating

the encryption of x as Enc(x), homomorphic encryption makes it possible to obtain

Enc(f(x)) using only Enc(x). Then, the client can decrypt Enc(f(x)) to obtain the

value of f(x), but does not obtain any information about f , and the server does not

know x without a secret key. Therefore, homomorphic encryption is the answer to the

above problem. The security of an homomorphic encryption scheme is determined

based on its underlying hardness assumption.

A general homomorphic encryption scheme has the following structure:

Definition 2.1. [75, Definition 1] A homomorphic encryption scheme consists of

four procedures:

� KeyGen(1λ, 1τ ) → (sKey, pKey). Input the security parameter λ and function-
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ality parameter τ , and output a secret key sKey and a public key pKey.

� Encrypt(pKey,m)→ c. Input the public key and a plaintext m, and output the

corresponding ciphertext c.

� Decrypt(sKey, c)→ m. Input the secret key and a ciphertext c, and output the

corresponding plaintext m.

� Evaluate(pKey, f, c) → cf . For a vector of ciphertexts c for input of a circuit

f , output a vector of ciphertexts c for output of f .

The correctness of the scheme holds when for an arbitrary plaintext message m

and its encryption c, Evaluate(pKey, f, c) is equal to Encrypt(pKey, f(m)) where pKey

is the public key generated from KeyGen [75]. Depending on f , homomorphic en-

cryption has various applications from simple queries, such as information retrieval,

to complex machine learning algorithms. The functionality parameter τ determines

the bound of the depth of the circuit which can be evaluated using the scheme.

Cryptosystems for realizing homomorphic encryption have been under develop-

ment for many years. Early schemes support only addition or multiplication, and

are called partially homomorphic encryption. For example, the RSA cryptosystem

[147] supports multiplication between ciphertexts, and the Paillier cryptosystem

[134] supports the addition between ciphertexts and multiplication with plaintext.

Until recently, the Paillier cryptosystem was applied to various machine learning

models, but with the exception of simple inference models, it has a disadvantage

in that all participants must be online because it requires multiple communication

between participants.
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In most schemes that support both addition and multiplication, noise is added to

the ciphertext during the encryption process. The noise increases as it goes through a

homomorphic operation. In particular, multiplication increases the noise more than

addition. When the noise exceeds a certain threshold, the resulting ciphertext can-

not be decrypted correctly, and a scheme that supports the number of operations

to a certain extent is called a somewhat homomorphic encryption scheme. Among

somewhat homomorphic encryption schemes, a scheme that can correctly evaluate

an operation with a depth of up to a predetermined level is called a leveled homo-

morphic encryption scheme. By contrast, a fully homomorphic encryption scheme

can evaluate any function having an arbitrary multiplicative depth.

Currently, the answer to evaluating an unbounded number of operations is boot-

strapping. In 2009, Gentry’s blueprint presented the first fully homomorphic encryp-

tion scheme with bootstrapping, which was based on an ideal lattice [61]. Bootstrap-

ping refers to evaluating Decrypt for a ciphertext, resulting in a new ciphertext with

reduced noise. However, because the decryption process is complex and nonlinear,

bootstrapping is extremely costly. [5, 62, 76] suggested various optimization meth-

ods to improve the bootstrapping, but despite these efforts, bootstrapping is still

the main bottleneck in many cases. In addition, because it requires encryption of

the secret key, bootstrapping raises the problem of circular security, which is still an

open question.

In a different direction from improvements to bootstrapping, studies have also

been conducted to achieve more efficient leveled homomorphic encryption schemes.

[19, 18] proposed different noise control methods through modulus switching and key

switching, and in [63, 18, 158], among other studies, SIMD operations were made
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possible by packing several plaintexts into a single ciphertext. Most of the recent

schemes rely on the hardness of learning-with-errors, which becomes more efficient

when applied to rings instead of integers. Later, [38, 39] proposed applying a more

generalized learning-with-errors on a torus and developed a scheme using such an

approach.

One aspect to consider when using homomorphic encryption is the use of non-

polynomial functions. Non-polynomial functions such as exponential functions should

be approximated as polynomial functions, and high-order polynomial operations are

required to guarantee a high precision. Other functions need to be evaluated us-

ing iterative methods. For instance, division operations can be approximated using

Goldschmidt’s algorithm. Again, in this case, multiple iterations are required for

high precision, and thus these operations are the main factor of increasing the mul-

tiplicative depth. Matrix inversion operations are more expensive, although they can

be approximated using Schulz algorithm, which requires multiple matrix multiplica-

tions and requires strict conditions for numerical stability. Therefore, in [128, 8], a

linear system-solution was converted into a least squares problem and approximated

through a gradient descent.

2.2 Differential Privacy

Differential privacy is a privacy guarantee which ensures that that the outputs of a

randomized algorithm are similar on similar input databases. For data owners, dif-

ferential privacy guarantees that the outputs of the algorithm are similar regardless

of which database their data resides in or not, thus reducing the risk of providing

their data to an external database. The formal definition of differential privacy is as
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follows:

Definition 2.2. [54, Definition 2.4] A randomized algorithm M with domain X

is (ε, δ)-differentially private if for all S ⊆ Range(M) and for all two neighboring

databases D,D′ which differ in exactly one data sample,

Pr[M(D) ∈ S] ≤ exp (ε)Pr[M(D′) ∈ S] + δ. (2.1)

If δ = 0, it is said thatM is ε-differentially private.

In the above definition, ε is a security parameter, and a smaller ε implies a

higher level of security. δ is the probability of failure to guarantee privacy, and thus

it should be set to a very small value. Generally, δ should be less than the inverse

of any polynomial in the size of the database [54].

There have been various techniques proposed to make a function differentially

private, which are called mechanisms. In this section, we introduce Laplace mecha-

nism and Gaussian mechanism which are actually used in the study.

Definition 2.3. [54, Definition 3.8] The lp-sensitivity of a function f : X → Rk is:

∆p(f) = max
D,D′∈X

||f(x)− f(y)||p, (2.2)

where D,D′ are two neighboring datasets.

Definition 2.4. [54, Definition 3.2] The Laplace distribution (centered at 0) with

scale b is the distribution with probability density function:

Lap(x; b) =
1

2b
exp (−|x|

b
). (2.3)
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Definition 2.5. [54, Definition 3.2] Given any function f : X → Rk, the Laplace

mechanism is defined as:

ML(x, f(·), ε) = f(x) + (Z1, . . . , Zk) (2.4)

where Zi are i.i.d. random variables drawn from Lap(∆1(f)/ε).

Remark 2.1. [54, Theorem 3.6] The Laplace mechanism guarantees ε-differential

privacy.

Similar to the Laplace mechanism, the Gaussian mechanism with parameter σ

is simply adding zero-mean Gaussian noise Z ∼ N (0, σ2I) to a function f , where σ

is scaled with the l2 sensitivity of f .

Remark 2.2. [54, Theorem 3.22] For any ε ∈ (0, 1), the Gaussian mechanism with

σ2 = 2 log (1.25/δ)(∆2(f))
2/ε2 is (ε, δ)-differentially private.

There are several good properties of differential privacy which makes it possible

to guarantee differential privacy for complex machine learning algorithms. The first

is Post-processing property, which ensures that composition of a data-independent

mapping with a differentially private algorithm does not pose any additional privacy

threats.

Remark 2.3. [54, Proposition 2.1] LetM : X → R be an (ε, δ)-differentially private

randomized algorithm, f : R→ R′ be an arbitrary randomized mapping. Then f◦M :

X → R′ is (ε, δ)-differentially private.

Another property, composition tells how the privacy guarantee changes when

multiple differentially private algorithms are applied. Parallel composition ensures
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that the privacy loss does not grow when the algorithm’s inputs are isolated from

each other.

Remark 2.4 (Parallel Composition). Let the dataset D is partitioned by disjoint

subset Di for i = 1, 2, . . . , n and let Mi be (εi, δi)-differentially private algorithm

which takes Di as input. Then, releasingMis is (maxi εi,maxi δi)-differentially pri-

vate.

In general, using multiple differentially private mechanisms increases the privacy

loss, which is estimated through various composition theorems. To obtain a rather

tight upper bound of the privacy loss, we used the concept of zero-centered differen-

tial privacy [21], which is another notion of differential privacy and compatible with

the original definition. Below we briefly introduce some properties of zero-centered

differential privacy.

Remark 2.5. [21, Proposition 1.3] If M satisfies ρ-zero-centered differential pri-

vacy, thenM satisfies (ρ+ 2
√

ρ log (1/δ), δ)-differential privacy for any δ > 0.

Remark 2.6. [21, Proposition 1.4] If M satisfies ε-differential privacy, then M

satisfies ε2/2-zero-centered differential privacy.

Remark 2.7. [21, Proposition 1.6] Let function f : X → R has a sensitivity ∆.

Then on an input x, releasing a sample from N (f(x), σ2) satisfies (∆2/2σ2)-zero-

centered differential privacy.

Remark 2.8. [21, Lemma 1.8] Let randomized algorithmsM1 andM∈ satisfy ρ1-

zero-centered differential privacy and ρ2-zero-centered differential privacy, respec-

tively. Then the mapping M12 = (M1,M2) satisfies (ρ1 + ρ2)-zero-centered differ-

ential privacy.
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Chapter 3

Efficient Homomorphic Encryption Framework for
Ridge Regression

3.1 Problem Statement

During the past few years, machine learning has shown remarkable achievements

in almost every sector, including autonomous driving, marketing and finance [89,

122, 48]. The success of machine learning is due to the explosion in the number of

published data, as well as advances in computational and storage capabilities repre-

sented by GPUs. However, individual data contain private information, which has

raised concerns regarding the infringement of data privacy. Even if the individuals

have agreed to provide such information, an unwanted level of information breach

may occur if the database is attacked. Representatively, owing to the Facebook-

Cambridge Analytica Data Breach in 2018, a number of people became aware of the

seriousness of information leaks. Before and after, legislation such as the European

General Data Protection Regulation (GDPR) [169] was enacted to protect personal

privacy and information, which commonly mandates reliable protection in the use

of data by third parties.

Therefore, applying security techniques in data publishing is no longer optional,

but essential. Among privacy-preserving techniques, homomorphic encryption (HE)
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ensures data security without damaging the information contained in the data. HE

enables computation on encrypted data, and it is possible to translate arbitrary

machine learning techniques into a combination of homomorphic operations. HE

guarantees the highest level of security as long as the scheme has not cracked, and

recently proposed LWE-based HE schemes are known to be resistant against quan-

tum attacks. The biggest factors limiting the utilization of HE in machine learning

are time and storage efficiency. Currently, a state-of-the-art neural-network-training

model requires 8 days for training with the encrypted MNIST dataset, which can

be achieved in a few minutes with plaintext [118]. As a result, only the evaluation

phase has been implemented in many studies; however, given that the main purpose

of data collection is for training, model training should be further studied.

Ridge regression is an essential building block for various machine learning tech-

niques, which models the linear relationship between input variables and a dependent

variable. The most expensive part of a ridge regression learning process is a matrix

inversion operation that solves a linear system, which becomes far more difficult for

encrypted data. [8] and [128] have proposed methods which obtains an approximate

solution through a gradient descent instead of directly solving the linear system.

Their methods are computationally costly, and setting an appropriate learning rate

remains an open problem.

It is widely accepted that security for the sensitive variables is more impor-

tant than security for other variables. [24] and [74] proposed data transformation

methods to prevent inference attack for sensitive attributes, and [115] proposed a

the method for dealing with multiple numerical sensitive attributes. [163, 60] selec-

tively encrypted the sensitive variables to provide a trade-off among privacy, time,
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and storage efficiency. Another example that has evident importance for sensitive

variables is fair machine learning (FML), which has recently attracted significant

interest [58, 79, 112]. In FML, information that can result in discrimination, such

as gender or race, is regarded as a sensitive attribute.

In this study, we propose a system to securely perform ridge regression in which

only sensitive variables are encrypted using HE. First, we present a novel efficient

algorithm of ridge regression for two sensitive variables. Then, we propose a de-

fense method which can protect sensitive variables from a machine learning service

provider (MLSP) who conducts outsourced computations for training ML models.

The main contributions of this study are as follows.

� Our method can be implemented with any HE scheme. Although unexpected

challenges might occur when using special HE schemes in practice, because

our algorithm only uses the general framework of HE that is shared by most

HE schemes, our method operate effectively regardless of the scheme used and

can be easily updated by an update version of HE scheme.

� We suggest a new perspective to an efficiency-security trade-off, which is cur-

rently the most notable issue in the application of HE [94]. When each cipher-

text contains a different column, the complexity of our efficient ridge regression

method is O(d log n), whereas the complexity of a method encrypting the en-

tire data is O(d2 log n). The experimental results using 11 real-world datasets

support the claim.

� Our proposed defense system makes our method secure against attribute infer-

ence attacks on sensitive variables. The method can be applied to continuous
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variables as well as categorical variables, and the experimental results show

that our defense method effectively defend against the attacks while little af-

fecting the performance of ridge regression.
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Figure 3.1: Description of overall system

3.2 Framework

Our system resembles a three-party model, which is widely used in homomorphic

encryption machine learning approaches. It consists of data owners, a machine learn-

ing service provider (MLSP), and a crypto-service provider (CSP). The CSP first

generates a public key and a secret key for the scheme and publishes the public key

to the MLSP and data owners. Data owners encrypt their sensitive attributes with

the public key and send the encrypted sensitive attributes and other (unencrypted)

variables to the MLSP. The MSLP then conducts privacy-preserving ridge regres-

sion using the data and sends the encrypted trained model parameters to the CSP.
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Finally, the CSP decrypts the result using the secret key and sends the result back

to the data owners.

We assume that the MLSP and the CSP are honest-but-curious and do not

collude with each other, as assumed in [144, 128].

Therefore, they follow the procedure correctly, although they can try to obtain

hidden information from consumers by using the information given to them. The

security goal under this assumption is defined as in [139].

Definition 3.1. [139, Definition 1] The proposed protocol is defined to be secure if

the following holds.

� (Privacy of sensitive user information) Neither the CSP nor the MLSP gets

any information for the sensitive variables except for their respective outputs.

� (Model secrecy) The output of the training is not disclosed to the CSP or data

owners.

� (Minimal disclosure of non-sensitive attributes) None of the user data, includ-

ing non-sensitive variables, are exposed to the CSP.

With an appropriate security parameter, the privacy of the proposed framework

can be guaranteed directly following the proof of [139]. However, in this study we

investigate another possible privacy breach, in which the MLSP infers the values of

sensitive variables using unencrypted variables with the help of external knowledge.

Such attacks have been referred to as linking attacks or attribute inference attacks

[105, 59]. [91] proposed a defense method based on the evasion attack, which is a kind

of an adversarial attack. However, their method can deal with only discrete sensitive

variables, and it requires a separate optimization for each data point. Therefore,
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in this study, we propose a novel defense algorithm against attribute inference at-

tack, which compensates for the shortcomings of [91]. Because the defense must be

performed before data owners transfer the data to the MLSP, the existence of a

reliable defender is additionally required if data owners themselves cannot perform

the defense.

As another security concern, the CSP can directly decrypt the final result using

the secret key. However, this type of attack can be easily prevented with a slightly

higher communication cost. Data owners first determine the values for a random

vector with the same length as the final result, which is called a mask. They then

encrypt the mask and send it to the MLSP with the data. After the computation of

the MLSP is applied, the MLSP adds the mask to the final encrypted result. Because

the CSP does not know the distribution of the values for the mask, no information

can be obtained from the decrypted result. The overall protocol of our system is

shown in Figure 3.1.

To operate between ciphertexts, the number of plaintext slots for each ciphertext

must be the same. Because the number of the data may vary for each owner, data

owners should determine the size of the plaintext slot in advance. That is, if the

number of data points that a data owner has is r and the size of the plaintext slot

is N , the data owner should split each of the columns into ⌈r/N⌉ pieces, and 0-pad

the last piece such that its length is N . We note that the setup is no different than

having a single data owner owning multiple pieces of data. Therefore, in the next

section, our method is described under the assumption that one data owner owns

all of the data.
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3.3 Proposed Method

3.3.1 Regression with one Encrypted Sensitive Variable

We start with the following multivariate linear regression with one dependent vari-

able Y , p- independent non-private variables X1, X2, . . . , Xp, and one sensitive vari-

able Xs:

Y = β0 + β1X1 + β2X2 + · · ·+ βpXp + βsXs + ε (3.1)

where βI = (β0, β1, ..., βp, βs)
T consists of regression coefficients to be estimated and

ε is error term. For i = 1, ...n, (xi1, . . . , xip, xis, yi) denotes the i-th observations of

X1, X2, . . . , Xp, Xs, and Y . We assume that n > p+ 1, which means that there are

more observations than the number of independent variables.

Encryption of a sensitive variable Let hi = h(xis) be the fully homomorphic

encryption of a sensitive variable xis, then the data transferred to the server is

(xi1, . . . , xip, h(xis), yi) for i = 1, ...n. For the convenience, from now on, operations

between a plaintext and a ciphertext, or between ciphertexts, are denoted as those

between plaintexts.

Using centered inputs by replacing each xij with xij − x̄j , each h(xis) with

h(xis) − h̄s, and estimating β0 by ȳ =
∑n

i=1 yi, (3.1) becomes a regression model
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without intercept as

yi = β1xi1 + β2xi2 + · · ·+ βpxip + βsh(xis) + εi, i = 1, ..., n

y = Xβ + ε

=



x11 · · · x1p h(x1s)

...
. . .

...
...

xi1 · · · xip h(xis)

...
. . .

...
...

xn1 · · · xnp h(xns)


︸ ︷︷ ︸

X



β1
...

βp

βs


︸ ︷︷ ︸

β

+



ε1

ε2
...

εn


︸ ︷︷ ︸

ε

(3.2)

Ridge estimate without matrix inverse By adding a regularization term to an

error function in order to control over-fitting, the total error function to be minimized

takes the form

E(β) =ED(β) + EW (β)

=
1

2

N∑
i=1

(yi − (β1xi1 + β2xi2 + · · ·+ βpxip + βsh(xis)))
2 +

λ

2
βTβ. (3.3)

The ridge regression solutions are then shown to be

β̂RLS = (XTX + λIp+1)
−1XTy (3.4)

where Ip+1 is a (p + 1) × (p + 1)-identity matrix. Note that the intercept β0 is

not regularized because of centering of the variables. The ridge estimate is therefore

f̂ = X(XTX + λIp+1)
−1XTy = XXT (XXT + λIn)

−1y (3.5)
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where XXT is an n× n matrix.

The last equality holds because XT (XXT + λIn) = (XTX + λIp+1)X
T , and

therefore (XTX + λIp+1)
−1XT = XT (XXT + λIn)

−1.

Since

XXT =

p∑
i=1

xix
T
i + hsh

T
s = X(−s)X

T
(−s) + hsh

T
s (3.6)

where hs = (h(x1s), ..., h(xns))
T and X(−s) is the other part of X, by Sherman-

Woodbury inversion formula, we have

(XXT + λIn)
−1 = (X(−s)X

T
(−s) + λIn + hsh

T
s )

−1

= (X(−s)X
T
(−s) + λIn)

−1−
(X(−s)X

T
(−s) + λIn)

−1hsh
T
s (X(−s)X

T
(−s) + λIn)

−1

1 + hT
s (X(−s)X

T
(−s) + λIn)−1hs

=A−1 − A−1hsh
T
s A

−1

1 + hT
s A

−1hs

(3.7)

where A = X(−s)X
T
(−s) + λIn. Using the singular vector decomposition (SVD)

of X(−s) = UΣV T where U ∈ ℜn×n and V ∈ ℜp×p are orothogonal matrices and

Σ ∈ ℜn×p are diagonal matrix with diagonal entries σ1 ≥ .... ≥ σp, we have

A−1 = (X(−s)X
T
(−s)+λIn)

−1 = (UΣΣTUT +λIn)
−1 = U(ΣΣT +λIn)

−1UT (3.8)

and letting σp+1 = · · · = σn = 0, we define the following terms
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ξ = hT
s A

−1hs =hT
s U(ΣΣT + λIn)

−1UThs =
n∑

j=1

hT
s uj

1

σ2
j + λ

uT
j hs =

n∑
j=1

(hT
s uj)

2

σ2
j + λ

η =hT
s A

−1y = hT
s U(ΣΣT + λIn)

−1UTy =
n∑

j=1

(hT
s uj)(u

T
j y)

σ2
j + λ

. (3.9)

Then the ridge estimate becomes

f̂ =XXT (XXT + λIn)
−1y = (XXT + λIn − λIn)(XXT + λIn)

−1y

=y − λ(XXT + λIn)
−1y = y − λA−1y + λ

A−1hsh
T
s A

−1

1 + hT
s A

−1hs

y

=y − λA−1y +
λη

1 + ξ
A−1hs

=y − λU(ΣΣT + λIn)
−1UTy +

λη

1 + ξ
U(ΣΣT + λIn)

−1UThs

=y −
n∑

j=1

λuj(u
T
j y)

σ2
j + λ

+
λη

1 + ξ

n∑
j=1

uj(u
T
j hs)

σ2
j + λ

=
n∑

j=1

σ2
j

σ2
j + λ

uj(u
T
j y) +

λη

1 + ξ

n∑
j=1

uj(u
T
j hs)

σ2
j + λ

(3.10)

where uj are the columns of U ∈ ℜn×n and
∑n

j=1 uju
T
j = In.

Fast ridge estimate The above computation involves n summations. To simplify

the computations, we notice that U = [U1, U2] ∈ ℜn×n where U1 = [u1, ...,up] ∈

ℜn×p and U2 = [up+1, ...,un] ∈ ℜn×(n−p) and U1 ⊥ U2. Using the reduced SVD and

the fact that σp+1 = · · · = σn = 0, we have the freedom to choose U2 as long as

U1 ⊥ U2. Therefore, we choose up+1 in such a way that uj are orthogonal to hs for

all j = p + 2, ..., n by letting up+1 be the complement of the orthogonal projection
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of hs onto U1 as follows:

ûp+1 = (In − PU1)hs = (In −
p∑

i=1

uiu
T
i )hs = hs −

p∑
i=1

ui(u
T
i hs)

up+1 = ûp+1/∥ûp+1∥, up+1(u
T
p+1hs) = hs −

p∑
i=1

ui(u
T
i hs). (3.11)

Then ξ and η can be simplified as

η =

p+1∑
j=1

hT
s uj

σ2
j + λ

uT
j y =

p∑
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hT
s uj

σ2
j + λ

uT
j y +

1

λ
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T
p+1hs)

=
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(hT
s uj)(u

T
j y)

σ2
j + λ

+
1

λ
yT (hs −

p∑
j=1

uj(u
T
j hs))

=
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λ

− p∑
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σ2
j (h

T
s uj)(u

T
j y)

σ2
j + λ
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ξ =
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(hT
s uj)

2

σ2
j + λ

=

p∑
j=1

(hT
s uj)

2

σ2
j + λ

+
1

λ
hT
s up+1(u

T
p+1hs)

=

p∑
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(hT
s uj)

2

σ2
j + λ

+
1

λ
hT
s (hs −

p∑
j=1

uj(u
T
j hs))

=
1

λ

− p∑
j=1

σ2
j (h

T
s uj)

2

σ2
j + λ

+ hT
s hs

 . (3.12)

Therefore the ridge estimate can be further simplified as

29



f̂ =

p∑
i=1

σ2
i

σ2
i + λ

ui(u
T
i y) +

λη

1 + ξ
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j=1

uj(u
T
j hs)

σ2
j + λ

=

p∑
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σ2
i

σ2
i + λ

ui(u
T
i y) +

λη

1 + ξ
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uj(u
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j hs)

σ2
j + λ

+
1

λ
(hs −

p∑
i=1

ui(u
T
i hs))


=

p∑
i=1

ui
σ2
i

σ2
i + λ

uT
i y −

η

1 + ξ

p∑
i=1

ui
σ2
i (u

T
i hs)

σ2
i + λ

+
η

1 + ξ
hs (3.13)

which involves only p summations.

3.3.2 Regression with two Encrypted Sensitive Variables

Depending on the characteristics of data, it may be necessary to protect multiple

attributes. For example, when gender and race are included in the same dataset, both

may need to be treated as sensitive attributes. Therefore, we extend the previous

result for the case where there are two sensitive variables.

Similar to (3.6),

XXT =

p∑
i=1

xix
T
i + hhT + ggT = X(−s)X

T
(−s) + hhT + ggT (3.14)

where h = (h(x1s1), ..., h(xns1))
T ∈ ℜn and g = (g(x1s1), ..., g(xns1))

T ∈ ℜn are

two encrypted sensitive variables.

Then following the similar process as 3.3.1, the ridge solution becomes
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f̂ =
n∑

j=1

σ2
j

σ2
j + λ

uj(u
T
j y) +

λ(η1 + ξ22η1 − ξ12η2)
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T
j h)

+
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1
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uj(u
T
j g) (3.15)

where

ξ11 = hTA−1h =hTU(ΣΣT + λIn)
−1UTh =
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hTuj
1

σ2
j + λ

uT
j h =
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hTuj
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2
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−1UTy =

n∑
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(hTuj)(u
T
j y)

σ2
j + λ

η2 =gTA−1y = gTU(ΣΣT + λIn)
−1UTy =

n∑
j=1

(gTuj)(u
T
j y)

σ2
j + λ

. (3.16)

Fast ridge estimate Extending the results from 3.3.1, we have the freedom to

choose U2 as long as U1 ⊥ U2 in such a way that the orthogonalization process is

applied to h first and g next.

� uj are orthogonal to h for all j = p+ 2, ..., n and

� uj are orthogonal to g for all j = p+ 3, ..., n and

� up+1 and up+2 are the complements of the orthogonal projections of h and g

onto U1 and [U1,up+1], respectively and up+1 ⊥ up+2.
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That is,

ûp+1 =h−
p∑

i=1

ui(u
T
i h)

up+1 =ûp+1/∥ûp+1∥, up+1(u
T
p+1h) = h−

p∑
i=1

ui(u
T
i h)

ûp+2 =g −
p+1∑
i=1

ui(u
T
i g), up+2 = ûp+2/∥ûp+2∥.

Then following (3.12), ξ11, ξ12 and η1 can be simplified as
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=
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η1 =
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(hTuj)(u
T
j y)

σ2
j + λ

=
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(yTuj)(u
T
j h)
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 (3.17)

At a glance, the calculation of ξ22, η2 seems to be more complicated because

it includes up+2, which is calculated using up+1. However, ξ22, η2 can be further
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simplified without using up+2. To do this, we observe that without loss of generality,

we can apply the orthogonalization process to g first and h next as follows.

� uj are orthogonal to g for all j = p+ 2, ..., n and

� uj are orthogonal to h for all j = p+ 3, ..., n and

� up+1 and up+2 are the orthogonal projections of g and h onto U1 and [U1,up+1],

respectively and up+1 ⊥ up+2.

That is,

ûp+1 =g −
p∑

i=1

ui(u
T
i g)

up+1 =ûp+1/∥ûp+1∥, up+1(u
T
p+1g) = g −

p∑
i=1

ui(u
T
i g)

ûp+2 =h−
p+1∑
i=1

ui(u
T
i h), up+2 = ûp+2/∥ûp+2∥. (3.18)

Then ξ22 and η2 can be simplified as
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Figure 3.2: Architecture for adversarial perturbation against attribute inference at-
tack
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Therefore the ridge estimate can be further simplified as

f̂ =

p∑
j=1

σ2
j

σ2
j + λ

uj(u
T
j y) +

(η1 + ξ22η1 − ξ12η2)

(1 + ξ11)(1 + ξ22)− ξ212
(hs1 −

p∑
j=1

σ2

σ2
j + λ

uj(u
T
j hs1))

+
(η2 + ξ11η2 − ξ12η1)

(1 + ξ11)(1 + ξ22)− ξ212
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σ2

σ2
j + λ

uj(u
T
j gs2)). (3.20)

34



3.3.3 Adversarial Perturbation Against Attribute Inference Attack

Let a classification network A denote the attacker’s classifier. For one sensitive vari-

able xs and non-sensitive variables Xns, let public and private datasets Dpub =

(Xpub
ns ,xpub

s ) and Dpriv = (Xpriv
ns ,xpriv

s ). A is trained to minimize a loss function

Latt(A(Xpub
ns ),xpub

s ). Latt can be determined depending on what kind of variable xs

is. For example, the attacker can use cross entropy loss if xs is a discrete variable,

and the MSE loss can be used if it is a continuous variable. For t sensitive variables,

the attacker can train t models separately.

On the other hand, the goal of the defender is to maximize Latt(A(Xpriv
ns +

ϵ),xpriv
s ) by adding a little noise ϵ to Xpriv

ns . Because the defender does not have

information of the model the attacker used, the defender trains a model D with Dpub

and use it as an alternative of A. As explained in [91], using a surrogate model is

plausible because of the transferability between the two models. Based on the evasion

attack which is a kind of an adversarial attack, [91] considered ϵ to be the minimum

noise that changes the classification result of Xpriv
ns . However, their method has a

fundamental problem that it cannot be applied for a continuous xs. Also, it has

a problem of scalability because an optimization should be solved for each row of

Xpriv
ns .

To address both of the above problems, we propose a noise generating network

Gθ as

Gθ(Xns) = E[ϵ|Xns]. (3.21)

Because the dimensionality of the noise is same as the dimensionality of the input,

we use an autoencoder structure for Gθ. The generator Gθ is trained to maximize
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the loss of the defender D, i.e.,

θ = argmax
θ′

Ldef (D(Xpriv
ns + Gθ(Xpriv

ns )),xpriv
s ). (3.22)

We note that it is also possible to make the output of Gθ become (input+noise).

However, in this case it is difficult to directly limit the magnitude of the noise. On

the other hand, if the output of Gθ is used as noise as in (3.22), the noise level can

be directly adjusted by clipping the output to the desired magnitude. The overall

flow of our defense method is depicted in Fig 3.2.

Our defense method can be seen as adopting a generative adversarial perturba-

tion (GAP) [143], a kind of adversarial attack which generates an adversarial attack

with a neural network, to the task of defending against attribute inference attacks.

However, our method can support both classification model for discrete sensitive

variables and regression model for continuous sensitive variables, whereas GAP con-

centrates on attacking a classification model.

3.3.4 Algorithm for Ridge Regression

Because (3.20) requires as many summations as the number of variables, we put each

sensitive variable in a different ciphertext, and all values for each column are grouped

into a single ciphertext. Some details about our ciphertext packing is presented in

the appendix. The maximum number of plaintext values that can be packed into

one ciphertext is determined based on the security parameter. Here, we assume that

the length of the columns does not exceed this parameter. Otherwise, each column

should be divided into multiple ciphertexts, but this does not significantly affect the

complexity of the algorithm. When a ciphertext contains a scalar value such as η1
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(a) Packing (b) Addition (c) Multiplication

Figure 3.3: Description of the ciphertext packing and operations between ciphertexts.
The values in the thick box are packed into the same ciphertext.

or ξ11, it can be thought of as a vector that repeats the same value as many times as

the number of slots. Our packing strategy, and addition and multiplication between

ciphertexts are depicted in Fig 3.3.

Algorithm 1 demonstrates the use of our method for a ridge regression with two

encrypted sensitive variables. The basic operations used in the algorithm are pre-

sented in the appendix. For convenience, Rescale after any multiplication is omitted.

Using Rotate, the sum of n elements in a ciphertext can be calculated within log n

times. Therefore, the complexity of Algorithm 1 is O(d log n). Inv is an evaluation

of Goldschmidt’s division algorithm with τ times of iterations.

3.3.5 Algorithm for Adversarial Perturbation

Algorithm 2 presents the procedures for defending against attribute inference at-

tacks. The first phase of the algorithm is to train an attack model which aims to

predict the value of sensitive variables. With the trained attack model, in the sec-

ond phase the noise generator network is trained to degrade the performance of the

attack model for private data. We note that cl in the second phase is the clipping

function which bounds the norm of the generated noise to C. Any norm such as L1-
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Algorithm 1 Ridge Regression for two Sensitive Variables

1: procedure RidgeEstimate(h1,h2, {ui}, {σi},y, λ, τ) ▷ calculate the ridge
estimate

2: for s in 1, 2 do
3: for i in 1, . . . , d do
4: tmp← ConstMult(hs,ui)
5: for j in 1, . . . , log2 n do
6: tmp rot← Rotate(tmp,−2j)
7: tmp← Add(tmp, tmp rot)
8: end for
9: tmp← ConstMult(tmp,

σ2
i

σ2
i +λ

ui)

10: if i=0 then
11: cs ← tmp
12: else
13: cs ← Add(cs, tmp)
14: end if
15: end for
16: cs ← Sub(hs, cs)
17: end for
18: c3 ← ConstMult(c1,

1
λy); c4 ← ConstMult(c2,

1
λy)

19: c5 ← Mult(c1,ConstMult(h1,
1
λ)); c6 ← Mult(c2,ConstMult(h2,

1
λ));

20: c7 ← Mult(c1,ConstMult(h2,
1
λ))

21: for i in 3, . . . , 7 do
22: for j in 1, . . . , log2n do
23: ci rot← Rotate(ci,−2j)
24: ci ← Add(ci, ci rot)
25: end for
26: end for
27: c8 ← Sub(Add(c3,Mult(c3, c7)),Mult(c4, c6))
28: c9 ← Sub(Add(c4,Mult(c4, c5)),Mult(c3, c6))
29: c10 ← Inv(Sub(Mult(ConstAdd(c5, 1),ConstAdd(c7, 1)),Mult(c6, c6)), τ)
30: r̂ ← Add(Mult(c10,Mult(c8, c1)),Mult(c10,Mult(c9, c2)))

31: r̂ ← ConstAdd(r̂,
∑d

i=1

σ2
j

σ2
j+λ

uju
T
j y)

32: return r̂
33: end procedure
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norm and L2-norm can be used for clipping, and the trade-off between the degree

of defense and the regression utility can be controlled by adjusting the value of C.

Algorithm 2 Defense against Attribute Inference Attack

1: procedure TrainAttack(public non-private data {Xpub
ns }

npub

k=1 , public sensitive

variable {xpubs }
npub

k=1 , number of epochs e1, batch size b1, learning rate ℓ1)
2: Initialize parameters ϕ of Dϕ

3: for 1, . . . , e1 do
4: for 1, . . . , ⌈npub/b1⌉ do
5: Sample mini-batches of b1 samples B
6: L =

∑
(Xpub

ns ,xpub
s )∈B Ldef (Dϕ(X

pub
ns ), xpubs )

7: ϕ← ϕ− ℓ1∇ϕL
8: end for
9: end for

10: end procedure
11: procedure TrainNoise(private non-private data {Xpriv

ns }
npriv

k=1 , private sensitive

variable {xprivs }npriv

k=1 , number of epochs e2, batch size b2, learning rate ℓ2, clipping
parameter C)

12: Initialize parameters θ of Gθ
13: for 1, . . . , e2 do
14: for 1, . . . , ⌈npriv/b2⌉ do
15: Sample mini-batches of b2 samples B
16: L =

∑
(Xpriv

ns ,xpriv
s )∈B Ldef (Dϕ(X

priv
ns + cl(Gθ(Xpriv

ns ), C)), xprivs )

17: θ ← θ + ℓ2∇θL
18: end for
19: end for
20: end procedure
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3.4 Experiments

3.4.1 Experimental Setting

Datasets We used ten real-world datasets from the UCI machine learning repos-

itory [49], along with another dataset from [2]. Among the 11 datasets, 7 were

originally generated for classification tasks and have binary target variables. Before

encryption, all input variables, including sensitive variables, were scaled to have

values within [0, 1]. In addition, we used only numerical and binary categorical vari-

ables. We considered this to be more advantageous to the compared method, because

the storage cost of our approach does not significantly decrease even if the number

of variables decreases, due to the fact that our method only encrypts a fixed number

of sensitive variables. A detailed description of the datasets is shown in Table 3.1.

Because the criterion for determining a sensitive variable differs from study to

study, we measured the feature importance through a ridge regression on plaintext

with Python and treated the variable with higher feature importance as a sensitive

variable. In real situations, the data owner can determine the sensitive variables

according to their level of importance.

Compared methods We compared our method with three methods as follows:

� Baseline: A ridge regression method without any encrypted variable. It serves

as a benchmark for regression performance.

� FullColumn: A method that encrypts all input variables implemented with

CKKS. Following [128, 8], it was trained using a gradient descent.

� Ours-1: Our proposed ridge regression method with one encrypted sensitive
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Table 3.1: Description of the datasets

Dataset Columns
Total

Data points
Binary

Target variable
Learning rate
(FullColumn)

Australian Credit (Credit) 10 690 yes 0.01
Bupa Liver Disorders (Disorders) 5 345 no 0.1
Heart Disease (Heart) 8 303 yes 0.01
Pima Indians Diabetes (Indians) 8 768 yes 0.01
Wisconsin Breast Cancer (Cancer) 9 698 yes 0.001
Bank Marketing (Bank) 10 4521 yes 0.001
Student Performance (Student) 24 395 no 0.01
Graduate Admission (Admission) 7 400 no 0.01
Diabetes (Diabetes) 10 442 no 0.01
Adult (Adult) 11 30162 yes 0.0001
Census Income (Census) 18 199523 yes 0.00001

variable.

� Ours-2: Our proposed ridge regression method with two encrypted sensitive

variables.

Experimental details All experiments were carried on a machine using 40 threads

of an Intel Xeon E-2660 v3 @2.60 GHz CPU processors. For the CKKS parameters,

we set log qL = 1200, log p = 40 and N = 216. We tested our method by changing the

value of λ in {0.1, 0.5, 1, 5, 10}. The learning rates for the gradient descent method

were predetermined within the range of {10−4, 10−3, 10−2, 10−1} before the exper-

iment with plaintext to show the best performance, and the number of iterations

was fixed to 8 to avoid bootstrapping. The selected learning rates for each dataset

are shown in Table 3.1.

Because the efficiency of homomorphic encryption is highly dependent on the

packing strategy for SIMD operations, for a fair comparison we packed each column

(attribute) into one ciphertext for all datasets except Census. Because the number

of training data is larger than the maximum number of plaintext values that can be
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packed into one ciphertext (= N/2), for Census dataset we split each column into

three ciphertexts. We empirically compared the computational time and R2 score of

our method with those of 1Sens and FullColumn. All experiments were repeated

five times, and the average of each measurement was recorded. We split each dataset

into three sets. First, 50% of each dataset was randomly sampled as the public set.

The public set was used for training classifiers of the attacker and the defender, and

the defense method. Then, we used 80% of the remaining data as the training set

for the ridge regression, and the remaining 20% as the test set. The models of the

attacker and the defender were set as feed-forward neural networks with one hidden

layer, and the defense method was set as an autoencoder with one hidden layer. The

size of the hidden layer of the attacker’s network was set to be 3 times the number

of the variables, and the size of the hidden layer of the other networks were set to

be 5 times the number of the variables.

3.4.2 Experimental Results

Table 3.2 shows the computation time for the 11 datasets with a regularization

parameter λ = 1. It is shown that owing to encrypting only sensitive variables,

our method is 5-20 times faster than FullColumn depending no the number of

variables. In addition to the performance of each method, we plotted in Fig 3.4 the

performance ratio of FullColumn and Ours-2, as well as the performance ratio of

Ours-2 and Ours-1.

Because the computation cost of each method is roughly proportional to the

number of columns, and because we packed each column as a ciphertext, we predicted

that the performance ratio would be proportional to the number of columns in the
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dataset. Therefore, if the ratio value is higher than the number of variables divided by

2, Ours-2 is more efficient, and if the value is lower, the opposite can be considered.

Fig 3.4(a) demonstrates that Ours-2 was always more efficient than FullColumn,

especially with fewer variables. In addition, our method does not require searching

from the learning rate because it does not use a gradient descent. Although is difficult

to quantitatively express the time taken for parameter search, we emphasize that

this fact makes our method far more efficient.

Fig 3.4(b) shows that Ours-2 required about 1.7-1.9 times of computation time

compared to Ours-1. The reason that ratio is always smaller than 2 is that Ours-2

exploits one less non-sensitive variable by assuming two sensitive variables. Because

Algorithm 1 requires as many iterations as the number of non-sensitive variables,

the computation time of Ours-2 is slightly reduced. It can be seen from the figure

that the ratio tends to approach 2 as the number of variables increases. The results

for different values of λ are provided in Table 3.3 to Table 3.6.

Meanwhile, the results for Census dataset in which each column is divided

into multiple ciphertexts deviate slightly from the overall trend (second point from

the right in Fig 3.4). If the number of ciphertexts for each column increases, the

operation time of all methods increases approximately in proportion to it. However,

not every part of the algorithm becomes slower. Taking Algorithm 1 as an example,

while the number of operations to calculate c1 to c7 (line 2 to line 26) increases

by almost exactly the number of ciphertexts for each column, the next part is no

longer affected by the number of ciphertexts. Because the part that is affected by

the number of ciphertexts is relatively larger than the compared methods, Ours-2

becomes less efficient when the number of data is very large, as shown in Fig 3.4.
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The R2 score is a metric widely used to measure the performance of regression

models. The higher the value is, the higher the prediction performance is and it

takes a value of 1 when the model achieves a perfect prediction. The R2 score of

each model (λ = 1) is also shown in Table 3.2. The table also contains the regression

results for Baseline. Except for three datasets, Ours consistently performed better

than FullColumn. Even when FullColumn had a higher R2 score, the R2 score of

Ours was more similar to that of Baseline. The results show that using a gradient

descent, it is difficult to converge to the exact solution using only a small number

of iterations. Although in some cases, by chance, the approximate solution performs

better than the actual solution, in most cases it does not. The difference between the

R2 score of Baseline and Ours is mainly due to the small number of iterations in

Inv, and partly due to the approximation of CKKS scheme. The results for different

values of λ are provided in Table 3.3 to Table 3.6.

We additionally performed t-test between FullColumn and the proposed method

for λ = 1 and recorded the results in Table 3.7. Except for Heart, Cancer, and

Student datasets where FullColumn showed better regresson results than the pro-

posed method, it was shown that both Ours-1 and Ours-2 were significantly better

(p < 0.001) than FullColumn.

Defense against attribute inference attacks In this section we evaluate our

adversarial perturbation method (AP) with one sensitive variable. We compared

AP with Attriguard proposed in [91]. Because Attriguard can only be applied

to discrete sensitive variables, the comparison was made only for four datasets,

Credit, Heart, Adult, and Census. We considered the cross entropy with the
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(a) Comparison with Fullcolumn (b) Comparison with Ours-1

Figure 3.4: Visualization of the results for the computation time. The x-axis indicates
the number of variables, and the y-axis indicates the ratio of the computation times.

target variable, which is mainly used for classification task, as the loss function Ldef

(AP-CE), but following Attriguard, the cross entropy with the prior distribution

of the sensitive variable was also considered as a loss function (AP-KL).

The first column of Fig 3.5 plots the attacker’s inference accuracy for the noise

budget C. For Credit dataset, all three methods lowered the attacker’s accuracy

by similar values. For very low C values, Attriguard showed the best performance

while AP-KL showed bad performance. For Heart dataset, only AP-CE defended

well against the attack. For Adult dataset, the attacker’s accuracy converged for

all methods, but Attriguard recorded the lowest convergence value. For Census

dataset, AP-CE was always better than Attriguard, and AP-KL showed the best

defense at C = 2.0.

Although the utility loss due to the noise can be measured as the magnitude

of the noise, it may be more desirable to measure how much it affects the actual

performance of ridge regression. The second column of Fig 3.5 plots the R2 score

45



Table 3.2: Results for computation time and regression performance with λ = 1.

Dataset
Time (sec) R2 score

FullColumn Ours-1 Ours-2 FullColumn Ours-1 Ours-2 Baseline

Credit 744.466 42.951 78.029 0.5162 0.5178 0.5178 0.5177
Disorders 245.907 24.039 42.789 0.1416 0.1573 0.1573 0.1573
Heart 452.905 31.141 56.707 0.1974 0.1739 0.1737 0.1740
Indians 533.078 36.556 65.258 0.2056 0.2421 0.2421 0.2421
Cancer 630.344 40.146 72.184 0.7729 0.7644 0.7492 0.7644
Bank 851.390 50.069 93.076 -0.0283 0.1757 0.1757 0.1757

Student 2959.940 82.322 153.976 0.0810 0.0676 0.0660 0.0677
Admission 396.904 29.428 55.701 0.7635 0.8118 0.8136 0.8137
Diabetes 684.247 38.670 73.004 0.3972 0.4308 0.4308 0.4308
Adult 1166.396 63.678 115.406 0.2359 0.3230 0.3230 0.3230
Census 7983.130 343.381 680.125 0.1036 0.1948 0.1947 0.1948

of ridge regression for C. For all datasets, it was found that AP-CE maintained

the R2 score better than Attriguard. In particular, for Credit dataset, although

Attriguard defended against the attack with a smaller noise, the performance of

ridge regression was rather lower. The result seems to be because AP-CE searches

a larger probability space for the noise than Attriguard, which finds only one noise

per each value of sensitive variable.

For continuous sensitive variable, we used MSE as the loss function. The results

for those variables are provided in Figure 3.6. It is commonly shown that for all the

datasets AP effectively increased the attacker’s loss by a moderate sacrifice of the

performance of ridge regression.
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Table 3.3: Results for computation time and regression performance with λ = 0.1.

Dataset
Time (sec) R2 score

FullColumn Ours-1 Ours-2 FullColumn Ours-1 Ours-2 Baseline

Credit 757.938 42.958 78.024 0.5159 0.5170 0.5169 0.5146
Disorders 242.810 23.502 41.849 0.1616 0.2170 0.2181 0.2192
Heart 454.040 31.159 57.386 0.1998 0.1506 0.1494 0.1506
Indians 529.409 36.753 63.641 0.2093 0.2330 0.2251 0.2330
Cancer 629.056 40.116 72.194 0.7733 0.7609 0.7609 0.7609
Bank 847.323 50.953 93.129 -0.0284 0.1761 0.1761 0.1761

Student 2929.000 83.062 154.588 0.0792 0.0449 0.0462 0.0462
Admission 395.290 29.510 56.615 0.7658 0.8203 0.8203 0.8203
Diabetes 684.568 38.049 72.691 0.4025 0.4217 0.4216 0.4217
Adult 1165.470 61.642 114.676 0.2359 0.3233 0.3232 0.3232
Census 7913.180 343.083 649.067 0.1036 0.1948 0.1948 0.1948

Table 3.4: Results for computation time and regression performance with λ = 0.5.

Dataset
Time (sec) R2 score

FullColumn Ours-1 Ours-2 FullColumn Ours-1 Ours-2 Baseline

Credit 743.300 43.743 79.265 0.5161 0.5099 0.5192 0.5163
Disorders 249.023 23.462 43.747 0.1522 0.1847 0.1844 0.1847
Heart 452.676 31.259 56.785 0.1988 0.1632 0.1614 0.1632
Indians 534.419 37.004 66.870 0.2077 0.2332 0.2318 0.2389
Cancer 634.045 40.317 73.069 0.7732 0.7626 0.7626 0.7626
Bank 862.840 50.174 94.006 -0.0283 0.1759 0.1759 0.1759

Student 2961.280 82.137 155.392 0.0800 0.0575 0.0575 0.0575
Admission 393.240 29.337 55.781 0.7648 0.8179 0.8180 0.8180
Diabetes 678.350 39.419 72.903 0.4001 0.4202 0.4273 0.4273
Adult 1164.760 62.536 113.801 0.2359 0.3232 0.3246 0.3231
Census 7936.260 336.299 685.656 0.1036 0.1948 0.1943 0.1948

3.5 Chapter Summary

We proposed a privacy-preserving ridge regression algorithm with homomorphic en-

cryption of multiple private variables. In addition, we suggested an adversarial per-

turbation method which can defend attribute inference attacks on the private vari-

ables. The experimental results showed that the computational time of our algorithm

is faster in proportion to the number of variables than the gradient descent method.

Moreover, compared to an existing defense method, our adversarial perturbation
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Table 3.5: Results for computation time and regression performance with λ = 5.

Dataset
Time (sec) R2 score

FullColumn Ours-1 Ours-2 FullColumn Ours-1 Ours-2 Baseline

Credit 740.849 42.767 78.723 0.5161 0.5191 0.5191 0.5191
Disorders 246.376 23.943 42.801 0.0918 0.0918 0.0891 0.0918
Heart 451.372 30.740 56.695 0.1842 0.1904 0.1904 0.1904
Indians 542.671 35.884 67.632 0.1897 0.2220 0.2221 0.2221
Cancer 633.365 40.231 71.659 0.7681 0.7716 0.7692 0.7716
Bank 844.614 49.746 91.668 -0.0278 0.1739 0.1738 0.1739

Student 2965.350 81.926 152.499 0.0860 0.0977 0.0981 0.0981
Admission 401.839 29.751 53.882 0.7504 0.7782 0.7782 0.7782
Diabetes 698.430 39.075 74.380 0.3721 0.3849 0.4070 0.4096
Adult 1164.140 65.187 114.903 0.2358 0.3224 0.3234 0.3223
Census 8035.450 342.837 680.125 0.1037 0.1946 0.1946 0.1946

Table 3.6: Results for computation time and regression performance with λ = 10.

Dataset
Time (sec) R2 score

FullColumn Ours-1 Ours-2 FullColumn Ours-1 Ours-2 Baseline

Credit 740.320 42.745 78.529 0.5127 0.5146 0.5146 0.5146
Disorders 245.705 25.111 42.637 0.0643 0.0655 0.0655 0.0655
Heart 450.651 31.255 56.102 0.1641 0.1713 0.1711 0.1713
Indians 528.869 36.966 63.694 0.1713 0.1884 0.1891 0.1891
Cancer 632.784 40.219 73.061 0.7532 0.7730 0.7723 0.7731
Bank 859.006 49.864 93.128 -0.0272 0.1690 0.1690 0.1690

Student 2941.460 81.514 153.395 0.0874 0.0951 0.0989 0.0989
Admission 397.849 29.515 56.652 0.7295 0.7433 0.7430 0.7433
Diabetes 681.683 38.734 71.069 0.3398 0.3635 0.3633 0.3635
Adult 1171.130 64.754 119.145 0.2358 0.3214 0.3214 0.3214
Census 7849.710 336.474 688.455 0.1037 0.1938 0.1938 0.1938

method can effectively prevent inference attacks while preserving the performance

of the ridge regression. Our method can be developed more efficiently by using other

plaintext packing strategies, or by designing more sophisticated SIMD operations.

The extention of the proposed method to other machine learning algorithms needs

to be further investigated.
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Table 3.7: T-test results between FullColumn and Ours with λ = 1.

Dataset
Ours-1 >FullColumn Ours-2 >FullColumn
t-statistics p value t-statistics p value

Credit 1.694 0.061 -0.062 0.524
Disorders 7.148 <0.001 8.475 <0.001
Heart -11.028 0.999 -12.278 0.999
Indians 17.607 <0.001 17.274 <0.001
Cancer -7.063 0.999 -24.292 0.999
Bank 170.994 <0.001 132.112 <0.001

Student -8.597 0.999 -8.791 0.999
Admission 41.087 <0.001 33.637 <0.001
Diabetes 21.400 <0.001 22.464 <0.001
Adult 58.309 <0.001 69.593 <0.001
Census 69.525 <0.001 58.416 <0.001
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(a) Credit-Attack (b) Credit-Regression

(c) Heart-Attack (d) Heart-Regression

(e) Adult-Attack (f) Adult-Regression

(g) Census-Attack (h) Census-Regression

Figure 3.5: Defense results against attribute inference attack (first column) and ridge
regression results with defense methods (second column) for datasets with discrete
sensitive variable.
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(a) Disorders

(b) Indians

(c) Cancer

(d) Bank
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(e) Student

(f) Admission

(g) Diabetes

Figure 3.6: Defense results against attribute inference attack (first column) and
ridge regression results with defense methods (second column) for datasets with
continuous sensitive variable.
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Chapter 4

Parameter-free Homomorphic-encryption-friendly
Logistic Regression

4.1 Problem Statement

Machine learning on encrypted data (MLED) is an effective method to ensure pri-

vacy for both machine learning models and data used for the model training. Unlike

other privacy-preserving machine learning methods, MLED does not require decryp-

tion of intermediate products of the algorithm or data transfer between participants,

enabling a complete outsourcing of machine learning. As data have become increas-

ingly valuable, MLED models have been actively studied in an attempt to combine

data and computing power that are separated from each other. With the develop-

ment of efficient homomorphic encryption (HE) schemes that enable MLED, recent

studies [30, 42, 146, 119, 118, 121] cover most machine learning models, from simple

linear regression to deep neural networks (DNN).

However, current research on MLEDs remains lacking owing to the limitations of

the proposed HE schemes. Operations on ciphertexts are very inefficient in terms of

computation time and memory consumption, compared to operations on plaintexts.

In addition, after performing a certain number of operations, a costly procedure

called bootstrapping is required [76, 31]. Therefore, the majority of studies are lim-
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ited to the inference phase, assuming a situation that provides machine learning

inference as a service. The training phase should be studied more deeply top extract

the maximum value from the data.

One of the MLED models, whose training steps have been commonly studied, is

logistic regression (LR). LR is a simple classification model that linearly divides the

data space, which is used effectively in various fields, including medicine, market-

ing, and geology [40, 47, 116]. [104] trained an encrypted LR model with gradient

descent and approximated the sigmoid function with the most similar polynomials

within a certain range. Despite performing well on several benchmark datasets, their

methodology raises some concerns because the training parameters, such as learning

rate, number of iterations, and range of sigmoid function approximation should be

predetermined. Indeed, this problem is common for all proposed MLED training

models.

In this study, we propose an effective privacy-preserving LR method that is free

from most hyperparameter selections. First, we train an unencrypted classification

model to extract the prediction probability for each label. Then, we solve for a ridge

regression that predicts the logit result of the estimated probability. Our theoretical

results provide a new generalization error bound, which can be optimized by properly

estimating the logit and our proposed mean matching, which aims to reduce the gap

between the distributions of encrypted and unencrypted data. To benefit from the

trade-off between security and efficiency, we define sensitive variables, whose privacy

is more important than the privacy of others, which has been widely recognized in

other fields but has rarely been introduced into MLED. The experimental results

show that, compared to the prior encrypted LR models, our method achieves better
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classification results and lower training latency.
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4.2 Proposed Method

4.2.1 Motivation

The loss function of LR is the negative log-likelihood, which is given by

J(θ) =

n∑
i=1

log(1 + exp(−yiθTxi)) (4.1)

where θ is the weight vector, xi is i-th input and yi ∈ {+1,−1} is the label of i-th

input. [101] minimized (4.1) with Nesterov’s accelerated gradient, which is a slight

modification of the gradient descent algorithm. The gradient descent algorithm can

be written as follows:

θt+1 = θt − ηgt, gt =
∂J

∂θ
= −

n∑
i=1

sig(−yiθT
t x

i) · yixi (4.2)

where η is the learning rate and sig(x) = 1/(1 + exp(−x)) is the sigmoid function.

When implementing this model with HE, there are two major limitations. The first

is the selection of the learning rate and number of iterations for the gradient de-

scent. In Figure 4.1(a), we plotted how the loss changes according to the number

of iterations for different learning rates. Observe that, the performance can vary

drastically depending on the learning rate. In addition, the optimal learning rate is

different depending on the number of iterations (compare the orange line (η = 0.1)

and pink line (η = 0.01)). When dealing with plaintext, the optimal parameters can

be found through cross validation, but this is impossible in MLED because the the

weight vector cannot be decrypted during training. On the other hand, our method

can obtain a closed-form solution without using gradient descent.
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Figure 4.1: Sensitivity analysis on the hyperparameters in previous privacy preserv-
ing LR

Another limitation is that the sigmoid function cannot be evaluated efficiently

using HE. Because the low-order Taylor expansion results in a good approximation

only in a localized domain, [101] approximated the sigmoid function with a poly-

nomial showing the lowest mean squared error in the domain [−8, 8]. Figure 4.1(b)

shows the different approximation results according to the domain range when ap-

proximated by a 3rd order polynomial. The maximum error between the polynomial

and the sigmoid function is 0.11 when the range is [−8, 8] (blue line), which increases

to 0.26 when the range is [−20, 20] (red line). Therefore, it is essential to obtain a

tight bound for the input value of the sigmoid function, which is not possible for

encrypted data. Conversely, our method solves ridge regression on the ciphertext;

thus, there is no need to evaluate the sigmoid function.
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4.2.2 Framework

In this study, we propose a new framework that can effectively handle classifica-

tion tasks, while preserving the privacy of private variables. We set two different

datasets for the same variables, D1 = {(xi
1, y

i
1)|i = 1, . . . , n1} and D2 = {(xj

2, y
j
2)|j =

1, . . . , n2}, where xj
2 = (xj21, . . . , x

j
2p, [x

j
2(p+1)], . . . , [x

j
2(p+ℓ)]) contains ℓ encrypted pri-

vate variables.

Threat Model The participants of our framework consist of data owners O, a

modeler M and a crypto-service provider C. We assume that the participants are

honest-but-curious and do not collude, which is widely accepted in MLED studies

[144, 128, 8, 130]. Our security goals are as follows:

� Neither M nor C should obtain information on private variables.

� Neither O nor C should obtain information on the learned model.

Protocol The details of our protocol to achieve the security goal are as follows:

� (Teacher modeling)M trains a teacher model fs with an unencrypted dataset

D1, where D1 is owned by M or publicly available.

� (Encryption) C generates keys (pk, sk) and sends pk to O and M. O encrypts

the private variables of their dataset D2 and sends D2 to M.

� (Training on encrypted data) M infers encrypted logit Enc(l2) = fs(D2)

and evaluates Enc(l̃2) = Enc(l2) + Enc(β) through mean matching. M trains

the privacy-preserving ridge regression on D2 and Enc(l̃2) and obtains Enc(ω).
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� (Decryption) M generates a random polynomial r and sends Enc(ω+r) to C.

C decrypts w+r, adds a random discrete Gaussian noise e, and sends w+r+e

back to M. M subtracts r, and the final weight is obtained as w + e.

Similar to [56, 71], the security of our protocol follows directly from the semantic

security (against passive adversaries) of the underlying HE scheme. In our protocol,

e is added to defend against attack proposed by [113], which, according to [32], with

a high probability causes only <1 bits of precision loss.

Our framework consists of three steps, excluding encryption and decryption. The

first step is teacher modeling, which is the first of our protocol, and the second

and third steps are mean matching and ridge regression, which corresponds

with the third protocol.

Teacher modeling In the first step, M trains a classification model with D1,

which mimics the first phase of the knowledge distillation in the first model; then, we

extract the soft probability from the target label. However, our method has several

major differences from knowledge distillation. First, knowledge distillation aims to

train a rather simple model that performs comparably to a complex teacher model,

in which extracting the probability is a means to achieve the goal. On the other

hand, in our framework the probability plays a more important role. We transform

the classification task into a regression problem through the probability. Another

difference is that in our method, the teacher model does not need to be a complex

model. There are several advantages to using a simple model as a teacher model,

which we will demonstrate later.

Meanwhile, we should assume that M should possess an unencrypted D1 that
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can be used in step 1. Considering that M is depicted as a company seeking to profit

from their model in many studies [119, 118, 121], there may be individuals who

provide their private information to M in return. To be more realistic, we assumed

there are relatively few people who publish their private information. Moreover, the

underlying distributions of D1 and D2 are heterogeneous because they have different

features than those who do not want to provide private information. To fit the former

setting, we use a simple model that generalizes sufficiently with a small amount of

data as the teacher model.

Mean matching In the second step, using the teacher model M infers the logit

of D2. In the case where the teacher model uses LR, the inference is simply an inner

product between the model parameter θ and xjs, which can be efficiently computed

with HE using slot-wise rotation (See the Allsum algorithm in [104]). Denoting the

teacher model as fs and logits of D1 and D2 as l1 and l2, respectively, we can obtain

l2 from D2 using the teacher model fs. However, because D1 and D2 have different

distributions, also l1 and l2 might. Therefore, rather than directly using the logit

distribution l2, we suggest adding a regularization term β to l2 so that it can consider

the difference between two distributions. The β should satisfy:

∑
i fs(x

i
1)∑

i y
i
1

=

∑
i(fs(x

i
2) + β)∑

i y
i
2

(4.3)

Now applying the regularization term β, we can obtain the shifted logit l̃2, where

l̃i2 = fs(x
i
2) + β.

Note that (4.3) can be seen as a simplified version of kernel mean matching

reported in [72], which is widely used in domain adaptation studies [111]. Kernel
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Figure 4.2: Overall framework of our proposed method

mean matching attempts to match the means of the distributions of xs in a kernel

space. When directly applying mean matching to logits, the distributions of logits

are forced to become similar, which has a negative effect on moving the prediction

away from the true label. Therefore, we multiplied the logit by a weight, which

reflects the distribution of the true label.

Ridge regression Finally, we train a ridge regression on D2, where the target

variable is the shifted logit l̃2, not y2. Intuitively, using a well-estimated probability

enables a training at least as accurate as that achieved when using a binary target;

our theoretical results reported in section 4.3 support this claim. By encrypting

a small private portion of the entire information, we can train an efficient ridge

regression without having to explore the learning parameters, as in Chapter 3.

The ridge regression method can be extended to nonlinear regression by consid-

ering linear combination of fixed nonlinear basis functions of the input variables.

We omit a detailed formulation, but in case of one private variable, by replacing

xi = (xi1, . . . , x
i
p, x

i
s) with ϕ(xi) = (ϕ1(x

i), . . . , ϕm(xi), xis), the ridge estimate is

f̂ = Φ(ΦTΦ+ λIM+1)
−1ΦTy = K(K + λIn)

−1y (4.4)
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where Φ ∈ Rn×(M+1) whose i-th row is ϕ(xi). Defining the kernel function as

K(xi,xj) = ϕ(xi)Tϕ(xj), (4.5)

the kernel matrix can be easily obtained as

K = ΦΦT =

p∑
i=1

ΦiΦ
T
i + hhT = Φ(−s)Φ

T
(−s) + hhT = K(−s) + hhT (4.6)

where h is defined the same as in section 3.3. Then all the remaining steps are

the same as in section 3.3, with XXT replaced by K.
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4.3 Theoretical Results

This section provides the core theory behind our proposed methodology. We provide

a generalization error bound for the proposed method.

Consider a classification task with an input space X , an output space Y = {0, 1},

and hypothesis space Z = X × [0, 1]. Let S = {zi = (xi, yi) ∈ Z : i = 1, ..., Ns}

represent the given open labelled data of Ns samples. In our classification settings,

we have two distinct distributions: (x, y) ∼ DS according to a sample distribution

DS over Z with y ∈ Y and (x, p) ∼ DT according to a target distribution DT over

Z with p ∈ [0, 1].

Utilizing these concepts and following the notations in [127], a hypothesis h :

Z → ℜ is a scoring function such that we assign to each point x the class label

of the maximum score h(x, y), that is, argmaxy∈Y h(x, y). The margin ξh(z) at a

sample example z = (x, y) ∼ DS is then defined by

ξh(z) = h(x, y)−max
y′ ̸=y

h(x, y′)

Thus, h misclassifies z iff ξh(z) ≤ 0.

The generalization error (or risk) of a hypothesis h ∈ H := {h : Z → ℜ} in a

sample distribution DS and a true target distribution DT are defined, respectively,

by

RDS
(h) = Ez∼DS

[1ξh (z)≤0], RDT
(h) = Ez∼DT

[1ξh (z)≤0]

We next define the H-divergence as in [12] which measures the discrepancy between
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two different distributions as in by

DH(DS ,DT ) = sup
h,h ′∈H

|RDS
(h ′)−RDT

(h)|

We are now ready to derive the following generalization error risk in our classi-

fication setting.

Lemma 4.1. Let DS and DT be the sample and the true target distributions, re-

spectively. Then for any hypothesis h ∈ H, the following inequality holds:

RDT
(h) ≤ min

h′∈H
RDS

(h ′) +DH,H(DS ,DT ) (4.7)

Proof. For a given h ∈ H,

RDT
(h) = RDS

(h ′) +RDT
(h)−RDS

(h ′)

≤ RDS
(h ′) +DH(DS ,DT )

which holds for all h ′ ∈ H. Therefore, the result follows. ¶

Following the notations and definitions in [127], let S = {zi = (xi, yi) ∼ DS :

i = 1, ..., N} represent the class labeled data of N samples. Then the empirical

Rademacher complexity of H with respect to S is the random variable

R̂DS
(H) = Eσ

[
sup
h∈H

1

N

N∑
i=1

σih(zi)

]
(4.8)

where σ = {σ1, ..., σN} are independent uniform {±1}-valued Rademacher ran-

dom variables. The Rademacher complexity of H is the expectation of the empirical
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Rademacher complexity over all samples of size N :

RN (H) = EDS
[R̂DS

(H)] = ESσ

[
sup
h∈H

1

N

N∑
i=1

σih(zi)

]
(4.9)

Theorem 4.2. Let DS and DT be the sample and the true target distributions,

respectively. Then, for any δ > 0, with probability at least 1− δ, the following clas-

sification generalization bound holds for all hypothesis h ∈ Hρ = {(x, y)→ ω · (yx) :

∥ω∥2 ≤ 1/ρ, ∥x∥2 ≤ r}:

RDT
(h) ≤ 1

N

N∑
i=1

loge0
(
1 + e−2yiω·xi

)
+DHρ(DS ,DT ) (4.10)

+
16r

ρ
√
N

+

√
log log2

4r
ρ

N
+

√
log 2

δ

2N
(4.11)

where e0 = log(1 + 1/e).

Proof. We define Λ(H1) for a scoring function h ∈ H1 by

Λ(H1) = {x 7→ h(x, y) : y ∈ Y, h ∈ H1} = {x 7→ y(ω · x) : y ∈ Y, ∥ω∥2 ≤ 1}

Then for any 0 < ρ < 2r, by Theorem 9.2 and Theorem 13.2, 13.4 in [127] and

some slight modifications adapted to our classification setting, we have the following

general margin bound of RDS
(h):

RDS
(h) ≤ 1

N

N∑
i=1

1ξh (zi)≤ρ +
8

ρ
ℜN (Λ(H1)) +

√
log log2

4r
ρ

N
+

√
log 2

δ

2N

where e0 = log(1 + 1/e).
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We next derive a margin upper bound of ℜN (Λ(H1)). Since |ω·yx| ≤ ∥ω∥2∥yx∥2 ≤

r by the Cauchy–Schwarz inequality, we have

ℜ̂N (Λ(H1)) =
1

N
Eσ

[
sup

∥ω∥2≤1,y∈Y
ω ·

N∑
i=1

yσixi

]
=

1

N
Eσ

[
sup
y∈Y
∥

N∑
i=1

yσixi)∥2

]

≤ 1

N

∑
y∈Y

Eσ

[
∥

N∑
i=1

yσixi∥2

]
≤ 1

N

∑
y∈Y

√√√√Eσ

[
∥

N∑
i=1

yσixi∥22

]

≤ 1

N

∑
y∈Y

√√√√ N∑
i=1

∥yxi∥22 ≤
2r√
N

where the third inequality holds by definition of the dual norm. Since

∑
y∈Y

exp(
h(xi, y)− h(xi, yi)

ρ
) =

∑
y∈Y

exp(
yω · xi − yiω · xi

ρ
)

= exp(
ω · xi − yiω · xi

ρ
) + exp(

−ω · xi − yiω · xi

ρ
) = 1 + exp(

−2yiω · xi

ρ
)

if we let ω̃ = ω/ρ, then ∥ω̃∥ ≤ 1/ρ

1

N

N∑
i=1

1ξh (zi)≤ρ ≤
1

N

N∑
i=1

loge0

∑
y∈Y

e
h(xi,yi)−h(xi,y)
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and the result follows from Lemma 4.1. ¶

Notice that the first term of the right-hand side of Eq. (4.10) is the loss function

for the logistic regression where the conditional probability takes the form of logit
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function:

Pr[y = 1|x] = 1

1 + e−2ω·x

As a result, the upper bound of empirical expected target error can be decom-

posed into two parts: The first term is the empirical source error. In our framework,

we try to minimize this term by training a teacher classification model with D1 in

the first step. Then the second term is the H-divergence between the DS and DT

which implies that we should reduce the gap between two distributions to achieve

better performance. The mean matching step in our framework corresponds to this

part, which is a simplified version of kernel mean matching [72].
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4.4 Experiments

In this section, we evaluate our method using various real-world datasets. Through

experiments, we argue that our method achieves better classification results com-

pared to the existing methods with a shorter computation time. In addition, we

verify that even when the distributions of published and encrypted data are very

different, our method can properly correct the difference and maintain the classifi-

cation performance.

4.4.1 Experimental Setting

Datasets We used five widely used classification datasets from the UCI data repos-

itory: The adult income dataset (Adult), bank marketing dataset (Bank), Wiscon-

sin Breast Cancer dataset (Cancer), Pima Indians Diabetes dataset (Diabetes),

and Australian Credit Approval (Credit) dataset [49]. Adult and Bank datasets

are commonly used in fair machine learning studies, thus, we treat variables that

can induce social bias, such as gender and age, like private variables. For the other

datasets, the variable that had the greatest impact on the classification performance

was selected as a private variable. In practical applications, data owners can flexibly

set private variables according to their security standards. The explanation for each

dataset is provided in Table 4.1.

Experimental Setup All the experiments were performed on a machine equipped

with 40 threads of an Intel Xeon E-2660 v3 @2.60GHz CPU processor. We imple-

mented step 1 of our framework with Python 3.6.3, using the LR module in the

scikit-learn library. Other steps were implemented with C++, using HEAAN v1.1
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Table 4.1: Description of datasets

Dataset # of attributes # of samples Private Variable

Adult 11 30162 ’Gender
Bank 10 4521 ’Age’
Cancer 9 682 ’Bare Nuclei’
Diabetes 8 768 ’Blood Pressure’
Credit 10 690 ’A5’

[33] for HE. HEAAN is an implementation of the CKKS scheme; a detailed de-

scription of the scheme and its parameters are provided in the Appendix. We used

privacy-preserving LR depicted in [104] (LRHE) as a baseline comparison method

because it is the only MLED training model that works within a practical computa-

tion time. We do not compare our method to the HE-friendly SVM model reported

in [140], because their model assumes that the data owners pre-compute the kernel

matrix, which can leak information about the model. Comparing our model to DNN

models reported in [118] is not of our interest because their model has a latency

that is too high. Note that we trained LRHE with all variables encrypted because

LRHE hardly benefits from partial encryption, as mentioned in section 4.2.1. In-

deed, encrypting only private variables for LRHE resulted in time savings of less

than 1.2%.

For each dataset, we randomly sampled 20% as test samples, and 20% of the

other 80% were treated as plaintext data, which were used for the training of step 1.

We encrypted the private variables of the remaining 60% and used them for steps 2

and 3. For CKKS parameters, we usedN = 216, qL = 21200, and P = 240. The sigmoid

function approximation degree for LRHE was set to 3 because increasing the degree

results in a larger multiplicative depth and less possible number of gradient descents

with LHE. In addition, we observed that increasing the degree up to 7 did not
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significantly affect the performance of the model. The learning rate for LRHE was

chosen in {0.001, 0.0001, 0.00001} to achieve the best classification performance.

4.4.2 Experimental Results

We compared the methods in terms of their classification accuracy and computation

time. The results of the experiments are summarized in Table 4.2. For all datasets,

Ours achieved higher accuracy and lower latency compared to LRHE. In particu-

lar, regarding the computation time, Ours can reduce latency by 66-68% through

efficient computation using private variables. Although the performance of LR using

plaintext is not inferior to ours, the performance of LRHE degrades owing to the

sigmoid approximation and limited iterations of gradient descent. On the other hand,

because Ours is free from parameter selection, its performance does not decrease

compared to the same operation using plaintext.

As an ablation study, we additionally trained step 3 of Ours using gradient de-

scent, with all variables encrypted (denoted asOurs-grad in Table 4.2). Because the

multiplicative depth per iteration of Ours-grad is lower than that of LRHE owing

to not using the sigmoid approximation, we trained Ours-grad for eight iterations.

The learning rate was set in {0.001, 0.0001, 0.00001}.The procedure that requires the

most computation time in Ours-grad is the matrix-matrix multiplication, which

causes Ours-grad to have a greater latency compared to LRHE. However, the

computation time per iteration of LRHE is higher than that of Ours-grad, and

the result of the matrix-matrix multiplication can be reused through the iterations

after calculating once. Therefore, it is implied that as the number of iterations in-

creases,Ours-grad will be more efficient than LRHE. In addition, the classification
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Table 4.2: Classification Results on five datasets.

Dataset
Accuracy (%)

Computation time
(sec)

Time per iteration
(sec)

LRHE Ours Ours-grad LRHE Ours Ours-grad LRHE Ours-grad

Adult 81.913 83.123 82.759 306.061 102.25 1488.65 58.372 55.786
Bank 89.712 89.823 89.934 248.854 82.315 1095.44 47.528 43.184
Cancer 86.957 90.580 90.580 225.286 73.392 968.019 42.419 37.791
Diabetes 71.429 75.325 76.623 184.733 61.183 700.522 35.038 30.927
Credit 97.794 98.453 98.529 201.763 65.344 828.833 38.415 34.757

performance of Ours-grad is similar to or better than that of Ours, which means

that Ours-grad converges better by allowing more iterations than LRHE. There-

fore, even in situations where the partial encryption of private variables is limited,

our method has an advantage over the existing methods.

Effectiveness of mean matching In this section, we verify that the mean match-

ing in step 2 of our method is a simple but effective way to mitigate performance

degradation due to the difference between distributions of unencrypted and en-

crypted data. Here, we do not randomly divide the dataset, instead divide it referring

to the value of a certain variable. Diabetes dataset, for example, was divided ac-

cording to whether the value of ’Glucose’ variable was greater than (or less than)

its median. Figure 4.3(a) plots the dimension reduction result for Diabetes dataset

using t-stochastic neighborhood embedding and confirms that the two subsets (X1

and X2) have very separate distributions compared to each other. We sampled 20%

of the entire dataset from X1 and trained step 1 with the samples. 80% of X2 was

used for steps 2 and 3, with the remaining 20% of X2 used as the test samples.

Table 4.3 summarizes the experimental results for three datasets: Adult, Dia-

betes and Credit. For the other two, there were no variables that could properly

divide them. The test accuracy of the LR model trained with X1 was lower than that
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Table 4.3: Ablation study for mean matching. Criteria refers to the criteria for
dividing the datasets.

Dataset Criteria
Accuracy (%)

LR with X1 Ours-without mean matching Ours LRHE

Adult
X1 : ’Marital’ = 0
X2 : ’Marital’ = 1

63.330 63.330 69.471 68.690

Diabetes
X1 : ’Glucose’ > 117
X2 : ’Glucose’ ≤ 117

29.487 29.487 80.769 80.769

Credit
X1 : ’A4’ = 0
X2 : ’A4’ = 1

20.833 20.833 79.167 79.167

of the LRHE trained with X2 because the domains of X1 and X2 were different, and

the test set was sampled from X2. The performance of Ours without mean matching

was not different from that of the LR with X1. However, with mean matching the

classification accuracy of Ours was raised to the same level as that of LRHE. Even

when the accuracy of LR with X1 was 50% or lower than that of LRHE, applying

mean matching completely recovered the classification performance of Ours.

To verify why the mean matching of our method works well, in Figure 4.3(b), we

plotted the histogram of logits inferred by LR models. In the figure, the red and blue

histograms represent the distributions of logit of X1 for LR learned with X1 (=l1)

and logit ofX2 for LR learned withX2, respectively. Thus, the blue histogram can be

seen as the distribution of the logit of X2 when it is classified ”correctly”. However,

because the model is biased toward the distribution of X1 when trained with X1, the

distribution of the logit of X2 (=l2) is also biased toward the distribution of the logit

of X1, as shown in the green histogram. Therefore, mean matching plays the role of

shifting the biased distribution (orange histogram) to fit the correct distribution.

Extension to nonlinear methods We validated the nonlinear method on the

same datasets . To give nonlinearity to the teacher model, we trained a neural
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Figure 4.3: Effectiveness of Mean Matching

Table 4.4: Results for our nonlinear regression model

Dataset
Accuracy (%)

T-test
(Ours-nonlinear > Ours-linear)

NN (step 1) LRHE Ours-linear Ours-nonlinear t-statistic p value

Adult 83.90 80.106 81.217 83.803 6.412 <0.001
Bank 87.72 87.058 87.279 87.943 1.093 0.144
Cancer 94.85 94.118 94.853 94.853 -0.323 0.625
Diabetes 75.68 70.130 75.325 76.623 5.942 <0.001
Credit 88.41 86.232 86.232 89.623 7.911 <0.001

network which consists of three fully-connected layers as the teacher model. Each

layer reduces the data dimension to 8, 4, 1, respectively, and a sigmoid function

was taken after the last layer. After the first two layers, we used square activation

instead of ReLU for an HE-friendly inference. The step 3 of our method was trained

with the kernel Ridge regression demonstrated above. The results are summarized

in Table 4.4. It is shown that the nonlinear extension works well with every dataset,

achieving at least as high accuracy as our original method. Except for Adult and

Cancer dataset, the nonlinear extension showed significantly better (p < 0.001)

accuracy compared to the original method. This is because linear Ridge regression
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cannot represent the nonlinearity obtained from the nonlinear teacher model well.

In the case of Cancer, it seems that the linear boundary is close to the optimum,

so the same performance is obtained even if nonlinearity is not introduced. Ours-

nonlinear will perform better if we use a more complex teacher model or a dataset

where the linear teacher model performs poorly.
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4.5 Chapter Summary

We proposed an efficient HE-friendly classification method, that protects both the

users’ private information and secrecy of the model. We trained a ridge regression

model for the logit instead of logistic regression, which has a closed-form solution

and is free from parameter search. To extract logit values from a binary label, we

trained a teacher model on unencrypted data that can output logit, similar to that

of knowledge distillation. Owing to encrypting only private variables that require a

high level of security instead of encrypting all information, our method can achieve

higher efficiency and training stability. Our algorithm is HE scheme-free; it can bring

efficiency when implemented with any widely used HE schemes.

Although our study aims to extend the existing machine learning method in the

privacy-preserving direction, our model can be corrupted by malicious participants

because our security model is limited to semi-honest, non-colluding participants.

Designing a secure system for weaker security assumptions should be conducted in

future studies.
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Chapter 5

Homomorphic-encryption-friendly Evaluation for
Support Vector Clustering

5.1 Problem Statement

Recently, machine learning technologies have successfully solved real-world problems

in various fields, including biomedical and financial applications. Sensitive data such

as personal data, biometric data, medical information, and financial information

can be used to construct high-quality machine learning models. Therefore, moral

and legal issues about data protection and privacy use have received attention, and

the conflict between data utilization and protection needs to be addressed.

Fully homomorphic encryption (FHE), which enables numerical operations on

encrypted data, is considered to be a promising direction that satisfies data utiliza-

tion and protection [61, 33]. Privacy-preserving machine learning algorithms with

FHE have been proposed to train supervised models and evaluate the models on

the encrypted domain, where encrypted data can be transmitted to the model with-

out revealing the original data [71, 140]. However, implementing machine learning

algorithms with FHE involves much slower computations and much larger data stor-

age than implementing the same algorithms on the plaintext domain. Implementing

machine learning algorithms without considering the operational characteristics of
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FHE can worsen the problems and degrade the performance.

Clustering is a representative unsupervised learning task widely used in areas

including image segmentation, information retrieval, and marketing. Clustering al-

gorithms partition given instances into a set of subgroups called clusters depending

on their similarity (or distance). Clustering on the encrypted data can be more

complicated than classification or regression because the shape and the number of

clusters are unknown. Clustering algorithms such as k-means clustering and mean

shift clustering methods have been implemented on encrypted data but lack the

performance of complex and non-convex data [4, 36]. In contrast, the support vector

clustering (SVC) algorithm can capture the complex shape of clusters by labeling

the support of data distribution based on the support vector domain description

(SVDD) [110, 102].

In this chapter, we propose a privacy-preserving evaluation for SVC. Our work

aims to implement an efficient SVC inference on the encrypted domain, where it can

capture the complex data distribution with a support function and assign the most

appropriate cluster for a new test data. Our algorithm enables robust SVC labeling

for test data on an encrypted domain without decryption by configuring the entire

procedure as a homomorphic operation. In the experiments, six datasets were used

to evaluate the performance of clustering algorithms on the encrypted domains.
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5.2 Background

5.2.1 CKKS scheme

In this chapter, we used CKKS scheme that supports the approximate computation

of real numbers, where a small error is added to the plaintext vector after decryp-

tion [33]. CKKS can provide efficient floating-point operations at the expense of a

bounded loss of precision. A complex vector (plaintext) can be encoded into a ring

element and encrypted into a single ciphertext, and the slot rotation of the vector on

the encrypted domain enables an efficient parallel computation of the ciphertexts.

Because of efficient computation, many machine learning algorithms based on CKKS

have been proposed for real-world applications [36, 140].

Initializing CKKS scheme, some parameters are determined to achieve a tar-

geted level of security, including N , initial ciphertext modulus log qL and scaling

factor p, where N is related to the ciphertext space and the number of plaintext

slots (= N/2). The parameters log qL and p determine the precision of the calcula-

tions and the number of operations without bootstrapping. Since the error in the

evaluated ciphertext grow rapidly with multiplication compared to other operations,

it is necessary to rescale the ciphertext after multiplication to control the magnitude

of the error with decreasing the ciphertext modulus.

The bootstrapping procedure allows the evaluated ciphertext to be refreshed

by homomorphically evaluating the Decrypt function with increasing the ciphertext

modulus. In the case of CKKS, the computational cost of bootstrapping increases

with the number of plaintext slots with O(logN/2) [31]. Although bootstrapping of

CKKS is more efficient than other FHE schemes, it is still the most expensive part
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of CKKS. Therefore, it is essential to consider the trade-off between the efficiency

of parallel operation and the cost of bootstrapping.

Algorithm 3 demonstrates the procedures used for key generation, encryption and

decryption. As an important feature of CKKS, it has a unique method of encoding

a plaintext vector into a ring element prior to encryption. Through Encode, CKKS

supports encryption for complex vectors, and naturally enables a SIMD operation as

well. Decode is almost the same as the inverse of Encode and is used after Decrypt.

Algorithm 3 Basic Procedures for CKKS scheme

1: KeyGen(1λ)→ (sKey, pKey, evKey) ▷ Key generation
2: Encode(z⃗)→ m ∈ R ▷ Complex vector to polynomial ring
3: Decode(m)→ z⃗ ∈ CN/2 ▷ Polynomial ring to complex vector
4: Encrypt(pKey,m)→ c ▷ Encryption
5: Decrypt(sKey, c)→ m ▷ Decryption

Algorithm 4 presents the procedures for addition and multiplication operations.

By combining these procedures, the evaluation of an arbitrary function is performed.

Whereas Add and Mult refer to the addition and multiplication between ciphertexts,

ConstAdd and ConstMult refer to operations between a ciphertext and a constant

polynomial. In any method that supports parallel operation as well as CKKS, since

these operations are performed in units of slots, as many operations as the number of

plaintext slots can be performed at a time. The scheme additionally includes Rotate

and Rescale procedures. Rotate is slot-wise rotation, and is are particularly useful

when adding values in the same ciphertext, and enable efficient parallel operations.

Rescale is appended after every ConstMult or Mult to manage the magnitude of the

error. Rescale reduces the ciphertext modulus, which limits the number of operations

performed without bootstrapping.For a more detailed description of the scheme and
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the algorithms, refer to [33]. It should emphasized that most operations are included

in the general scheme described in Section 2.1.

Algorithm 4 Operation Procedures for CKKS scheme

1: ConstAdd(c, v ∈ R)→ cadd ▷ Addition between ciphertext and plaintext
2: Add(c, c′)→ cadd ▷ Addition between ciphertexts
3: Sub(c, c′)→ csub ▷ Subtraction between ciphertexts
4: ConstMult(c, v ∈ R)→ cmult ▷ Multiplication between ciphertext and plaintext
5: Mult(evKey, c, c′)→ cMult ▷ Multiplication between ciphertexts
6: Rotate(c, j)→ cRotate ▷ Rotation of a ciphertext for j slots

5.2.2 SVC

Support-based clustering starts with estimating the support function of data dis-

tribution obtained by the SVDD, Gaussian process clustering, or kernel density

estimation. In this study, we used SVDD with the Gaussian kernel to obtain the

support function as follows:

s(x) = 1− 2

Nv∑
i=1

βie
−δ∥x−xi∥2 +

Nv∑
i=1

Nv∑
j=1

βiβje
−δ∥xi−xj∥2 (5.1)

where δ > 0 is the width parameter for the Gaussian kernel and Nv denotes the

number of support vectors (SVs). The support function (5.1) can be used to partition

the data space into basin cells by constructing the following dynamical system:

dx

dt
= −∇s(x). (5.2)

A stable equilibrium vector (SEV) of the system (5.2) is an equilibrium state where

all the eigenvalues of Hessian ∇2s(x) are positive. Then, the basin cell B(si) is

defined as the closure of the set of all the data points that converge to a SEV si
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following the system (5.2). Some SEVs are connected to constitute clusters using

the characteristic of the dynamical system (5.2), and the points in a basin cell are

labeled with the cluster label of the corresponding SEV [110, 102, 141]. SVC can

be inductive and have an efficient and stable inference phase with using the system

(5.2) [110, 141].
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5.3 Proposed Method

In user-server scenarios, the inference phase of the clustering algorithm with FHE

can provide to partition the given encrypted instances while protecting user’s pri-

vacy from curious servers. In this letter, we present the inference phase of the SVC

algorithm with FHE because SVC is naturally inductive and has a stable infer-

ence. For SVC, most inference methods are based on the system (5.2) that a test

point follows to find the SEV. In particular, the simplest inference method is to

allocate the test points to the cluster of the closest SEV. However, this inference

cannot capture the complex clusters because it ignores the intrinsic data distribu-

tion. Therefore, we present an elaborate inference algorithm of SVC which utilizes

the support function (5.1) of the data distribution. We addressed the challenge of

dealing with HE-unfriendly operations of SVC inference while balancing efficiency

and accuracy.

We propose a HE-friendly evaluation that utilizes the basin induced from the

system (5.1) to stabilize the inference. Our algorithm consists of two parts. In the

first part, we use the dynamical system (5.2) to move the given test data to more

stable points. We can postulate that the boundary regions between two different

basins are the most unstable, whereas the SEVs are the most stable points. Thus,

our algorithm makes the points evade the boundary region by applying the system

(5.2) which converges to SEVs. In the second part, our algorithm assigns the cluster

label by finding the SEV closest to the point obtained after the first part. The

procedure of our proposed method is presented in Algorithm 5.

In Algorithm 5, we need to implement the calculation of the gradient of the

support function ∇s(x) homomorphically. When using the Gaussian kernel, ∇s(x)
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Algorithm 5 HE Friendly Evaluation of Support-based Clustering

Input : Test data {xi}Ntest
i=1 , SEVs {si}NS

i=1, SVs {vi}NV
i=1, support function s,

number of iteration T , learning rate η
Output : Clustering label {li}Ntest

i=1

1: for i = 1 to Ntest do
2: x0

i ← xi

3: for t = 1 to T do
4: xt

i ← xt−1
i − η · ∇s(xt−1

i )
5: end for
6: Find the nearest SEV (si) of x

T
i , and label xi as li, the label of si.

7: end for

can be directly calculated as:

∇s(x) = 4δ

Nv∑
j=1

βje
−δ∥x−vj∥2 · (x− vj). (5.3)

CKKS is used to efficiently implement the approximate computation of real num-

bers on encrypted data, which supports homomorphic additions and multiplications.

However, it requires polynomial approximations for non-polynomial operations. The

gradient (5.3) contains the exponential function and the distance between a test

point and the SVs. After the first part has been found without decryption, finding

the nearest SEV consists of two components: calculating the distances between a test

point and the SEVs and finding the minimum distance between them. The expo-

nential function is approximated with a Taylor expansion. To obtain the min-index

of the distances, we used the iterative algorithm in [35]. However, the appropriate

packing strategy is needed to improve the computational efficiency of calculating

the distances and finding the min-index.

We design the plaintext packing to avoid bootstrapping. For simplicity, we as-

sume that all vectors, including test data, SVs, and SEVs, are d-dimensional row
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vectors. Figure 5.2 shows the structures of the packed plaintexts, where a plain-

text vector will be encrypted into a ciphertext. Note that CKKS supports addition,

element-wise multiplication, and right-shift and left-shift rotations for plaintext vec-

tors on the encrypted domain. We designed the plaintext vector to efficiently calcu-

late the distances using these operations because both parts of Algorithm 5 involve

the calculation of the distances. The test samples x1,x2, . . . ,xNtest are repeated as

many as NV , while each instance of SVs vi and SEVs si are repeated as many

as the number of test data Ntest as in Figure 5.2. For SEVs, Ntest times repeated

vectors are additionally repeated NV /NS times. The plaintexts become dNtestNV -

dimensional vectors which consist of d-dimensional sub-vectors. In this way, sub-

tracting all SVs or SEVs from all test data can be done with only one operation. In

addition, β = [β1, . . . , βNV
] were packed in the same way as SVs, where βj ’s were

repeated d times to constitute a vector like vj ∈ Rd. Depending on the number

of test samples Ntest and SVs NV , we can use multiple ciphertexts for a plaintext

vector and parallelize the homomorphic operations.

Finally, we can efficiently compute the difference xi − vj for obtaining the gra-

dient (5.3) and xi − sj for finding the closest SEV. After constituting all necessary

ciphertexts, we can compute the gradient using homomorphic operations without de-

cryption by replacing the entire operations with the polynomial operations. When

finding the nearest SEV, we use the min-index algorithm whose output has a recip-

rocal of the number of minimal elements for the indices of the minimal elements and

0 for the other indices as in [36]. Because the min-index algorithm on the encrypted

domain involves an approximate error, the outputs of the minimal elements can be

indistinguishable from 0s with the errors when the number of minimal elements is
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large. However, the gradient phase of our algorithm induces the test samples near

the boundary to move to the SEV, resulting in more accurate homomorphic results

for the min-index algorithm. Figure 5.1 illustrates the change of test points after

one gradient descent iteration. We can notice that the test points move toward the

SEVs of their basins and away from the other SEVs simultaneously. It can affect the

clustering performance for complex data distribution.
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Table 5.1: Summarization of the datasets

Dataset Instances Attributes Clusters Convexity

Hepta 212 3 7 convex
Tetra 400 3 4 convex
Lsun 400 2 3 convex

TwoDiamonds 800 2 2 convex
Target 758 2 2 non-convex

Chainlink 1000 3 2 non-convex

5.4 Experiments

5.4.1 Experimental Setting

We evaluated the proposed method on six datasets shown in Table 5.1 from the

fundamental clustering problems suite [168]. We compared clustering performance

in terms of the adjusted Rand index (ARI) metric and computation time with HE-

friendly mean shift clustering (Meanshift) and k-means clustering (KMeans), which

are currently the state-of-the-art clustering models used with FHE. The ARI mea-

sures the similarity between two data partitions and has a value between 0 and 1,

where 1 represents a perfect agreement between two data partitions. To verify how

the error included in ciphertext affects the clustering results, we compared the re-

sults of Algorithm 5 to encrypted data (ARI-enc) and unencrypted data (ARI-no).

We implemented the evaluation of KMeans and Meanshift, following [36].

We used an Intel Xeon CPU E5-2660 v3 @2.60GHZ processor. We set log qL =

1200, log p = 30, N = 216 and δ = 2 for all datasets. We conducted the experiments

with different test rates in {0.2, 0.5, 0.9}, which means the ratio between the number

of test data and the number of training and test data. Training data was sampled

five times for each experiment to measure the average performance. For Algorithm
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5, we used one iteration step of (5.2), where the learning rate was set to 0.5 for the

Chainlink dataset and 0.8 for the other datasets.

5.4.2 Experimental Results

Table 5.2 shows the clustering results. KMeans showed almost the same computation

time for all experiments since a plaintext vector is encrypted into a single cipher-

text. In contrast, except Hepta and Lsun, the proposed method showed the longest

execution time because it needed to split a plaintext into multiple ciphertexts. The

total execution time is highly dependent on the number of ciphertexts, which is re-

lated to the number of SVs for the proposed method, to the number of modes for

Meanshift, and to the number of clusters for Kmeans. Therefore, we can reduce the

computational cost if the SVC algorithm obtains a sparse support function (5.1)

with few support vectors.

For Hepta and Tetra datasets, which have simple and convex distributions, all the

models showed good performance. For all the other datasets, our method showed

the highest ARI value regardless of the test rate. The other algorithms showed

poor performance, especially for the Target and Chainlink datasets that have non-

convex data distributions, while our model achieved high ARIs. For the Lsun dataset

that consists of rectangular clusters with different lengths and widths, the ARI

values of the KMeans and Meanshift algorithms for encrypted and unencrypted

data are different significantly, whereas SVC always showed consistent results even

after encryption. These results demonstrate that by pulling the data point at the

boundary toward the center of the basin cell, SVC can attain robustness against the

error that can occur from homomorphic operations.
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We additionally conducted t-test between ARI scores of the proposed method and

the compared methods. Table 5.3 demonstrates the results for five datasets except

Hepta where all the methods always achieved ARI= 1. Except for Tetra where

SVC showed the worst clustering perfomance, SVC showed siginificantly better (p <

0.001) clustering results than the other methods. For TwoDiamonds dataset, even

though SVC showed the highest ARI score, the difference between SVC and KMeans

was not significant enough.

Figure 5.3 shows the result of our investigation of the difference in clustering

performance by presenting the clustering results for three data sets. Figure 5.3(a) and

Figure 5.3(b) illustrate that KMeans and Meanshift failed to capture the clusters,

especially for the data points at the boundary of the divided region. However, our

method correctly allocated the clusters because of the robustness of our method, as

stated in the above paragraph. In the case of datasets with nonconvex distributions

such as Target and Chainlink, we found that KMeans essentially did not reflect the

non-convex distribution, and Meanshift was not able to connect the clusters into a

single cluster. On the other hand, SVC completely clustered the Target dataset, and

for the Chainlink dataset, almost all data points were properly clustered except for

the points located where two clusters are adjacent on another.
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5.5 Chapter Summary

We proposed a privacy-preserving evaluation algorithm of SVC with fully homomor-

phic encryption. Our model enables the allocation of the cluster label for new test

data without decryption, improving the clustering performance for non-convex data,

and provides robustness of data points near the boundary. The experimental results

show that the proposed method effectively clusters encrypted data with various

distributions in a realistic amount of time. In the future, we can improve the com-

putational cost of our algorithm by training a sparse SVC model and parallelizing

computationally expensive operations when using multiple ciphertexts.
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Figure 5.1: Illustration of gradient step for Algorithm 5, where the gray points rep-
resent training data, the blue points represent test data, the red points represent the
data point after each gradient step, and each ‘x’ point represents the corresponding
SEV of the basins region with different colors.
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Figure 5.2: Description of the packing method
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Table 5.2: Comparison of the results of three algorithms on FCPS datasets.
For each experiment the highest ARI value is highlighted in bold.

Dataset Test rate
KMeans Meanshift SVC

ARI-enc
time(s)

ARI-enc
time(s)

ARI-enc
time(s)

ARI-no ARI-no ARI-no

Hepta

0.2
1

16.967
1

17.332
1

30.402
1 1 1

0.5
1

17.001
1

16.994
1

28.360
1 1 1

0.9
1

17.025
1

17.028
1

27.239
1 1 1

Tetra

0.2
1

16.162
0.957

16.962
0.927

57.585
1 0.970 0.927

0.5
1

16.505
0.973

17.383
0.947

113.896
1 0.973 0.947

0.9
0.994

16.110
0.915

17.033
0.961

109.437
0.994 0.915 0.961

Lsun

0.2
0.351

15.386
0.629

16.543
0.875

25.673
0.417 0.613 0.875

0.5
0.346

15.328
0.611

16.494
0.931

25.837
0.400 0.651 0.931

0.9
0.342

15.409
0.663

16.171
0.993

25.368
0.400 0.734 0.993

Two
Diamonds

0.2
0.897

14.978
0.812

15.476
0.995

26.147
0.897 0.812 0.995

0.5
0.891

15.085
0.842

15.404
0.934

52.469
0.891 0.842 0.934

0.9
0.879

14.640
0.777

15.534
0.923

102.129
0.879 0.777 0.923

Target

0.2
0.105

14.694
0.619

17.055
1

26.375
0.105 0.623 1

0.5
0.119

14.822
0.620

17.331
1

53.773
0.119 0.620 1

0.9
0.121

14.857
0.627

17.185
1

104.359
0.121 0.627 1

Chain-
link

0.2
0.094

15.639
0.235

18.890
0.853

111.958
0.094 0.231 0.853

0.5
0.098

15.465
0.228

37.062
0.887

223.896
0.098 0.229 0.887

0.9
0.068

15.548
0.318

15.513
0.967

220.380
0.068 0.318 0.967
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Table 5.3: T-test results between the proposed method and the compared method
with test rate= 0.2.

Dataset
SVC >Meanshift SVC >KMeans
t-statistic p value t-statistic p value

Tetra -5.874 0.999 -15.032 0.999
Lsun 5.946 <0.001 15.058 <0.001

Two Diamonds 6.514 <0.001 2.895 0.006
Target 31.609 <0.001 49.129 <0.001

Chainlink 27.537 <0.001 29.286 <0.001
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(a) Lsun-Meanshift (b) Lsun-KMeans (c) Lsun-SVC

(d) Target-Meanshift (e) Target-KMeans (f) Target-SVC

(g) Chain-Meanshift (h) Chain-KMeans (i) Chain-SVC

Figure 5.3: Visualization of clustering results for Lsun, Target and Chainlink
datasets. Each estimated cluster is color-coded.
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Chapter 6

Differentially Private Mixture of Gaussians
Clustering with Morse Theory

6.1 Problem Statement

Recently, it was widely known that machine learning algorithms can reveal sensitive

information about individuals used for training. Among various defense methods

against those threats, differential privacy (DP) provides a mathematical guarantee

which can prevent the leakage of the personal information from the outputs of the

algorithms. In particular, DP has the advantage of being able to quantify the level

of privacy protection. To achieve DP, randomness should be added to the original

algorithm, which generally degrades the performance. Therefore, studies on differ-

entially private machine learning aim to preserve the performance of the algorithms

as high as possible at the same level of privacy protection [68].

Clustering, a representative unsupervised learning technique, connects similar

data points into the same cluster. Clustering is widely applied in various real world

applications, such as marketing [84], fraud detection [148], recommendation [155],

and image segmentation [41]. Despite its importance, there have been few studies on

differentially private clustering, compared to supervised learning. Existing studies

focus on relatively simple methods such as k-means clustering [160, 182, 174] or
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mixture of Gaussians [138, 95, 142]. Those methods are simple yet effective, and the

amount of randomness to ensure DP for the methods can be estimated effectively.

However, they have a limitation that they cannot express complex, nonconvex cluster

structures well.

[107] applied Morse theory to improving the clustering performance of non-

private support vector based clustering algorithms. By utilizing Morse theory, their

method has a strength in capturing arbitrary cluster shapes. However, nonlinear

support vector machines suffer in extending to a differentially private algorithm,

because calculating the kernel function in their inference phase requires a set of

support vectors, which is a part of training data.

To address the limitations of the previous works, in this study we propose a

method to extend the existing differentially private clustering algorithms to capture

more sophisticated clusters by applying Morse theory. Specifically, we utilize Gaus-

sian mixture models which does not require any information about training data

after the density function is estimated. From the Gaussian mixture density func-

tion obtained as a result of differentially private clustering, we build an associated

dynamical system and construct a weighted graph, with which we can connect the

small sub-clusters. By dividing a complex cluster into multiple convex sub-clusters,

our method can effectively infer the original shape of the cluster by merging the

sub-clusters. The theoretical results demonstrate that the dynamical processing is

essentially DP-friendly, hence the proposed method does not incur additional pri-

vacy loss on the existing clustering method. Also, it is proven that our method is

inductive and can achieve any desired number of clusters.

The contributions of the study are summarized as:
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� By applying Morse theory, the proposed method can detect more complex

clusters compared to existing DP-clustering methods. We show that the hi-

erarchical procedure based on Morse theory is DP-friendly and thus does not

incur any additional privacy loss. Also, we prove that for a density function ex-

pressed as a mixture of Gaussians, our method can capture any desired number

of clusters.

� We propose a dynamical process associated with Gaussian mixture model,

and prove that it is inductive and does not require retraining for clustering

new data. We also prove that the applied inductive dynamical processing is

DP-friendly.

� The experimental results on various real-world datasets show that the proposed

method improves the clustering performance of the existing methods.
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6.2 Background

6.2.1 Mixture of Gaussians

For a D-dimensional data point x, the density function of mixture of Gaussians

(MoG) model can be written as a linear combination of normal distributions:

p(x) =
K∑
k=1

πkN (x|µk,Σk) (6.1)

where µk ∈ RD,Σk ∈ RD×D are the mean and the covariance of each normal

distribution. MoG is demostrated as a latent variable model, by introducing a dis-

crete variable z ∈ {0, 1}K whose k-th element zk = 1 if x belongs to k-th cluster

and 0 else. Then πk ∈ R can be interpreted as the marginal distribution of z, such

that πk = p(zk = 1).

Like other latent variable models, the likelihood of MoG is maximized via EM

algorithm. In E-step, the responsibility γ(znk) = p(znk = 1|xn) is estimated accord-

ing to the current parameters. In M-step, The parameters are updated according to

the responsibility. The two steps are repeated until convergence as follows:

� (E-step) The responsibility γ(znk) = p(znk = 1|xn) is estimated according to

current parameters:

γ(znk) =
πkN (xn|µk,Σk)∑K
l=1 πlN (xn|µl,Σl)

. (6.2)
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� (M-step) The parameters are updated according to the responsibility:

µk =
1

Nk

N∑
n=1

γ(znk)xn (6.3)

Σk =
1

Nk

N∑
n=1

γ(znk)(xn − µk)(xn − µk)
T (6.4)

πk =
Nk

N
(6.5)

where N is the number of data points and Nk =
∑N

n=1 γ(znk).

It is known that by restricting Σk = σI or all k, MoG reduces to k-means clustering

when σ →∞.

6.2.2 Morse Theory

Let {xi} ⊂ X be a given data set of N points, with X := RD, the data space. Given

a smooth real-valued function f : X → R mapping each point to its height, then

the inverse image of a point a ∈ R called a level set can be decomposed into several

separate connected components Ci, i = 1, ...,m, i.e.,

Xa :=f −1(−∞, a]

={x ∈ X : f (x) ≤ a} = C1 ∪ · · · ∪ Cm

(6.6)

A state vector x satisfying the equation ∇f (x) = 0 is called an equilibrium vector

(or critical point) of f . We say that an equilibrium vector x of (6.8) is hyperbolic if

the Hessian of f at x restricted to the tangent space to X at x, denoted by Hf (x),

has no zero eigenvalues. Note that all the eigenvalues of the Hessian of f are real

since they are real symmetric matrices. A hyperbolic equilibrium vector x is called
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Figure 6.1: Illustration of Morse theory. (b) is a level curve of (a). In (b), the points
with marker ’o’ are stable equilibrium points, and ’x’ refers to index-one equilibrium
point. The triangle markers refer to index-two equilibrium point. Note that x1

3 is an
index-one equilibrium vector, but not a transition equilibrium vector

an index-k equilibrium vector if Hf (x) has exactly k negative eigenvalues. The index

corresponds to the dimension of the subspace consisting of directions at which f

decreases. We will display the superscript k when xk is an equilibrium vector for f

having index k. We call f separating if distinct equilibrium vectors for f have distinct

functional values.

We say that f is aMorse function if all the equilibrium vectors of f are hyperbolic

and separating if distinct equilibrium vectors for f have distinct functional values.

A basic result of Morse theory [82, 135] is that the class of the Morse functions

forms an open, dense subset of all the smooth functions in the C2-topology, in other

words, almost all smooth functions are Morse functions. Therefore, in this paper, it

is assumed that the function considered is Morse, which is “generic”.

Morse theory gives the answer to the question of when the topology of #|Xa|

changes as a varies as follows: (Here #|A| denotes the number of connected compo-

nents of a set A. See [82, 92, 135] for more details.)
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� #|Xa| increases by one, i.e. #|Xa+ε| = #|Xa−ε| + 1 for a sufficiently small

ε > 0, if and only if, a ∈ {f (x0
1), ..., f (x

0
s)}.

� #|Xa| decreases by one, i.e. #|Xa+ε| = #|Xa−ε| − 1 for a sufficiently small

ϵ > 0, if and only if, a ∈ {f (x1
1), ..., f (x

1
t )} and also the following Morse

relation holds.

H0(Xa−ε) ∼= H0(Xa+ε)⊕ R,

Hq(Xa−ε) ∼= Hq(Xa+ε), for q > 0

(6.7)

where Hq(·) is the q-th homology space and ∼= implies homotopy equivalent.

Such x1
i are called called a transition equilibrium vector (TEV) (Note in Figure

6.1, x1
1, x

1
2 are TEVs, but x1

3 is not)

� #|Xa| remains constant, i.e. #|Xa+ε| = #|Xa−ε| for a sufficiently small ε > 0,

if and only if, a passes the value f (xk) of an index-k equilibrium vector xk

with k > 1.

6.2.3 Dynamical System Perspective

Morse theory in itself is not directly applicable due to the difficulty of computing

the q-th homology space Hq(·), for example. The generalized gradient vector fields

originated by [157] can help provide a way to compute it. Associated with the Morse

function f , we can build the following generalized gradient system:

dx

dt
= −gradRf (x) ≡ −R(x)−1∇f (x). (6.8)

where R(·) is a Riemannian metric on X (i.e. R(x) is a positive definite symmetric

matrix for all x ∈ X . The existence of a unique solution (or trajectory) x(·) : R→ X
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for each initial condition x(0) is guaranteed by the smoothness of the function f

[73, 99] (i.e. f is twice differentiable). Without loss of generality, we will assume that

the trajectory x(·) is defined on all t ∈ R for any initial condition x(0), which can

be shown under a suitable re-parametrization [73]. [157] shows that system (6.8) is

arbitrarily close to a C∞-vector field and satisfies the transversality conditions on the

equilibrium vectors. Also all the generalized gradient system have the equilibrium

vectors at the same locations with the same index, i.e., if R1(x) and R2(x) are

Riemannian metrics on RD, then the locations and the indices of the equilibrium

vectors of gradR1
f (x) and gradR2

f (x) are the same. This property helps design

computationally efficient algorithms.

A hyperbolic equilibrium vector is called a (asymptotically) stable equilibrium

vector (or an attractor), denoted by x0, if all the eigenvalues of its corresponding

Jacobian are positive and an unstable equilibrium vector (or a repellor), denoted by

xD, if all the eigenvalues of its corresponding Jacobian are negative. A basic result

is that every local minimum of Morse function f corresponds to an (asymptotically)

stable equilibrium vector of system (6.8). The (practical) basin cell of attraction of

a stable equilibrium vector (SEV) x0 is the closure of an open and connected stable

manifold, defined by

B(x0) := cl({x(0) ∈ X : lim
t→∞

x(t) = x0}).

where its boundary is denoted by ∂B(x0). A basin cell groups similar data points

through system (6.8).

Two SEVs, x0
i and x0

j , are said to be adjacent to each other if there exists

102



an index-one equilibrium vector x1
ij ∈ B(x0

i ) ∩ B(x0
j ). It can be shown [109, 37]

that such an index-one equilibrium vector is in fact a transition equilibrium vector

(TEV) between x0
a and x0

b that satisfies the Morse relation (6.7) and can therefore

be computable by utilizing system (6.8).
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(a) (b) (c)

Figure 6.2: Description of each step of the proposed method. (a) A mixture of six
Gaussian distributions are obtained as a result of differentially private clustering
(ϵ = 1, ARI=0.359). (b) TEVs between adjacent centers are obtained, and the
weight between two centers are calculated as the density of the corresponding TEV.
TEVs are plotted as ‘x’, and the number at the bottom left of each TEV indicates
its density. Two numbers in parentheses indicates which centers each TEV connects.
(c) A dendrogram can be drawn according to the weighted graph constructed in (b)
(ARI=1 when K=2).

6.3 Proposed Method

The proposed method consists of three steps. In the first step, differentially private

parameters of the density function f , which is assumed to be a Gaussian mixture,

are estimated. Then according to the Morse theory, we find TEVs of f and construct

a graph that consists of the TEVs and the centers of the Gaussian mixture. Finally,

we connect the adjacent centers concerning the density of the corresponding TEVs.

Figure 6.2 depicts each step. In the rest of this chapter, we demonstrate each of the

three steps in depth.
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6.3.1 Differentially private clustering

Although our method can be applied to any Morse function, we restrict our interest

to Gaussian mixture, which is

p(x) =

K∑
k=1

πk(2π)
−D

2 |Σk|−
1
2 e−

1
2
(x−µk)

TΣ−1
k (x−µk), (6.9)

where µk ∈ RD,Σk ∈ RD×D are the mean and the covariance of each normal

distribution and πk is the probability of belonging to the k-th cluster. Its associated

MoG gradient system can be written as follows:

dx

dt
= R(x)−1∇ ln p(x) = −R(x)−1

K∑
k=1

ωk(x)Σ
−1
k (x− µk), (6.10)

where R(·) is a Riemannian metric on X and

ωk(x) =
πk(2π)

−D
2 |Σk|−

1
2 e−

1
2
(x−µk)

TΣ−1
k (x−µk)∑K

k=1 πk(2π)
−D

2 |Σk|−
1
2 e−

1
2
(x−µk)

TΣ−1
k (x−µk)

> 0.

This is because the majority of the studies are concentrated on k-means clustering

or mixture of Gaussians, from which the parameters of the Gaussian mixture can

be naturally estimated.

Differentially private k-means clustering There have been various studies on

k-means clustering algorithm that satisfy DP [15, 131, 84, 160, 154, 43, 57]. Each

method is different in privacy or utility analysis, but our method can be applied to

any of them because they commonly output centers and which center each sample

is allocated to. Among them, DPLloyd [15] adds Laplace noise to the estimated

105



centers. Because each center is calculated by dividing the sum of samples belonging

to the corresponding cluster by the number of samples, DPLloyd adds the corre-

sponding noise to each of the sum and the number of samples. Because each data

sample belongs to only one cluster at each iteration, the DP guarantee of DPLloyd

does not change with the number of clusters, due to the parallel composition the-

orem. However, because k-means clustering is a kind of hard clustering, i.e., each

sample is associated with a center with probability 1, it does not output the density

function of the data. Therefore, we artificially build a Gaussian density function by

calculating the covariance matrix of each cluster and using it as the covariance Σk

of each Gaussian distribution. Algorithm 6 presents the algorithm for assigning a

MoG density function to DPLloyd.

Algorithm 6 DPLloyd-MoG

Input: Input data {xn}Nn=1 ∈ [−1, 1]N×D, number of cluster K, privacy budget
(ϵ, δ), number of iterations τ .
Output: Parameters {πk}Kk=1, {µk}Kk=1, {Σk}Kk=1

{µ1,µ2...,µK} ← Randomly generate D dimensional points from uniform distri-
bution

r ← (2D + 1)2τ2 +D(2D − 1); σ ←
√

r
2

√
log (1/δ)+ϵ+

√
log (1/δ)

ϵ
while iterate until τ times do

for k = 1 to K do
Cluster Ck ← {xn : ∥xn − µk∥ ≤ ∥xn − µi∥ ,∀1 ≤ i ≤ k}
Nk ← |Ck|+ Lap(σ, size = 1)
µk ← 1

Nk
(
∑

n∈Ck
xn + Lap(σ, size = D))

end for
end while
for k = 1 to K do

πk ← Nk/N
Στ

k ← 1
Nk

(
∑

n∈Ck
(xn − µk)(xn − µk)

T + sym(N (0, σ2ID(D+1)/2)))
end for
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Differentially private mixture of Gaussians Similar to DPLloyd, [138] pro-

posed a differentially private MoG (DPMoG) method by adding noise to parameters

µk,Σk, πk in M-step of EM algorithm. Unlike k-means, in MoG each parameter is

calculated using all the samples, and thus in their method the amount of the noise

added should be larger in proportion to the number of the clusters. We found that

this property significantly degrades the performance of DP-MoG. Furthermore, in

our method, we create a larger number of sub-clusters to represent the complex clus-

ters, which fatally degrades the utility of DPMoG. Therefore, we present a modified

version of DPMoG, whose performance is not significantly affected by the number

of clusters. To enable parallel composition, we transform the responsibility obtained

in E step of DPMoG so that each sample is assigned with a probability of 1 to the

cluster with the largest responsibility. This technique has been studied as hard EM

[97, 25, 150] in some literatures, and we are the first to apply hard EM to enhance

DP. We refer to the method as DPMoG-hard.

The detailed procedure of DPMoG-hard is presented in Algorithm 7. In the

algorithm, writing a distribution means random sampling from that distribution.

sym is a function that transforms a D(D + 1)/2-dimensional vector into a D ×D-

dimensional upper-triangular matrix and then copies the matrix to be symmetric.

The sensitivity of Nk is 1, and the sensitivity of each coordinate of
∑

n∈Ck
xn is

2.
∑

n∈Ck
xnx

T
n has D(D+1)/2 unique elements, among which D diagonal elements

have sensitivity 1 and the otherD(D−1)/2 elements have sensitivity 2. Using remark

2.7 and 2.8, Nk is (1/2σ2)-zCDP,
∑

n∈Ck
xn (plus noise) is (22D/2σ2)-zCDP, and∑

n∈Ck
xnx

T
n (plus noise) is (D/2σ2)-zCDP for diagonal elements and (22D(D −

1)/4σ2)-zCDP for the others for an iteration. Because πk,µk,Σk can be calculated

107



Algorithm 7 DPMoG-hard

Input: Input data {xn}Nn=1 ∈ [−1, 1]N×D, initial parameters {µ0
k}Kk=1, {Σ

0
k}Kk=1,

privacy budget (ϵ, δ), number of iterations τ
Output: Parameters {πτ

k}Kk=1, {µτ
k}Kk=1, {Σ

τ
k}Kk=1

r ← 1 + 3D + 2D2; σ ←
√

rτ
2

√
log (1/δ)+ϵ+

√
log (1/δ)

ϵ
for k = 1 to K do

Ck ← ∅
end for
for t = 0 to τ − 1 do

//E-step
for n = 1 to N do

for k = 1 to K do
γt+1
nk ← πt

kN (xn|µt
k,Σ

t
k)/

∑K
l=1 π

t
lN (xn|µt

l ,Σ
t
l)

end for
k∗ = argmaxk γ

t+1
nk ; Ck∗ ← Ck∗ ∪ {n}

end for
//M-step
for k = 1 to K do

Nk ← |Ck| + N (0, σ2); πt+1
k ← Nk/N ; µt+1

k ← 1
Nk

(
∑

n∈Ck
xn +

N (0, σ2ID))
Σt+1

k ← 1
Nk

(
∑

n∈Ck
(xn − µt+1

k )(xn − µt+1
k )T + sym(N (0, σ2ID(D+1)/2)))

end for
end for

with these three terms, by remark 2.8, τ iterations of the algorithm results in (1 +

3D + 2D2)τ/2σ2-zCDP. According to remark 2.5, the algorithm 7 is (ϵ, δ)-DP with

σ =
√

rτ
2

√
log (1/δ)+ϵ+

√
log (1/δ)

ϵ , where r = 1 + 3D + 2D2.

6.3.2 Transition equilibrium vectors and the weighted graph

To incorporate the ability of system (6.10) to generate clusters of arbitrary shapes,

we need to be able to group similar basin cells based on of mutual proximity or dis-

similarity. With the aid of the adjacent SEVs and TEVs, we can build the following

weighted graph G = (V,E) as in [92] with a derived distance:
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1. The vertices V of G are the SEVs, x0
1, ...,x

0
s, i = 1, ..., s of (6.8).

2. The edge E of G can only connect vertices of adjacent SEVs, say x0
i ,x

0
j with

the edge weight, dE(x
0
i ,x

0
j ) := f (x1

ij) where x1
ij is a TEV between x0

i and x0
j .

Corresponding to Xa, we can then build a sub-graph of G, denoted by Ga = (Va, Ea)

with the following elements:

1. The vertices Va ⊂ V of Ga consists of SEVs, x0
i , in V with f (x0

i ) < a.

2. The edge Ea ⊂ E of Ga consists of (x0
i ,x

0
j ) ∈ E with dE(x

0
i ,x

0
j ) < a.

The next result establishes the dynamical property of the graph Ga showing the

equivalence of the topological structures between a graph Ga and the connected

components of Xa.

Proposition 6.1. [110] With respect to the MoG (6.9), x0
i and x0

j are in the same

connected component of the sub-graph Ga if, and only if, x0
i and x0

j are in the same

cluster of the level set Xa, that is, each connected component of Ga corresponds to

a cluster of Xa.

One distinguished feature of the MoG system (6.10) is the complete stability,

i.e. every trajectory converges one of the SEVs almost surely when system (6.10) is

applied. Although the traditional density-based clustering methods try to assign the

same label to the point in the same connected component Ci, they need retraining

to assign a label to a new test point, which wastes privacy budget.

Algorithm 8 demonstrates the procedures for finding TEVs and the weighted

graph G. Instead of SEPs, we use the centers {µk} obtained in the first step, because

the density of a center is very close to the local minimum, and thus there exists a SEV
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nearby the center. Compared to previous studies, we can omit additional steps to find

SEVs from the training samples, which requires excessive computation time. To find

TEVs, we present an efficient modification of the quadratic string search method in

[108], by constraining mt in each iteration to be the vertex of the quadratic function

y = −x2 + x in the transformed coordinate.

Algorithm 8 Finding Transition Equilibrium Vectors & Constructing Weighted
Graph

Input: Centers {µk}Kk=1, density function f , line search parameter m, number of
iterations τ
Output: Weighted graph G = (V,E)
V ← {µk}Kk=1

TPs← ∅ //Set of candidate transition points
for k = 1 to K do

for l = k + 1 to K do
i∗ ← argmaxi∈{1,...,m} f(µk +

i
m+1(µl − µk))

m0 ← µk +
i∗

m+1(µl − µk); m0 ← Numerically integrate (6.8) from m0

for t = 1 to τ do
u← µl − µk; v ←m0 − µk

i∗ ← argmaxi∈{1,...,m} f(µk +
i

m+1u+ ( i
m+1 − ( i

m+1)
2)(4v − 2u))

mt ← µk +
i∗

m+1u+ ( i∗

m+1 − ( i∗

m+1)
2)(4v − 2u)

mt ← Numerically integrate (6.8) from mt

end for
ttmp ← Find the solution of ∇f(x) = 0 from mτ ; TPs← TPs ∪ {ttmp}

end for
end for
for t ∈ TPs do

if Hessian ∇2f(t) has one negative eigenvalue then
e← Eigenvector corresponding to the negative eigenvalue
x0 ← t+ εe; x1 ← t− εe for small ε > 0
µ0,µ1 ← Numerically integrate (6.8) from x0,x1

if µ0 ̸= µ1 then
E ← E ∪ ⟨µ0,µ1, f(t)⟩

end if
end if

end for
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6.3.3 Hierarchical merging of sub-clusters

The last step is a modified version of Kruscal’s algorithm for minimum cost-spanning

tree. Let the number of clusters, K, be arbitrarily given. The method begins with ev-

ery SEV representing a singleton cluster. Denote these clusters C1 = {x0
1}, ..., CL =

{x0
L}. At each of the L− 1 steps the closest two clusters (i.e., two separate clusters

containing two adjacent SEVs with the least edge weight distance) are merged into

a single cluster, producing one less cluster at the next higher level. This process is

terminated when we get K clusters starting from L clusters. The detailed procedure

is demonstrated in Algorithm 9.

Algorithm 9 Hierarchically Merging Sub-clusters

Input: Weighted graph G = (V,E), number of clusters K
Output: Clusters {C}Kk=1

L← |V |
C1 ← {µ1}, . . . , CL ← {µL} //Set initial clusters
//Set initial distances
if ⟨µi,µj , f(t)⟩ ∈ E then

d(Ci, Cj)← f(t)
else

d(Ci, Cj)←∞
end if
for l = 1 to L−K do

Find the smallest d and the corresponding Ca, Cb

CL+l ← Ca ∪ Cb; d(CL+1, Cc) = min{d(Ca, Cc), d(Cb, Cc)} for all remaining
Ccs

Remove Ca and Cb

end for
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6.4 Theoretical Results

The next result shows an inductive property of system (6.10), which provides a way

to assign a label to a new test point without retraining.

Theorem 6.2 (Inductive Property). Suppose that the Riemannian metric R(·) on

X of the associated MoG gradient system (6.10) has a finite condition number. Then

the whole data space are almost surely pairwise disjoint union of the basin cells B(x0
i )

where x0
i , i = 1, ..., s are the SEVs of system (6.10), i.e.

X = B(x0
1)∪̇ · · · ∪̇B(x0

s)

Here almost surely disjoint union A∪̇B of two nonempty sets A and B means that

A ∩B has a Lebesgue measure zero.

Proof. Following the proof of Lasalle’s invariance property theorem as in [73, 98],

it can be easily shown that every bounded trajectory of system (6.10) converges to

one of the equilibrium vectors. Therefore it is enough to show that every trajectory

is bounded.

Since R(x)−1 and Σ−1
k are positive definite, we can let Ak(x) be the Cholesky

factorization of the positive definite matrix R(x)−1Σ−1
k that satisfies R(x)−1Σ−1

k =

Ak(x)
TAk(x). Then (xTR(x)−1Σ−1

k x) = ∥Ak(x)x∥2. Since the condition number of

R(x) is bounded, by the spectral theorem, there exist positive smooth eigenvalue

functions λk
min(x), λ

k
max(x) > 0 and γ > 0 such that

∥Ak(x)∥ =
√
λk
max(x), ∀k = 1, ...K, ∀x ∈ X ,

κ(Ak(x)) :=
(
λk
max(x)/λ

k
min(x)

)1/2
≤ γ, ∀k = 1, ...K, ∀x ∈ X
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where ∥ · ∥ denotes the Euclidean norm or ℓ2-norm. Now let V (x) = 1
2∥x∥

2 and

choose Υ > γmaxk ∥µk∥. Then for any L > Υ, and for all ∥x∥ = L, we have

∂

∂t
V (x) = xT dx

dt
= −xT

∑
k

ωk(x)R(x)−1Σ−1
k (x− µk)

= −xT
∑
k

ωk(x)R(x)−1Σ−1
k x+ xT

∑
k

ωk(x)R(x)−1Σ−1
k µk

= −
∑
k

ωk(x)x
TAk(x)

TAk(x)x+
∑
k

ωk(x)x
TAk(x)

TAk(x)µk

≤ −
∑
k

ωk(x)∥Ak(x)x∥2 +
∑
k

ωk(x)∥Ak(x)x∥∥Ak(x)µk∥

=
∑
k

ωk(x)∥Ak(x)x∥(∥Ak(x)µk∥ − ∥Ak(x)x∥)

≤
∑
k

ωk(x)∥Ak(x)x∥(
√

λk
max(x)∥µk∥ −

√
λk
min(x)∥x∥)

< 0

Therefore, for any L > Υ, the trajectory starting from any point on ∥x∥ = L > Υ

always enters into the bounded set ∥x∥ ≤ L, which implies that {x(t) : t ≥ 0} is

bounded.

This result naturally partitions the sample space by assigning points belonging

to different basin cells to their respective SEVs. Moreover, it is computationally

feasible to identify a basin cell of a SEV by applying the system (6.10).

The next result shows the dynamical invariance property of the MoG system

(6.10) that preserves differential privacy. The result implies that Algorithm 8 does

not incur any additional privacy loss to the differentially private clustering algo-

rithms.

Theorem 6.3 (Preserving Differential Privacy). Let M with Range(M) ⊆ X be
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a randomized algorithm that is (ϵ, δ)-differentially private. Then under the same

condition of Theorem 6.2, the inductive dynamical processing (6.10) applied to M

is (ϵ, δ)-differentially private, i.e. the solution trajectory x(t) of the MoG gradient

system (6.10) with initial condition x ∈M is (ϵ, δ)-differentially private.

Proof. Define the flow Φt : X → X of the MoG gradient system (6.10) by Φt(x) =

x(t) with initial condition x(0) = x for t ∈ R. Then by the fundamental theorem of

the flow defined by system (6.10), we have Φs+t(x) = Φs ◦ Φt(x) for all x ∈ X and

s, t ∈ R. (See [162, 98] for more details.) Now let a pair of neighboring databases

D1, D2 with ∥D1 −D2∥1 ≤ 1 be given. Then for all x ∈M(D1)

x(t) = Φt ◦ Φ0(x) = Φt ◦ x(0)

For any event O ⊂ Range(M) ⊆ X and any t ∈ R, we letWt = {x ∈ X : x(t) ∈ O}.

Then we have

Pr{x(t) ∈ O : x ∈M(D1)} = Pr[M(D1) ∈ Wt]

≤ eϵPr[M(D2) ∈ Wt] + δ

= eϵPr{x(t) ∈ O : x ∈M(D2)}+ δ

Since this result works for any t ∈ R, the inductive dynamical processing applied to

M by system (6.10) is (ϵ, δ)-differentially private.

Another distinguished feature of the MoG system (6.10) is the agglomerative

property, i.e. system (6.10) enables us to build a hierarchy of clusters starting from

the basin cells. This ensures that Algorithm 9 can obtain any desired number of
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clusters.

Theorem 6.4 (Agglomerative Property). Let x0
i , i = 1, ..., s and x1

j , j = 1, ..., t

be the SEVs and the TEVs of the MoG system (6.10), respectively. Consider an

agglomerative process such that each basin cell B(x0
1) starts in its own cluster and

a pair of clusters are merged when the two separate clusters contain adjacent basin

cells with the least edge weight f (x1
j ). Then the merging occurs when we decrease the

level value a starting from maxi f (x
0
i ) until it hits the value in {f (x1

1), ..., f (x
1
t )} and

this process is terminated when we get one cluster, say X , starting from s clusters.

Proof. The first part of the proof comes from the Morse theory. For the second part

of the proof, it is sufficient to show that η > 0 exists, with Xr connected for all

0 < r < η. From the Cholesky factorization of Σ−1
k , we can let Σ−1

k = UT
k Uk where

Uk is an upper triangle matrix with positive diagonal elements. By the singular value

decomposition theorem, 0 < σ
(k)
d ∥x∥ ≤ ∥Ukx∥ ≤ σ

(k)
1 ∥x∥ where σ

(k)
1 ≥ · · · ≥ σ

(k)
d

are the singular values for k = 1, ...,K. Let a := mink σ
(k)
d , b := maxk σ

(k)
1 . Choose

ζ > max{ ba , γ} ·maxk ∥µk∥, then for all ∥x∥ = L > ζ, we have

∥Uk(x− µk)∥ ≤ ∥Ukx∥+ ∥Ukµk∥ < bL+
aσ

(k)
1

b
L ≤ (b+ a)L,

By the proof of Theorem 6.2, every trajectory starting from ∥x∥ = L for any L > ζ

always enters into the SL := {x : ∥x∥ ≤ L}, which is a connected and bounded set.
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It is enough to show that there exist a η > 0 such that SL ⊂ Xη.

p(x) =
K∑
k=1

πk(2π)
− d

2 |Σk|−
1
2 e−

1
2
(x−µk)

TΣ−1
k (x−µk)

>
K∑
k=1

πk(2π)
− d

2 |Uk|e−
1
2
(a+b)2L2

≥ min
k
|Uk|(2π)−

d
2 e−

1
2
(a+b)2L2

≥ (2π/a2)−
d
2 e−

1
2
(a+b)2L2

.

The second inequality follows from
∑K

k=1 πk = 1, and the last inequality follows

from

|Uk| =
d∏

i=1

σ
(k)
i ≥ (σ

(k)
d )d ≥ ad

When we choose η = (2π/a2)−
d
2 e−

1
2
(a+b)2L2

, we have SL ⊂ Xr for all 0 < r < η.

Hence, by theorem 6.2, for any point x0 ∈ (Xr \ SL), every trajectory starting from

x0 should hit the boundary L and enters into the region SL. This implies that the

set SL is a strong deformation retract of the level set Xr, which shows that Xr is

connected for all r < γ.
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6.5 Experiments

We evaluate the proposed method on various real-world datasets. Through experi-

ments, we verify that our method achieves better clustering results compared to the

existing methods.

6.5.1 Experimental Setting

Datasets We used six datasets: Shuttle dataset, EMG physical action (EMG)

dataset, MAGIC gamma telescope (MAGIC) dataset from UCI machine learing

repository [49], Sloan digital sky survey (Sloan)1 dataset and Predicting pulsar

star (Pulsar)2 dataset from Kaggle competition, and USPS [86] dataset. For all

datasets, we rescaled each variable in [−1, 1] to ensure DP. EMG datset originally

consists of 10 classes, but for convenience, similar actions were remove. For USPS

dataset, we reduced the dimension from 16×16 to 3 with t-SNE, because the utility

of base methods decreases as the dimension increases.

Table 6.1 contains a detailed description of the datasets used for the experiments.

The lost column in the table, K0, denotes the nubmer of sub-clusters generated in

the first step of the proposed method.

Experimental Setup To compare the utility of differentially private clustering

methods before and after applying Morse theory, we compared the following four

methods in pairs:DPLloyd andDPLloyd-Morse,DPMoG-hard andDPMoG-

hard-Morse. Here ”-Morse” denotes that Morse theory was applied. For clustering

metric, we used adjusted Rand index (ARI). ARI has a value between 0 and 1,

1https://www.kaggle.com/lucidlenn/sloan-digital-sky-survey
2https://www.kaggle.com/colearninglounge/predicting-pulsar-starintermediate
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Table 6.1: Description of datasets.

Dataset
# of

samples
(N)

# of
variables

(D)

# of
clusters

(K)
K0

Shuttle 43500 9 7 12
EMG 59130 8 6 10

MAGIC 19020 10 2 6
Sloan 10000 16 3 6
Pulsar 9273 8 2 6
USPS 7291 3 10 13

and the closer the value is to 1, the better the clustering is. Although true labels

are needed to compute ARI, we found out existing clustering metrics that do not

require true labels, such as silhouette score, do not increase by capturing complex

shape of clusters because those metrics are suitable to fit convex cluster shapes.

Total privacy budget ϵ was set in {10, 5, 2, 1}. For ϵ < 1, DPLloyd and

DPMoG-hard showed meaningless ARI scores for most of the datasets. This result

is different from the experiments using other metrics such as the k-means objective,

in which performance is preserved for smaller ϵ. Also, the level of privacy can be

further enhanced by using more advanced models. In addition to the privacy budget

ϵ, there are several parameters to be determined. The number of iterations τ1 and

τ2 were set 10 and 5, respectively, for all experiments. For Algorithm 8, we set the

line search parameter m = 20, and the small perturbation for finding TEVs ε were

set to 0.05. For DPLloyd and DPMoG-hard we set the number of clusters to K,

and for DPLloyd-Morse and DPMoG-hard-Morse we first set the number of

sub-clusters to K0 and merged them to K clusters. The experiments were performed

with Python 3.6.9, and all experiments were repeated 5 times and the average of the

results was obtained.
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6.5.2 Experimental Results

Effectiveness of Morse theory Figure 6.3 demonstrates the clustering results

for the six datasets for the mixture of Gaussians. As shown in the figure, by applying

Morse theory DPMoG-hard-Morse shows higher ARI than DPMoG-hard in all

cases. Specifically, for Pulsar dataset, ARI increased by up to 0.2, which means a

significant improvement in the utility. For other datasets, ARI generally increased

by 0.05 to 0.1. The results imply that the proposed method can effectively group

the generated sub-clusters to express the clusters of arbitrary shapes.

Meanwhile, for most data, the difference between ARI scores of DPMoG-hard

and DPMoG-hard-Morse tends to decrease as epsilon gets smaller. Also, for

EMG and Sloan datasets, the increase was relatively small for all ϵ. Both datasets in

common show poor performance compared to the non-private model even at ϵ = 10.

Combining these facts, it is a limitation of the proposed method that applying Morse

theory does not have a significant effect when the performance of the baseline model

is completely degraded because the noise to guarantee DP is too large. However,

DPMoG-hard is a relatively simple model, and this limitation can be overcome by

using a better baseline model.

Table 6.2 demonstrates the results of t-test between the ARI scores of DPMoG-

hard and DPMoG-hard-Morse. The results are consistent with Figure 6.3, and

the significance of the difference tends to decrease as ϵ decreases. The significance of

the difference increases when ϵ = 1, and we interpret this result that the randomness

becomes too large, resulting in unpredictable results.

Figure 6.4 demonstrates the k-means clustering results for six same datasets.

The ARI score of DPLloyd-Morse is higher than DPLloyd in almost all case.
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Table 6.2: T-test results between the ARI scores of DPMoG-hard-Morse and
DPMoG-hard.

Dataset
ϵ = 10 ϵ = 5 ϵ = 2 ϵ = 1

t-statistic p value t-statistic p value t-statistic p value t-statistic p value

Shuttle 0.387 0.354 1.219 0.125 1.377 0.099 0.961 0.180
EMG 6.454 <0.001 5.275 <0.001 -1.179 0.869 1.078 0.153

MAGIC 1.609 0.066 3.542 0.002 3.453 0.003 6.362 <0.001
Sloan 6.747 <0.001 2.930 0.006 -2.469 0.987 4.169 <0.001
Pulsar 7.847 <0.001 5.143 <0.001 7.759 <0.001 0.567 0.292
USPS 4.805 <0.001 9.673 <0.001 0.068 0.474 6.066 <0.001

In particular, the ARI score of DPLloyd-Morse is more than 0.2 higher than

that of DPLloyd, which means a substantial improvement. As shown in the figure,

non-private DPLloyd-Morse performs significantly better than DPLloyd in the

Magic dataset which perform poorly in k-means algorithm. This shows that Morse

theory can improve the utility of k-means algorithm. The difference between ARI

scores tends to decrease as epsilon gets smaller, similar to the results for DPMoG-

hard.

We additionally evaluated the proposed method on a differentially private k-

means clustering method in [10], which is a relatively recent study. We denote their

method DPCube because their method iteratively generates small cubes. Figure

6.5 demonstrates the results on DPCube and DPCube-Morse. It is shown that

DPCube-Morse always shows higher clustering performance than DPCube in

low-privacy regions. For EMG, DPCube was better when ϵ ≤ 2. However, the

difference is not significant because in the case of EMG, the scale of the y-axis is

very small.

Effect of increasing sub-clusters Theoretically, the proposed method can reach

the desired number of clusters by grouping them no matter how many Gaussian
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Figure 6.3: Clustering results for real-world datasets. The x-axis indicates the noise
budget ϵ, and the y-axis indicates the ARI score. The dotted lines indicate the
performances of the non-private models.

sub-clusters are created. However, because different TEVs are generated with a

different number of centers, the final clustering results are not the same. Therefore,

we empirically measured how consistent the final clustering performance was for

different numbers of sub-clusters.

Table 6.3 shows the clustering results with different numbers of initial sub-

clusters, for Pulsar dataset. The clustering performance tends to decrease as K0

increases. The result can be interpreted in two ways. First, the difference in perfor-

mance can be caused by the increase in the number of TEVs. Another interpretation

is that the increase in the number of sub-clusters reduces the number of samples be-

longing to each cluster, and thus the influence of noise increases.
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Figure 6.4: Clustering results for real-world datasets. The x-axis indicates the noise
budget ϵ, and the y-axis indicates the ARI score. The red line shows the performance
of DPLloyd, and the blue line shows the performance of DPLloyd-Morse.

Table 6.3: ARI scores with different numbers of initial sub-clusters for Pulsar
dataset.

ϵ
K0 6 10 15 20

10 0.754277 0.754838 0.766507 0.728404
5 0.694178 0.673453 0.659280 0.664384
2 0.688862 0.610148 0.596477 0.576486
1 0.561494 0.584608 0.577082 0.542264

6.6 Chapter Summary

We proposed an effective differentially private clustering method, which utilizes

Morse theory to express complex, nonconvex clusters without sacrificing privacy.

The proposed method first generates many convex sub-clusters using mixture of

Gaussians or k-means clustering, and hierarchically connects the sub-clusters using

a hierarchical procedure based on Morse theory. As theoretical results, we proved

the dynamical processing associated with mixture of Gaussians is completely stable,
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Figure 6.5: Clustering results for real-world datasets. The x-axis indicates the noise
budget ϵ, and the y-axis indicates the ARI score. The red line shows the performance
of DPCube, and the blue line shows the performance of DPCube-Morse.

and does not add any privacy loss on the existing methods. The proposed method

showed better clustering utility for various real-world datasets. How the number

of sub-clusters affects the performance of the proposed method should be further

studied.
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Chapter 7

Conclusion

7.1 Conclusion

As machine learning has achieved successful results in various applications, it has

been noticed that machine learning in the real world can pose threats that can

expose sensitive information such as data or model information to unwanted oppo-

nents. Privacy problems arise because data ownership, computational capabilities,

and the use of machine learning models are not all done by one entity. When the

learning or inference process of machine learning is collaboratively performed by

multiple participants, each participant may attempt to steal sensitive information

owned by different participants. Accordingly, new machine learning methodologies

capable of protecting sensitive information are being developed. While effectively

protecting privacy, privacy-preserving machine learning methods are inferior to con-

ventional machine learning in several ways, such as computational efficiency and

model performance.

In this dissertation, we aimed to develop new privacy-preserving machine learn-

ing methods which enhances the trade-off between privacy and utility. To ensure

privacy, we used homomorphic encryption and differential privacy, well-known and

complementary methods. Contributions of this thesis are as follows:
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1. We proposed an efficient training of ridge regression with homomorphic encryp-

tion. By encrypting only sensitive attributes, our method can avoid complex

computations for matrix inversion and reduce the computation time in propor-

tion to the number of the attributes. By using homomorphic encryption in the

training phase, our method can protect privacy of the training data against

the computation server and privacy of the trained model.

2. We extended the homomorpic-encryption-friendly ridge regression to develop a

novel logistic regression method which is free from hyper-parameter selection.

Compared to existing methods, our method does not require gradient descent

and can acquire the exact solution. We additionally proposed a mean matching

method to reduce the discrepancy between the distributions of protected and

unprotected dataset.

3. We proposed an efficient evaluation of support vector clustering with homo-

morphic encryption. Compared to previous clustering methods, our method

can cluster complex, non-convex datasets better. By using homomorphic en-

cryption in the inference phase, our method can protect privacy of the test

data against the computation server.

4. We introduced Morse theory into differentially private mixture of Gaussians

clustering. By merging initial sub-clusters according to Morse theory, our

method can express more complex cluster shapes compared to existing meth-

ods. By using differential privacy, our method can protect privacy of the train-

ing data against the external users.
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7.2 Future Direction

As interest in the privacy of machine learning is increasing, privacy-preserving ma-

chine learning still has room for further development. Concluding the dissertation,

we discuss some possible directions of future works that can further advance our

research to protect the privacy of more diverse machine learning models or make

algorithms more efficient.

1. We proposed an efficient homomorphic encryption framework for ridge regres-

sion and logistic regression by encrypting only information that needs higher

level of privacy. However, it is not trivial to apply the same framework to more

complex machine learning methods. For example, even if some sensitive vari-

ables are encrypted in for training a kernel support vector machine, the kernel

matrix is calculated so that all of its elements are encrypted. Extending our

framework to other more complex and high-use models such as kernel support

vector machines and deep learning is an important research direction.

2. Our differentially private clustering method using Morse theory proposed in

Chapter 6 has a limitation that it can be applied only to models with a MoG

density function. However, in practice the same methodology is always appli-

cable if the density function does not directly involve information of training

data. Thus, our method can be further extended by finding more appropri-

ate density functions. Furthermore, our method can be applied naturally to

supervised learning and semi-supervised learning, in addition to clustering.

3. Differential privacy allows to effectively cope with various threats to training

data against the model users. However, how resistant differential privacy is to
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model extraction attacks has not yet been properly studied. Model extraction

attacks are important not only because the target model itself has value, but

also because the extracted model can be used for other secondary attacks.

Therefore, developing an effective homomorphic-encryption-friendly defense

method against model extraction attacks build an integrated system that can

defend against various kinds of attacks.
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and Ú. Erlingsson, Scalable private learning with pate, arXiv preprint

arXiv:1802.08908, (2018).

[138] M. Park, J. Foulds, K. Choudhary, and M. Welling, Dp-em: Differen-

tially private expectation maximization, in Artificial Intelligence and Statistics,

PMLR, 2017, pp. 896–904.

[139] S. Park, J. Byun, and J. Lee, Privacy-preserving fair learning of support

vector machine with homomorphic encryption, in Proceedings of the ACM

Web Conference 2022, 2022, pp. 3572–3583.

[140] S. Park, J. Byun, J. Lee, J. H. Cheon, and J. Lee, He-friendly algorithm

for privacy-preserving svm training, IEEE Access, 8 (2020), pp. 57414–57425.

[141] S. Park, J. Hah, and J. Lee, Inductive ensemble clustering using kernel

support matching, Electronics Letters, 53 (2017), pp. 1625–1626.

[142] M. A. Pathak and B. Raj, Large margin gaussian mixture models with

differential privacy, IEEE Transactions on dependable and secure computing,

9 (2012), pp. 463–469.

147



[143] O. Poursaeed, I. Katsman, B. Gao, and S. Belongie, Generative ad-

versarial perturbations, in Proceedings of the IEEE Conference on Computer

Vision and Pattern Recognition, 2018, pp. 4422–4431.

[144] G. Qiu, X. Gui, and Y. Zhao, Privacy-preserving linear regression on dis-

tributed data by homomorphic encryption and data masking, IEEE Access, 8

(2020), pp. 107601–107613.

[145] Y. Rahulamathavan, R. C.-W. Phan, S. Veluru, K. Cumanan, and

M. Rajarajan, Privacy-preserving multi-class support vector machine for

outsourcing the data classification in cloud, IEEE Transactions on Dependable

and Secure Computing, 11 (2013), pp. 467–479.

[146] C. E. Rasmussen, Gaussian processes in machine learning, in Summer school

on machine learning, Springer, 2003, pp. 63–71.

[147] R. L. Rivest, A. Shamir, and L. Adleman, A method for obtaining digi-

tal signatures and public-key cryptosystems, Communications of the ACM, 21

(1978), pp. 120–126.

[148] A. S. Sabau, Survey of clustering based financial fraud detection research,

Informatica Economica, 16 (2012), p. 110.

[149] A. Salem, Y. Zhang, M. Humbert, P. Berrang, M. Fritz, and

M. Backes, Ml-leaks: Model and data independent membership infer-

ence attacks and defenses on machine learning models, arXiv preprint

arXiv:1806.01246, (2018).

148
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국문초록

최근 인공지능의 성공에는 여러 가지 요인이있으나, 새로운 알고리즘의 개발과 정제된

데이터 양의 기하급수적인 증가로 인한 영향이 크다. 따라서 기계학습 모델과 데이터는

실재적 가치를 가지게 되며, 현실 세계에서 개인 또는 기업은 학습된 모델 또는 학습에

사용할 데이터를 제공함으로써 이익을 얻을 수 있다. 그러나, 데이터 또는 모델의 공

유는 개인의 민감 정보를 유출함으로써 프라이버시의 침해로 이어질 수 있다는 사실이

밝혀지고 있다.

본 논문의 목표는 민감 정보를 보호할 수 있는 프라이버시 보존 기계학습 방법론을

개발하는 것이다. 이를 위해 최근 활발히 연구되고 있는 두 가지 프라이버시 보존 기술,

즉동형암호와차분프라이버시를사용한다.먼저,동형암호는암호화된데이터에대해

기계학습 알고리즘을 적용 가능하게 함으로써 데이터의 프라이버시를 보호할 수 있다.

그러나동형암호를활용한연산은기존의연산에비해매우큰연산시간을요구하므로

효율적인 알고리즘을 구성하는 것이 중요하다. 효율적인 연산을 위해 우리는 두 가지

접근법을사용한다.첫번째는학습단계에서의연산량을줄이는것이다.학습단계에서

부터동형암호를적용하면학습데이터의프라이버시를함께보호할수있으므로추론

단계에서만 동형 암호를 적용하는 것에 비해 프라이버시의 범위가 넓어지지만, 그만큼

연산량이 늘어난다. 본 논문에서는 일부 가장 중요한 정보만을 암호화함으로써 학습

단계를 효율적으로 하는 방법론을 제안한다. 구체적으로, 일부 민감 변수가 암호화되어

있을 때 연산량을 매우 줄일 수 있는 릿지 회귀 알고리즘을 개발한다. 또한 개발된 알고

리즘을 확장시켜 동형 암호 친화적이지 않은 파라미터 탐색 과정을 최대한 제거할 수

있는 새로운 로지스틱 회귀 알고리즘을 함께 제안한다. 효율적인 연산을 위한 두 번째

접근법은 동형 암호를 기계학습의 추론 단계에서만 사용하는 것이다. 이를 통해 시험
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데이터의 직접적인 노출을 막을 수 있다. 본 논문에서는 서포트 벡터 군집화 모델에

대한 동형 암호 친화적 추론 방법을 제안한다.

동형 암호는 여러 가지 위협에 대해서 데이터와 모델 정보를 보호할 수 있으나,

학습된 모델을 통해 새로운 데이터에 대한 추론 서비스를 제공할 때 추론 결과로부터

모델과 학습 데이터를 보호하지 못한다. 연구를 통해 공격자가 자신이 가진 데이터와

그데이터에대한추론결과만을이용하여이용하여모델과학습데이터에대한정보를

추출할 수 있음이 밝혀지고 있다. 예를 들어, 공격자는 특정 데이터가 학습 데이터에

포함되어 있는지 아닌지를 추론할 수 있다. 차분 프라이버시는 학습된 모델에 대한 특

정 데이터 샘플의 영향을 줄임으로써 이러한 공격에 대한 방어를 보장하는 프라이버시

기술이다. 차분 프라이버시는 프라이버시의 수준을 정량적으로 표현함으로써 원하는

만큼의프라이버시를충족시킬수있지만,프라이버시를충족시키기위해서는알고리즘

에 그만큼의 무작위성을 더해야 하므로 모델의 성능을 떨어뜨린다. 따라서, 본문에서는

모스 이론을 이용하여 차분 프라이버시 군집화 방법론의 프라이버시를 유지하면서도

그 성능을 끌어올리는 새로운 방법론을 제안한다.

본 논문에서 개발하는 프라이버시 보존 기계학습 방법론은 각기 다른 수준에서

프라이버시를 보호하며, 따라서 상호 보완적이다. 제안된 방법론들은 하나의 통합 시

스템을 구축하여 기계학습이 개인의 민감 정보롤 보호해야 하는 여러 분야에서 더욱

널리 사용될 수 있도록 하는 기대 효과를 가진다.

주요어: 프라이버시 보존 기계학습, 동형 암호, 차분 프라이버시

학번: 2017-28535
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