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M1d H5o| sl

BEAQ A& HFoR F PPN B4 A1} mxin,

22 71 B MEZ(Bitcoin) 5 AL FAZ S0l 9 5o

2 AnkEst sk oloblE AAA @A Wl Ak 3~4d AN

ol 2H} ‘HALF 0w FAPA ﬂaw FEselth M HEDAR of
1

g} o]t 88 (Ethereum)< H|E3F 7

St gla 4 AdHPAR Ve AFFEeRA AEsE s,
MEE 5 UAY 29F BEA /& nfHe AFdHE P

A &7 =2 (non—fungible token, NFT)CS &2 X 3}3}al ¢it}. CoinMark
etCapel s, 2022 3¢ @A A AA 9,594F9 7Rl A
Ha glow, 1Y AHFAe 13} 88,827,609,105 EElo] Ealy, 15
HEFQL 42.4%, olv8l &2 17.7%9 A 4dF&S X sta dvt.2)

s HEAREEAY] 2021 SEE] 2970 THEAMIATG AR o g
A zAA T w2, v 19F 2ol Sl JPEARAE A R E
% 55.2%dola, UH AYFERE 11.3%2dol o]2n, sHIAIALS]
A5 o] &3l o] &2} 7} 1,525% Hof| gt}

D HEFS AT Vo kS ojmgnt. v ESQlo] 7Nk EEAIQ Ves
o].;(]l:r} )\HEO HP lo & 11\__]—6@&]’4—

2) Cryptocurrency Market Capitalizations, https: //commarketcap com/charts/ (&
02022, 3. 10) 22 JMAAAY L ARATIAQ] 2R TEl o
/H A AA AQFE d3S E 4 Aot https://lexchangewar.info/ (82l 2022,

3. 100
3) 2020. 3. 24. WA} 2021. 3. 5.5H AHHL Y= (54 FFANHEY B
3B ol g Tl A HEL (o3t ‘ERFEHREW ol b A2z Al 5}
o] TPAHARIA PR B AR ohI 2 R AL - Bl 1A

A gk 9l
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[E1] JHARHAEAR RH AL EHZE AH)

TAL O Zagt Hl 1

A7+ 55.2%¢ '21.12.31. 7]1&

G F AHTFE 1132 '21.7.1~'21.12.31

FTBHolY 34%4 ’21.1.1~"21.9.30.

A3l X = 7.6%Y '21.12.31. 7]1&
7HEA A 1,25774 =8 A AA 623%

L e R I S S e 403% '21.12.31. 7]1&

7}AH 53 (MDD) 65% ’21.7.1~'21.12.31

5 ol&A 1,5255+H4 '21.12.31. 7]

A o] &= 5584+ '21.12.31. 71&
7Hd B ol& A" 30th AR o] &AF 31%
TP Bt R 199k o] 3} A o] &=+ 56%
14 F+ A3 43] 214%7] / |
13] Hd Ad=Y 75%H 214%7] / A3

S ol s ALDFL AR AAel AE Aol UF R
U B AR A BE gAY e

AMFYOOR Qste] ek 2 AL AR A% T/ A muy

2

4) 89438, ’ 21dE 3] TP ARIAIG A A E 2AF A3, 2022, 3. 2.2 BREA}
5 194 &

5 Fus 2022, 5. ¥ AIZEES 3009 2e(eF 38xE 7SSt Fu) AAA
VAL 8I7HA &5k a, Fu 1Y AT Aol wE 117 Z2e7kA
X4k A W 2022, 5. 19. 71& vwldk 0.00014 232 Z3g vaw, A" A
WA FARZHE =220 CHY 8jAl” , gkA#E 2022 5. 21, https://www.hani.c
o.kr/arti/economy/economy_general/1043744.html (] F2H<1: 2022. 5. 21.)

6) d& WA 5 FHEAEY T fME F53 FHE KB HEZIIR &
A5 T AElE B o dridEAde] & ¥ ofydt 5 AES Hdo]
U Abde AYAA A#EY e AE EAZ AFHAHoleE, A A
A5, daFgdTd FhEeEYE, A30A Alls, 2021 5. 5¥W ).

1
T
| S—
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LF1IOE AH Holtr},

A= 2020. 3. 24. WA SAFEHEY o) st} TdAr
AAAALE A olatal THEARIA AR stolg o] At AR gl FE
BaA7E WeY 9Ee o]Fojxlon ol AFAEhA 2 FEF
Rl g 2 e A gE FAA 71ES F5817] 98k Zo|dthil o AW
7AW Aol FolA, THEARIAM S o]§-ste] TRkt

1
& Adsa wEste o84 ALk FALOR WA thatelt

_‘_4

) WEAIAND L PEAE TR wfu) - S - G S HIRSk AR
3 WAH7 BAARAE AT PAS TEln o)H I AN AE A TE=
2Rl ERES %‘1‘% & TPEAAR A kAL AR

8 ek & B EFS Adste AIER v 22 di4l HESIeERt AT
T AEE et o] AHdes HEFAS HIREF JPFAse] HEFe oy
THORE GEHI Ytk AR =T

9) A3 A1l Hep AAsHA &7fsk7] 2 g

10) o] &7, [Ad718] 4n) 7P A S & VPR AW A 287, AAAE
2022. 1. 4. https://m.etnews.com/20220103000194 (& F2H21: 2022. 3. 21.)
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gt sl do] o] Fox%| il glo] HFARN APFA e mE &4
ﬂ TAZ GAA Uk mEA o] 8 BREE fEAME, AEStE F3)
o 7Rt AdE EAdssta 4z AP AT e 71EEAS A 6]

R
o

| o
27] ANAE, PR AGA YR WY ANE 2R
_]

ol EYd MEWAES HEE doF & dado] Uk

Rl

H2&A Ao He

I. 8o]o A

1. 39 vs AAF

v =& ‘7hAE 3} (Virtual Currency)’, ‘TJ A & x}F2H(Digital Asset)’,
%53 Crypto Currency)’ ¢ &ol& &3t 3, B2 oz
WS EpE)12), A MER A 7] (FATF) & 7HSAF(Virtual asset)’
OS2I, EUM), G20, &AL (FSB)1S), =745 22 9] €1 8] (10S

12) A2 A3HA B AmdAelA ‘7Pdest’ gta stobrt 2019. 3. A8 =
Bt dzALE ozt &olE WA

13) 2018. 10. F3]ol|A &5 “7PAAHVirtual Asset)’ 02 5U37| 2 AAsIA T
https://www.fatf-gafi.org/publications/fatfrecommendations/documents/regulation-vir
tual-assets.html (FF&H<l: 2022. 5. 10) 2 FEAL3, FAAFAELAZ T F
ATF) &3] &4 A3, 2018. 10. 2224 REAE

14) EUE MiCATtAIQtel A “t& 24K Crypto asset)’ o]2h= &01& AMgsta Qo

15) 201610 B Ajol=  “7H-E3Hvirtual currency)’ 2 801 S Ab&-3hthrt 2018. 4.
A& HuMEEE g5 A4KCrypto assets)o]2hal FUste] ARt Ut ht
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st Qrh S obel A3 AzEAME B ZPIARRAUD A
Adaehs 93¢ g ot SRR @FAdLS 2o WA
AAE BAST QX BoBE TPIRNATLE PR §olE AHe
£ gl AASHD, W =RolAt AFelN BEHE THERAY

Aebs goiE AbgarlR @t

I A7 U

AA} H AbgAe) oosh WA g7,
o] B # A, FANEY St FFEAYE B APge=AS
W] Eate] 9Fe] ApgAte] Bt wolE B PEe) wIA BTHA2
).

aea S s PPARRAN AT FHCE 1 WA RS AW
TS (A3, PAAd ast wastel A/E FAR WA A

4 A
PR A7E 9 A B, S7 AL A 7R abA
A whak Al ZElan TRk A e dEE Al sk o
obr izt FoH(A4F). v Rte R TREARbA A Al ]

27& A BATHASE).

11 WA, TPl B@ FA Bl AR, WSAT B ARE, FFW,
2021, 153¥



Rl2 THARIALS] oo W WEHAMH

M1d FhatApete| o] 9

L 7HgRare] 39

HEHQ 7HAARSL HIE QIS 1998 o dhxlel ¢flo] tlo] (Wei
Dai)7} 743l B—Money!18)2] 7idel] 7|23 A0 219) olwo] ko
=0l st o] Afrap H 743]101] gk HlolHHo]| 25 Frshes WAL
2, T BF F= st ete dsdHsA A ads 5
U dYE 7R ow A %\‘jr.

AWt o® TIPS vA Y FEE AdE 7HA T wd FHo

o] g5 &= YA Y 9 (digital unit)E vttt AFH e AL
A =9 ARr A= s Doy, Y ALY B &
E E5F3t W uelA s ‘v X" 3be (Digital Currency) @t £9]
7F EEE7E Sk ol g Bl A TP AMEE & o] st

T
WA gel A AT D4R FA'E A, o4 EE Add
ool TAYEE NEHTE AR g0

18) Wei Dai, b-money, an anonymous, distributed electronic cash system, 1998, htt
p://www.weidai.com/bmoney.txt (ZF&<l: 2022. 4. 10.) =

19) HIEZQ] SZMA tatd=, Adele, 7Aool 833 AlA: Bitcoin
¥} Linden Dollarg T41o2, A FZAA S HR7]E A53E, 2013, 49,

20) 2015\ F&F¢] BitLicense Ao wE JHFALEe AHolE Qokg Aot o]

of &g A &L mlsS, HEIJABitcoin)e] S AAT v= FHE 9
o9} AJAFE, AFRAZEZA A 2017-025, 2017, 491 HZ.
23 CRR-NY 200.2 NY-CRR OFFICIAL COMPILATION OF CODES, RULES AND R
EGULATIONS OF THE STATE OF NEW YORK TITLE 23. FINANCIAL SERVICES
CHAPTER 1. REGULATIONS OF THE SUPERINTENDENT OF FINANCIAL SERVIC
ES PART 200. VIRTUAL CURRENCIES 200.2 Definitions.



= A A A € %] 7] 7+ (Financial Action Task Force, FATF): 7}t
Aol diall "HAstH O] A HE THA L A= FAIRE AAH YA w gk
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Ak 9] a7s FFae Avolgta strhrb 2 2018 @arste] 7H
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oz AGHAL oD & Un AR EE T4 B AT 5
1= 77 SAE CAY FEh MRS, 9 5 FATF dash

(p) virtual currency means any type of digital unit that is used as a medium of e
xchange or a form of digitally stored value. virtual currency shall be broadly co
nstrued to include digital units of exchange that: have a centralized repository o
r administrator; are decentralized and have no centralized repository or administ
rator; or may be created or obtained by computing or manufacturing effort. Virt
ual currency shall not be construed to include any of the following:

(1) digital units that:

() are used solely within online gaming platforms;

(i) have no market or application outside of those gaming platforms;

(i) cannot be converted into, or redeemed for, fiat currency or virtual currency;
and

(iv) may or may not be redeemable for real-world goods, services, discounts, or
purchases;

(2) digital units that can be redeemed for goods, services, discounts, or purchases
as part of a customer affinity or rewards program with the issuer and/or other
designated merchants or can be redeemed for digital units in another customer
affinity or rewards program, but cannot be converted into, or redeemed for, fia
t currency or virtual currency; or

(3) digital units used as part of prepaid cards;

21) Virtual currency is a digital representation (1) a medium of exchange; and/or
(2) a unit of account; and/or (3) a store of value, but does not have legal tende
r status (i.e., when tendered to a creditor, is a valid and legal offer of paymen
t) in any jurisdiction. It is not issued nor guaranteed by any jurisdiction, and fulf
ils the above functions only by agreement within the community of users of the
virtual currency. FATF Report, Virtual currencies: key definitions and potential
AML/CFT risks, 2014. p.4

22) FATF Axote] WA Ao A thate] = https://www.fatf-gafi.org/publications/fatf
recommendations/documents/fatf-recommendations.html (Z2F<1: 2022. 6. 28)%

al
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3 9] F-87+5% (Financial Conduct Authority, FCA)& 7=}
AL Axste], 7Pt dis) feld vl Ao
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TeH AAA R A% A == AAdE 9
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oA bgAEe Bl s gel OAEstEe] AN F
U ool BE BRI AR EE wd dASwe o 4

A EYL wfg- yWa teksith 1 oolfre O Bk 3
EFJF 9,500 F2 ¢ 2l
PR S oA ow Aoty oHE A f‘ @ 7HdAEe] 7]
g Zhed #E 7)ol ¥
o 7HgAR ol A&H o m FJstal 7] w29l Ao m FAHTE
$-2lyeh= FATFS Axeks #kds)
AA THEAEE AAA THAE AW
oldE F e HAAH F

ol el gek.2e)

23) A virtual asset is a digital representation of value that can be digitally traded,
or transferred, and can be used for payment or investment purposes. Virtual as
sets do not include digital representations of fiat currencies, securities and other
financial assets that are already covered elsewhere in the FATF Recommendatio
ns. TATF, The FATF Recommendations, 2022. 3. p.132 available at https://www.f
atf-gafi.org/media/fatf/documents/recommendations/pdfs/FATF%20Recommendation
$%202012.pdf

24) There is no single agreed definition of cryptoassets, but generally, cryptoassets
area crypto graphically secured digital representation of value or contractual rig
hts that is powered by forms of DLT and can be stored, transferred or traded
electronically. FCA, Guidance on Cryptoassets, 2019. 1. 8 available at https://w
ww.fca.org. uk/publication/consu1tation/cp19 -03.pdf

25) =8 LgAAT, BAUA v #AF 2 FQ o|4, 2016, 129

26) AT EHEHE 7?“44«] “HE WAl 8 stEA gAY A9 FAHE Fal
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291229 F8A1%7 54 (FINantial Market supervisory Authority, F
INMA)©] 2018. 2. 16. 7FdA4t-& #1559 (Payment tokens??), & ]
E] & (Utility tokens), AHF3& (Assets tokens) O & H-73b o]#28) o=
HA s Yakel d=ar9 FCA+ 7MdA S w3kd & (Exchange toke
ns), +E#EH EZ(Utility tokens), =8 ¥ EZ(Security tokens)o
2 BF3H 29 gASARS7]T(10SCO)30E A EFZ(Security
tokens), 22 ElE EZ(Utility tokens), #1338 A uss EF(Pa
yment/Exchange tokens)2. @ H{sle= &5 il 7PAAEe] 75

G FETAYY TS B AR, o gold WY B2 AR

stH - A3} - 89 o 2 F
HEA declo] AMEAHS} O §EE = HIXx
< 13t HWEHHLE Hote AS 7PEAtel A A YA 7] aL T

27) ZA(Coin)& HAH o2 zAe] EEA] WEHIE 53 AAHE o= 1
EFijlolu ol gl #(Ethereum)o] 7)ol szttt Wb EF(token)> =44 <1
EE5AQ U ES A7} obd 7]& EAste E5AQ UESNIE 3t B84
ot ojtf3], E5AY Ve AEH EUEFAC 7Y AEAH Y s #
gt 1 - 453 E Ve E -, AY9HE A29AE A2s, 2019. 271-2724

28) FINMA, Guidelines for enquiries regarding the regulatory framework for initial ¢
oinofferings (ICOs), 2018. 2. 16. pp.3-5. available at https://www.finma.ch/~/media
/finma/dokumente/dokumentencenter/myfinma/1bewilligung/fintech/wegleitung-ico.p
df?sc_lang=en&hash=C9899ACF22747D56C800C6C41A728AB 3-5%; FINMA Alo]E
https://www.finma.ch/en/news/2018/02/20180216-mm-ico-wegleitung (H&&<1: 202
2. 3. 12)

29) FCA, Guidance on Cryptoassets Consultation Paper CP19/3, 2019. 1. pp.8-9. avai
lable at https://www.fca.org.uk/publication/consultation/cp19-03.pdf ©]% feedback
2 FCA, Guidance on CryptoassetsFeedback and Final Guidance to CP 19/3, 201
9. 7. available at https://www.fca.org.uk/publication/policy/ps19-22.pdf 31

30) 10SCO, Investor Education on Crypto-Assets Final Report, 2020. 12. pp.9-10. av
ailable at https://www.iosco.org/library/pubdocs/pdf/I0OSCOPD668.pdf
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Currency)” & wSEZ| FAst sy, FHEHET S £33 B9 7
dS ‘g e EZDigital Tokens)” olgtal gt} o]H g UAHEZ /M55
Z1Z2AF 0 R St RANEFS T3 HFYY Mde "R Y A4HDigital As
sets)” olgtal Aot AHH o2 VM5 ( HAHEZ < AR #A
7} ®t}. CFTC, Digital Assets Primer, 2020. 12. p.9

32) FEYUIE TPEAEE sl we BERste Aol FAsidtia gtk o
Afst, 5006 Q1 IVHAE Ef/F---w89, FoE et 2021 7. 18.4F WY
A https://www.mk.co.kr/news/economy/view/2021/07/691115/ (FE&: 2022. 3. 1
2.)

33) The Federal Council, Legal Framework for Distributed Ledger Technology and
Blockchain in Switzerland, Federal Council Report, 2018 12. 14 6391, ]| tj3k
A =oe AR, 7P A EdHA SHo| #3 A5 -UNIDROIT
o gAEAAE ZZAE =0Z FA0g AMeUstn W A63d A1z, 2022.
53-549¥
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L w9 guteith, wEvbA] AR st 1F] RS wdhA]

34) European Central Bank, Virtual Currency Schemes, 2012. p.15 available at http
s:/[www.ecb.europa.eu/pub/pdf/other/virtualcurrencyschemes201210en. pdf

35 Az, vl=3 EUY 7HEAIA YA BaA = AR, ARAIZA T, 2021
44

36) FINMA, Guidelines for enquiries regarding the regulatory framework for initial c
oinofferings (ICOs), 2018. 2. 16. p.8
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42) FINMA, Guidelines for enquiries regarding the regulatory framework for initial ¢
oin offerings (ICOs), 2018. 2. 16. p.§; ol &, 7MLt B a 5 A&, A&
ANZFEA 2, ARANFATY, 2021, 61

43) 13 < 9] o2 EMR(E-Money Regulations)oll A 74 &t= o] WY EZ(E-Mone
y Token, EMT)3} A4 5 & F(asset-referenced token)-& #4112 tiAto]th FCA,
Guidance on Cryptoassets, Consultation Paper CP19/3, 2019. p.46

44) &71&, 1C0Y o], e=a8d7d, A2018d A2=, 2018. 12., 11649.

45) dxoeAT Y, V= FAF ET I3 ¥ 493 74, T7J ER e
195, 2019. 10. 274.

46) ut‘éi- oA &, FEFAA HEE 97 JHEAATY] RAIS el AT A2
14 A%, =133 2021, 527, 659
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47) FINMA, Guidelines for enquiries regarding the regulatory framework for initial ¢
oin offerings (ICOs), 2018. 2. 16. p.8; ol &, 7MdAtat Ha} 5 A, AL
NZEFA 22, AEAGAT, 2021 61

48) wkle] - A, 5 stH, Ag FEAVF FU1H ARRIZE, AR A B E A32
A A=z, 2019. 2. 964

49) Satoshi Nakamoto, Bitcoin: A Peer-to-Peer Electronic Cash System, 2008. availa
ble at https://bitcoin.org/bitcoin.pdf (FF3<l: 2021. 4. 28.)

50) FATF Report, Virtual currencies: key definitions and potential AML/CFT risks, 2
014, p.5
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51) UNODC, Basic Manual on the Detection And Investigation of the Laundering of
Crime Proceeds Using Virtual Currencies, 2014. p.8

52) 527+g] o] Ao} Fol gl o® FAH TALGoth

53) blockchain.info, bitcoin.org &
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Transaction Transaction Transaction
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Public Key Public Key Public Key
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Y A A
Hash Hash Hash
\ Yo, |y Vor, |
Owner 0's - Owner 1's Owner 2's
Signature v Signature Signature
o £

Owner 1's Owner 2's Owner 3's
Private Key Private Key Private Key

Owner 1(A)°] Owner 2(B)ollAl 1R EFQJ(BTC)S o]dstH L =
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%%?‘5}{— A 0] IBTC7} ofar A7} A4l
7 d+i=(entitle to unlock) A o] 3BTCSk

54) Satoshi Nakamoto, Bitcoin: A Peer-to-Peer Electronic Cash System, 2008. p.2¢|
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55) o]ate] dAle} Awe HAW, /PEAE AR EdEHA
Sdisty Wk A63d Als, 2022. 3. 50-519 FaL
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mbridge: Harvard Univ. Press, 2018. p.37
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g AE - w9le] BEo HAE s A F sl slgshelof shew,
AR 9 dAE Aol m3HThL 1) ol
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7b gtk 119) e
%o FAE vhAstE Aol wgAsM, o theld 4¥E FH9

AL A R el s,

3. 7 A

Zo) AR ARG Lo HFelA egkon), 2020. 1

2. 29. 254 MES S8l AAE VEAS A ‘e FALE S F

7Velal, % SEAF§AARY wg JMEAAS dEsAY dodgew
A BASHE A5OMARRIAS)S XA AT (A21E A1 A275).
MA A2EAHE 2023. 1. 1. A8 dAoZ AP o]3 o .gjo] B1

B spaldide]l frh120) @H spPAlAte] RN A T kel |
AEAE F7H4A HES Qiylel dasith. R AEA “ALd A7t
Yohi= Azt w= &9 T, Aske Fl7e] FAM e, 15 Ajst

[}
= “ZH*¥7}7<]7} = w4 % A

118) 5&9d3], = FAAEYIE T3 Z2U19 g4t Fo 9 FAFASS], F
27Tl o8l A1 7] vEgy o 2021 4. 16,7 REAE
119) o] &<, 7HAAFAH o] 852D & AERILA, #3893 =3](UA3]) A
12 A998, 2021, 7. 219
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HM3E o|=2o| JHAtY HAHF S

L 7=

1. s

Ao TR ARt tigk o] W glo]l 719 & Al 7HEA
AhE EAAZIAL T S SR PR AR S deai s
BAA N D3] (Securities and Exchange Commission, SEC)7}F F5%5-A
ol FAAYTAAA AL FF BT FJAGEL TR
AGA BEo| s AEHAEAYY Y3 (Commodity Futures Tradi
ng Commission, CFTC)7} =50l AEA A FAAAZE 482
uebs mo A= S-2ef gl AR A dEd wde v

124) gix9 2021, 11. 11. A3 2021%9855 2, 9 AMdAA AAs HEZIS
‘AE 2 ol AR V| AstH o, MU FFF ] Bl A=) o} vy
A g AR 0]’ o2 Bkt i 2021 12. 16. A3 2020%=9789
A FAAE MR R TPFAE ARG s E o] AAR]D A4S o] 9]
o] & & vy A3



ghd mls mpelE dlE® e 2022, 3. TAE AR gt wpAE @A H
E ol =7be Ao AR F 6 HAE ARG TA
Aoz tA"ALIA e Fefsts A, ARIFEAY 74 S1e <
AFAE vhdstal, 71E 288 $d3 7o Al=E 97
=AM @Ak me A" ARbAe] A= AlaE 98]
T FEA, AREG AdAdSs FRE 5 9= tAlE vhds)

=
A - =
o, A9 oFlA BT FHE FAY Boe g &g

h s

) A 5 AEske] F-8-H FH @<k (Financial Crimes Enforcement Ne
twork, FinCEN)2 "7Md&s}en= i AT 3= AFEH a1,
AT B3] HE £S5 7HAL QA S wIFHo RN B3] oy

HABGA AN Hatz WolgoAx] = A"zeolgtal Aol g

125) The White House Briefing Room, Executive Order on Ensuring Responsible De
velopment of Digital Assets, 2022. 3. 9. https://www.whitehouse.gov/briefing-room/
presidential-actions/2022/03/09/executive-order-on-ensuring-responsible-developme
nt-of -digital-assets/ (&<l 2022. 5. 30.)

126) ot bR W 2RI AR Bapdo] P FEAL o F2A T, =55 A
T, SR, JRR AR 5 F1T0 BA o] Frofst 552 et
AFERA L, FAAHALSSEC, AXANALIFTO) & w5714 S=34
stA Aot ZEZ AR w2, HlolE v tiE R, HANT HAE AL A
¢ W, 2022. 3. 14. .https://dream.kotra.or.kr/kotranews/cms/news/actionKotraB
oardDetail.do?SITE_NO=3&MENU_ID=410&CONTENTS_NO=1&bbsSn=242&pNttSn=19
3560 (HF<Hd: 2022. 5. 30.)

127) kA & ot} o] W& “rPEs < HA-EEE < gAEAE” o S AL
&3kal A

128) “In contrast to real currency, 'virtual’ currency is a medium of exchange that
operates like a currency in some environments, but does not have all the attrib
utes of real currency. In particular, Virtual Currency does not have legal tende
r status in any jurisdiction.” FinCEN, Application of FInCEN’ s Regulations to Per

rlr 18
o M
o o

{rt
H



o] g 3te 7} AFAF(convertible virtual currency) ‘Ml AR =
e =7bellA st e A=A delE FTlllA FAA S
fre e AME L wSpdo R wolEo X = HEo| o3 AAlSE
= TRk 31209 AA F3kel EHEARE, AA Fshel A
M2 E 7AW ol& tAletE &S ot 5AES 7HxItha Erh130)
ol¢} B&o] FinCEN< 2013d &3} % o|&7 ¥ (Bank Secrec
y Act, BSA)® A&l ‘A=A Bl 4 AH(money transmitter)”ol] w2k
g 7PEAE e A (Exchanger) & E8AIA AN S 8H7] H3iA
XPJH H] ~ A %} (Money Services Business)® SZ3== 3= %3
sttt 13D o] gk FinCENS] 1742 w&d 7HARS A Al
wste] qrAle] flste] olE 5% F3o dFo= AdAsS

I e HxR PR Aol s " e A

Al
]

St vl IA|E =) IRS(Internal Revenue Service)+= 2014\ HIE
2l & 7MdARF(virtual currency)e] F&F} Zo] AMEE FE YA
W
)=

Al o] A NS AL YA Fow FPAFApake] thekdt WA o Aol

sons Administering, Exchanging, or Using Virtual Currencies. FIN-2013-G001, 201
3. 3. 18. available at https://www.fincen.gov/sites/default/files/shared/FIN-2013-G0
0l.pdf (H&=<!: 2022. 5. 30.)

129) “The coin and paper money of the United States or of any other country tha
t [i] is designated as legal tender and that [ii] circulates and [iii] is customarily
used and accepted as a medium of exchange in the country of issuance“(31 CF
R §1010.100(m)). https://www.ecfr.gov/current/title-31/subtitle-B/chapter-X/part-10
10

130) FinCEN, Application of FinCEN’ s Regulations to Persons Administering, Exchan
ging, or Using Virtual Currencies. FIN-2013-G001, 2013. 3. 18. p.1

13D FinCEN, Application of FinCEN’ s Regulations to Persons Administering, Exchan
ging, or Using Virtual Currencies, FIN-2013-G001, 2013. 3. 18. p.3

132) AZR - vles, Fo7Y 7HEEs 7A@ A, ARAIZATL o]R
1A 18-03. 2018. 3. 4¥ FInCEN& 1 o]% 2019. 3. 9. 7418 a4 A &
%3}t FinCEN, Application of FinCEN’ s Regulations to Certain Business Mode
Isinvolving Convertible Virtual Currencies, FIN-2019-G001, 2019. 3. 9. https://ww
w.fincen.gov/sites/default/files/2019-05/FinCEN%20Guidance%20CVC%20FINAL%205
08.pdf (H&=<!: 2022. 5. 30.)




A Al o]lE ASAMY HAA A property) &2 Kol dA| /o]

nsroll A TR AR A o 83k olf, A dE (Com
modity Exchange Act, CEA)A9] “A&F(commodity)’139) 0.2 EBF5 &=
B W& AYZE CFTCY &8 d 141135 tiido] 7] wiZolnt.
ESE TP ARte] A e 3 AES 2R R S ANE
o s = d5ole 8% Ada(organized exchange)ol X 7%
o] o} &FT}H36).

o

ol &

CFTCE 20154 7bgaite] A g gel 4Fol 3evhn wa
i SHgES] 1 EAPME ARFATI) FEEY AREAE 7}

133) IRS Notice 2014-21, https://www.irs.gov/pub/irs-drop/n-14-21.pdf % IRS Freque
ntly Asked Questions on Virtual Currency Transactions, https://www.irs.gov/individ
uals/international-taxpayers/frequently-asked-questions-on-virtual-currency-transa
ctions (HF&<l: 2022. 5. 30.)

1349 ZEFAHE §la9el BJH FES “mY JIEE AT Acke] A ==
o AelEe Ee =4, Arlz, dg 9 o] o= ul¢ B Lstt The term
“commodity” means wheat, cotton, rice, corn, oats, barley, rye, flaxseed, grain s
orghums, mill feeds, butter, eggs, Solanum tuberosum (Irish potatoes), wool, wool
tops, fats and oils (including lard, tallow, cottonseed oil, peanut oil, soybean oil,
and all other fats and oils), cottonseed meal, cottonseed, peanuts, soybeans, soyb
ean meal, livestock, livestock products, and frozen concentrated orange juice, an
d all other goods and articles, except onions (as provided by section 13-1 of this
title) and motion picture box office receipts (or any index, measure, value, or d
ata related to such receipts), and all services, rights, and interests (except motio
n picture box office receipts, or any index, measure, value or data related to su
ch receipts) in which contracts for future delivery are presently or in the futur
e dealt in.

135) EA ¥ §6c(@), 9, 12(@)6) and 15, 17 CFR §180. 1

136) ZFA#A™ §1a@7)

137) CFTC Release: pr7231-15, CFTC Orders Bitcoin Options Trading Platform Oper
ator its CEO to Cease lllegally Offering Bitcoin Options and to Cease Operating
a Facility for Trading or Processing of Swaps without Registering, 2015. 9. 17. h



A Apako] "Sdt EAEI VXS gi7tRE Ao A 1
AEAYRA] Ao sfFdtta Bl

F e R ARAAL FAE st FEEALE obd 7}
o % Q1F3te] F(interstate)F FA oA o] FolA = &

=
ofell o] AA=A, 71gA, ToArde SxA Sl tE qf

g = A S} 0] 7]
c}.138) o]xl¥ CFT
=

gHel FAHAI=E vy
EAS Ho|X gk FxpA]o] w2 JPAaEe "E2 A 2F(investment contr

= RS
act)’ o2 AW SA(security)o] NG 4 JqrE.139) o] A vt

ttps://[www.cftc.gov/PressRoom/PressReleases/7231-15 (H &3¢l 2022. 5. 30.) H]
EFQE BIR3 7HFEsHvirtual currency)E FFol si@dtEtl, olE 712ALT
02 3= AT 2% = AYE =5t ZWZQ DerivabitS S HA A+
FANRS AN F8E FFekA @tk Aag ARelelnh. A A<l AR (Ord
er) Y& CFTC Docket No. 15-29, https://www.cftc.gov/sites/default/files/idc/gro
ups/public/@lrenforcementactions/documents/legalpleading/enfcoinfliprorder0917201
5.pdf (HF&<): 2022. 5. 30) 3L

138) CFTC v. PATRICK K. MCDONNELL, and CABBAGETECH, CORP. 287 F. Supp.
3d 213(E.DN.Y. 2018) at 227-229, “goods exchanged in a market for a uniform
quality and value ... falling within the common definition of [a] commodity” , ©]
AL Fage] JPEAE MEZHRAL stEA aASA AARTe R HES
S Al tg AL WA 2dS AT Lol T trtE 5 5
Aol FFAWNEE “FFT B At et A71A el gtk )l
Al, CFTC7} 712y “AZ A" o thet ZF=A%S A Z o] ofy e}
VAR “mmf AR of] Bate] Mol A7) A 9o tidk B =
PAGE AolB& CFTC7} olol it ZF5dghe] iokal g 7uEe]
v} 23k ApQhol )

139) SHHYd F8L, o, 74, rtsddE, FAAYG 58 ue 2EHOE
xgsla o 15 USC § 77b(axl) “The term “security” means any note, stock,
treasury stock, security future, security-based swap, --- investment contract, ---
or privilege on any security, --- or any certificate of interest or participation in,
temporary or interim certificate for, receipt for, guarantee of, or warrant or rig
ht to subscribe to or purchase, any of the foregoing.”

ol ot oy ol
tlo tlo © rH rlo

N oz oX



SHWHS A 25 A gHTh

SECE A& dZF7hs4S =ol7] 93l 20199 ‘g gxpate] gt
FAAF 4] 7ho] =l (Framework for "Investment Contract" Anal
ysis of Digital Assets)'140)& W3} THI4D o] Zho]=gRle] wpEw,
7HEA o] TR A OFoll s F sl Al e AW OHY HEHE S dHE &
9] ‘Howey Test’, = i) 49 F#}, ii) ¥5AFY (common enterprise)
, i) EFQle]l w=3Ho 9]&(solely from the efforts of others), iv) FA}
Tl F4 Tdigke |l 7HA 838 FFA7IeA we 244
T}.142)143)

SECE FAHAIF /MEdS EZH o7 AEslo] AR FAZ 235t
= 7] $sliA, TR ARG AE] e
58 TheA ol YolAl= Aol dAIE
9 Zrol=giRlell A AAGA T =, 7HEAE B ME A 9

140) SEC, Framework for ‘Investment Contract” Analysis of Digital Assets, 2019. htt
ps:/lwww.sec.gov/files/dit-framework.pdf (#Z2<l: 2022. 5. 30.)

141) SEC, Statement on “Framework for ‘Investment Contract” Analysis of Digital A
ssets” , 2019. 4. 3. https://www.sec.gov/news/public-statement/statement-framewor
k-investment-contract-analysis-digital-assets (& <£3+<1: 2022. 5. 30.)

142) “An investment of money in a common enterprise with profits to come solely
from the efforts of others” SEC v. W.J. Howey Co., 328 U.S. 293, 301(1946) =}
BAAR e BAAGEAL "5 FAA} T FAAG Bl e FEA
FATE BAND F2 Elol $3T FEAYS Aokl BE A E A4
= Age] dErt A8 AL 23 1 (R EAZY Az A6, v
o ‘ERAL MIE =YstATh Z:‘Zﬂ@ A, =L AEAZHEAZH), F
A AL, 2013, 85

143) SEC7} Howey Testoll we} FxpA foll gttty B /AdgE FAA<QA Ab
= Az, Pl=3 EUY 7HEAIA S A RaA =] AAR, ARAIZATY, 20
21. 12-15% 2 F845Y FEARE ZAAE, W= SECY 7HHA waels
A 83 ¢ =9, 2021, 9. 8-14¥ Fx
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(o] 1l
d (functionality)ell %7 o] 5’%—?01{] 35,
7P o] o] A 7b 5 A (transferability)o] @ % 9 E¥ AL&EA 3 7
H Aot 7t s AsE o] T4 AlFS A
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A 2o A TR G el digk &2 ofA kR Zrolr 7] of T,
ok v 5E-F8 48] 2~ (New York Department of Financial Servi
ces, NYSDFS)< 2015. 6. ‘7FdAiH(virtual currency)' @ “7HgA4E

(virtual currency business activity)' = A 2|3}a1144) 7}AAAIY S o 9

=]

144) 23 NYCRR 200.2(p), (@) 7VMdAddolls 7Pt & - 41, 2, A%, &
g, wivl, 2, B3P Fo] FHTE
(g) virtual currency business activity means the conduct of any one of the follo
wing types of activities involving New York or a New York resident:
(D receiving virtual currency for transmission or transmitting virtual currency,
except where the transaction is undertaken for non-financial purposes and doe
s not involve the transfer of more than a nominal amount of virtual currency;
(2) storing, holding, or maintaining custody or control of virtual currency on be
half of others;
(3) buying and selling virtual currency as a customer business;
(4) performing exchange services as a customer business; or
(5) controlling, administering, or issuing a virtual currency.
The development and dissemination of software in and of itself does not constit
ute virtual currency business activity.
https://govt.westlaw.com/nycrr/Document/I85908c68253711e598dbff5462aa3db3?viewT
ype=FullText&originationContext=documenttoc&transitionType=CategoryPageltemé&c



rr

st WE] (license) & WEF 3t AW 5 177 (Regulations of t
he superintendent of Financial Services, Part 200, Virtual Currencie
$), 9% ‘BitLicense'® AASAT. mebd AAALAL F9elele 2
7} #EF=r9l NYDFSZH-E W& (license) S WA Ehd 7P
S QT F ko) E9 PR selF AR B
ste] AT BE F¥ L AUEE A4, B L REGES S,
#ol aT¥ FS olF AFselol = Fo VT Bl
aL46) 7R B E BE A A 93 (material risks) S A=

oA RIS 93 1fAHS Fa duh14D ey @3] o]

AA7F ZAAE 7 A, uf o] ®o #H wm TETAA T2
=

ontextData=(sc.Default)&bhcp=1 (HZ2}+<1: 2022. 6. 5.)

145) 23 NYCRR 200.3,

(a) License required.
No person shall, without a license obtained from the superintendent as provided i
n this Part, engage in any virtual currency business activity. Licensees are not a
uthorized to exercise fiduciary powers, as defined under section 100 of the Banki
ng Law.

(b) Unlicensed agents prohibited.
Each licensee is prohibited from conducting any virtual currency business activity
through an agent or agency arrangement when the agent is not a licensee.

146) 23 NYCRR 200.12

(@) Each licensee shall, in connection with its virtual currency business activity, m

ake, keep, and preserve all of its books and records in their original form or nati

ve file format for a period of at least seven years from the date of their creatio

n and in a condition that will allow the superintendent to determine whether the 1

icensee is complying with all applicable laws, rules, and regulations.

147) 23 NYCRR 200.19

148) Luke Parker, Mass Exodus of Bitcoin Exchanges from New York State Trigger
ed by Deadline, Brave NewCoin Digital Currency Insights, 2015. 8. 10. https://bra
venewcoin.com/insights/mass-exodus-of -bitcoin-exchanges-from-new-york-state-tri
ggered-by-bitlicense-deadline (HZ&<1: 2022. 6. 22.)
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T ol wek e we 2505, SEAE JPEAAY 25S 93]
of & ol wet sid F(state)ol] SF3 ALLE on)ditt. & P&
TREARR R A A Al digk WY AIE v RSt V)5 o F Tl #she]
TAHe® AL vk o] & MBI F= 2022. 6. @A Rhode Isla
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1. s

QRS 20149 A AA Ao FRE] AFARANLS HhEE T
(Mt. Gox)l 3HiF o F 7Pgaat ol g4 wiel Badel dFas

o

t}153) 2016\ RpgAAC #AS HE) (AESPRIFICEYT 5k, o]

Oft
o

149) Uniform Law Commission, Uniform Regulation of Virtual Currency Business Act
https://www.uniformlaws.org/HigherLogic/System/DownloadDocumentFile.ashx?Docu
mentFileKey=bd2ebf37-48a6-1d1e-8644-a9869bbaf0e7&forceDialog=0 (HF2H<2l: 20
22. 6. 5.). old tig Mg -2, ©]FS, Uniform Regulation of Virtual Curr
ency Business Acte] AEE F3 AAMM, #AstriEd ¥H A9Y AlE, 2018 F
al

150) Uniform Regulation of Virtual Currency Business Act § 102(9)

151 Uniform Regulation of Virtual Currency Business Act § 102(11)

152) Uniform Law Commission, Uniform Regulation of Virtual Currency Business Ac
t, https://www.uniformlaws.org/committees/community-home?CommunityKey=e104aa
a8-c10f-45a7-a34a-0423c2106778 (& F&<l: 2022. 6. 5.)

153) dEAANE WLE J2 AAS AVIZE 7PEAE @3 tig 4o FA
ol o] AdE FHo® spAtel tigk A B2 AR Aol s A=A
o7 HAESA =AYt Mai Ishikawa, Desjgning Virtual Currency Regulation in Ja
pan: Lessons from the Mt Gox Case, Journal of Financial Regulation, Oxford Uni
versity Press. 2017. 3 19
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[H2] €2 DJtaXa 2te 8 XA 161
d3o-53 24 A Helh A
Db K&
(162 NEEN SBABINAY  SsLENAUY
JbAF R &
(Quam ~ SSYBMNaE  SsuBlNay 35430y

150 497), GEA B @A A AU GF Aol U su-A2
YEo HATAHY &S FA0E- SPHAT A12¢ A|2%, 2019. 11. 734
155 4743, AR ATAAUN % IR FA, ARABEAZ 2017-208,

78

156) Que ‘FEANMEEERE) ok §o18 AHET, B =Rl AE
o, 7 1

&8 JWE AGAY 28t Bolle gEAE oltal A
A Zgells TP ot .

157) &9 A4 AA WellA ‘w5dF & HEFS v

158) F83FA M A2z A24F 3592

159) A7) =olddg s ‘S FAMY A2z A2 AzolA orsh= Al
dgete Aoz, AAFRAGEH S o] &8t Ol{ T e AA ZHA7E
FAE A 22 §54 de FAF IC0 BEZL «lﬂlt&ﬂ.

160) =87¢F7 e A2z A3F

161) Ml 2, EERNFESYEE BSEET ) VT 4 7, [ICOMBID B -E 5 b
B 5 R & 5 i & B A, k%ﬂff”}ﬁﬂ, 2019. 6. 29 FE1A &

162) 7HAFe] sidete ICO EEE of7]ol E3FET dot #l 2, ELE

¥, B



A AAE A2z ASEE GIARMME S EE)I'S O EE TY
o] &oA g e A 1 givke] WAE 98 BE5AJANA AHEE
T AaL, BEEAAS Ados st mig H vixE & 5 e ALt
A A ZA, AAZEAYGAE o] &3t o|dE F U= A, @ EE
S AddHor d 5o A Aoagks AAE ¢ e ALt
A 7HARA, AAARAR LA E o] &dte] oA F U= Aol
gelstinhied) vt F8dEAUE A2z AP Az WA F

EEYQEE BESEET) YT 4 7, ICORBDOEH-Smmmmi5NEIC & 5 5648
A, KFfaeF 2019. 6. 29

163) 2016\ 7WA Aloll=  ‘7P3E3) g dohrF 20199 AR AdFsAA o7 o
S HASAY REBEXMEZ IR T 3RS, (RBBEHBEZIZEHT S
maiEE, 2018. 12. 19 https://www.fsa.go.jp/news/30/singi/20181221-1.pdf

164) ELIRIFIZET 56 B -5
5 CZOFEEIIEVWT[BESEE] LT "RITBFI28020) ° -1 “£rE
mEENE (BR_T=FFFEE_TAS) F-5% FZHIHAETIEFLRPE
HMFEZRRTA2HDEKR °
— MEREBAL "EBELIIIMEVZT "REIBBFEORMEZITS5EI2 " Th60
REDAFED DI FEDEIINL THEAT I LN TE "D " FRHFEDER
MFEALLTBARVRAZIT) 2L P TESPENME (FFHSZ0MMOYIC
BFMAEICEVEHE SN TR E3LDIIRY "AEBERVIIEBEN M ISBE
BEXBRS REIZFVWTEAL °) Tho T "EFHHRAEAB 2 AN TBET 5
ZENTEZLHD
= IREDEEZMFALL CAISICBIT 2D EMAEIIKIREIT)I ZLNFTES
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<Abstract>

A Study on Legal issues related to virtual

asset exchange

— Focusing on users’ rights and user protection

measures —

Kyoung Eun Ryu
The Graduate School of Law

Seoul National University

This thesis aims to analyze the legal relationship centered on t
he virtual asset exchange from the perspective of users' rights and
user protection measures, and examines the significance and legal na
ture of virtual assets, which are the premises. Since the spectrum o
f virtual assets is very wide and diverse, in order to apply a discipli
ne system suitable for the function through the classification of the
nature and function of the virtual asset, the virtual asset can be use
d as payment/exchange tokens or utility tokens. tokens) and securit
v tokens. And in terms of the judicial nature of virtual assets that a
re problematic in relation to users' rights, it is difficult to recognize
them as objects of property rights under the current law, as they ca
nnot be regarded as 'things' that are the subject of ownership and ¢
annot be the subject of claims. However, it is impossible to deny ev

en the property value of virtual assets by judging that they are mer
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ely a list of bit strings and have no substance. Currently, virtual ass
ets are valued and exchanged in connection with legal currency thro
ugh the virtual asset exchange. It is very difficult to use. It can be
seen that a specific person exclusively manages a specific amount of
virtual assets by the private key and the corresponding address, and
it 1s also possible to transfer the status by handing over to a third
party. Above all, network participants are dealing with virtual assets
on the premise that they are exclusively manageable, so it is difficu
It to underestimate the use of virtual assets. Therefore, it is necess
ary to take legislative measures to enact virtual assets as objects in
the laws regulating virtual assets and to prepare regulations that gra

nt real rights to those who hold the private keys of virtual assets.

Next, we looked at the legal structure of the five largest virtual a
sset exchanges in Korea. The domestic virtual asset exchange is a s
o—called Centralized EXchange (CEX). If the user does not withdra
w the virtual asset purchased through the virtual asset exchange or
transfer it to an external wallet of the virtual asset exchange, the vi
rtual asset held by the user is the virtual asset. It is recorded only
as information from the exchange. And if the virtual asset itself can
be viewed as an object, it can be evaluated that users buy and sell
the virtual asset itself, and the virtual asset exchange brokers the s
ale of the virtual asset itself. What could be the problem. Although
a virtual asset 1s not an object, it is in a state where it can be man
aged exclusively using a private key, and this exclusive use state ca
n be inherited from a specific person to a third party, and tracking t
he transfer process is also possible through blockchain records. Sinc
e it can be confirmed, it can be said that the 'property rights' in the

se contents were taken as the object of sale. On the other hand, us
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ers who purchase virtual assets through the virtual asset exchange h
ave the right to return or withdraw virtual assets of the same type,
same type, same quality, and same amount as those indicated in thei
r account on the virtual asset exchange. However, since virtual asse
ts cannot be viewed as goods or other securities, the relationship be
tween the user and the virtual asset exchange cannot be structured
as 'deposit'. I think it can be seen as an 'atypical contract similar to
a marriage bond' in that it recognizes the right to claim withdrawal.
However, unless there are special regulations such as the securities
depository system under the Capital Market Act, users cannot exerci
se ‘real rights as a public equity right holder” in the virtual asset e
xchange only by writing in the internal books of the virtual asset ex
change. Due to the nature of virtual asset trading, it is the virtual a
sset exchange that has control over virtual assets, but users do not
have any rights on the blockchain network. We reserve the right to
request the transfer of the rights to the asset, but this should be re
garded as a “debt claim” according to the agreement between the pa
rties. However, considering the lack of protection for users in case
of problems related to the Bonan Asset Exchange such as hacking o
r bankruptcy, it is inevitable that such an interpretation is desirable.
Since it cannot be denied that virtual assets traded on the virtual as
set exchange have the substance and function as an investment targ
et, it is stipulated that virtual assets can be subject to 'ownership',
and the relationship between the virtual asset exchange and users is
'‘entrusted'. There is a need to make it clear that it is a 'sale' relati
onship and to prepare a protection plan so that users can claim their
rights in case of bankruptcy of the virtual asset exchange. Above al

1, although the Virtual Asset Exchange serves as both a Korea Exch
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ange and KSD as well as a financial investment company, the Virtua
1 Asset Exchange is regulated at a very low level compared to the
Korea Exchange and Korea Securities Depository, which have high e
ntry requirements. have. It is not compared to financial investment ¢
ompanies in terms of conduct regulation and soundness regulation. It
1s also very important to prepare regulations to prevent conflicts of

interest in virtual asset exchanges.

Specific legal issues raised in relation to virtual asset exchanges,
such as virtual asset transaction records and virtual asset holding m
ethods, hacking accidents and virtual asset exchange bankruptcy, and
issues related to the compulsory execution of virtual assets were ex
amined. First, the act of entering a transaction record that is differe
nt from the actual one, such as entering a false point by the virtual
asset exchange, will be punished as a “forgery of electronic records”
under the Criminal Act. However, it 1s necessary to specifically regu
late the scope of documents or records that prohibit false preparatio
n and disclosure similar to the Capital Markets Act through future le
gislation. In addition, in the case of an act of manipulating market p
rices through artificial transactions, under the current law, only the
establishment of ‘fraudulent’ will be an issue, and in this case, consi
derable difficulties are expected in proving a causal relationship bet
ween deception and disposition. As there are clear differences betwe
en the virtual asset market and the capital market in terms of the s
ize of regulations and the establishment of a system, it is unlikely t
hat the same regulations as the Capital Market Act can be directly
applied to the virtual asset exchange. However, in order to increase

the integrity, transparency and soundness of the virtual asset marke
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t, it is necessary to regulate the act of adjusting the market price o
f disguised assets by means of dissemination of false information. In
addition, it is also worth considering introducing regulations such as
the prohibition of disrupting the market order under the Capital Mar
kets Act, which is currently regulated only for fines rather than cri
minal punishment. However, punishment for unfair trade practices su
ch as the use of undisclosed information will require a rather cautio
us approach. The virtual asset exchange should be obliged to clearly
explain the structure of the transaction to users. Next, in relation to
a hacking accident, it is quite difficult to admit the liability of the vi
rtual asset exchange for damages when a hacker transfers virtual as
sets using the user's personal information. In addition, even if the vi
rtual assets held by the virtual asset exchange are hacked, the virtu
al asset exchange autonomously informs users of the hacking damag
e and provides measures to prevent damage. If the virtual asset exc
hange does not have enough energy, users will eventually have to b
ear all the losses. Due to the perception that virtual asset exchange
s have poor security compared to the assets they own, they are tar
geted by hackers, and when an accident occurs, a large amount of d
amage is caused, so countermeasures are needed. In order to lower
the risk of hacking the virtual exchange itself, a legislative proposal
to increase the storage ratio of the cold wallet to 70/100 or more i
s also proposed. However, since cold wallets work offline, hacking i
s difficult, but there is a disadvantage that it is difficult to respond
quickly to deposits and withdrawals according to market conditions. I
think it will be necessary. Furthermore, in case of bankruptcy of the
virtual asset exchange, it i1s unreasonable to interpret that the user

has the right to take over the virtual asset exchange according to th
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e Interpretation of the current law. As discussed above, it cannot be
seen that the user has ownership or other real rights to the virtual
asset, and it is difficult to view the virtual asset as a consignment
by a consignment transaction. Therefore, users are merely bankruptc
y creditors. As such, it is insufficient to protect users in case of ba
nkruptcy of the virtual asset exchange, so the virtual asset exchang
e and the user's virtual assets are managed separately in each accou
nt to insulate them from the bankruptcy risk of the virtual asset ex
change, and the number of virtual assets deposited by users is kept
on the books. It is necessary to create a separate account for each
user so that they can understand it and manage it individually. This
is also useful from the point of view of preventing embezzlement of
user property by virtual asset exchanges. Since the right to takeove
r cannot be recognized only by managing the user's property separat
ely, a separate depository or trustee is placed to store money or vir
tual assets, and the legal relationship related to virtual assets is est
ablished under the premise of separate management of securities. Al
ternatively, it is also necessary to treat it similarly to electronically
registered stocks, to assume that the person listed in the book is th
e owner, and to form a consignment transaction relationship. Finally,
the compulsory enforcement measures for virtual assets were divide
d into the case of targeting the virtual asset exchange and the case
of the wvirtual asset itself. Compulsory execution is possible through
a method in which a user executes a virtual asset transfer claim aga
inst the virtual asset exchange and orders the sale to a third party,
the virtual asset exchange. If the virtual asset itself is subject to co
mpulsory execution, even if compulsory execution is possible, it is n

ecessary to secure a private key for cash, so measures such as indi
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rect enforcement can be used. However, for the ultimate solution, le
gislation that sets the agenda for virtual assets as tangible movables

should be preceded.

keywords: virtual assets(VA), virtual asset exchange, virtual asset
service providers(VASPs), specific financial information law, user pr
otection
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