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7 = off —the—shelf application, system softwares< A2 F
gt A7 wieldelel dEz wixEa Stk Y|
ITEE AAREsHE B WS =ou ol& lgke] FHoke
Aol b= oA E ffe]l =Hivh ol Is) wpolu e ellA
HAFHE FHHXsk= Aol o= wEG FasFTE 2 ATelA =
vpolygle]l  FHekd "9 AE Yd  Binary Code  Similarity
Detectlon(BCS )& g3tk BCSD# A2~ 7= A 87 o
vel =] snippets©°] FAFSHA] kst
Zlolth, o= A= HaAl A, FHekH Aol 22 vhFd Atelel A&

vpolu g ok g Faf s miejy e ol

T AT
A4 FEe] BlE] ou] FAo] ot o]
< ol g AR ATtel vpol gl g
| 2 AFeA=
gEshe TRE 7k 2dQl
BinShot< A9ttt} BinShot 2@ AF UJE 9 T o] weighted distance
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gz Agsith. 2 =RolAe add, Hdol TksA, HEA9
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A1ZdA 2

A1 A AT WA

esg TR 7)ol weFstE 53
ZEIO9HE AFT w &A= E
AAlE golrele], BE, Y4
shelf application¥} #& T ZJAEL
Az 7rssh npoldg e FHE fElelAl wiExE itk 2RI

a718k 7150l Frkehe sEel B V1€ ZEE AAREstE 2
Al
(e}

Binary Code Similarity Detection(BCSD)+= A2 F o Htd
T 8l W g9 ZF2 ouwlelve] =98] snippets HlIske]
A7 fFARSEA AAske #Zgdolth. BCSDeE AAl FHokHol Sl
Sl vaE FE AR iRl vpolye] ZZoA FH kst et
A ol & Qlrf o]k ofye} wlojye] IE He| HlIE F
T HA '], "elo] g#Ae e &8E F Uk
SHAINE AA I wiolyElE st Bl W
=

o] B, & olv T I=9 mARl FRI7F AAEAAY WEd
oo Asde FF, HAs dd, HAFE Fxol o vtejy el
Fe7t ek Ak Ao® Qldl BCSDE % Agde] ofurth

[e] =

%7] BCSD A+ vtelygl el owuj& 7] 938l graph isomorphism
detection, data flow analysis®] &2l #2413} nlojg|e] A H=ZE
TAE 4] A4S HAd wiolyE] ZEO fAMES gAE s

= =
SHAIRE ol#e WSS el "olAy = w4 WHeUF S

Hdstal o] E theFst Fokell A &ste] i
sl w2}t BCSDel AlE AH&ste] 99 A=
SEstE= AlE7E EsiRoh odE 59, [1-6]& #HAHYEYS
BCSDell #-83% Atgoltt. o] % DeepBinDiff[1]

oju] @ ®.¢} CFG(Control Flow Graph)E St558ll basic block w9
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adg Fs AAdeAY. 18]31 InnerEyel2]& AL FES
instruction, basic block, +E 77t wof, £, wdo®E APt
olel © uobrk, H NLPeA ARt ddo] R o=
DeepSemantic[3] A= dlolyeg] ZEE AR SE Qo] =md<l
BERTZ 8t&sto] vtolye]l =9 AF2Ql u)E setstazr ot
shAINE Y A AR EAolEe A g wAl =4 A

FE similarity® SEHA A ol AHHA @S wholUel S

8¢ u) 1 gees} gol "ejuirh.

olof] ¥ =Fojxx BERT 7|4} similarity learning T%=
Atz gk 2 =FolA A]kek= BinShot AR 8h5¥ BERT
Edlo] Siamese network? weighted distance vectorE AF£33l o™
&2 SF== binary cross entropys AMEISFY] 7]E&2e] BCSD AH.tH
A58 H5S e Edolt} state—of—the—art ITFEY Hlw AP
Z3 g Edeo 4AS effectiveness, transferability,

practicality (=3}, AA| Alya] )] SHAA FHEA A,
EF 71 Y 52 dee B

2 =i ACSAC 20229 ¥ =+ ‘Practical Binary Code
Similarity Detection with BERT-—based Transferable Similarity
Learning’® F7} d+-olth.
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A 2 F @4

B Fo= B =89 F 9ol Binary Code Similarity Detection®}
o]Z ¢ &8¥ BERT 24, Few—shot learning®l] thal 2™ &},

Al 1 A Binary Code Similarity Detection

Binary Code Similarity Detection(BCSD)+= F+ 719 #lojy g
FE7E Fox |, olgo] duiFor  FARHA AdEske Aol
Hlol 2= instruction (" He]), instruction®] F <l basic block,
basic block®] %<l function, PFAEOZ 3$H4o] 3l entire
programC 2 /& o] glof o] T ¥ e2E FAMI Wl o=
ARsleAel wet AT o] Zebd £ vk B mRolde A8
ATE2 Aol 2 ol Z=9 Hlw F9E function®® it}
Holue] 3= FAMdel digk #hiE Aoste Ve F dt

g mlely el e FAd3 Frgojof k= Zlolth ole] ZE IS
Autdets AdoA AEd AuAdY, opEA T HA 3 #Eol
gt e oHkeldd], ¥ olgs K ¥ &S fAksitn
Bk, aEA ok A AR kol FFEn =, BCSD:
gee, clang 5 7 7FA AFAdelgt 00FH 037bA Wl kA H A g}
s Audd WA =AM vlusks 7 EErF $UTA] Hlwehs
ot}

BCSD A+ HAl 2199 4 olF ol& &3 A7 &daiA
ML o]#, o]#% Hro] = 4 9k ML o]xe] BCSD 7+ 44

oX :

T4 WRlor R 4 vk A4, 4 WY 7 7IES A
A Aol A A vrol| el E A3 wloly el el omE A e
Holth, A W o T [33-35]9F e AFLESo] 9t} UmA
[33, 34]+ wvloly 2]l 9] call graphtt control flow graph (CFQG) ol
graph isomorphism detectiong AF&3l FAMIS 43
W] A2 E [36, 3718 22 WlEe] ok T3 A
oy & Adste] ouE EAE]el /0 = HlweAYI(3
dynamic symbolic executions &&3st+= W ([37] o] Ut} X
4 dae velyeE Adete Zlew uwlolye e HA gw
ghelstr]e] Ajzko] Wol] A EW, o]2 Qg FFA EAI7E EA ST
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olglatAt &= A7t olF AT Gemini[4]:= Z+ wlolyg] 9
CFGel oish Wl gh& AAtsta, F 9 g #Ee] gt
AYE AdE A BAE & ow AP Asm2Vecl6]>
PV-DM RE@& o]§33ith. PV-DM E9& NLPo|Ad F3 dos
Farsto] dA whofo] dMid e ekl f1d Wl word2vec[7] 9]
F7F AFolth Asm2vec[6]2 FFE WPl A, F WHoE
Zaste] ol di@ dMEe shustes sglch

[eZ]
= %
MLE &83= BCSD A% NLP #ofolA A=A

=

E{}
%

st Rl
st A7 @daidel we AMdEE BES bfolyE] FEM
Agstels AEE P, olx= 3 Helyy] =] guE Y
AZAH oz olast 4= QA HAT. PalmTreel[5]&= oAEE F =9
gk <dol  RPES  FHote] WHole  dWds AR,
DeepSemantic[3] <A BERT &€& o]g&ste] wlojyg FEE

sttt o9t DeepSemantic [3]2 ©@<=3] wlolyg] IE=E BERT
Bde] Hojg& Fo] ofye}l, ojAlEg I WHoE AAZFCE
wA3%ke]  normalizestitt. o]o ¥ =% DeepSemantic[3] ol A]
AHE-sE o] 9] normalize W& AHESHIE SFSITH

A 2 4 BERT

BERT (Bidirectional Encoder Representations from
Transformers) [8] = NLP Eofe|lA] 7idtel AbdE s do] ndg
Transformers [attention] X 2°]  encoder, decoder layere®]A]
encoder layer®? # 3t ¥ EZE maskingdl= HAFS FH e o] o]
kel H A gt s sttt

Transformers[9]+= 7] Recurrent Neural Network (RNN) A<

d[10-12]914 A7]= long term dependency w#|& 343}
A~E e AYdeX =2 deS 71538t sequence—to—sequence
st Rdo|tl,  Transformer® encoder layeri= self—attention
layer®} feed forward neural network® @ TJ/dE o] Sl Self—
attention mechanism< 8 T8 st query HEH S key HE S
TAIEE T8 FH Y @e Ay AwSeE vt I ¥
softmaxE F3atal value WE S} ¥E& &3l context scored -3k
Wajolty, o] §k self-attentions o2 71¢ sub—layer® 1459
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AAbel=d ©]& multi—head attention®] 2} St}

BERT X ¥ transformers E@ 2 encoder layerWts o] 83l
Ao olal] #gel S3et=s FEFrh. 7] BERT E4l> Masked
Language Model (MLM) ¥} Next Sentence Prediction (NSP) ] F 7}4]
AL FEsklth. 4 MLME {18 EE F 16%EF WHo®
A e3e] masking?dttl. ©] W 15%2] EZ T 80%+ maskingdlil,
10%+ Eds FA9E vkrth o] #AS AAH wEodl d¥s
transformers JZ° Yol FH wo]o wWeto 7 masking® £ Xl
o wol7t Slofp A ]*“0}“1 ettt o] S WAl AR
label& 1oz F4 ¢ole &4 delA labels W&ol 35317

MBH

self-supervised learning?] %— I, NSP+= F+ 39 A=
olgfst7] flgt Ado®, F EA&ol FoARS W AHA T thael
FRHA o] & AJA St #Adeltt. A EZelA T
T [SEP] E&o] 7]Fo] #th skAI9F BERTE © A shst
292l RoBERTa[l3]e] wZ=Zw®, NSP #42 4dsg vuseE Ay
NSPE stA] ¢g= Ao] sk ARG Aol vlstAY o E£th= 3o

A8S Ea wa Rtk 284 RoBERTall3]:  self—attention?]
Bace o] oy EAe Zolrt A AS NSPE F IS
S moh @ £4% W 27 sgete Qo] el U £ 932

Aty FFe oo & =woAE BERTE 353 @ NSP
A1 AFgEA L, MLM 21 S Hek,

BERT®S] MLM &% ofdfe #4ds Fall vy 6, &
EEEEEIET I

Om = argmin )" p(ely) logp(t|9)

teT

§ = Softmax(Gp, (X))

tT,y,y = 474 EZ, EZY A vAA o dd EBEZ
A7 E AN 5" EES AT 6,X) v ¥ XE
olgiow WS MLM #7719 fully connected AZ=2 =¥ HE S
vepdith o] S AW MLMS vrAA" B9 Ao & 714
AAst Efo] FAIA gFeiA Ha, I Ay e s
olafiskAl Hrh

Aol olafell tig Asol FTHEHl Ado] e
Zzady Ao, @md AHMd 5 oE Erdedx HEHsdo



CodeBERT[14]+ Python, Java, Javascript, Ruby, Go, PHP2] 67}4]
ZZ Y o9 AAJE Z Ao AlASIGE pug T oA
EASEE %MﬂlF%»M:° Bt ProteinBERT[15]& 71 &
e 2els vi @&%ola FAsH RtEs AELR of7|EHA 2
afstel dHolEol AAHE dolH7E A Loz wulz o
HrsE wEA FH8 ¢ s Ju. olE Faf e d =i
SOTASH Hlwal fFARIAY o £ 4 Hoth 2 =RoAe=
Hlol 2] FE=9] instructions A AIA S E normalizesto] 3¢ 9=
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Al 3 A Few—shot Learning

Few—shot Learning(FSL)[16] WAl 24 problems® 3t

[e]

T, sH dolgrt AdE JeE T AseA olE
agAow gFote] HAE AldA Fowst AdiE 7] 93t
Wifoltt, o]& doly FH oy g™ t= HlE EAE
A3l &3] AE I Tk

719 FSLY HEAELS T2 ARG EAolth. FAFoR,
FSLE 3 27 TEAts 2z Zdxcdd o] Qe 2 71X
Holgute g F{7)E skttt dnbgox Nujel Ed oA Ke

] =
AAE sHsteE 49 N-way K-shot w7 3tch o5 59
] o

[e}
ZF SRR 28 olvATo R ShEstttd 4—way 2—shot 77t
", S A=, Wk K7F 191 Aol one-—shot
learning[17]¢]2} 8w K7} 01 A%, & @2 st sk dolE 7}
U xE gl A$ zero—shot learning[18]elg} 3t} o] w s&
A e} eplE AR AE k9] shF tlolHAlE support set, B9
A= B7He dHolH S query seto]gh gt

FSLe Wlo 2= A7 dole, Bdl, 4yeFe] 37 & va F
=S 2=
o

[e)

At deoly %“ﬂoi tlolE & ?710}04 so =49 F ot sF

dlolele] MES WHIESHAY %4L tlolEl Aol Al WMES FE5HO]

71E9] g5 do] 1 TE 52 7 o 2d SdoAE AR A4S

%3 hypothesis space® Xﬂ]iﬁ}‘: H o]t} Parameter sharing T+

tying® & multitask learnings kAW dlolH e UWPS shEste

WAl sol Stk & E=welAe dHeoly Y dMlde d5sta, dMld
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A 3 AT L

A 1A gARQ 2 2A

B el AvAd 8 55 (2% 113 2k vpoluE oA
olAlZy FE=Z  wEoll] o]5 normalize ¥OEH  HoOlHE
A4 eta, BERT Rd& £ oluie] mso) ot Adss nag
A, o F AASsE 2l BCSD Al B vlAl 23S
AAJste] & oA AQkst 2]l BinShots A gt wpA|Rto g
BinShot& ©] &3 + @7k Foxw 1 gso] FARA o175

[Z238 1194 blelde] dA-ge 2A F 7 AH oz s F
Atk WA= dlelyE]  disassemble, TR A= normalize©|t.
Hlo]u ] disassemble state—of—the—art ®}olUY 2] #4241 £l IDA
Pro[31]1& AR&al Ad7bs3st mpolygels dwA ARSsE 37
oA 5] F& FHAE AASITE 1 ¥ DeepSemantic[3] oA A<t
QL (32 1ol wet "8 ¥ o] E normalize 3t

Pre-processer Pre-trainer
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Rule Notation Example

[1] libe library call libc[name] call_libcprintf

[1] recursive call self call_self

[I] call within a binary innerfunc call_innerfunc

[I] call out of a binary externfunc call_externfunc

[I] jump to a destination jmpdst jmp_jmpdst

[1] referring a string dispstr mov_reg4_dispstr

[I] referring a static variable dispbss mov_reg8_dispbss

[I] referring non-string data  dispdata movabs_reg8_dispdata
[I] other immediates immval sar_reg8_immval

[R] register size

reg[1]2]4/8]

rax — reg8, ebx — reg4

[R] stack register rsp rsp — sp8

[R] base register rbp rbp — bp8

[R] instruction register rip rip — ip8

[P] direct pointer [byte/word mov_qwordptr
|dword|qword]ptr [reg8-8]_reg8

[P] indirect pointer [base_index*scale or_dwordptr
+displacement] [reg8+disp]+immval

3% 1. Instruction normalization

Y

AdEY IE AMAESE 24 A& BERT ERS ARE-dHo]
g5ttt . =FolAe BERTY F 7HA &Y 5 NSP &4 A
oFal, MLMvWE A3 ey, 7 o]fF= NLPE 14 w43 gz vojy g
oA G e BATE AATE ofd §er SE JOH @X*Q‘ﬂ
U = A5 (NSP &d)eol FomlsiA 7] wEolty, & =il
g5 3ES A4 1EsAE @+t Al instruction normalize
HgelA libe TEFE MRS dolm Hoste] HAIAOo® A i)
A o™ normalize ¥ olA &JF golByy] &I UF g
=AY 3 el e vE ol sdsiA Ae =] wolth
1213 normalize Al IF EZF (call reg®) oy A7 E&(call self) =

o e Bul =29 93 W)Y instruction®® Et},

2
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i Siamese Neural Network, . Pre-trained BERT Model

- mp | . m) BERT(X, )
WIL FOGX) W S0 W pX; X)

II - . # BERT(X;) > . FC Sigmoid

1% 2. BinShot € %

AbAdsrs 2dE Az & BCSD Y-S 9 v EE u)A
ZAsth, B =RojA A¢kstE= BinShotd REl Fx= (18 219

2o (298 2] X,W,L F,FC,p + ZZ} input, weights, loss,
distance vectors, fully connected A%, ZE= FAEZ] tjg &0l
=, AP 8h5¥ BERTEES 4F HEST 722 ve & hEgd
dlolBl A (gt ste o & B3 FAMdel oid 2pE) & dHoer
BERT R&S Gl 2t 3ol st ovld HEE E¥ate] 1 F+ o E1
7+l weighted distance S 53k 2ot}

obg] 212 dHle WE ke AYE DA ALtsk=Al e
BERT(X) & At3le &< X7} BERT 222 AA A" ddd
HEjo]l 1, F(X, XD+ 7 9HlE #H 119 distance vector® UERAL
DE AYE =A3st= ot B =Ro|a= k=2%, squared errors

AR
DIX,Y)= (x;—y)¥,  F(X,X;)=D(BERT(X;), BERT(X;))

A S AAe & olg] £4S E3) o]lF EF7]7F binary cross
= &3 weighted distance vectorg 3553t}
L =Ylogp(X;, X)) + (1 —Y)log(1 — p(Xi, X;))
p(Xi, X;) = o(FC(F(X;, X;)))

1
o(z) = 1+e?

of W v+ ¥ (X,X) ol uig pdoln FC(X)=WX+b &
7VEA (W)E 7F fully connected AlF9 &9 #WEE ov|sith o+
Alael= R, 48 ¢ o didt fAE #Es 0~1 "
52 e

2 omReld AQkshs We 54 BOSDA Ad &4 g5

: 5 A2




AFEd Tk Floltk, o] e] sk Z|HE BCSD EH[45]S FF
contrastive &4 &4E AFETh ofd 4242 contrastive &4 &4

L-E YERATH
1 1
L(W,Y, X, X;) = YE (Fy)?+ (1 — Y)E(max(O, a— Fy))?
Contrastive £4 & o9 &2 %] positivedd 4% W9
WE] Alo]o] AT E A3}, negatived! A F AWld HE
AYE vl (a, B =RoME 12 A4)S dx L= HY oA

F ol 3}t

= =

Ol
O
X

|
=

(e

1} =EL o BEHE Ydl binary cross entropy® =4
455 Joshi=  OSL(one—shot learning) [17]el4  AQtst k5
U S A} 8-3kt}, Binary cross entropy ©4 84S AL 0 2 HE
&2 45 A88h: state—of—the—art BCSD B9} 85314
dd e FEe o] X 9 U Aes EITS gelstilth
T, B =Fo A Aetst W o binary cross entropy 4 ¢ Al

2 FFE ARkl 1 AakE s Wokeh
&

g pdz 2L A 59 @ 49 355 JYor with of
e ommd B ggeld, o st doleuols

A8 golth dolEol o] AgE el oE L

ARE o © dloleimolx el AMPL vlE Axs Fov

ShaohAl o el tie MlE WEE FosF, 4 g el
o
=

gt s 9 By & 5 vk o] #YES F3 BERT Rd=E 7}
o] e Wy ks et O 9¥E] ghe] distance vector®
AAbstar, s gkeol o]zl ER7VI9 AlaRelE 34E FI 03 1
Atole]  gER E9d

o HFAeR ARk p=05E VIFom
O(negative) H+ 1(positive) 9] #hs ol &= Aol st FAEE

A=3kA At

11 "-:l:" I "Nl-.|- 1_-li [£ 5



Al 47 A

A 12 A 2A

Dataset Binaries Functions Basicblocks Instructions Tokens
GNU utilities 1,000 439,036 3.965,532 22,137,920 1,244
SPEC2006 176 407,277 4,661,761 28,307,441 9,631
SPEC2017 120 755,297 9,336,587 52,940,593 11,932
Real-world programs 104 169,065 2,422,651 14,269,468 8,892
Total 1,400 1,770,675 20,386,531 117,655,422 18,449

% 2. tolgAl

oA s 9w ond FHrks 98 AREE dHlojHAle (%
212} #Zoh. GNU utilities, SPEC2006, SPEC2017, AA&Ed F=
2ol T2 gWMERE AA3E real-world programs (RWP) o]t} GNU
utilitiesell&= A8 AF[1, 6, 36]°lA HAvlaE AFLEHAH
vlol 8] &2l binutils (v2.26), coreutils (v8.30), diffutils (v2.8), and
findutils (v4.7.0)°] 2tk SPEC20063 SPEC2017 d#e| %7314
CPU Hokd<el wixwizoltl, T RWPel: GithubolA & A
ZAEZ 7] Qe AA ZEa 11745 33k BusyBox
(v1.34.1) [19], Libgmp (v6.2.1) [20], ImageMagick (v7.0.10) [21],
Libcurl (v7.78.0) [22], LibTomCrypt (v1.18.2) [23], OpenSSL
(v1.1.10) [24], SQLite (v3.30.1) [25], zlib (v1.2.8) [26], PuTTYgen
(v0.76) [27], Nginx (v1.16.1) [28], and vsftpd (v3.0.3) [29]°]
RWPel  sid€tt. 2k dHolgAe] 42X~ sIE=RREH 2719 v
Aukede (gee, clang) & 4709 tr& HA st @ (00-03) & AHE-3h
AA A ® 1,40070¢] A3 7hsk vlolyel s A3t

Ad 7153 vpoluy oA dh Wl A3 S 98k 50 AS TS
Ao, 2 =A== 9 7] (instruction 7HF)E 7|50 =2 @4;
Y H Pt A2 S & instruction®] |57 mET ALY S ¢
TE nEu AAY 22 s okReElelojr A 1 olfEe @

Yt 2k ke «] v 7F fojuahA] s 7 A @ FHeRH R
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Abstract

Vulnerability Detection using
Binary Similarity based on Natural
Language Processing

Seong—gwan Ahn
Department of Electrical and Computer Engineering

The Graduate School

Seoul National University

Recently, off —the—shelf applications and system software are being
distributed in the form of executable binaries by reusing source
codes. Reusing existing code increases productivity, but it introduces
the unexpected risk of reproducing vulnerable code. This makes
detecting vulnerabilities in binaries more important than ever. In this
study, Binary Code Similarity Detection (BCSD) is used to detect
binary vulnerabilities. BCSD is to determine whether snippets of
binary code such as assembly functions are similar when the source
code is not accessible. This can be applied to various cases such as
code duplication detection and vulnerability detection. In particular, it
1s possible to analyze whether the corresponding binary has a
vulnerability by comparing it with a binary having a vulnerability.
However, semantic analysis of binary i1s more difficult than
source code. Due to this point, recent BCSD studies are trying to
combine Al for binary semantic analysis and generalization in binary
similarity research. In this study, we propose BinShot, a model with
a structure that learns the similarity of BERT —based binary codes.
The BinShot model uses weighted distance vectors for Siamese
networks and, unlike previous models, adopts binary cross entropy

as a loss function. In this paper, we demonstrate the superiority of
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BinShot through comparison with existing state—of—the—art studies

in terms of effectiveness, transferability, and practicality.

Keywords : Binary Analysis, Vulnerability Detection, Natural
Language Processing, Few—shot Learning
Student Number : 2021—-20916
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