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F&3stdom oF 99%9] FIFwE

a Aol A7 AEe A

>

M o o of

] o] g3l F4& EASATH19L. o
2ol 4 CSIC 2010 dlelEel sl 99%] =S A shelth. Wang
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I 9] Ingham & Y A4-xE0] HTTPE 4o +4HE& & o
TE5 FdATI7I21]. 2 F & 7HAQ & Fo] FaAg A= HTTP
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AAY2EE st ou F2 FFd dlGet=X FEs= o] ¢
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indicator example
HTTP DDoS | check if the contents-length is more than 500

check if the words of body are in BL like '@eval' or
‘base64-decoding’ string

SQL injection | check if uri has the DB Query

web shell

XSS check if the payload has abnormal script
crypto check if the payload has the strings 'submit’ n 'Xmrig'n
currency ‘Xmr-stack' or 'Coinhive'
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2 fAREE wj Aol Y Aol g
g 52 gel 9 dolHe #F dHolHe Az i Azt 9%
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0}04 T4 o}aﬂv}

= 24 Am F dHelHe Hle 3 Fd
ol § o} @%H]O]HPJ v & agste] 249 dHelHE FAsAY &4
deolg et A3 Hely E5F 54 oyt X**Ltﬂ olHE wdElste 4
st £ HeolH F 7+
A FRE 1048741 AA w4 wHAls *P%ﬂ‘%ﬁiﬁl 47 dleld =
2021 29 214 s E¢F " A9z T 9= 1000004 F
=oto] AREekdth AT dHolH e A5 2021 d 249 2494 FH 29 28<
7HA " 29086719 w4 HAZle T4 dolHE AMEEAAL A4 Tl
olBl&= 2021 24€ 21¢ &F Ft HE A T FddolE Y T

257 o 3741079 WAL Aoz FHehe] A1gal

A 24 HTTP IR F=

A FHE HolH = EF raw #HFlolt = Jhyo] A HA Fof
At EF a3 dogHER Wo] XgEo] il wElA 184 3
H HolH & ggFo] &olats 7lesto] AbEsho]of gt

TEHAdUOE FHHE raw WA Wig vgdHelHE ISt
ATH IP, port, MACF2 5 A ¥4 W&d= F&3 dolgr BF
E3En "Helds a3l WESA HAS 5A717] fsiA = raw
Zlo| A Fagh &S 55t Sh5s Fdste Zlo] 9r gle AR
o] st5S ¥ = v Holl A B g& otk wEla AA] A<
W&ol 23 %8 AS, 5 HTTP dA3ld tis E24 o] a3t} A4S
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TEHGYS JHEZREH FEIAE FUEHE S EYIYS O
How FA FE A%t weld HTTP Z2ZEZ9] request9}

response T % request ALY FFRE FEAst= Ao T LR3I}
HTTP requesti= = A start-line, header, body 37H¢] HF oz X
Ho] om 7z A= A 8-S [E 3-1]3 Z U8l start-line F-%
< HTTP 3ol 7H¢ WA s3ste= F2olth. HTTP methodot +#
dd g@ol7k Aol o8l U522 request target 1@l WRA|E}

L ol

of HTTP Wo] 7lsHth Al 7HA 84 5 7I¥AQ] 8 ~EF o] Fo]
A FI2 request target F-itol™ &3] i = QIHY FAo R U}

0—111

A QA7 wolde dEHE FAEY. whdHo]l HTTP method:E get,
post, put, delete & & 7FA] W& o7F oy diFE get =2 posto]
o} HTTP WA= u}ﬂywi 1.0 & 1.19]

Skl wet Gk = oy A oo A YIS H AR
Kot}

[3 3-1] HTTP request #{# o] +%[8]

5 g

HTTP method / request target / HTTP version

Ex) GET http://naver.com HTTP/1.1

Common : Date, connection, Cache-Control,

Content- Length

Request : Host, User_Agent, Accept, Authorization,
Origin, Referer

Response : Access-Control-Allow-Origin, Allow,
Content-Disposition, Location

body some message or nothing

start line

headers

headers ¥%& o8 7} WEolEHE i 9gon AEAdx,
of do], MAAEE AH o] E°7F vk v, H7let
Bul QYA RUnZ A4z fut yso] gl= 2
Aske W BRY dolHeA stael mgAel % om el
ATk AAZ P 7}A headers®] HlolE FE=Z e HYAT A%

Ggo] fl= Ao BEHo] B AT e d o] g A

d
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body % AA HTTPL EEo did=r BE Q3o EFEo] £
o] A= &tk AAR 1-oA Aol AFEst7] 98] AdA g dol
Bl 204,87470 Tl A= 2852671 %=1t body #t 7FAIAL AATH

B o= HTTP #|# <+ start line W59 request target H-¥#
o] AA "AES} body ¥w2 Al HAEE FE35] dHYolHE
AbgstA T 1 99 HTTP A9 yeELS g4
o7} ¢l= EF3 do]E(categorical data)e]t}.
A ke HRor gJeyd REY AY ghol oS E3ste] F3Eto]

BARE Bdlo] Agrldol= AA FaFol AT

oA 7149 vk o] B AFelA ASE Held mde] oid 9
Jq ¥

e BT v E A A2 o]Folx  Qltk. HTTP packet9]
payload= &RbA<Ql #ddofol= w27 HTTP Z2EZo| St dAH
o] Qo] To] g9 = FEo] WA HA Ferh wepa E4 G2
walste] J9 #el SAHAS FEstuA stdem 1 Wy F sty=E of
7] = HIE(ASCI code frequency)E A4t WS A3
At o g "AE BEXo| ALE3E n-gramol A unigramsE AFEE =
WA §ALSEA R of 7] ZEElE Abde] Aol® Wl oA A A
A Alggtth= Ho] gt
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1. soft voting FAE =4
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[3 5-4] weighted soft voting %AHE =d Ay 3
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accuracy 0.9867 0.9922 0.9922
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Abstract
A Financial Web Packet Anomaly
Detection Scheme Using Deep Learning
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Compared to other industries, information security in the financial
Industry 1s very important considering its business characteristics. In
attacks on the financial sector, packet-based attacks have overwhelmingly
higher frequency than flow-based attacks, and in order to respond to
these packet-based attacks, Intrusion Detection System equipped with a
rule set for pattern detection is used to effectively detect and respond
to anomal packets. However, due to the development of the fintech
industry and the development of various financial services, absolutely
increasing traffic and zero—day attacks are continuously appearing. To
respond to this, in this paper, I proposed four deep learning models
using various ASCII code-based input data. By utilizing the proposed
models, 1t 1s expected that the level of security control in the
financial sector will be further improved by supplementing the

deficiencies of the existing intrusion detection system.

keywords : deep learning, ASCII code, HTTP, financial, packet
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