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78) ENISA. “ENISA Threat Landscape 2021.” Octoboer 27, 2021
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190) Bulmer, Simon. and William E. Paterson. “Germany and the European Union:
Europe’s Reluctant Hegemon?” . Bloomsbury Publishing, (2018).

191) Center for European Reform. “Can France and Germany steer Europe to
success? - Annual Report 2019” (2019)

192) Tim Rihlig et al., 2020
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o AdAA= AeHoE 7H-7|AFA FH(CDU-CSU) AF3] w1 =H(SPD)
S dUFoE oA AFATERSY AdE T3 AYS IS5 /A
st AR FS FHE VA, vdEARE s shue] ddo] AU
ANA KA s GRS Je AL A ofHA o o
of Wz} A Ao r ZFEH ol VAE AFsta Brgstes YAl ®
FFo7F WA HAT T, e o E AHFF SR
A Aol A, A Al AR FHStEY 7itET] wiEel o
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Aol ExdE  FHE =y A & £ At UyFER
(Bundesministerium des Innern und fiir Heimat: BMD7} Afo]¥¢lr = =)

S FZEta, 4ste] AWA ® 7)< B Y (Bundesamt fir Sicherheit in
der Informationstechnik: BSD3 Z7}Abol o] MEl 7 A= 7)o

196) #48%. “FoA gAEARAY WFFo] [EANAAT]  Vold, No.3
(2010). pp.25-54.
197) Calcara, 2022 pp.4-5

_73_



9GS Atk AT HF AW o]t TE BAsh Amel Hol g
S A5 AR AR 5 AR/VEC] P VAL 4TS 99
s T2/ 5Folthi® Sdo) A3 FAHAA ¥ A THIE J
$7b 7] Ee B e Y gl YR 5 vk

A 44 TTRIE 2.0° : FUiRXE £93 1 - 3|y

T 71Ed = g 599 ¥
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Security Act 2.0)" & o] x=7}Q] EZE2o 3

Yol BAAY HYe FEAT FA) RFE 2L Astn 9
o}

o] Folth. mRe FuEe £, RANET} YES I Belo] THL
AT ASEA 9712 AR, ARFYLS T nFo] 4L 1w
Aol #2 8ol HYTh OE FWoRE F3s Aujsh 56 YEYD
% AF wyel U We Qs BAANS H¥e BIH YL
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198) 717N, 2017

199) A 3], 2021

2000 20213 49 & Awsldo] A= TR 2.0(T-Sicherheitsegesetz 2.0)0&
A FIHA Aol o]=2RIth 2015 7TERE AR ITEFIS =99 2011d
Aol BetR Hes FAST AFAER, <AWFE 7IEEFHAct on the
Federal Office for Information Security, BSIG)>, <& ~]% 4% (Telecommunications
Act, TKGY, <&d#wutjojH(Telemedia Act, TMG)), <A = <AdH([Federal
Criminal Investigation Office Act)>2] 7+ F Alold] ¢tR e} FHEP FAHES &
Aug WEo|Th 74, 20179 Y& 95 2ok

201) Krolikowski and Hall. 2022.
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7 B =H(Bundesnachrichtendienst: BND)-& Apo]®A+¢] 7174 3§ 9] o]
tal AAe uh AL, 20199 1LelE 56 QA o] FHelolE
4 AS AR A vk Aok a2y, =Y ARE T1EY &+

B BEE fASE 2 olsle] WA YA Wrsd sk

2019 24€, Wz o7t 5L 5G HE A FrojollA ajAlH
AME ¢ "Athes 282 Uga, 56 FFFAE Al A B
APAAES AFslokets A= oFE AAHAT. 28d, o8t =
A AGd 7I-7IAA ] dYEERHE tda st HES
werow, fdd SdEU ARIFTE 28 And, F4T SoAAE
Hezd Fgo gl #d =AE AAA H#AAH. FH8=<d re=
olo] Az BITLAD w2 FEle o] 25 Zg2o] 3ol FF
AN FEAYE THsAd e st FHAFY FF5E HS F 2R
ol A 8o HES FS WA &2 AorE dH 209

20199 124, v= AF7F ot T Hbr|dd d¥IAns
A& P53t '22F AlGmoking gun)’ FAE 5Y 2 I JFF}
o3Py, =Y JTEE AS|WIFE) o)Akl dlo] = up(Heiko Maas)

202) A5 Z(Federal Network Agency) ol&] 2z ¥ % ‘4 Hetrbolzglel e 1)

T8 FEE dE FVAE W= FH5 lE shaL AatatzE A o] AEAd S
Fds BAT 5 glojof Fo= Wiol EIHU 1 §}°ll olE wiAls:= W&
<= E 5o AA] %Q}E‘r. =4

https://www.boannews.com/media/view.asp?idx=83852
203) Krolikowski and Hall. 2022.; Center for European Reform. 2019
204) Laurens Cerulus. “US handed Berlin ‘smoking gun’ on Huawei: report “

January 29, 2020.
https://www.politico.eu/article/us-handed-berlin-smoking-gun-report/(Z
2:2023.2.2.)
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UEF T} 207)

AE: AZG% o1 5F) AAA ds5 24

Christlich Demokratische Union (CDU)

Biindnis 90/Die Griinen
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Deutschlands (SPD)

Alternative fiir Deutschland (AfD)
Die Linke

Freie Demokratische Partei (FDP)

Christlich Soziale Union (CSU)

40% B0% 90% 100%

e very negative ® negative « neutral » positive ® very positive

[Z18 4-5] 5 F8A47 AAASY HF= U4

205) Douglas Busvine. “Germany toughens security criteria for all telecoms
equipment vendors” Reuters. March 7, 2019.
https://www.reuters.com/article/us-germany-telecoms-idUSKCN1QO1TI( A}
¥:2022.11.29.)

206) SPD Fraktion in Bundestag, “Ein digital souveranes Europa mit sicheren
5G-Netzen, “ December 17, 2019,

207) Tim Ruhlig et al., 2020
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Abstract

5G Cybersecurity Strategy of Europe

: the Huawel Case

Woosik Kim
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Seoul National University

Recognizing the strategic importance of the 5G technology, states
are increasingly competing to secure their influence, In particular, the
“Huawei incident” that took place over securing superiority in this
technology can be said to be a representative case in which a problem
of technology has been reborn as a problem of security. The European
Union was initially friendly to Huawei, and member states also showed
a reserved or permissible attitude regarding the introduction of 5G
equipment. However, afterwards, the European Union announced the
guidelines for the ’'5G Toolbox’, a ban on assessment strategy, and

recommended its member states to introduce it. The member states
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also started to make moves to remove Huawei equipment from its
network.

This research explained the Huawei case with variables of
interests, ideas, and institutions on the formation of the European
Union, France, and Germany's strategy to exclude Huawei through the
theoretical framework of constructive institutionalism. In particular, this
study explored the influence of the ideological factor represented by
the perception of China as a threat to the European Union, France,
and Germany, which place importance on norms in the matter of
choosing between economic opportunities and security risks, and
captured the influence of key variables including the U.S. pressure,
economic opportunities provided by China and Huawei, institutional
factors such as domestic political institutions, and the impact of the
European Union’s 5G Toolbox guidelines.

This study points out ’strengthening and sharing of threat
perceptions against China’ as the key variable that had the most
consistent and decisive effect on the policy making process. In the case
of the European Union, which has an institutional foundation that
values international norms, the announcement of the ‘5G Toolbox’
was decisively influenced by the strengthened perception of threats to
China as it repeatedly clashed with China over human rights issues. In
France, from the beginning of the Huawei incident, the level of sharing
of threat perception within the administration was relatively high, and
the parliament also recognized the need for ban of the high-risk
suppliers. In the case of Germany, the 'IT Security Act 2.0° was passed
belatedly as it had difficulties sharing threat perception within its
government.

Keywords : Europe, Cybersecurity, Huawei, 5G, Toolbox
Student Number : 2020-25344
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