creative
comimons

C O M O N S
& X EAlI-HI el Xl 2.0 Gigel=
Ol OtcHe =2 E 2= FR0l 86tH AFSA
o Ol MHE=E= SN, HE, 8E, A, SH & &5 = AsLIC

XS Mok ELICH

MNETEAl Fots BHEHNE HEAIGHHOF SLICH

Higel. M5t= 0 &

o Fot=, 0l MEZ2 THOIZE0ILE B2 H, 0l HAS0 B2 0|8
£ 2ok LIEFLH O OF 8 LICEH
o HEZXNZREH EX2 oItE O 0lelet xAdE=2 HEX EsLIT

AEAH OHE oISt Aele 212 WS0ll 26t g&
71 2f(Legal Code)E OloiotI| &H

olx2 0 Ed=t

Disclaimer =1

ction

Colle


http://creativecommons.org/licenses/by-nc-nd/2.0/kr/legalcode
http://creativecommons.org/licenses/by-nc-nd/2.0/kr/

VS AL BT

MJHHBEHY 7= A7 I

20239 2€

AMEdsta 54357l et
FE RGeS RS D OALEANGAF

3 71



2022d 12¥

Aedsta §gHs et
SYRRFHAT FRES P ONLEANGAT

471

B AN BAEEE AT

202339 1€




=B 2 EEE

MAARETHAA 7tH Ao #3 I+

N
)
%
oy
(03
ok
N
Y

N 5 A2 e A7, A, Ago] FEur
g Wt AAgRe] HPsa, BE 82
L4 “HlolE] 3wl AFHUY 1 F AUIRBEYS
An, gAY Ade =dstn dRF adel m
F9 gl ol 8L S sl Bk
AWy AR AAYRA/N DAL HAsA
Fsb7l 1% WA 227 AUdgEBsHelga B & glo,
4ug Ael, BEFoA YA H
MAGRREH oJstel HAD HloloA Pt
*“;}% Aol & el Sajol. A% Al

=
2
™
s
ek
2
o o

ol
—_
K
Y
N
(@]
N
e

ol _II'N' f>
of
ol
i
£
~
ofd I

oo X f
o N o
2 2

i Lo

%

)

o2l

f

N

2
12

o
il
o7
o
(o]

2 rr o o fo o ki
rlr Y
it o
e fru
) o
fz
o
o
rO
2 2 o off X
t
i
(o}

NE NJAGEETH| |4 & ZRFA L T2 Qlo] NMIABERE ARst

A Agstarzl vk kg e] stEo] tigk Bed =X(H Al15x AT

==

B)E A, A A ALY AR ALBYE ol A9
(8 A28z2)2 olah7} HoloF st ol ASE wlAMzA 24l 7}HA
2, ¥s8zA7} 219 e .
el AW Z sl elgse mE FEsEAE F5bH A
A% ek A 784, 74%131 A2 7% ol e TeA, b ol
Bol 4oz Aeld veolEol tat hE fol4 ZHoA $540] A}
BEE T, AES, SIS, SYAB ) o] HolE P, A 9 =

R

Qo we} ke Meo] ssai,
ey AhE A, AR Ade okAA EU% s AR
Al 7%, F7h Auel A 5 BRA AL AYE AL ¥
A &9 WFel t AYe TIHAL, WERFEH AF A B
o e MNAHER o) F atE TAY ANYS A, wA AUolA ¥

oll

»




T A dd rgol e A,
of wpet 7+ YABRAE 29 AAYBA dF APl B ol
g

ofy

o

_—

N o
9 o
2
i
ot

=

ol

ol

1

rlr
__(‘,1_,‘

N

)
o

[

ACh
ro
1o

O

o
HshE A A o RE Pt 9

&

t
=
g
o %
&

kv
2 e
oo o
o >
o T
RZRN
O-

N E
R

o
j;’f )
T
T
xS
2
N Koxe
Ip
o)

= =
of Ht < Sk AL, RAARS] A, ¢

| —
T

&l
H

o of
fru
:(I)LL
i
ok
.
oot
2
=2
ol
£
o
1o
fru
=
o
il
>,
bl o
ol
kl
3:94
rlr
Sl
2

o]
=]

Adr
, Aol AAE= AAAA Adark JA99 FHASe] GDPR, 7 ¢
HMESQ HIPAAIM = 287 o] Aol tiste] W@ o dAA A
TE= ot =l WA Al Fae A S Al
GDPRE « AW@7beide dAdste T4 Ab 2o} AR
Wela, « @A Agste HAle rlg, A ARgEs W, AR 3
st AE7bed s AHSESE ska glow, 4 oo Hahe RQIAHE Az
o] 44, M9, W&e FFstolof Ital &8k 3, HIPAAE 418719
NdE FAHZ AABEA o ofd] AEAE AAEAU, 4 FAGH,
#et 7 s ARgste AR FEH o AT e S AEE ARsi=
7

AazbsAgol ulg Ythe oA e AMEE PHoR BUT & Yo 7

)

ol b
i of Ok

o

et

@},
22 P FAE JRFAY 5o glo] AAYRE ol §3hmA w2d
2N @ A EE AR FF A7 BASGS W AUPRE B 5
Qrhs F4S @ Ah Qo) AEFA, AuslsAel tel shFalel we
stgd, AAYRBEC] BUS /AT HEFAE ARIAA FHG B
A% oo, gusEAd U@ ozt REse AAYRALAE] F
Aol AEH UnA RARY FEHEXNE ARSI BAY, FRFAG
FERS AAHE vAHlES Fuue BE 23 WS FAIE
=AZ Sk 508 AMS 05tn WY 0T AdE 2S + A
sk ge WAL FANE Fol MAREXNE WA FRIA o




A AW 2AEE, O AR 7HEAY, dastxA e ad 7lFE @ 7

% F7F AR d, @ W A15E A3, A17F A48
3 | Ao &, @ UW“&EOH i3k 7hE A of Fol| #3
, © 95Y T 93 HEHR NAAERRIHEAS B#A 24F So] Bast

e of
oo 0 o
ol
ol
o
i
W)
e
do
2

ofs
O
2

RO

T W R o W oo T

7tgxg el o8 71 S st

e ES
12 A ARe 9] =D A
ksl

tatel WWE AN B3 A,
oo T Hrt B Aolme, ¢5s dnEe| uwep ATES o
2 FRE7] A& FAYEHEAT HHH 2 BLAe ZWAN FaH 9
Ag AA s k.

2 A7 4w, ¢sszxe Fadd Hstd AAFRREUHT} Ffo]
=2kel SolA dsszAd tatd TAH AHe WAL o, B
2R3 Awe] THT, IX WY EF HEzA) FYAS AT 3
Aolx GEszAE shte edow AFsed 14 HEd woe 1=
A A7 sssd, ols gustzAd Aol AL BE %F
Ao BF old|7} REG Ao olf7} AT YT

dE ol om 4] B8E AE AANE 5 U dssel osd




ol

(0]
X fo of n% 3 Mo

-

e o

~

2ore

o 2 o

I 3ATHE AN, NAHIE A4, Bae A4 ZASL,

Ae B A Ul 4 dx B 2L 7)ed 2Ho 2AZ v}

@ Bart gow, Fe(=olR) Frte A FegEsAM e F
o

N HF
= o
My O of N
o ol r for
Ac) k
ok 1E g
A b

e

fo

ok

v

SN

ox

N

;

O

e fo o
AU
N, X0
Ay K
o i
ol
12
fol
Lo
BN
ﬁ
o 7
=
o
%
o
)
.
o
£
o
2
30,
=
>

v

2

o}

o e

P

A8 TAQESC] AARR AR o gol FUUE A of
ZASe MUolE ol&e 57 s&e AT, AL 4 FH

d

o o

oo
ok
o

fru

> L
il

»

%0

X

(i,

kv

iR
o E R
ol
o
fru
o
2
2
o%
o
S
>
L
N
et
o
oo M

08{:‘,
ol
ol
£
=
-0
ol
o
Lo
N
i)
=2
k)
i«
it

e 1f

!
2

~

N oo
__)..1_"1
lo
=
o
oxl
f
T
2
=
off
ol
X
fz
}o@
=2
N
£
ek
A
¥0,
N
i
N
)
e
£

F80 : MAMEETHY, 7[EA 2, dE5=2A]
3t W : 2021-28895




.—4
X
r r
==

0. R R sHs} 7PA2)
1. 2020. 2. 4. 7}A

2. THA S5 sfxA oF

3.4 F9 A g 10

7 el re] Ao ), sh A e
<7 mHd 11

vk AREA ] 5o gl AR
olg, AF 12

ok 7PgRe] 22| Soll tih 54 13

gl wAgn = s} QA 15
ok HE 16
4. 9] e vE 17
7} Al 17
. 24 21
t}. ZHE slo=ilel 24
gt HE 45

L ¢f=re] 7PgAE] ol sk 54 51
1. #% : GDPRY #HE 51
7Fos 51
v 7iPdie] Zeje} Al Fsde) A 53

ok 7Ie} ApEvEsAd W ot 54

et 7} A ] 54
ul, g gx A 58
uf WA 60
b HE 60

Jo

2. ulak: 2817 dlojefe] BEe} 28 61

7h MR Hol &3 EHo A 62
v oWl 9 2B H 3 (HIPAA) 64
o HE 67

V. A% w]AEEA 249 1A 2] 69

1. v]AE AR A 69
7k A NI R wAEEA] Tlel=elkl 69
1}, GDPRE| n]AM 2 A] 71
ot HE 71
2. 7t Aot ¢ha stz A 72
7k b AR 2A 0] hastEA 72
v skaskrA el Ay 74
o} hastrA e #3 75
et A 84
3. 71E el e 84
7y AME7EsAde] st A ¢ APEEA] 85
o mIAEE R 0] A A 89
4. 704wl 104
7h R L Yl g, 57kl
B 104
L SiEFIAel mkE e s, A8 113
L= s I B e B R
g 114
V. & 122

L. 7HgAe], dastaA ] $84 122
2. 7uolg- Al ehek ol 7Fed o 124
3. Azl AHo [l theh A= 21 125

4. g 126

FaE3 127
ABSTRACT 131




7h 47k Ad gt HlolE o o] &

13 A5 (artificial Intelligence), 71A F<5(machine learning), Ab=<IEU
(IoT, Internet of Things)¥ &2 Tfg 71, 7idel As &/E W2 FE
522 FAeol=E 29 I 8404 AAHT U
a9 ‘4zt AFAEE e Jide AR o A= AAH

71

-

= AsAd, A Akl A FEE Wole el 91, 2§
o, wuly} 2o AAFR 53} Lol ARy wBed®E Ausl 9AL volg

(digital data)®] &Aooz 3, A%, A= s AL w7t 8o
AL Eol o AR HAE FH, Adsted EF At b H A

3td olFHRE FolFe ’lﬁ‘ﬂﬂlolﬁ(navigation) z2 W, Qe Ay, A
A, AFAL 2159 F8ANNGLE B, E45ts 59 H2E §F =84
Fo| it T2, A ““‘3‘1‘, AL & AFsor At W77

5¢ 2Ashe Z2ad So| 91, ot ol 443d RSl
SEREEE *Hif 71%—;: M2sls o8 olgals HANA 99 2&

1) Aakl AASE Heugro)at AAAAEHA(World Economic Forum, WEF, 9% ‘i~
e AgAel7|= g Feh9-~ rvHKlaus Schwab)o] wl=2] =tA] Ao B3k 7+
E9l ¥ ojHo]~(Foreign Affairs)ell 2015. 12. 1542 7]xsk ZollA L2438 /fde=
2016. 4. ¢ EHo|A A3 LEHUCE [foreignaffairs.com/articles/2015-12-12/fourth
-industrial-revolution; forbes.com/sites/bernardmarr/2016/04/05/why-everyone-must-get
-ready—for-4th-industrial-revolution (Z} 2021. 11. 8. 3el)]



ol1%

al

S
a1

=l
Zl

)

=
.

‘vl gl o] (big data) & &3}

=

ARy HlolE o8] BA

ol t}.

=

LY

°o]7] o
oz 7l€9 7NE, o8& HAAAA AETH= vlolE e A

a

1

=

| .

HFEA S 7]

=, A
A 75
Aol 7
A dole], IAE th@e wolH,

7

oA A=

1) MABBAZ A A AJAAERETH o] 7]

U A

aA = JAA A

o
ojo

1|

ol

1

|

9] Q4o watA

=
o

H FE=, o
121 FH

&

B ekl #EA,

o

d5571), A7=AE
BETE QA FTAl o=
O AEFATY a2 AAD

7Nt ool &

o

}

9
pil

o =3} 714,
AR ale] 2

=

=

1

At A, o

ol

Fel 912 5& 1 AAR AARHOAL, AR EE 1 9o

X

7

2
JH o} At

bl

7

e
WY 7Edes &

3

A

Al

<
ol

o] ~2x2 AA

S

aL

o

1015133 24

R

A7F 7RAA B
©

=
S TH2)

Ax

(<

2) AW ATA 2005. 5. 26.4F 99

& dg, 2k AH



7
p

olo] et Sty AJAFRES FHH JEHA NAFREIHLS
2011. 9. 30. Al E ol FAZAE, MAAE] A P BT A3 Aets
dole Ae FHoE HYP® Alx)staA, BEFAZ HAGE g
HE Ay &S A, AR Aol #3 T2 oF, B 5=

A

[1\-:1,
rok
o
il

destn 24 WY $9 vdY T AE ALE, A28)E AL
ANezgoss fA%1 qlol, dg WY AU ALYRAT AL B
Bshe Yoz ¥ 4 Aot

ARnse] WHE T, AAIRALA} AUAYRE Aeltud T goje
AuFAs Fo8 YA 9o 43 Yo F & Aok

Dy AAHEE Helste] g2e Hu
FEL AL, ol LS YL FEA AT GO = T 4EF g4
Qo ALgahs HuFA o]9le FHl(o]B
T SAT)ANAE @ol RS A Aol A, T, &, AR -

B
| A7}

Ae A st
g, 43 AdEE Adel tiFEs 4% Ve dFe "AEdHeH Y
HE A2 E AA= stal = A9ez Vi g, A, 7F, o189 A

3) MAPEAZZARAL 7|24 o2 th=7be gdolold ARFA7E A4l A o] 85 d)
A sk ARIOIAl AF41e) Sols 8 Aert s AIARAT AR AN F Y]
Av sdsl = = (o, 283 SorF A RAIAAde] A, FHWEel= 8
et By ojgs-ng, VRIER A o)ghs o7t dele] W8-S F wkddnial A
Hoks Addlle 4AY 2art A (HES, PR b Aok delH o8-S A%
G5 -dlolE 3ol i AWA F7E Aste] -, sHAT A497 A2=, p.388) ol
theto] ARFA Fo] glo] 7PARE A 5 A | Aol HYuA LAY
o, Helddds uteto] AR AGdS Haldh gl Fae] =
3174, 7hgAR s Aol 7R Hel HE, Wohed A459 AL, p.58-59), UM
o8 Qg 718 Hae] V) 24E FEEgIvaL Y] ofge-umR o] ofHuh

4) olm] W2 AJARS] AelE TIIARS] =3, A, A, dF, 715, A, B, 7k



SACA 718 JAAL] fH ARFA L] FoE ¢HE] BHs= AL d
Ao B7bestAY, PR Folvk 2 Aot

T NIRRT R g FASNA MAREE A, o] 8T H,
ol R ARFAZTEHS FoJE dHH gxo=w 4 Jlomg o

o}
o h=
HoAe 9 Wol JHRo|§ FAE°] Fhdte 45 WY dEE Adst=

(>

o]¢} & AZoA YW AE 2020. 2. 4. A2 dHolE 3 MNUAARRT

SXAAH BT FAAIIHE, ALAHHYo|FLH S A3

HES /83t ZF AlH o] 2020. 8. 5.FF AldJ (o]t A= & AMAAFE
o

2}
ES AAE "ol AWOeE, 7 2ES A& e W

i

Hol A FAls] drRF o, Heoly 3o Fd MY olfre 4xk AHd e
AN E Btol 4 Al ol o] o] & BAFEE T ARA Ee FHE
o] AT ol &= T

= = B
J2Eo e FoioF o= AH 8571

3t 7le TAHLS {FE3a )
QlHo W Aeo 2 HIE 4 QT

w1y, A, =8, ARG, 57 o8, A, 370, A7), 1 el o)k fAkeE 3
Lz Aokl QAR gk AHAA A Bele] A5 AdE e, ArHor wd
39 dAE AL =AM Yo grE e Akal ok (B A2z A2Z)
5) https://www.law.go.kr/HE/7NNREEH, HE A16930% A7NA o§(2022. 10. 24. &)
6) NAIER Bogi&o] AUAA dAskA 43k AiSAIe] 4] A9l Hdloly, dEAls
s HolH o]8& Irtem 3 AlAkle] o] AAH AL vk vl AVjEn (R dEs, I
SH A7-EAE R AR Aol g vlar A A, AR 21244 A1Z, p.117)



@, HolHE &83 A= il
© HolE el Agrt ol o wE JHAHd H 55 1HE w,

ROl FA L MAAR Aol A7 A4 J

Ao MAGEAZ A AL HE7F o

27 =
d A 8 ARESTHEAL] &Y, A& 5 & o M Fadd AA

gal & & Uth
2 AFdAME APt s kS MR AHEE T3t A3 749
o] ko] AR R Ao ARZHE 7HAA ofyste AdA AR R
of EFARI At AFETE 14, &, A3 FAAEC] JJIARE <At
A BRSHEAE o]E HA3] o]&3t= Zo] 7hesithe 4UWE LS 2
871 Ate AA S 7HA AL oo} o] =& st ot
oje} Za Ao olA e} 22 Ao A HAAE 1HET wf 2HolA
3] MABEE <}

X

o
o
N

o
o,

£ M X o

% oo O
oo
o

2 X
I
e
Py
o
H
o
v}
ok
O:
1>
=2
k=)
rl
iv)
rg
Wi

el

jg O{Nl :‘O
(2

4 n.]_?{_',
i
Ju
Y
AC)
)
ol
.
o
N
FTF
i
o
o
.
S
Sl
[
rlj
Bl
ol
o
N
2
N

1>
ot
O>~
b
i

[e]
o
N,
kW)

-
=

EN|
~

dE 59|, Alan Marcus, "Data and the fourth industrial revolution”, World Economic Forum

(weforum.org/agenda/2015/12/data—and-the—fourth-indutrial—revolution, 2021. 11. 8.3

ole} F#ste] MAARAZIAGHe] AU RIS ooz JHFA A dste]

A ARl Aol Fojd AAT =i, sk Q&)7F 712l gARIE =o)7bA] o]

o)A WIAME TN H o] &S Algshs AR oldlE o= <F "rkeE Asli(e]ds, I

ARBEH, o] TR gl digh siAE, ARWE A19d A|1E, p.68)7F U=

x%xh‘;l. ]]7(40]3]—5_7_ @7_}%11:}

9) NMAARRTI} 7|EAho g olﬂﬂ AAT AH o7 HEE= Z\% }‘4 o2 7]2¢
I vEde] G wel 23}E o]Fojof b e Qrh[ehed, VAR ES

(2020), p.36)]

o
N



A ook 22 FRolA JHARFE HHE WASHA EE&H T AR
£ AEsr] S8 =dE Aol ARel A gola, e wEl AEE=

S, A el ) FEHRAE AgAe] & PAol
2 glolx, FHAAE AGH ool FastzAst FHHUAOM ool A
Foke 2% 2ol JhwAe F AR APE 5 o2 SHAHE 7
A

A
¢ ®Wol AgE el gle Zo] dEIEA R dIdxXo FAHE

ok
2
=
I
2
[l
- B

gepd B AP AR AAYRBEHe] FgAe, GEsEA] So
Ao g WS Avnm, 9T gud L A, FEszA )
4, 4% gAY 5o aae PESUA JE Bl HEoY AY
M, Tlelatelold o AN RE, Mo FRY RS WA
stsh Jledel 71ee SRM PESHE A 2O YuA du
2. AFel W9, Py

B ATIAE Sish 2ol WY =UE ARAY, AP & Werow
Aol FEstaA 2HE BFo] =T WY ol

A Aol 2o AR WE F E AT BAL AT YE AL,
FEH 2x B FES T2 AWRAA ARAA, TEY FEHEA
)%, N, TA 5 SHANY ¥ AAYRREAAN 5 BA B Jpo]
Sepole] Yge Aeistel WAel MM, AW AN Batge s 2
Ak,

O ggeEt 98 AAYRETPA = IFL N FPAAPRES

of o] FAsHAA dHolHo 4 /RIBRKESE EFo]=Q (trade-off) A Q)
v Aishis syt A48 583 Ao® HAvh(F9d, RadsdelEe} Augn
w3 ete] Al gk &ar, He=F A|343d A3=, p.217)



7, 95 #d Aol EEI m=e A o EAHHE S (Health
Insurance Portability and Accountability Act of 1996, ©]3} ‘HIPAA’2} gttt
o Al 8 F, 7HEAE S A9 ] miAE R, tEAY, JBAER, 45
stzA] #d A4S Aukiol =9 ngog 43 Aot

O gglRe He v A WA EZRA, 7t AY 9 ket |
9, 818 AMEUA 53 niAEzAd A3 M E, THAATEH A
of ANY dzstxAY N, HEAHBEAY dEsxA Y v, 4F dT
st g Eo] B3 AE, B8 55 VIS =9F EHE A, 1 AA
oA FHoA AZHAYH =THoly} GDPRe #H 7F4E tA A7ste &

Zlo|th,

ool FEUTE HEOR T w3t duFFe 54, AHHE AVE
AJE, 2 olfE AWl mE AAFRe] A XY E FojA FHAg o
S7HA FTete A, Fe Nds o8 FEdsIyt stEAE JHe
2 WRE E8H3 oy, V& dEHy HE, Jlel=ERldAE HAS ds
stz g &S st AY FAg &S ISt oeng 7+F g5s)
duFe A, A 2 S8 AEE AEste dastzX e EA 4%
S AW ANAAE, R A, AE, APl tid JH-T VES AANY 2
87 ko At ] wEolth

O oo g2 FHol AYETA AV Zg WA A FolA B AT
He Ulell e FAS #HE BEEE AFE O 89X, FARe] 4, HY

gl =mo) A HZolR W Rgd BAL
A=A, AP AR HEsE Ao ouan, J1E BAHE =
A 2 WE Sl @ AMES Fopd & e Sol tishe] wdle) B
24 A},



Io. /HAFEEEH 3} 7R g

1. 2020. 2. 4. Hl°]¥ 3o /1A

2020. 2. 4. HE A169305= /NAYE MAAR B THe /MAo| 7+ 42 4AF
du AhE Pob A4 AR olEY ol BHHE FA ANy 4o
MEHE BAZ GTHD Qe shed Ay §4e AAAE ¢
G9E F A71ES 48 HolH
o

olgo] BarsmE, ‘ARG HolE o
A% A5 P8 Agol AFT

Faolol A, ‘ARFA ] o flo] 3
&

Azel Astolete A AA z

o|F] o]§o=® AHA FAlo FFHA Fo AVIE ntdsr] st
= juz]

11) skl 7iAol+r
12) https://www.law.go.kr/H#/41-874 5.0l o|- § 4 1 S ol kb E/(16957,20200204), HE A|16957%
AN o]§(2022. 10. 24. B)



o< %@?‘ﬂ‘?ﬂ, MAGEEER S& 233 tloly 3 7HA L 43

*&‘ﬁ%*é—‘l Astel HolElel AU ol §¢

e

s
ek
ok
r 2
FE
1:0
N
>
=
iz
>

Sol AEB TN Y ol sk Ge olE ol gel BAT F
8% sz JuFdAel Fo gt AAYRY 0§ FAHOE WA ST
9, olzlo] A el 7HAE Jbg 2 wWaketn Aztach)

FRoIAE A¥o] =UF s, g Re Aol FAEHA ofEa
o}, AR o) FAHTH A2E A1E AAE Gl £ AEET
Aot B4 /A0S ol 5 UUAE))H AARR) B 9 o
& AT A AsE A2 A4Bl 4 FAME R HEAT Sl B

< flsted Wed A9EA 5 AAS Yok 5 JE FHZ AAYRE
zﬂ—g%}% A0l A ArFAe) AWrbeael edow BEd
AATH(O1 FEH e AFATL o dtgth)

ool wet Az i Arel AWteAS gAY Wi 22 WA

3

ZX](de-identification) 7} JAl FFEAQ PR ] stoj=elo A 8

O

13) https://www.law.go.kr/HE/A B EA “Lolg*ﬂmﬂiﬁg“’ﬂ A3 E/(16955,20200204)
HE A16955% AA-704 o]-#(2022. 10. 24. ), ThRE AR FAI 0] 79 ofgol|A]
AR = R ol 9] MAS Fske] T @mw AL TEEE 23S Aujsia
A NJNGH B ek ARglo] AA| = Tt

1) A A, F8 A el ol=aaldl i e AN de drshd
43} A A A4 S dole B o AA 8TE WP A0, /)
ARAAN FAAG, AR AT B AR e A HA ok AVIRE
Agrelsle] BEE 4 sz 1ol AFA SRS 0 A2 Insl, A

A 7te]=21R1(2022), p.5]

15) 01 of tstels ARFAL Fo7b AAlE MR &89 o9fE IAF] IR
&3 BEghs 7 7 5ES ) 2T 5 91% tiotow, o] &uHh M EzA]
ﬂh& w7k Sl e Adbetar s As[askr 5 79, AeAT At /I

B WEH(2022. 5) p.517F =l A EAjelgt Azt



HA=d0), ol FHlM duEEs A3 o] rhojesiile] HIALdE &3t
+ ZAole BAg AV AR, o= AW N s AVIE AlEskA

4, ;Lm R PESSE KRS

A, RJAARBA Y AZE A1 4 & wet

o
s
RS
i )
o
)
rok
o
I

¥
5
)
o]
ol
2,
X,
w
ook
K3

al
© I AFAEARARY B - Ed - §F - fF - HlE B PEHA oMY=
=5 HsHBor At vl wet dEs 5 A4 R dad =S
steof gtk 3 A, FHSENE, JUWE, WWE, dRdTENS
(T ARR A= A5k 2 AfAEH R Q =)

o
eF 2NE HFEF AAYRALR ) thate] ofF

O ZA QAR E3 YA 53] IFAEAE T FRSEFHT | tiste

© TH A24x902 A2Fo] dEFFAE WMEA HET AL 2FAG
ool AL AW MAE BAeE ItHE FAFHJL 4 HEFAHA O
S AdEE HEo] flom. 7 AA StollAe AAJRARZTA] TAZA
SRz 7|FE(EA FA

HEd A dE eSS AHstd MAARY A
(AR TA] A2019-475, @A HA)= A FF AT v 2 5H A
2 O9E FAHD Jed1), AHe]l tiE NB8E A= 1
H7go] glong opy|xe EAAL ofgjollA AWE davt Ut

3. el F2 A U&

M MAARRETHE] FQUYE T B AfoA #AAS VAL Y= U&
AF= A HEH ol 2}
16) 184 5 7 u A p.23
17) H}olgg F)r x4 W AR Fdo2 MARHNL, AR F AT 7es
Z712 753 Qo= AAE go] gk



A FRHOA AR Ao A2z A1Z)el =FHJY ‘AE, F
N5EHs 9 I 58 539 JdS golE & e HEEW WA
= A HA fF3oz B aARE Al1E 7HE), THA ‘g ARvew
v 54 S golE & glugts v AEe A AFste] dolE F 3l
= AS et FU1EAE FE2 A A A2z AlE YRR 2
Hol fagd ARz 54 /IS dolE & glugt= o2 AR} g4
Agste] dotE F e BE o] Ay GA AFE F A=A AFe HvE
AR AF JHsA T AUE YolRE ©H 285 E= AR HE, Ve 5
deH oz aEstoor gk, 2 At HY VAR fFPoE EASH
A a2 A 1EE AAEE IR A 71ES RS 1 g

E3] AedAE TR RS dFEE AASAY i =E ARE tiAs=
o e r FU7t BRI} glole BEAMAE dotE F YEE Aste A
< 7HEAYE Aot 7MEAY Y WA ZAE vrEsA A2z A1z 92
£ AA), ofdfdlA AHEE A o] 7hEAE e B9 AT FHE Fst

X

19)

)
22
o

18)

19)

e} olgl e AWE 7 AAE ARFA 7} A" S 9= Aol Kol Awzt
(identifier)2}31 31715 sh=el, GDPROIM} ozl ] Aojis v)t e gl o2
B EH(HIPAA) N & ALE5 = Falolt), s 9] 7H2o] AnZ SlolAMan sty I
Ak AR SRt e 5 72, 9] A, p10) ofd 2 & UEeld 4T 4w
2 A zlol| ) ¥ = F=4E A quasi-identifier)2Fal A E Gkl globd F2EAl )

Wl

Lol #gals ARE ol AHAR e Fdsls ARE JjoAwsARw e A
T o] ARA olgfel] Es & A0R welth Al W A2dxee FRGENT, o
W3 5 ARFR vr} Fojxo] duld tLo] 7153 HRE ‘peAHyR’E BEsia
ome slsh Be gulol AR Wk

gk a8l 5 72 okl A pledAE W A23%e] WRARAME, A, w523 A
W Al24%) AAHAR] A AR E T 5 QlEA o] gt
T 2 s, Auslel 7pgAe sleleklelA s gk
9 Tel=gele WAAR, LA EARE FEAL Fesht nhAd
= Brbssitta AYch iR, § 7lel=eel, p14) oflelA
Zo] TlolEElel'e W] AXE oF o] Awali ol Al
8, grgo] lokal By ofyens HEe| AgajAof o

o
o,
ol
ol
o
TN

2o

oy o Q‘ L oft
i
olN
Wiy
4=
ol =
It
e
fol

ol -

Yl
o\
N
=

ol

x
27
:OIL_‘I
oft
e



Ty A ] ide =UsHA
Agle] AREo] ‘EAGMAE
= 71¥(F, A8 /A #d V1), 57t 5
ato] Aol 9Ysle SO WHoEetE F&5A ofysa, ol o
A AFste 7HEAE e S8

o,
>
x
b
=]
=
el
N
3
X
o
)

o
Y FHEAL BAY & e A3, APAHUAIL bssohE g, o
PAUE 2He 2HY & Yt AT HIAUE T 2e 2783 Jh(AB

Z A7)

L ARFA L T fle MAARS o], AE(H A15= A3

oo
3{11

A4 Sl Gad A A o
sh whol et FuFA) Fo glo] AAYR
A5z A3 Fo ME o] g/ow =

i, olelol A FESTAS £ BAse] G #a
E

MAAFRBH AL BHAME 4T AFoz 753t Y, A= APH

4y o ol
o
%
é

A}aFe 7hol= OLQE AT A FAAsca 2o gl § FAel distel= Wz
7‘4_@ AFAEHAR T Fel A W Z}SE]EI W A23% A1 XﬂZi W A24% A1 A
o A] “ﬂ*gﬂoﬂfﬂ ﬂ?/l g3k A8 Fa glornz sAe “:?} ol ajggtet
A F dg ZoR HRlth o ol oAl ZkE shel=eRRle EAIES A4 o
FAS LO}+ﬁ =g

d

}0

ox k| ™
ol
::4’

20) 53] F7} Auo] watol FAHS o] glof HIPe Aol Wtk AN gk
(A%, %ol =8, p.390)

20 THIE TIRARAIAE AR AR F Bhok T30l Sfskd A
2 5 YES Spolof gk FAF ok Ak A3E ATD)



o olstel ABAE, FEHEAE AsAL, oo Fahe Fwel hdA FHu
g 9% 2X7h WAFEE AUYHIGY BANRE BE vFo| B
Al oue Ag ol

o 7bggue] Hel ol thak Sal(d A28=ol2 o5k A4

A oA AHE JPEA R diste] AJPRA YA FARE, #3HH
71ERE 5& A3t ARFA F glo] /MEARE AT
He, A= o8 QB EAEA o] HEAPRY Ate RS

= WA FIFA7HY Fo] A= HEr|Hol FHINEE SHHA(H
A2822]2, A|28%2]3 A1A), 7IHARE Ast= A5 T HEI B4, =
4 #E 92 ME 2t dEFX EEF d5HE ol Aot ulel w ¢l

AA R a3 7<), #eF

M
fl
14
o H

du g
ol

A 9 gelA
zoja 204) W AWz HNE A TAH AL fEDH AT
24 WE T4 AARE oA AFT 1EAR, spgAel tate] B

T e Al b4 93 Helou,
A= FA A

g, FRdAE JHJA R £3 9] o], AFo] dFoew Jhed AT
2A FAAE R edT TY FHE et de3 AeEA EH JHUAS
dolE F gle FEUZE MABERE AFst= A5 A #9F d=d(7H Al
18% A23% Al4%), 919 22 ‘54 Mde Lot=
7h EddiEe ouAFERE B oX7 At A=

ST B 915t JPARe] o] PEE M4

b 2watac,
e Aol AE Bty AT ER) St ol sgAee] BHoz 1)
22) A A2E ASEE WA ATE V1Ee A} AF, 2AT, $EAT 2 UGF
A QAT 5 Aok WS Asstt A7, 2 49 o), AMeE NN 9

g Bxog @ A7E A S A8elA WA o5k gl Bk 2e AH=

9 QvE BEd BE, AEATR Avel 434 e wae] ojTE A

ul

04

;
ot



stgonz ougno Hl?‘s}@l | §7H7t e ABARE B AT B
%

Hoz e F 3 Hx @ ZolojA gl ol ge BYSIE 2

3 4
22 AR S Hsoﬂxﬂk— NEARE o) 851 UTHE NAFRE o] &
5 Qe Teke] YUl stk @ ARFA Fo|E W ASo] AAYR
| Fsse AW, @ oldlA Avmni ojwA Ry

Ad)e]l A4 AARRREP] HegoA AHEE S8 Ao e A
by A15% A3 Sol wE o|ge] AgolE HRFA
AARE o] &8 FE 7] wEolT,

€ HAE HelHe = Adst=s 4% Zle2 il o
| 7ol +

o o
O}H:E‘
L
S
1
é;%

rok

I
i)
I
=
o,
o
H

HHSHA Agshs Bals AASta JorR, ol ¢

bl %ﬁ%%ﬂ?ﬂ glof Ze tieke] FAL ol go| W),

)
T
et
rz I
n}

2 It bt BoE wgtia sudE 1 AH, 231, 7
WS WE3 s A Bl WA AUNA FaAAD, woE e
M7k st gtk Folo) Wele] wate] sj4o] P Zolk.

@ @Y, FEAA Fob B £ Qe 9T quAHRE A Yol
= >

® 23 Y A= A Fol WE ol go AL, #H BA BAA
2 A@Mow TE o4, BuAel AL AT B AL, ol8&rrsHol 5
e @ Aolw, BARY AL a4 A AuFAe) Aol
2710 E ZololA, ook B FFolN MARRAYAZ] AFHo= o]F
2838 AL Aelrle oHn[dE So] AUl EHF Aul=E AT

SAl mAe] Bk AdE ggo wustd 2 olE 4R A W4
Ml Agd A5, Aol 1A T WS WA, s 2ZE o]

ATR(GLEE 5 791, oko] A, p.78) 9 FEARAE] she|=ERldME A2 Tl Al

=, Al A g A ﬁ—cﬂ e —TLE ZFsaitta HiEdOhRs, 9 7rel=ekel,

p.12), $I9} o] oln] WEoA {PT AT"E EAG ol FAd siAolet sHllth
23) Ad%, ko] =&, p.117oﬂH AJNAREE] =3 AN B4E 54+ Q= 4971
U vk A1 g



=
&
lo
7
o
o,
S
>,
r. )

o2l
f
lo
o
oo
o
N
N

) el Al BAM] QEA o R Bejd TAH Akl Heh AE
& 2 @ el bt g BaRE AT o) A Seidke
AAR LA A nAte] WA B Sels A o 4 & 10}7
£ ofelg Zolth], FORTE o|d¥ o] fo] T offelA i

29 EIRA s Tk SENE AT 2 SAA -

)
{0

33_

ShH W A58 2E= AR - HIE - V|E T
JHE AHESlE O ol
o) A&l A ALt A=, FANA dEA R = Tde FAHOE A
A= BUAN o] E AHARE B AU o
qeh e Mo st 7R A AMAS 4
Hysh 7t o8 HHES AgsE A4
Fosithe A ZB)E daste] A E7)
Hee AefFozA dElHdl M9 el i
al

JRE ST+ WA B PPRXY

W

gy 9} 23] ‘AIRE-HIE Ve T FYACE 1HE o tE AR
E MM E O oY S dotE F (e ARE A dEARE
AL sty T ARTE oW AJA, e dokE g jle e
o] A FAE A% HES HoEE A F& & F v E F Ue
b, ol& 7HA ol Ao B EEX7} o] FojHof dHAR=E A &
A=A L 7]Eol EEHsT= A Aol i), Ao A= sfade]

[\l
-
T
b
n o

) ko] A p58, 1k 5 7, ko] A p.18
25) <& E£91, OZJ_Oﬂ tlole] wjaldst Ao sk 7rHA vl FHAT 4467 A2E, p.342
26) 18 5 7, oke] A p.19



B2 AHole} stk
. AE

o AR A3} gol el ABAE, ARHRY ANde =UF 2
Brhgotol @ Zlolu, AN E EYFAAE AT ARAL A,
, AAS AP A B J)E F7 Jue) Ad, 27, quRne] wer
A WL AASA opeta ERH JUFAE ob

o
}

H

_

y
sk g QPEEXFY FAR Qstel AMol A, AYHATIE HE
o

2 ANAE olst a9 Wl E A A

ez Q) F&e MG g AT 7
W ogAe B E WAH 2A7 BEsa FEde] Huke sbol=geldl
A3 A 5o Ade TR ol FRASNA ARl W7 A

@ A A RE F37] olele Aotk

22 oo} T YUe AMAARS HE, o] g DI /& BA LEo) W
23, FATe]l Jhidel AckEE #ud Bast vk ;A e
Y7l Aaety WY dH = ok dWeRE bt WY Fo= T
AHQ 71%e) o S0l o]F WAE T HAT FEL = AP, 4
o] AL WA RaAU, 7% BHNE ANPIE FOE VEFU4e A
g s)Aths vl A9 5 ok

2 obeel Al EolEs A o] AL AT F Ax Y B
M wAe] BN =3 A4 gAY Sl U@ BHrES A
= X

A b F 7hLd uR F5 =AZ 7o)
BHIHAE AS|FALEANA dS7Hs4E 233 HE AL LS FA35HA
Zotal, ZAAFAEC] Heoly &8 BEAd AAE FHSHA ste shvhel
AL AFE Athes Aol B AT ®A 2 F dhtolrh

27) oﬂ% =0l 7PEAEe] Al HA4Q TS e, o
galcl= Azt vk (= —Er AR R S FARAS] © 7HE%
gLaxq AHAYS FAo7 WHWEHEZ 4129, p

ISl
u Ees B

O_A.l N



4, 3t9] He W&

)
&
3
©
o
f

nsy ste] AY olak 39 WFE ZHe AUYRR Y
o) 2% 99Ue W AAYRREY ANYPol HEIY ANBBEE A
(2022. 10. 20.7) Folxm, ARS7}F 9 WEH APP Y wo A A
@ olF AYT 24F ;AT ARHA AFL FEIAL ek
ot NE AAYRREHY A FH F B ATNA BYL Fu 9
We AFE AYYE DA FRAGE Adsel Fsgsd, WE WA

ANA =" Aol WEEE olsl+Eol U

al

rr

1) AERFA O] F fl= MAGEL F7HAQL o] & - A3 (Y A14x2] 2)

A14z22= W A15Z A33 o wE o]89 AW 871& AT

&
NES ANST =, O £3 BHste] BAY, @ HAYRE FY

g
%, Azl B 5o ek AR St gL olgd B A% sFsol
# =

T, @ BEFAL olee FHstA Haist=A oAF, @ 7hEAE =

Cl d FEo a3 =AE A=A AR 2AoH. A= W
A arAsA 2 VB AR 7 sty ddrIEe® AdEHY et 7HEA
g FHolng gt AAE Bt

ok, 7h
AE] e dEdvele 7AEAS A JHEA e dEde FEEE Jid
A AAE 2382 AAT} AT

3 48 7 AE 2 F SR JHEAY EBe 4EdE sile e
U umA 8o BF S=H%e u sHEA Y dEsEA7E HskA oy
o ZHe] MJARE OE ol&sts Ae FASIIY ofER Lol 2



& WA stefo} ol § bsd Aol ohtks olfo] /A & Utk
Siel 9 2PlAE A AP FEHI} oHB Hlolofo} s

of thstel Ugel A1FE =3 AR
5 a9 W o ovu AYE 3 LI YoiA thlx ARAZS ofet

HEo A, destzx #HE WE&oR nRo] JAET Fytd gle 24
|},
2) AfAEA R A AHP A2lE — F A=, A48%2]2)

oA THFAIEAHEL] Al A 4Est T AFHAF SR BRI ZXE &
Tola A= W A24F A3 oZHEH HIde o xﬂm&t— HolA A

B, DHAENE F FUESHE A W AuUzAA F o 2

gaka gled, B 2PA A9 G A2zel2e o) |
oA AT YEsRAE oA AFHT AL B, AHY JshzA
oe 71Ee FEA ohi@ A, A wAlel ALty Ah(2e = A3
" Rz 7]FE,AdH

1:! 3
Ne D A21=xo2 fox, *A Ay 2 apAEgRe A7 A 4R
g

9 BAE 3
g szAe] 2@ A2z R okdelA Feske 9§ A0xe) A 0
W ek

3) 78R thetk kA zA O F(F M29xY 5 — F A30x, A48%9]2)

HoAl28x2]4 A1F o] MHEARE AP sts Aol A FHE HAs]
AT F7 ARE EER st Y, ddsts T AT ARV 24 - &



g2 So] HA 5= gEHgos A3t vl wet kA SR I
) 28 T AL a7 YL oA Ay

S YPute o A29xo5E o 71A 9
A30%, A4832]20] PG FH=EA,
, VAR F7F AR td T AT

do 2

o
ol
ol
fz
o
1
o NN
0o
fz
1o
S
Ac)
fz
e of

W AvzE NAARY o g, AT BdE FAHL oY, AAARE B
Aok e MARRAY A st AARRe] B, B, 72, 9x W
¥
al

z, &S WA Aste] kg FHO Fag Ve, #yd 2 =9
ZAE stofof e AsHEA 2 Ao FAE G A0 H st
AL, ol THY Aol AR FAHIL = Aot

G A0 AFAEARE, TP R ik kA A5 AR A A
&3tal e 2FA2 AEE Hunh F, O AJAES BT AHHE A7
Wi dEAge 1 - AR, @ AR gk HE T4 3 S A3
A 22, @ NJIFEE AddsA AR - AED + A= 423 7€ 4
€ BT oo Feste A, @ MABE HajAta EA ol eyl At A
£7159 By 5 9z dlx UAE AT 24, © MAAR Wi Btz
299 AA g A, ©® MAFES AT s AT BRAAEe nid
e e 24 5 94 £2AE AL o MJAABAZATE H
stofof & xAE WlwA A st oy, AR i HE
A, AT A AR, Gz Ve, AE57|EY] B B fx dMx BAE
A =x], Aedzzade] WE ol B3 AFAGS vi7IA R 7R
TN HAA RS A FHEXH T At AT



8

140 2 A gAet 12RE o] gAke A<l

EX
L.

o

o Auszo= AR

]

o
u

N ol of R S = | o T o)
© NN = = T ofm oor N9 o T o %
red THLZeWT weszs wo
< N - fmAII -~ T0 pa— ,.% ~O m o n) 1jo
~ H i = % K M A T X o T
PRE FREIE® R T P 5

Y K- N RIS o WH_H o U A N :.L
8 s PR B o= d 5 BH N X
"B %%%uia%mm%ﬁﬂ N

) —_ X ) _

P T = _EE —_— i r _w: Hl ,ZIT = N .ﬁ ,Q_u o
i sERALUTNLES s »oa
' —_— ) — ™ st [t

Im T L mw X =% K A g _ A

oo o MoRog e 2 Mox T X N

& R0 @ﬂmﬂwaﬁ%i&ﬂmﬂ oy

= mj o W,_ oy N oo A2 op D oo ol . i o
[ J ~ BE X T

% % oy R LR - e E __.L,mﬂ ol
9 5o e N T N @ R NG

T A N A SR N SV

= .H_._ ~ o Z,.# .E N ™ o X = _E/ Y

3 ar T = Ei <+ o x = N = T g fo

Ten W PR aiceiwl w o

H o W Koo P X N < o T TS

T oo M T My TR g s
o = » =

o7 urﬁraoﬂﬂah%a_aﬂﬁ%wzfo_adwwx

o W N B X m ® o o A Ul oo X 68 O

S R A R

0 ~o = X — ﬂ D —_~ ‘\W o

L - I . T

?%M@rﬂ7.%ﬂ@ﬂﬂ%%%ﬂﬁrwﬁ
_ %0 = — I

Po R TR yRT RN BA T Tk
3 = - ru_l o) o5 T O ON ~ o 55 o 0| o

TR T o ol % T our o WK R

H X B ok MmN AT MR o = Aok N ™

1

9
pil

e

%

]
)

il

& 7hm et

tel ofm3

(<

=

Z

LT

A 7F A2

pil
s

3}, o} s}

k<]

L
) By

k53t

&0l A¥E GACdAE

12 oy

°

Z o]
] 2

A

A

A, 7HEAEE e R te hAA FR 2A 9o, A #
:|1

o’d W ANAH WE&= A

ol2= 47

1

9
pal



] HEo dAA oI YUE A &S Ao 7123,

=L M A5E A3 Sl whE ol &l thatel= MECAM TS A,
F, 7 A BE ARFAY T e ol ad& UgdE FAS
&

3% 2 I 2 2

Aekd A Ao AL QEE ol AP EA U el FEsA ©
wol A719 & ek

W AYEe WERZRE TAZH L HPH YUY we Aol T 9

omz WigHoRs FPYel FEI AR & AL AYelE, swe

Aol tatel BEEEA FRIAL 018 AR ;A FUFT U] WS

A4, Ag, FBSE Aol BAL of1T $EL Aty AR W AR

o] HEH FA B ojoF & AL ofefoll A d&Eete] At Fhr

28) ol A& 7HEAE 23
AThaL B s gl

ol
o,
e
BN
odt
=
>
=
[}
ol
4,
>

T
o
o
3
1o
e
=
oL
ik
il
o
rE
ol
ol



53l dgetes ASAE), viEs 2 AARIANAHRE AAst= A (A2
&), AEY T2 2 QB F33 WREHY S A Z(DMZ : Demilitarized
1

AN
Zone)ol LFABAHRE AAE A¢AZD e FEdxAFE a3

Bz WE AAYE GFHle] A mE FEs vHg A APE BA
Aol WA $EHE A LS 5 USE HLE YoJ(A4F) o Tol

9 mA R Y Ariel oln] FHEANAANI AREALH UL
wol A4, AWHAY TAM A7 W Eo] FABE, T Aol A

5
¢ 5 PASL AAHE A FRE st e /%7 - B

TxA 9 oF-E Fasta A7 "ot
Aol N, Aol wel FRFAGHAA et FRFUAH 2 AlE

Aol B FAL AAARRENe] 271 245 G} Anels T BH
of AE AASA HY=d, ANHE Ay FuEX A3 v
7 Aele] 7A Wew 2 Aol ik

29) WEEAI9A3] 1A A]2019-13%



IAE B ARFAAHZ AFA] et = W Al29x2] b 2] o5
o & 4 AL AFE F7tE A APP A48x2 A3 Ade
< Zol7le s, MARR AP FrREA 7] AfoA B afAE
d Ao &= s g T

N
U

)

L

=

e

X

-

>

Y

oxl

e

(o]

o

ot

N

o

N

N

o

> 2
o

o

i

=

oxl

o

fm

Aol JET FuREX TS F43}

1 h=
S dttn BoE oue A, BA, LHAEHRY FaF AARR @ A9



T XS I3 A W, WA, oA /A A AE o] EAsE 3ol
A AmA st 27t el AYS wel 7)FE
FASA L w, AR AD AGAHY,
ol Ber)ze] AAHA 2= 5 oPE WA FUe F
FEHA e A, A, ok AdoA AEsAo MuR e i D
G 4us 1 AARCE AYY gREALL 27 oHe A9t 9
A, AAA, ¥ Al5E A3l WE olgE AFA =YW AU
el ol thtels AR FFA TFgo] =
ool thstel AEHT U= A FelA AAPE HEel FHeFHol WYY F
Ax, AAHRALA 5 Frolg FA kel AZNsHE FEH g
34 23 Atk ZWolA M| 247 Yok

AT ohgel A ATBE A3 gol 7 AAPRANA o] &3 ol ¢
Ash BAHE FRHY W slolmehel A AR, /& WS
.

JA H}dew T e EAHL okl FEe wHo

=40 do
NS
o
XN
12
ol
o
fr
N
N
2
tr
1o

Ausih 2 FRBHl AL 919 e WHel gl tiste] AF¥HQ A

ME= 2020. 2. 4. A JHA o] F ZHEAE A Tlel=dE A%, &
Faka, At AR olgE BHEE AMEIEA HHClEstaL e, 9] 7t
ol=gilel] WaW By g HolE & slol=El(4¥ : RAEAR), a&
Hok 7hg - WA R Al slelmEl(a ¢ nFY), FFEF IEAHR A
T AFINA (2 - FAXAT), FEEoF 7HE - gAY WA (= F

_ o4 -



FARINE PR BA s SYIOR B £ 9g Aok

TE ol bl W AFE At gel slel=aelolt UM ]
EHol3 /A WEo Bl FUATAA g NEL AMSE 27
Sol doka stdes 1 WA AF, £9S wel@ W AARRe BE, o) &

olghs Held oljo] W@t AMAN FEF 4TS S YAl dal
of B el 2A4e] gk
a5k ge AANA ol AE sleleble] WA 4AS WA Fojn,

H 7bel=giRls sfjdA TR g, 24 s A¥EAN.
1) FAFAZE A2, T2 Thol=Eile] WA 44

PG Ao A 7rol=gE AF, FES= AU O 9, olE e Jtol=
ghelel WA AL oAutR], HA HFLS AL9A stAof st=A]o tistH
oeFst =297 =, el As| Fol=gils A Ho] IAEH &
AL feld ZlE3 AAE A
ZAOoRE HiE =3t3)

ole} FH3tY FAHAAH A2z A3
I & AR oA A3 ZWMA
A3t PAE stAHAY A oYU EE A%
2tal FASaL Uk

S, ‘Thol =Rl WA S AlgslHEtE HES TAC uEt FAAH= A
71 O a3y, £, A+, 1419 FHE HF dE tg Jom=E3g), o
30) MES, ¢ 7lel=gel, p.8
31) o4, W ol Ak Frol=gl WA sheolo} W, KISOAY #137%, p.18, 134

g, orol A pllo, _Héxﬂ%*b 6@2“401 o] Aol WS AAskaL APl
Tos sty Zrol=gklel B¥stal, 12fgk 7tol=elle] Aol -4 X9
of ug} dxl ZLi AAE Aol opd o) olE FEH AR B = flvka Bk
ok [AH AT 2021, 11. 25 A 2017641:}1384 201887190, 145, 391(H3) 24

]
32) oS 5ol &5H] ol Bl AQldl A7 UE A5z whe} AT
Zhol=eil S A o glar, AAAS Y Al16=220600 wt @bt de o

|

= FFAZ thsto] ragr ol
= Adstr] fste] EA4AANA
=z

=
, B, 2 5L e B8AE ]

01['1
ﬂ

2 fo
=

2
33) ttEAEd wEoklA %%‘{V} o THUY 3 H ARl A Trel=RI(E A A



He A9l ZEHor APFNoRA AP U AR AEow
A Agshe ool el 74 AU B Byl wehas AL 7
MEE 949 oJA7k e Zlojtka

g BT Aol W Mgzl Aol w23 49

of Al &= ofok ?3‘}31, FHYd e 1 T WEEE, F

o FUYRTIB B A A
of stmz Al@H ol r} 230 FAE WA HArkH
durH oz el ARH7] ody, YA

olo
A %e @%7} S AW, 1 ‘%‘%W% ERIE TR

49 5ele 9;—3— 397k or, AbER, ERel B
=
=

S sgau 92 AT

—o
A%
h
0,
li‘

A3t #1360%), FHIAES EAV]E Jlol=l(HENEH-IA 412013-390%),
SHAEFTY &9 7ol EeRI(EENTH-FE A14453%) 5

34) = Ity oz At o] IHloly HAS &= EH A ags YA et
3R QJOVHOEY 1995, 2. 14. Mal 9441298235 w4 %), thut Ao B4
Zof| we} JAFE HESle] A3 AT o|FX A FHE FAHH o] Ar|FES o}
olF fJuket Aol dislolE BEo YFH oy AFRT YA fujE A= Qria
Hal glom (il 2009, 12. 24. Aal 2009579675 w4 5), AR $HAl 0]

obd Witel Al ARle] W, FAE A9 ol wajels wel, 3 Fo| @
sitel vlo] | 4 e Bulel,
3) 2 ABLIZNEIL 59 AT 3) D FEBIA L Wl 4T A
A :

o} MBS WA Sstel Was A AT NEAY - Fel - HE - £ - o
3 Eol AR - AR e o) 1&191-:;— woli= 109 olvfel o]F T3] 2wt §el9143]
o Awsielor Utk G, dEHYel Aol YefnE & Al et

Soli ARG AAE 09 U el 1 Pelnetd 102 ool A
Sartet e G @ Saase Al Be on ik e ik
W] A4 Ei Uge] FANA ohathn wass 3ol AEel us A 9

A e VAR AEZARRIME oA AlE st oF ’5*3} (T ® A= ASPl
eh S e AEAI ] gigk AY oR-E RSt 2 AAaEH T HEZ I
A Seks g 2 AHTE EFITHE =30l AlEstolof k. @ A= A3
ol W2 HE 23 FHo] MEY] HAA E= WSl FAEHA ohdtta ddE= A
Foll= A TLA7IE AoAl 2 WES TEE 5 Stk ® ATl wet AEWE
& TR TdRIEe] AL SRS 141%01] ek A2 AR} o AdE A §l
o] &% gzl Bastojok gt (FF

£



Wb stol=eele] e HAT W, 1 Fo] WA, Yol
9 gel 2AREA, 39 Wl 3F He AL 2l
A A=, 41, 43S FolAE AUFY oTE B FHe EA 5
¢ FHow AEY Wart Yok Bok

ot e JhBA el Aw stol=etlel ARAR Ael stol=en B
A7l Ao molo] AR BAHT & =
of #alol= Heldt Yol Gt OB Bopo B BARARY nl| R

olE] &g slol=e}le] U8-& =Tt

=
r'O
ol
tx
)

2) 7F88E Az Zhel=zel

7l &3 A g9l B

o
f
_>|.£
o
=2
i
et
J[m
Z
N
.

2
W
o
2
W
R
2
riy
e

9 sol=erele 7he
At AR AAE Aol AR Aol BhE olNE B, A B

oA BAT 5 Y= AAIE G PAs] GAT APPR BE
PokS ] A AHALS WD Aok

2z, 9 stol=etale Aol EUAF HgAE Selo] B WHoE BAR
ARk s B REolE slolSekel B Ropd slel=eiele] gl 7
$ole REHow ALAYT SUAE, W A5 A3l WE o] g9 4
ol Aol ohleta W3w, ot Jld Use FuY & Jow
g9

S5k ol slol=etele sy Re] Hol B olsE Fa, AT 719
B BE OPHS SHARTI Fof U WPAES HAAS FAG BHS B

36) 7HES] B HARARE] 7} Tto|mglRlS FAER K= ZAs)7F AujA ol Avlshe=
o] rh (o]Au), ‘Hridmdoly && rlol=giel’e] AP EAH, tigolm
s3] elRRsh A2 AT, p25) olslE 1 WA A4S ek slolkle]
T8 WES S5 dvich

37) MRS, o 7rol=wkel p5

38) /MK, ¢ 7tol=gkel, p.6



A o] tlRBel ygo] AAF FpEA Y dAB A
2% 051 gomg, AdAE Fotd AALRE At o

A
= FHA= Jtolegkel s ©es Hant st x Frbsk Zlo] ofyer UA
<
Z=U3%H W Al15x A3g ol e o] &l fidle=
- @)

]
ZholEgiRle s Fud ¢ Ay EIs FEE AEL] oAAT7E Atk
] =

43 20] “FRFA A &0l

of AHsta QEuio, AARR, HIA, JPPne Aol Pl N§S

O &A%

sk g golo Ao REoA FEG W ze F/ AWE AAYR
o AR EE ARE QA ARAY BN A EE AH JRDA
=4 A Lolny] Slste] A AR F A= FR(LTAZ, P ol
B, gAY AR AARR F)2A AEAY AN A AL A
B @A HolA ohE Hush FREE 2,02, A4S 5 )

N mlo
A ﬂ,]g
L
o
4>
2
b
i
_N‘_:‘
AC)
e
2
ol
o
bz
=2
R
J[m
o
=
2
ftlo
e
L
ke
rlr
P
lo
f

39) A= rol=eRole TIIARA AL Hell mE S #43%F 49 Jho|=Eel neeR
AHREA] ok gt we) f5HoR A shse olgkal Ay AOLHIIES], 9
7hol=gRl, p.5), oleldt Argo] Frlel| tiste] of|S7FeAdS Foditial Bl ofHuh

40) NES], 9 7rol=gkel, p.7



Axmae] A9, HE FAY BA S Lol e ALE A
= Ao otgoA FEF HIAEEAY N =g BAFoE &=
E 20 HAS /P HEE =23 o] T2 AdolA T, < A
doFolojA =98 X glo] Bl
oo, 27 ARE Y A2z A1E o, A28xo2 A2%, W APH A29
Zo]5 T ‘A FER Ay A% FF AERE AHoFHI e
Zhol =gkl Al & ©f yolrt AWsta o HAES

Aot Fr7F AR HWIH(E A28=x4, 5 AFH A29%5 A1 F)d
w2} A BEA A tiste] HIZASe e, B 2, 9] 59 957}
HASE fxd0la, JAIBEA A T o]d FA YFAAME Fad AR
olzt, Z+F Qo] A A£A 7L A= AolBE, 9o o] 1 oujE FAHL
2 AHosta, T HAE A AL FHA A= A A5 59 7}
B & Ao R et dnYFHS FATFTHE, MIAFRA AT B
SAY, AFEAE AMJAARA AN A AAFH oz AFsA He dzI=
F7F R BT Eoj7 Aot

Ok, F7F ARE AR AR e YREE

oA
EE ASE PR, E SiRe] MY RS FUE Bl /FoRA g7
&

9
H
N
H
2
-0,

o sle A eleh AR 224

Zhol=gil 2 ZH A ok ZhEA R HEE TR, Wbl UPEAREE
7PAYE FA BAY F2 3 A2 @A weEt o] gsk= Aol A, ol

3 Awgsta Qo

41) FolA A& HIPAAS 7RQIA B2 (privacy rule)oll = re-identification®] 71\d& H
AlA o qFAstal 9tk [45 CFR 164.502(d)(2)(i)]
42) olat HES], ¢ 7tol=g}el, p.10



ARAele AL AgYRY s PR Ao WY 2N

AZYEY, A R o o] ThEA R 3 FAle] £7, 4?4 Al T
ta Adwste A MHEd 27 flo] AAAR R o] g A F
2 A zkd

ToolfE A, ThelEElE A
7hEA R o) g F4 o g AT
A 7FEAEE | o), W Al2839]79]

ﬁ
mlo

-
(]
ol
bl

L=

BB A20%), AARR] T R(PA21Z), FHLE T AU

ool Al oF(H A27x), /MJAE fFE SA(MAB4ZE), ZEFA Y

(o=
A7, 2A, A2AALTAEABZEE A37E7HA) 5 &0l HjAE
AR, 919 2ol s A9 H A152 A3 Foll W o] & o)}

2h) A5 Aol tigk A

O o JolEgle BF HA F AHEH19A) —
) - AEAGEHA) - HAH AEARA) > FAF B2 GHA)
o= WY HdAx P A2 E =4gteta Qeds), B ATl

A3 e 7

il
o

it

>
tlo
N

|

-

X

—_

D AR EH B

43) &S, 9 7hl=24), p.10

A,
QA HE A, WA, 19 WEAA A Bd B2, 34 S #F 7
go] olHAA B A 5 1A W YWAI} AAARRENS AHHsE
AL AL, slolsaele] AWEn Yt e AAAATL 1] of
=1=g

w3 WEo gl 27 glol AU E ARARAE 1 2L 9l of

M2



FholEetel e EAAHA, PJrf%W A7, FYH A1S0EE A BH9 o4
) hgane g, A S& Tad AcA Ade AAE B0} 47
shel o olslel =8¢ F

7, sjol=eele
2 gzt bsshd, Fu

10

A7}
S &HA F=th,aL é:iﬂg%} ARl 2 NAARE JiEAe] i
o7 E F Jdue tﬂ, olo] Wt HASHA Held 7HEAH R o
slols WMo g9x 7é91 £< WA= 0 A7 W AR

dHe A AhE Z—.%Xﬂﬂ Aol A EgstA] i AeE= RRFHIEA
= ARFA Y T fle 7HEAYE hesita sk AL FEr A
© HlTo] AT

9 Asle BdEdHelY &8 JholeslEs R or nASHA F 7}
ol=glo] “bdRt A Y WHHol A NLEHA F2 FH A5 7HHEA
gl ol EE w7tA= (SE) AEFA FostelM &-8o] Jhssith A
Ag 40 S0l Mol Altho] FHT JHHAE7E Eoln V&H
7120l AERAE ool A Zhol=gllo] kg 7 A g7t @l &
<= AJT Aol HIH3t47)

Ty ool 22 olfolM Aol AW HA, 53 2 W A2z, A23x
o 7&d &S TS W, ¢ NAARE 7 o] ool =AHEHA
Hojop & Aot}

5, Aol AAT EAYE AR HEARS T gle ol&s A

Qe A, Aol 4 BAo] wulolEe) A3 BE, 71 Al Yt
A, W ABEE P A2E A15e) AAAR UF Ao nkAl Aol

2
gk el ZiEAg s ¥ A2z A2zoA Ee Az FREL e

44) 7NES], 9 7hel=2]l, p.9-12

45) o]Aul, ko] =& p. 21, A9l o)A, BAgR doly &9 HH M A, ¥
WA 2504 A2%, p.158

46) RAEAN 5, Biogdely &8 7lol=R1(2021), p. 11

47) ol Aul, ko] =i, p.20



g d=2 23 e H, UAAEC i SHo] W Azt 719EA
H Ay e MAeE Frhe AMeEA ¥ A28xe2 olstillM A
W A28z 20 A AT BAL AT B A FS AFEA =

U M) FolA FESE 2w gol JmY B Y B TFael $4
s A9E A9 S UniAe] A9 dg URHRE YAl ol
Acka Bol 435t

2 99} 2ol WARR T wﬂzm 7350 Jlro}oq Ash7t TR g

9 Jtol=eele AR AAROE EF AU ol = A, 719

ARE AT A7t BRAAG A2, 45 s Jushe] ALS

Soiol AUT 4 AEAE BT ARHE PESelol Behn AR
o= AMsA Y BAR AR FRAY 48754 f7e whe

ARARE AHHEA iRk 24D Aotk 5, AErksAel ARATH

Mol A ARFA Fo Qe AAHRY Ael7h Fsd AP B
7] Wol olH e Aol AR Mk HsA B 5 ek A 4

48) ol A Ash AA AN el PR A, olselxjuishi ek

A257A A1Z, p.208A = WAAH] diste] W Xﬂl8z A28kl AMJAAR =4 9

ol gAT AT dolE A8E & odrkn FATUA, W AI8E A2l AvkitAoled
W ARl e el Baelebn nriehe, Al Be e NaAn Sl
tfetel s 52o] Hrfa K.
el
Al
)

49) A4S, 949 =&, p.399
50) A1Y WA HAAE st HAAE Auld oot vk AsrE Aeh(ARl=, o34,
ko] =T,

ok p158) 2 HAZ WE NAS Fatol WagnE FgAse] Foahet

% jelgr ke o A ARHoR thiolop stk AXe] o] Bas
o Aall Al (A%, ko) =F, p.142)

51) /WH9], ¢ 7lol=&kl, p.15



2o A AATY BFEsith A4 JHEA R A
Hog B AUE dotE: F AeA ARl st FAAS JE AAE
AN A ot etRZ s A G =o] s-HHA

A5 Eo ‘AW olgte EAES THEA T o] ol & ARl A7 A
Sltgo] Eo o)ale] WIS W 7178124617552V 2 EAT & ATty & uw), ¢
EALE At F9o syl MD5E A4S S AlgES ‘EF2A2877DBAOEO
56AE47C07CB9SAASDT & A Ht}.

AREQlo] &¢to® HowW ol Agolx 9 HolE7 ‘A7HAS &7
A BE7bsetth ey A st A AR AS o RSt
FAAANA AGg AZbE Rt dolE ‘7178124617571 ‘AW &
1213 A3 dA dbE = A, fAgTFY Aol= FHollA
I o] dmst il HEe Zolrt FHAY, FolA siAlgret #
AN E EE FY F7F AR AUt gAY, Bedd FHPIETL

IS FRT 5 97 wEo|th

N

rr

H

oo
£ @ m ro
oMo M

off it o
o

2 JhgA st of HAg @ ZAA 24
o= FHolA AW RE GDPRY doA AlA

ol =akelo] ZFH A R AFo| A FQIE
A (FsA)e Bt JFeE 9% AL

ok
fu}
utl
Ac)

1

jutnd
o
o
4y
¥0
v

K
ﬂlr‘ >
r
PAN
aly
v}
oY
et
o K
B>

r
ol
o
X
o
o,
N
Ll
29
o

e it

Ao o
o
o

N
S

sto] Zhol=Stl 2 4 7Hed dloly AAe] SA(AEAHE, H¥Its
H, SoldE, AAE Al FIFE) H HlolH A2 A FU(BE FH, *

7 A A W)oR TRt AW 9Py 949 NS So] MWy

d

l.

%

52) T 5 Auol ABHE 3IHAe, TR Aol g3k Sk Aok g
2 BEARE BT e tishe 248 vadda Ageh



=

14
IR ER

oA

A

A= 9 BRAA AR

-

=z

olgti & Zoly}, v}

Ta

o

W
TH

;01_
o

Lol

JL
el B AAAM B e gy e

o

b

S

SA A A A

=

=

Ly
—a-

A 2]
g7}

s A

1
S

°
pil

sz
=

7t A

W goleb Azecs
dEEEEE

& ARYPACFsA) S B A2A AHE A o] BRI
o %

8H7) oh)

S

=
22 AA
o Al e}
B2, A

71

o

Az AAPER AEAY Te

7 AE 71H

4 AR A3E V|t g VAR &

J

o
=

e

stdete %o Al%A

o

pg

=

hs

& e el

A

Rk
_g]

9
pi

g 71 A

3}

2holol A =3} Am A
4 fz0]7] wEolth.
|=gele A7

)

A
| Zhel=ekel S 7 E el A e e Al ZhgA R o

=

=

o

THAe AAeA AR PEAE, AAFEe] A, o
%

® FgAes 1
% 27 4o e

i
2 7}o]

9
pal

Hr

A

L —
) Y

ol
=

KO

A

R

I

k!

z
ol

A2,

=dl, 3A 7%

it 2ol 7h9)

AR WA, Je 7|E Ure] Aysta 9ot
olv] Fape] AT

il

)

0SS

)
oF

)

3t

0|

, 7F8 A

f‘é/\—]
& FAH ST AN

==z
R

0|
o

bl B 9ot 71 7]

AR A4 AR A 9

L

R

3

9

g

A
=

) 4

o

241, p.32

=
o1 =

BLEL

Zelo]

2] A2, Aol tig F7r} o] Aok

A Fkan Sk, (RS, $1 7hel=gel, p.34)

53) 7NES, §l 7ol

54) 7}o]



oju

H A 2

= A

A5l whepa

b Ay ZiHe Avdn.

1
|

3

Aol AA

O A= s oy

1
|

(1) "AJA- R 24A,

+

HA gonz FJRFANA HARAL] AHE AT

E]‘O

g 7)ol

o
ﬁo

J)

oju

0

fi
!

o

0

el
ofo

io}

o]

(KISA) o] <
ate] v

b glo] uelA el o

J

oju

Zd7155)

Aol A 2}

bope

3

HolEl 9] o] B}l

o}

Blo

op

7hs/d ol mobAIAl "t

B %

Zojez Aol o= Ht

21, p.78

=

55) 7HE.S, 91 7ol



£, g F7h #GAB B%, NEHOE gl I/t IAY, 29
Sol o|gATA ST ol A3 £dsol FE4ol Wobi Hu, B
Ve Hee FrleAY, AT F2o) B2 A, Afo] olHAA A,
GA FESEA N AHE % gol B kA FEo| hEIHE FEEY 4
02% FAL FF b4l WS EFlARE FEHAE, FAFAE %e

A AE gole ¥ Aol
AT stolEelol A GAE B3 U ARAY P F GRS AN
bzl JhgAY Yk FHT W, Aok ARFAN B B4R,
FASSUE 5)8 AASHD Aelshs o] Tur AUYR BE B o) g
2 2REA T & Y W A QuE W, ey, I, WY, gL
e AP uAeE B Bge BE nIoE 134 §

A %) =
= 537, BA%E A4S bigo g JRE Aolmg &g Ay FEaT
A ATEY

A TholEgiRlol A &3 A= ZHEZgho] W Al(differential privacy)s ©FEl
A e FHdsE T 25939 FEUES Wi = DES, 2EHUYE, d§
Aol tigk 34X

56) H|EYo] H]=3k HES ot 3lellS ) b o] R ELMIES bit string)olA] Y=
2ol A H]“‘ﬂ FENU= AE 2ok (113 Felda st 71E(2019), p.161]
57) &, MAARE BHF3 A= 4 & e olE(trusted curator)?} Ho|EHE A& A}

o

EL(data analyst) ©. 2R E BAlS g%
= 7, ko] A p.212)

L ATE FHsks AdE 4R 5 Ao (s



IO geoz TpojegilelA AFsta = Zo] A A H ©] B (Synthetic
Data)?1®l, °ol= & o7} obd 7o) HolHE Algstr] fAste] dE
HolHE 4, M= HelHE AAstes 7Mooz 1 /idizetd 4

© MAAE AATE glemz o]zl A o] & Al FEA &&
Ha e GAE obd =362

A ZEtolHAIY AP olH e FERE WE kolx Fo F AEL
714, SAAYE ol&sts Aol ZefolHA Histes M Tdo=
TG AES ZHAZE Al Eoh R oloh 22 WS A HHEFA 9
ojefo] H= A4F JMAAE Ao &3yl Hrhs tFe FAE A gstd
v Add dES EEsted AT o e AeE Hole A, 59
ol AR A, & MJAAEE Basts d&oNAY 7IeAy oF<= 2
Mz Fsteiol stz 99 Zo] HolHE Al&sty] A% 7t& 5 A2 Al
H53 59 A= "ol e Ao Hole A2 A Fojd el finh

U, S AR dF s AR dA o EFstas e o
33 dugES EA% A AA -G 1Y AW F9sta =), 5
3] ARFA 0 theted AR o] g T A AA}E A AFs= Aol
58) 7HE.9l, 9] 7te]=zlel, p.8l

AR Aol 7, Aol & FXQ ddA7HHSI(SNP, single nucleotide
ploymorhism)S H| A 38}8}a1x} o]of] wo|=2E FI7IeHA S FHA4R #24o] 75
S AHsk= Asj(e]YE, &9 =1 p.197)7F a1, ot TAHL dolE ] EAd u}
g ohE ASollE AT e A2 S8 A Aol

60) a8t 5 79, o] A, p.218

61) NES], 9] 7Fol=elel, p.8l1

62) 18 5 7, ko] A, p.234

63) /MRS, 9 7tol=gke), p.67-69



rr
Iz
foi
o
N
N
ofr

o
o
BN
ﬁ
N
N
)
ko
5
X
ro
4
L
o
(o
f
&
2
=
e
o
=

g o] Sl AL Ak Al E ok I 2o

A5 5o FHA dHE d353 dugF: F AATFAAE AMANTTE
A&sts AAAM EES} 22 F7F ARE AHEste 2o A FHo=
5 ZAYAE o] F 7to|mgiloll A= M3 oA =R Aty Js
olx, 7HHAge & #HEAo]l §l= MDC(Message Digest Code),
MAC(Message Authentication Code))E dAIZ E3 A& AL Fssle o

@ olal7h B=F AR opds} Azte

w3 ST M 2 AFAS MR W - o7 FAAS ¢st
o dEAE A e BEH d5EY %, &9 wAHClE R 2 ARV}
TAEE A T AGs & 5 ded, olv ¥ A2sxo2 A2 ‘54 )
AS Gotrr] 9] AHEE & e AR == ¥ A28x04 A13e] ‘L
o FHE Estr] A FUF AR HE3] feFL e Aotk

A= ol#d F7F ARVF ojwe FHAA I add JE, AV HE
Al A A A b2 olv] A AL, o2zt HHO dAoER o=
gplol A 2vsl = o A= AF AR o=t & AQdd, H rrel=glodA =
A58kl Qlof ofH = FEoltt

3) 7ol gEolE & rlol=glel

9 slel=etele AuSSH HABARI} FEOR AR, FED sfolSetel
02 A AAE MYSHAS gl TAHOR sk B 7hEA
g S glo] RACRHelE ] E54E 1Y Ba, oA ARHUL ¥
33 Qlolen, 49 el YA 2 FAHUE AR Aol vt

;

64) o] BEe ANTY FAH, Z £ WA e Aok QA ARE BEEE A
o] ARE-E+= Aolt}.[o]4 https://eprint.iacr.org/2006/294(2023. 1. 3. 22l). Bellare,
Mihir; Canetti, Ran; Krawczyk, Hugo, "Message Authentication using Hash Functions
— The HMAC Construction", p.1 Appears in RSA Laboratories’ CryptoBytes, Vol. 2,
No. 1, (Spring 1996)]

65) HAEAE 5, B7osdely &8 rtol=gel, p.1



14 oy

S

TAXHE A

stods &

of o

=
[€)

9 Zholeziele TH o5 #opel i E FpEA g

)

)

wAolE Bopolq thA

ghlel W< A

s

7ol A 9] 7}ol

B

Zle M, A7 AAZE "o

E‘I_O
oA I Az, Te

P Qe

S 8718
A&

AR =

- #el 52 S AgHE

oy
o3} o] IA

=
I

AE =

=
-

o A4, 54,

AH=

?_]__

=

1ol Q=

5]

Pz lol nds, A
A

e
9]0 o
==t

[e) =)
_l_r) o

2 waso] gonz uhelezAs 7}
[e)

SRR E R ERREET ER)

&713o] B

EERELEN

J
I
<)
S
=
=

T
=

H
371 %
o] A7
2]

2}l p.3
=
SHAA I,
2ol p.9

67) ol4ul, 9 =1, p.6ollM= A =Rle] A%t
Nl

PN == |
=

9] 7to|=

0] 0 O

%‘Y
dlold, AsA4H, A¥hsd

A7
EEZED

SR AR AT, FUAGR PN
(e}
Z

245 A\ Zoleh Az,

68) RARAY 5, 9] 7ho|

66) HAFAH-



A EE2 Kt} e)

1

|

],

o St

S

| X 3=}

9

=

=

=88 7

g

A

Ae

2=
T

o7

=
=

3)

i

Eis

AHEE B

o]
=

:{_ﬂ

o

~,

_z_l
pr
ﬂo

)
=%

oF71E

=
=

3)

o]

3

A BHSo ST

=i}
=

217

7

1?_]4

o}

=]
=3

y

=

o

) 7haA e

i

WRio]l dA g A

A2

gk 7hE

q

Xl

F

ro
il

Ly
a-,

Shoha mwA

[¢)

b &8 7
< BHE,e o

9

g

= 7k 7F

ol Ed w7t

AR

el

o)
k=

foll vt &-go] 7}

J|

A F9

3 JRE P

™ o]#

o

Feltka By k)

A

& 7HA Y E

}9—_]

Fof A}

AL da I AAR FAZH st &

A
)

<
T

WY =

A=

T
T—

Bl

b oby)

J

A E oe

4 7

L
s

ooz weolr)

(e}
et

wAsEgne] Qo F4& wAsRuolEE 1

) 9] Tl EERlE fa

A}
A

p.207) %

BB
A

=
=
o =

ok
5

(g 9%,

kS

2
70) LARAR 5, 9] Tl

69) Bxie|mdoly

g}el, p.10

=

221, p.9
o] “dldlo]g] Altholl kA 7Fg e’ 7t 7}

=

71) BAEARE 5, 9 7}o]

72) <

=

| oz

pud

o] 24

L

o

==

= =



< 28 WA &t A= HEAYE A de= Adeta o=

T HE AR WA Asjelt A4 ¢8I} olfH AAA oE 4
WAt B 277 i, sholsaele] AT i uiekel rddu sl
WALE 7H §olBE SRSA oW & Uk We] dEsels| % s

=
G D A AEILEE VSRS BERY £ gy, 19T F7b Juot

XA Had Fd7tA AAE aTske A2 JHAF RS o] ol Tt
el

Sole ojolth 3 AHshe Aslw glek. (o)4u), ko] =2, p.20)
= g@oR A4 AgAe e A4 /54 AAS Al

= QoA Wobgol7] ojyt,

vlat bAE Abselng AAs e Pel Ak BAA §

[e)

)



S AEAE AT yUmA delERteg2s ARFAZ AEE 7}
0H, I giREs dEAEEA A EEIHY Gl of
A= Aol7] W&ol o3 Aol HRFAE oFo|th

)
do
-
o
U
‘0
2
>
rlr
N
o\
T b
oX
=
)
=
o
o
1o
=2
k=)
i)
>
X
ol

Nl , , 98 AR, dadgE A
Hol| st LA 7HEAg7E HAv= AAl sl ©xe A7} Has)
2 Q38 glo

ool A HAHE= A} Zo] MAMEBER A5t o|mRio] % EF
= oI, MAARY o w2t JERFA L] T (= VHHAZE AT
AXZE AT & g 3L, 53 wFFE siEsta vt rd o FEs}
Zl€ol nxsle o5 #™ dlolEol tste FRE, Ve E 459 VES
AAR AL A A AAEY, ol JHEL e JIEAR A 7)ol

sofok & o7k ohd7} Az,

w3 A} 2ol ¥ Aext MAFHEREZ Hsto]
355 ALstare o] ol A= Hiell

W2ty F&3te] efHol AAARE T BE Aol JutE P HE
: :

76) 2& Al Ajne o9, 2ol £, p216
oFal = ( ]%Ji 01—4 },:1:! D217)



AHES UFE 5 WEE FAT 5 A st s oY Atk tal A st
dHH o fAo] AF 7)1FS BRlA ATL F YUEF HA, Z2 =
A3FNM e)s At ot fake] A W v S|y Hizl]le
27, 4T 5RY, WAE B4 o8, WAL AR, ¥Y 5 53] AR
Ho® dog s&sta & Wolrh 22 WA T2 W AR1Eof2e A
57159 A9 O 957, g5l 84 5 @AY s 840= A
& F&ska Ao

A B S B3 7, AR E S ARFAYU FA4 5o 5
7 e 3 AeE =2 dFely UE AR Brbssith tled 22 W
A8z A3, A19= A, ABxE SoAME AAAGHA, AsHdEHy o5l
of Aale] AR FAY AT, A5 ) ARE A= 5o 9E w3
A sith weEbA feh Ze o e grAe 2AHE IR st =
AR Fo7t gle & MABEEEIHY 588 4% R Ao &

@ F4o) met AR AYS T S o
| EAC] tste] slol=gtele ‘o Ry\To] B B HAo] BF /1SS
A3l A AFeE Aol 9 ojmy FAL A %
& AE 4XNE oL k. 1o el slolsagle ARAAE sof 4
M7bs Aol gl AE7] Sl o =lwe] ohd A7t Beshe ARI%L )
ol ¢

UHHEDTR oA At

o

A=A ]
WA o] Fof W s, Aol o AR A
ARt o] 8ol st ToT AW FZolTa He YN E 9ok &2 7)ol

sehele] e Ewkel ojx7} glek

e
lo
ol
r (o]
lo
frtl
N
o
o
f
Jo
o
o
<
N
o
2
AC)
_?lﬂ
>
frtl
N
J

9l 7hel=2el p.34

78) HAEAR 5 ¢ 7}
B =9 Jlel=glel p.34

79) Bz



N2olg SHgE o w7l
of stmw 9o} e o=z

A 7 A sty AE7bsAdol e
[e)
o

-0
N
u
o
o
&)
o

il

T
=
o
o
iy
ofo
i)
2

AR, 7122 o2 Zholeail 2 o] w|ekstal, 9 rhoj=Eil /HUA
o 80 x MAARR
= A AeHe o=
2ol 7HEAH

o}
=St e
=

=4, 7tel =2kl AEAbel thstel= hg A 2 e |
& WAl%aL e, o] FEeA= 7HEAEE std A4 EH o gld
T HAR wioe] AsfEs AASL long Ax JhgA g oiste dad




ZAsn thatels olmyel Al FAol FAF SM AgHATtL @
olol Tistel FhEAR oA AAARE HolH ARAE A
v ojmo] $4 HgHolop Atk Azt A7), o
2
S

™

K

rit

1A R Y AJAA R Uik F&o] §lee AHE A 2, go] ¢
EHA 4E A FAHLS 95, gE7|He] ARFARJ A 5o glo
ARE AFsles AS FASAYU, o5, g57|de] BAsta Y= HARE
A% SR 2 FE3t= WS IOk AS Wolojax HAHI rIH AT
H A7kl 3 AKX F o5 A& HANA Blojues ARE JUARE
SHAC Tt A e #3 58 A wEt o] & F Avha B s)
& A=
81) oE o] FTadolH 9 AT 2 o]& FAslol] 3 HENAME= FFUEHE 337
o] ¥# TolA AHste 542 8t AA T FHA5E dElstal e F0h) =E A
A4 WA o2 Al Als e AREA, 7F AR A2x A6z nE g,
A gARs}t 7)1 A2z Also] WE HAH T FF7|de] Aake AR, FFUE
gol| &t HE A202A 13 w2 AAEE T dEedH oz Al A |FE

82) o|Aul, ] =, p.22
)
=

3
A AL JTh(EH A2z A2%) ofo mel AR ol AR Ao
dolgle] Aoz Hisly Je ARE AT = vk B HE&EEA A
e FFAA whEole o8 At ‘A dYdoly F olgts o] XA
dlojee] PAoz AFH= AR tiste] ¥ lE FHyto R ‘gAg ARMS T
T, olF o] g3t olgAEoe] ¥ o] fUYdS BEUR 5 HEE FAT &
T SHEE A8S =& A AAth(AAY, ==, dolg] 3W Aol ol slE
dlolg] &go] tigt AN, FRBFE3| =R A30¢ A3ZF, p.507-509) Y ATol=
SHo]E e AFo g of7|d 4 e AHHE So] ZetolnA] Ha EAZF Al71E RS
At ATh(AA A, ==, 9o =2 p501, Tk, ARFA Q] QA 5 AEar)
%

ot Ho o i
o okl of ofd me i

of
x2

il

3] AAlE AT SR AT B AAFo] ohd & EiNteR AdvbeAel
Ae g Zlo® Bt

~

g5E] 2 obdol #dk MES AU Ao S HIARS] BT iAdE 589
Fan g, At omd NIRRT dAlA ek o] 9 Weo] qi&stal $IA
2 el geto] JiIAR SRl HE8E ¢ kS Aol A= lvh(o]dE, o
o] =1, p.217) AlEske] o] el M= FAlel AR dE 5, 13 ARE
A =A4o] Aol FHolzhd ¢ Hol 8" Ao, BT JES skl 4
Aehd AR BTl Agd s glral Erh(o]d, ko] =, p.218) AR
BoW} o gate] dAME Fud 5 = =Foletal AZdEn



=
L
=
o
QE
o
o2l
=l
2
ol
o
o
)
=2
>
=l
o
o
™

SRS ARE Ao 1 AR, AANE dA= FFe
S AMe AuEAe FelE o AAPnAee] UHAA HA=
D5Y Sl fE 4N A% ol FUF AUF =Y AU, W

NN 2F Ao, Az B TF
F&e HstSoE skl Wael 9UxEH A Gy ol9h B BAH
o2 Qo] Aol AmAel = APHAGT BrrA

E@, oo} 2 BAHES AW UL we AW, LA F k97

b, AEAEE FAA ol sidA

=
-
o OE

shel e IUE FARL
H

aAY AT AE/bsE, AR AEAE, dBALYY BH AF, Fob
guel Ad 5 WE wANA ol FAH dx, 24F AAPRE Hest
2 Sol 4usksHold 713

2ol Aol Bk 712 YolAE 48e] FAl, $9, dol= 5o thstel
= AgFelt LA GACNA A DA S} FA FAT FEE 5o
‘ = gAA

B
'k
e
N
£
4
=2
2
e
=
o
)
i
L
1o
ko
Y
2

I
it

o Mo
o2
of\
et
i)
fo
N
0,
&
[
2
=
%
>
>
jutnd
rlo
o
Ay
o

A AGF =el7) olFAL Y RESS Qo] Byl A gzt FE
o] WAF Aolth oledF FA thstel MALA Qa FHo] I
HolEgelo AL Asss AL 2 a%E AN & A

84) nHZ AR FpEAe] ZlHe] tlgolt FuES Ue] AASA ik Ajgn 2k,
MelAne] AR ARE gAlehs A, e, Bed, B GmelE o e
Ae N&FRAe BAt AREA 2L Aol



A 9ok 22 FAe 4F dHEAZA AYT il glds A&l 9]
230, 53] o5y A8 e BEs A= AR dstds dd
ozl iy & 7HEAE $o £AE stHStE ARFA S| T 8l
ol °lF °l8T F flutal AMAo] AR, weF of FEo7HA JHAA
HEoWe| Itz ddstuz dvd AS 2 FAUE 4% Fo o=
He] MA T 9 Z=A7F e A Hesty, o|mel, Er|He] B, A3t
A A e A4l B AR st AR ERENS A4 HE&D
T Aee gAY, MJAARRING A4S 2XE 8T F USFS BY
3] sk AW Z2A7F dojol BE LT =9 WAL F A& Zolth

N
~—"

Zhol=z}l o) A9k B
7h gl str dadd
AR E A3 AR SR o] &l tistd= FAAE, IAHEs

Z AAZL e, AR AT F ALl E, AR, RARK

A 7182 7Y A ZAS n7A R Tholegi]] §& Tk Al

off I3

oy

I
okt
=
pos
o
(d
o
N
o

o B4 stol=glelo] Brhulsiths el A

= 7FAE Sl B3 g4aFcl ¥ A Eotdrlde 43I A&

85) © o oA Flnglel WA S B S ABCE ATEY A5E)E Folsha
omR WY 27E glrkn Brkshs AsNeINR, %) =R p2127 e st )
AUREANIE AAGREEY F AUF PFA] B ARAGL Tol=eielow
3

G olthits A% g Wae 2% F 499 wd m, e, el 2
]_



T} 86)
a8y 919k 2o Ayt dAe] stolEgel AARE FRETE FAolg

of AHEFA 9} HHo|FFA Y 7|EHo] T F A= A
3

= A, S HAMA AR AHEE 53 &g U
3 Bolgk A|XMo] AEsle A, o uel MAARRITHAY T Uy
AL A AAE o]ojd FHte] gle A FolA AE T Eoke &

i 1o
N

3

ARstaE ot 4, Mol glo] Ao st R glolA

Lt AFe AVEAY, 54 e AFBIRY MYt He] 1T 9l

th oldF stolERlo s SRR e FEEe BE U ¢ 37}

AR BAEA @x, 288 otoHel sEAdAE SHANE AAE T

Ae AFY Sk Yok

86) 38 5 79, ool A, pl12

87) edlel £, it 59 A9F 4 solmeelad, /1S wel, 4% 3F A%l o
AL, A% A RO S A AR WSS ek ke 18 Al 1

88) olAlul, 9re] ¥, p26el A HAdEHolE B8 slo|teiole] “AHFANE Az AT
w2 G 9 AR A W B slo] BAHoR AT B9 A AARANG
A AT AT AR ol B4 ol S G AT 54 Aude dedons
24g BT - 9 5 U AVERALDE ool Ae FAT AS DA 5
o RS dEAel Az 53 9



22 RE ARz
ZF949) ARl waty, 71&e] BAL A3
ol Huolg FAY A4 5 BAke] AFE AT Zo
Zota QomE, A BARHolE F§ stol el A BeIF AAYn
o WEd AlWAe Wad, Hede AU TR 2L glo] AT sjo]
cepele] AYolgty WY 4 Utk

tolsetele] EEHS FASE AsAH 53 ‘P&
(FHASE selF) A28 e RAVTE BEL 03
JHE SHuthn AZanh stoleele] THYE v}
o A BT @ THPoE PFol Yv A AFS Sl A A

L)
N
iGN
X
>
>,
o
ftlo
K
>~
o
0%
o lo
W o
o, o
2
i
2
nf
rlr
P
flo
N

ox

)

et

N
o ol

=)

el Al o271 e RojalA HE AME Y] HEoln

Goprl Wael 919 WA 278 Ad soleAe Bgel gute 2
Ag7 e et 9% fze] FHES XA 2 Aololq SRS A
A§ sAe 53 2ol 2% 7% Mol ABL 7)ol Bobol tistals
437} g, ol g8 F1%o] A, AATA BYIFOE FASA G Aol

I, A AZR Ve A7, S8 do ki r A

=R s SHAAE
ZIEAR 1 ol9fef A Ug2 WHEY T, el Uee W
I dFste wEol fleAE AER F JtolmERlelA A2 A e
297} 9o e yge zgﬂ Alog HES %71% 23*6‘}@1 V&

o4 Held A} o] stol=eele HAH AZ AHFHeE, T o]
celelol s ool 2ol mekE HEo| T Al



O HEF o] FF, HBolA dgsta UA

e o

PR A hol=giRlel e THEAE Ale 54, A fA] wet 7t

)
HARE o]fsl= o] dRojgty Aysh) o= Wy A ZAV 9l 1
T BER93leE AAET} ‘é_g_o]—ﬁ WA R o sk 7]_1:5] 2] 2 OE]J_?L, 9]

5w WEIY WAL solsaldd g 4o BAG opyuz

AelA AHg A o] HE dANA HEs 72T Favt At
BnALzHolE A sol=ghlol] thetel= bdT hE A e W, ¢
A el el MEEA L A, AEFA L] dd ) AEE BEo &

= Auel Wl AuFA FolE ANow
Gl 2AE FA oI A Frol§ FA hato]

[} 1=3
AR R BasI PEA el AREE 2ES Jol Austy

e, flet 22 qfgo] dasitd wEA o] e WUE A A

=3, AMAE R A s eE wes AAlstelop Jths An

NPRB S FHIL FF
Mrjo|ng o] Basih

@ 71EAR He stol=iele e 1

7}
o]

A
2

& rle
fe of

o] WstaL 7HgA e 7

o] =
AEAe wE JEHEAE 278D Jon B e £ stolseele]

89) £ FHAZR RAFAF] $] rtol=gRlel HE
8ol xstulo] 98-S A Ae A7t Arh(EA
90) o]d%, ko] =, p.216



m. <=9 7= g

ol 2020. 2. 4. WHE AW, W AP, AR 1A L Flo|=etl
B WS HAES] B A, 2ol =9® Mol Hel, a7 thskel ¥
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AYEol B 7t AL, FHAA dhtels oS 7}

T}
71 = FH9 GDPR, PladHe] HIPAA 5& YFE B AFoA #A
= Aelste] 29t Zo] AAHE FAYE RS o gk 20 S
\}]

1. ¥4 : GDPRY AE

91) &3] ‘Data Protection Directive’ & A]A %3 gloy F2HAL Directive 95/46/EC |t}
92) FrEA Ao SdH MAHRBIHAS 49, APt BaKo] wedyl Fo] GDPROJ
g Argo] Stk (o], ko] =i, p.199)



GDPR AlRel F83 Az offolA HAuEEs A3 o] 7hHAd
(pseudonymisation), 2] *} 2] (anonymization), ¢ &3} (encryption) < 7Id
< TESHHA 53] AEVbeAd dE VIEs AS AAst v HrkE
t}.93)

GDPRE 7RI BB S gk vt W2 JHAAHERE BHF3stal = 7]
# Fol MMJAABRY F3, AP FFES W] A4k, AR BB HYA
(DPO, Data Protection Officer)E &3t 7HJUAHE S FFH7HDPIA, Data
Protection Impact Assessment) o= HEESF 3tH, AE7MTAHE
(identifiable)oll T3-& T AERFAS T3t dgE FAsHA FRFA
o] Frolgo tF FYE aFHAE, MABEE o] AAHS W3 o)

= 545 2 3tk 53] GDPRE 7|Eo HMEOE #8354 &%
A 71 A 2] (pseudonymisation) & FAE] HFEFOEHA e & FIFE &
Ao & F 9tk

GDPR2 7HA i S AWslHA 7]&9 HAEHIA] ¢ A W9
LA HAE, HA AP BA FostA] XI A Qo= 2ElelA
o JANAR KBS gt FHLZ ¢HE sfLskA X3 He AHsta, 19

7

b

g ZAFOE st AR AFEE STE(FE)C] HalEH HAALE
o] Aoll, AA = Sol oplHAtta whAdstal )

ZAa GDPR2 MRAA RS HEE MAA R & $AH3A st FH
AES 92 Assta YA, GDPR 3 AR SHAHZ #AgE E3ld
MR K ARG o] &S FAFs ke A4S B A7 Ffstr A

the European Union)®ll
ol B3 AAJY Hzol A3 A, o2A o} o] /AR E 5‘4?4, s

=
ol B 1wl WA wrgE o] Ithar A7)

93) 1A, Mg Ee] Helo] #AsE A - GDPRY] H|AH X9} AR Y Al HE -
AP EAT A Al84%, p.62 ©l3t
94) Daniel Solove, "Why I love the GPPR", http://teachprivacy.com/why-i-love
—-the—gdpr (2022. 7. 17. &<l)
95) GDPR #&(ela}t ‘Mt o]} grt) A|97)




GDPRE % 137709 =39 X & (recital)?eol o]o] F 1174 997 =w9 &
Toz2 TN, AR AP fFH, AERFAY dE, MIAFERAY
2198), o)z o] JNAAR o, ZA=71H, 718t #A, FAEAR T4 W&
o] &A ATt oldtell A= B ATl BAS JHAI A= HIAEEA], 7}

bl
WA, duzA Fol BAE WE AFE FeUnA I
AR st A Esksde] BA

T4 A4z A1 AEEAY ¥t AA0LS A BT (data
subject) = AstHA, 1% FEFA S} HHdE A FRE JAARE A
ostal Q. o] w 53| "AH7bEgk A<d<l(identifiable natural person), ©]
o} & AH, RS, fXAR, 229 AEA 3 22 2 A (identifier)

L
A Addel e A, deF, 733, AAE, dAH, 34

= ,

rr
_ilm

96) “on the protection of natural persons with regard to the processing of personal
data and on the free movement of such data, and repealing Directive 95/46/EC”,
2016. 4. 5.2} Official Journal of the European Union

97) oJ#] EHoJA GDPRY Recital ‘A& olghar Aj7]a ek [oheh, “dAdGEd) olgta Bd

sh wltheg. o) 3, psg)a} AWelek Aelshs BAE ook (717, 2ol =

%, p6)] GDPRS A% F 173/19] 2F-02 T450] v GDPRS} A2 A5

EREE S %t‘ﬂﬂ S, el ARG FRHE AR 5 duolt Al

749, WAE Amels BEE Slov, GDPRIA AHgal: 802 Belaht vl4, GDPR

o 28 WA BE Aolg T Ga RGBS R Fanz fob)

olFlel= BAle] AR o=m B £ o) w3l 9 ARS GDPR AA| -ﬁlzh,]. A o

ol sutol ANEAT, 0|5l = CDPR3} LAG}o] 2055 QoK GDPR 283

AR GPEEel Yrba He] Fau,

GDPRoNA = o541 Controller®} processor® TF4sL A=, A9shd SA|(Fg

Zhet AR Mg 4 o, g Avks T W ke ANAARE B B

PL A E WA A EA YA o)L S JRIARAAZTEH AEE fjEhE

2 Ao R B 4 gl olstoll A= AP EA AR dBete] TSI

99) o]4F 1119, 4 May 2016, p.1-88

100) 'personal data' means any information relating to an identified or identifiable
natural person ('data subject'); an identifiable natural person is one who can be
identified, directly or indirectly, in particular by reference to an identifier such as
a name, an identification number, location data, an online identifier or to one or
more factors specific to the physical, physiological, genetic, mental, economic,
cultural or social identity of that natural person;
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GDPRE A7 ¥, A4 o+ s AR qAIE gddstA =2
o O 45 "UAE 71718 T8t AgHe JEHY Z2EE F4, Y], F
g SR A30ZE, FolA AFT FAd F4(side channel attack)S &7
of & Aoz HAnk]# @ ¢ I, A& ZS AAAH R Fo] A
o] At

2}. 7178 A 2] (pseudonymisation)

GDPR-2 H| 2] ZX](de-identification), ¢ 3}(anonymization)gt= FH-E
A& O]-X] a1, 2 (identified), 21®¥ 7153 (identifiable) /MAAHEE HE
Shat, 2] € (rendered anonymous) ™% B (anonymous information)&
7H°LX3P—-°4 Hooi ol Alefstar dedl, o= Aol Az Asd Ao
B AFAR]D "M zhol7h At offol M Al T A E

1) 74 Aax A5, A& Aex 2 74 ARzE A1 : /PEARY Ad
2 ARTbs e ST

7h T8 A4z A58

T4 Adz A5l = 7HEAE Y HdE F7F BE AR glole AR

101) 14 A4z A|l4s



FAE AHEE ¢ EF ste YYo=z JNABEE AHstes Zelzta g9
StHA, olglgt A FUF ARE MER BRI, JEd, #EH ZX 4 m
2t AEFAE AEsts Ao AREEHA ghotol dTha Hsta Anh o= 4l

=E|

H ARz Allse29] 7t A Ao #748, A28x4 A1} (FVF BRE
T2 FEste B, #El)o] AMEd OE Asta de Aol

Wy HE A6z

A HE A2z oo dA He AHE WAE r7ﬂ?l7<éiii%i“.9] e
(the principles of data protection), 2 EA A 2JHFAAY 2jEE = 9]
Aol FHEE TE AR ALty HAste 9ok AR HF

e A s (pseudonymisation)% AR MAARE st T F
7b BRE o]&dte] AAJE AHT F th¥(be attributed to a natural
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103) ©]4t To determine whether a natural person is identifiable, account should be
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taken of all the means reasonably likely to be used, such as singling out, either
by the controller or by another person to identify the natural person directly or
indirectly. To ascertain whether means are reasonably likely to be used to
identify the natural person, account should be taken of all objective factors, such
as the costs of and the amount of time required for identification, taking into
consideration the available technology at the time of the processing and
technological developments.
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104) The application of pseudonymisation to personal data can reduce the risks to the
data subjects concerned and help controllers and processors to meet their
data-protection obligations. The explicit introduction of 'pseudonymisation' in this
Regulation is not intended to preclude any other measures of data protection.

105) In order to create incentives to apply pseudonymisation when processing personal
data, measures of pseudonymisation should, whilst allowing general analysis, be
possible within the same controller when that controller has taken technical and
organizational measures necessary to ensure, for the processing concerned, that
this Regulation is implemented, and that additional information for attributing the
personal data to a specific data subject is kept separately. The controller
processing the personal data should indicate the authorized persons within the
same controller.
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8 AW A7z A4g, A18x A3FH FAS FAHSZ, GDPRS ARF
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H)108), o]= AW Al E A14xo27F Fd Ao E HTH

106) In order to maintain security and to prevent processing in infringement of this
Regulation, the controller or processor should evaluate the risks inherent in the
processing and implement measures to mitigate those risks, such as encryption.

107) Taking into account the state of the art, the costs of implementation and the
nature, scope, context and purposes of processing as well as the risk of varying
likelihood and severity for the rights and freedoms of natural persons, the
controller and the processor shall implement appropriate technical and
organizational measures to ensure a level of security appropriate to the risk,
including inter alia as appropriate:

(a) the pseudonymisation and encryption of personal data;

108) Where the processing for a purpose other than that for which the personal data
have been collected is not based on the data subject's consent (%) the
controller shall, in order to ascertain whether processing for another purpose is
compatible with the purpose or which the personal data are initially collected,
take into account, inter alia (T2 : (a)~(d) ) (e) the existence of appropriate
safeguards, which may include encryption or pseudonymisation.
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. 9% A B (anonymous information)
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109) 3. The communication to the data subject referred to in paragraph 1 shall not be
required if any of the following conditions are met:
(a) the controller has implemented appropriate technical and organizational
protection measures, and that those measures were applied to the personal data
affected by the personal data breach, in particular those that render the personal
data unintelligible to any person who is not authorized to access it, such as
encryption;
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111) Jan H. Samoriski 5 3%, Encryption and the first amendment(Mar. 23rd, 2009), 2
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115) o]} fFARgE o] wgl =+, ZM F FAE AN, A=A 4P s IMS Health
© 2t F AEE A= Tr"}ﬂ /\ =3 171 skglon, 7t 04‘%‘3?}&‘?3‘32 3|Ake] AH
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S|Ake] AAHS 7123 AEITEIMS Health Inc. v. Mills, 616 F.3d 7 2 IMS Health
Inc. v. Ayotte, 550 F.3d 42)

116) Sorrel v. IMS Health Inc. 564 U.S. 552, at 556, 557, 558
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t} 118)

117) The term “individually identifiable health information” means any information,
including demographic information collected from an individual, that—-
(A) is created or received by a health care provider, health plan, employer, or
health care clearinghouse; and
(B) relates to the past, present, or future physical or mental health or condition
of an individual, the provision of health care to an individual, or the past,
present, or future payment for the provision of health care to an individual,
and--—
() identifies the individual; or
(ii) with respect to which there is a reasonable basis to believe that the
information can be used to identify the individual.
[o]A 42 U.S.CA. § 1320d (West)]
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119) ol A= BRAYA} F&f JRA FelHos H2d v oE AR A%
sto] ARFAE AEE + A=A o = 2
p.80)

120) Individual means the person who is the subject of protected health information.
Individually identifiable health information is information that is a subset of health
information, including demographic
information collected from an individual, and:
(1) Is created or received by a health care provider, health plan, employer, or
health care clearinghouse; and
(2) Relates to the past, present, or future physical or mental health or condition
of an individual; the provision of health care to
an individual; or the past, present, or future payment for the provision of health
care to an individual; and
() That identifies the individual; or
(ii) With respect to which there is a reasonable basis to believe the information
can be used to identify the individual.
[o]4 45 CF.R. § 164.103]

121) a) Standard: De-identification of protected health information. Health information
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that does not identify an individual and with respect to which there is no
reasonable basis to believe that the information can be used to identify an
individual is not individually identifiable health information. [©]%} 45 C.F.R. §
164.514]

122) 22 FAA A w224 5 tgo] met Agd o5 EE o ol A Jhee on
AR E WX getu e st [o]4 45 C.FR. § 164.502]

123) (b) Implementation specifications: Requirements for de-identification of protected
health information. A covered entity may determine that health information is not
individually identifiable health information only if:

(1) A person with appropriate knowledge of and experience with generally
accepted statistical and scientific principles and methods for rendering information
not individually identifiable:

(1) Applying such principles and methods, determines that the risk is very small
that the information could be used, alone or in combination with other reasonably
available information, by an anticipated recipient to identify an individual who is a
subject of the information; and

(i) Documents the methods and results of the analysis that justify such
determination; or

(2) (1) The following identifiers of the individual or of relatives, employers, or
household members of the individual, are removed:

(A) Names; (525 (D) Telephone numbers; (%) (F) Electronic mail addresses;
(G) Social security numbers; (£8F) (K) Certificate/license numbers;(F2) [o]4F 45
CEFR. § 164.514]

A&l 8k



i
&
re
Y
i)
.
o
=
)
>
>

Ir
=
1>

Ry
Jhu
L
C
>
>
N
o
>
X
o

mlm
ko
-
okt
kl
g:(_)‘
A
rlr
°
o
£ rlr
S
)
<
'z
)
ok
rO
o
1>
o M p®

e wola Yoty HAE & AUt
T owR Rk ARFA, DH, A8, A9 5o AA"E AAHRI} A
AR A wAEzAzr 990 e PAoR AP A shEAel A,

LY HIPAAS GDPR¥} miz7iA| 2 W E o GAA &<l o]l
mE} 28g RIS AEEEd AT AEs AoE AR
olg}il F&EdstHA I AGAV|EE AE AHEsta e A2 GDPRIY 22
Mol A AJAFSHE vl Atk skl

rr



V. 2743 v AEEX2A 9] 713 g

BREON EQ98 HEAEE TH AW FARE =099
| oulaEzAe) s 2 4 Ao olsldAt B ATl @A A
==

e =olE Fs wAMEA ek Adel fd, AGAY, FEHEA
Nde Aad ¥ 71E Bae) sdeda Jehis BAYS A8 e
AT ARE TAS AUE, MBS AN 2 A8 /&8 ZWelA I
szA o] A3 oo Bate] AZs) mAT

1. B]AE XX

THol A= A7 RE 78k v 2 X](de-identification)ol] T gk =2
7F ol $£31, o]= GDPR, HIPAA® 2 o= HA A 7S AEHT
RNEZ ot A=A FAHY 2 AYL oln AYs) Euth I ¥l
M= A (TR A3E A7y el %Xqﬂoi HA7FA o] 23 YTt
olstol M= RIAE X7} ojw3l oJu|dx], AW A, dExgtxeA=
ofGA Ak & ANA HEI.

T R RIE RS RS E S RS RN

THAAME MR, ZhEAE e Ade] jiglenz, AIARE Tiddle
A=

ol f gle R EE Y JEWoR: 5 /UL o}

=

bl

~

e AEet f4A Ajdstel doks F de AeZ AT A2
)H AL AT

=3 PHAME FARFAY Fol9 £33 2 Yo o]&S dHog Ao
AAE 7T A18% A28 2159 AFGT) 1A HH Ao 7 solARe] =
A 9] ol g, AFE &3t YAEH, 1 F A4s7t TEAXAL F FEedT

fe13
o2
5o 22g gstel aF AEA B AU Fokd F Y& FE A

ol



£ 9ol of W AL Fob gl et

ofu e 8 met A= =Ael thatd =271 o ket

MAHR| o] go] AFA L

=
2 AuFAd e gol A

I o
30
v
rlr
o
r
o
N
o
okt
8
rlr
jn)
[l
2
rlr
L

Qs H
BBz @ 9ge /202 AAEI] At AAFR WPz
FrolEgel e A%, gl 2RI, F o=l HAMzA7} A

A FEol ol2d 9 7H 4 =@ AR, & Bt JiIF H st

Tey 9 solEelele wel Pl HAMER T FHHA g 4
golx o 24 glol FHA AARR o9)H o8 FESHE AE
= wlge] gl B A, glolA om] ATME AT Zo] slo|=aelol |

Aol YAWE AW BAH BAR =wo] opr|® 12w, W AEEX o]

G olsl7h REG mEe YN S H1), A4 ol AFBE A3} 2

o
k)

124) 7tol=gle] demel A A7 glernz 7)&Eo] Qs AH & e WA
3 (A, ] =8 p.73) vl BAF 71EEelgkE de o)
, B 5o A wEA s mylelm® B Aol A}, APE Yl tie
2l i Eolgla w¥shch
125) dE 5ol /AR nAEZRA] slo|=gRlo s “HAEZA = EUS oslel AMAY
Y(EFEAd T 4l FA, AQAE wERA sto| =Rl
= A 9] Jide] mYEe] oyARe} 7P AR Ey]
oM 983 & gle Zlojuh. 94 TRl E A} B
o 2= 54 Qe dolE 4 glugh o Arel {7
Aol dolE 4= Q= Z olgkar A=, naERA7) dEslEA R oY A
5 E 17} ook QA e] Aade] F5-3] 7hssit). uheba] ]
o} Hold Hog BATRE AWS Foig o Folth w9 lol=g}
Soto] st oisls Qs AolEhd gEgre] Agol i1 ne]
ol&o] E/}atA € Aot} ol wgl AWM 9o} e FAHS AHew dstaxt
oA e} VAR S FEste] AAE] e og HAth(o]E AHg HelEs
s e, oy BA7E 43 9T MR REHe Jd et - GDPR%Y
Hlul A8 Aoz 1EHe #1857, p.30)

lo



HIA B Z2 = 58 HES A& 7ide] otya, of& AHeA =3
E R oEe Aoz FldAs 7Y AlY %”\]9] 1 Zhol=elo A ¢
o #Zo] HFog FZQl FHES WA HAUt

g, ojm At AF7 A o] sy HAEREIWHA| A FLI Al
fEtta BUHE = GDPROlA= 719 i%ﬁ](pseudonymisation) o) A 2]
(anonymization), %% 3}(encryption) 5 MNd<S FE&3tHA 53| AEIEA

of that 7|&S 2= A ASa Q)12

FA A B GDPRE A4z zﬂS‘doﬂH 1HAYE TF7F AR

information)oll &= 7HIBH H S o = o]

A AasAY A8 &
A7 HEAA YAL H ol AEHA @ gHoR qPAeE AAPR
g ouldth, 3 A3t o], AWsHE FAL sto] AUAYRE] BEE

=8 MAARS AAZ o]fe ERste MAAREITHA S RS A Al

Qrkn B71F 5 ek

O AE

126) %717, k] =% p.62 °]a}



o4 AW E Ty sle] S|4 E, GDPRO 74 AXE FHY, WA Mz
 AEsAS QAL AEsksd WA AE4e AR WA e 24
A, §H3 ARFAS PG 5 QA e ZIWE ope o Aus
AFste o oA 7 Aoz AEsksAel o HgE 1 AWty
e AT add W Auss =2 P 5 dotn YA

A MAREAE ARG dez Aestd ¢ AAs A el sz

I g A7), AA GDPRe #A48S U HFAHAA st 7;13% Sl
Aol e 7t A e - GDPRoﬂ 18] 7+ A 2] (pseudonymisation) 2}
2 59 Rare DAl HIAE A

TelE $Ele] Aol e 2E MY S AR ARz U B
W 71ES 83 AASL Uy 8] ofge Fe ol 3@ A% PO

Aol M= BAZ R A Ade =Ykl AR dRE 4
AstAY, dF == AFE dAsts 59 BRez Aol JH
ARk F7F AR ARE - AY glol=
Z& 7hAY R Aostal a2 oln Aysian.
i A RE FES
A A2z A3FY), AHAAM = ot olA dFshe A o] I} 2110

b
i
rS r
2Y
ox
ot
f
2
i
fo
e
BN
©
£
>
i
fft
k
oA

127) AFA= AW Als
g9 S % ﬂ}

Eslo] w4
1 g_J]:—‘O/] Zuv D-5]

0
~ 2
S
H~l



= MAARS A, AT &sA HAsw 1
oz 433 5 ki sHe Bed 2XE 27402 43 Joh(E A5
Z A3g, A7z A4

T AelA 919k o] JHEAE Y MES AeAsol: o yolrt A
A 7tEA g E Agdg F
2 FAE ANPPoXE 1
g A& RS TtolEg
AR, e HE S 7 A

% [e]

YAH o2 A

o o 2
2 aly
= ft
ko
A
o
v}
Yo u
Ir
P
3
o
lm “
ol
paA
o

AR WA ARIA 9
Fhol=eielolt ut
o AA mE oA,

o
o
o o2
fof
b

A

S
D
rr
&'1-‘
o
&
do
:.“:
i

ot Lo

A Asls 7HEAde] 3 7HA FEd AR
=2 U9 stuz d3EAE =
ofefoll A Al A¥E= Ay o] @’k Y& (cryptography)”t ofy 2}
d 532 (encryption)ql ©1d, 53 FHIL e AHES BES dotE F
Al otE, AR Ao wet 5T JRE BRIt HHAPS Eole &
setxAofER 7t MyPolgt & g orw dustxA= JEAY
o & WHolga Fo| I3t

e, Aol AFARE A DA BA AT AAJBEE A S wol= A
He MAB RS oF, AY &5, Ag Ao o] g2 FHdlA ‘:]7‘]‘?—-13]0]5194
FAo2 HAFH 5 HAA7|I7E ol &t AP ss Zo] dntA
&
3

>_\1L

o
_>;1_"
n
=)
Zi
0
o
N
i
)
2
A
lo
2
}
2
=
2
o
. JN
w2
ol \
iv)
oz
et

= | o)z @% ERNEAES ] »agn g;q
oo} e MAAR Aol A BN, 4 AAGR BB ZHo]
B e} e QAo AT AAAR T% $23 2o AARRA
|
8

R
rr

AL}
>

EE MAREBEA A d2Ad T WFEAL] vigor gt o] o445,
Aol th=d] JRAA R A BRAES dol a¥AHQ o]&7tA st
Rorg A MAARE k3] Boga FAlo ol& &3t Ao T8
sk AA129)tn & Aoty A B AFY 753 HH2 AT st A,
128) dl& 5o 13 5 791, &e] A, p.57 o]

129) A 71A o)W Y BAlQ BlAE X slelmgels HgEls Aele ‘Ha FEoR



FEHEAV} Gk 2 A AA AABE AL =L, 0B sl
FEHEAE TFF /1% 1E Avistel 24F FEe) B, Wel A
Hgol U@ Ae 1% Adse sl

oJstel M A R sfolSeelel M FAHOT
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134) dE £ 7lolAlE g5 49 e 1 v Al MRE 4%s) s F@@—D, u—
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o] sl o] o, HiEo TR FE5o] 7Fesith

135) o] 13k, oke] A p.44-45
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(substitution)®} X H(permutation)& RFHEslH = A o] EHolxithes FEE

A (Claude Shannon)®] o] &°] v}ES FaL UTH136)
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136) 93t oko] A p. 146
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o] F2 EFE dSAAR AYs Ao] DES(data encryption standard)ld] o3 7}
2 &7 WHol gRlE o] It TETe] AR H7RET7]Ed A~ (National Institute
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et 2L i0S9] ¢Esl WAL dAste]l w23 HE 7)o HERAE o Hoh
T AESO| A& o]&3tuA, E84, =84 & 2 T 453} 5o W
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138) Apple Inc., Apple Platform Security Guide(2022. 5.), p.9

139) &, Xi%”c}ilfﬂr% H7Re] F(chip)el 71559 vk Apple Inc, ¢ 7%, p.13

140) Apple Inc %9 A\, p.73-74, £3] ofo|E 71719 F dwe] A7 S|, 7
= g% H A ARRE = 1D 7)ol AssE ASR Holal, ofEAle] A ub
E‘ﬁ 61}3«] Al exb 23] A 342 59 671 0] 0513}1 gt} (Apple
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A= 282 Holy Ato]lo] F+i&o] 73t &, siAd+E AHgste= W
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150) Google Removing SHA-1 Support in Chrome 56, Threat Post(2016, 11, 16,2} 7]Ab
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A . THIEEHSE oXIFE vt A& H6M]E,
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156) 73t ore] M p.12, Cheon, Jung Hee; Kim, Andrey; Kim, Miran; Song, Yongsoo.
Homomorphic encryption for arithmetic of approximate numbers, p.1 (2017)
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158) Kristin Lauter; Michael Naehrig; Vinod Vaikuntanatha, Can Homomorphic
Encryption be Practical?, p.114, CCSW '11: Proceedings of the 3rd ACM
workshop on Cloud computing security workshop (October 2011)

159) ©]&} Jung Hee Cheon and 6 others, Privacy Preserving COVID-19 Contact
Tracing with Homomorphic Encryption. International Conference on Appropriate
Technology(ICAT) 2021
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Abstract

— A research on the Pseudonymisation in the Personal Information

Protection Act of the Republic of Korea —

Sung, Kibum

Master of Science in Digital Forensics

Department of Mathematical Information Science

The Graduate School of Convergence Science and Technology
Seoul National University

On Feb 4th, 2020, there were several revisions in the Personal Information
Protection Act ('PIPA') of the Republic of Korea.

The revision is said to be aiming to boost and enlarge the legitimate process
and use of personal information without the consent of the subjects of that
information('the subject'), which will lead to research and developments of new
technologies related to big data such as artificial intelligence, and machine
learning.

On the other hand, since the Constitutional Court of the Republic of Korea
affirmed that the subject of personal information retains the constitutional right
to decide whether to disclose, use or access one's personal information, the PIPA
also can be one of the legal measures to secure such constitutional right.

Thus the primary purpose of this research is to inquire into the practical
balance between the sound protection of personal information and the legitimate
and effective use of personal information.

The new PIPA introduced the notion of pseudonymization which is set up for
pseudonymized information so that the processor of the personal information("the
processor") came to be allowed to use and process the personal information
without the consent of the subject.

Encryption via mathematical cryptography is one of the most efficient, secure
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pseudonymization methods. Since it can be performed easily through software in
computing systems, mathematical cryptography has specific strength in the big
data processing. In addition, it is a secure way of encryption in that it is based
on mathematical conundrums. The processors can also choose from a variety of]
algorithms, such as AES, homomorphic encryption, and hash functions, depending
on shapes, processing environments, and purposes of the data.

There are several flaws in legal implements under the new PIPA, however: (1)
We don't see some important concepts, and explanations such as the criteria of
appropriate pseudonymization, or additional information in pseudonymization from
the law itself and its subordinate statutes; (2) As a result, such important
concepts and standards are only being explained by guidelines of several related
government agencies which are not formal statutes, so that the processors cannot
figure out easily whether their process of personal information is legitimate or
not; (3) Such guidelines mislead the processors and the subjects with irrelevant
explanations not based on the statutes or contradict to them; (4) Furthermore,
we still have several legal issues even with the new PIPA, such as the
relationship between the Medical Act and the PIPA, and whether the 'sensitive
information' in the PIPA also can be pseudonymized under the law.

There are foreign legislative examples for the revised PIPA, one is the
European Union's General Data Protection Regulation ('GDPR') and the other one
1s the US federal's Health Insurance Portability and Accountability Act of 1996
('"HIPAA").

The GDPR clearly regulates the criteria for determining identifiability: (1) It
enlarges the viewpoint of judging identifiability to a third party with a reasonable
possibility in addition to the processor; (2) To determine whether the
information is identifiable or not, it directs to regard the state of the art, cost
and time used for the identification with the character, scope, content of the
processing.

The HIPAA also gives some perspectives on the concept of 'identifier'. It
clarifies the definition of an identifier and demands the processor erase the
whole identifier. It allows the processor to use de—identification as an alternative

if the experts with statistical and scientific techniques give the opinion that the
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probability of re—identification is very low.

There were discussions on de—identification measures, even in the old PIPA
era, since there were attempts by the processors and some rulings that tried to
exclude some personal information from the scope of the law, which had
undergone de—identification such as pseudonymization.

However, such trials sometimes led to improper conclusions. For example, one
court used the fact that two processors exchanged a matching table that paired
plaintext and cipher, to deny their intention of malpractice. Other courts
misunderstood a mere substitution as a legitimate de—identification. Those rulings
were derived from the insufficient stipulation of the statutes concerning important
concepts including de—identification, and pseudonymization.

One reason for the drawbacks we can find in the judgments above lies in an
attempt to allow the use of personal information through non—identification
measures by an insufficient guideline since the old PIPA didn't regulate the
concept and requirements of de—identification. In sum, the main problem was
that the standards for the judgment of the court had not been prepared by
legislation.

Inconsistent and sometimes inappropriate decisions and judgments by
government agencies and courts will not provide legal stability to the processors
and are likely to cause anxiety about the use of personal information by data
subjects.

This study concluded that the new PIPA, subordination statutes, and related
guidelines still need improvements to pseudonymization and encryption measures:
(1) criteria for determining proper pseudonymization or encryption measures; (2)
the concept and requirements of additional information used for pseudonymization;
(3) whether or not to pseudonymize sensitive information; (4) the relationship
with other legislation such as the medical law, etc.; and (5) examples of
pseudonymization or encryption techniques.

Especially, for guidelines, it is necessary to establish a legal basis by a
delegation from the higher statutes, correct conflicts with them, and specify
technical matters that guidelines can explain, such as the advantages and

disadvantages of encryption algorithms and proper management of additional
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information.

Processing of personal information using big data presupposes frequent
calculations on large amounts of digital data, thus encryption measures based on
mathematical cryptography that can be implemented in software are very useful.

However, since statutes and guidelines do not clearly address the technical
aspects of encryption measures, it 1S necessary to categorize the advantages and
disadvantages of each encryption algorithm regarding the form or field of]
applicable information.

Accordingly, government agencies and courts should scrutinize the
characteristics of encryption algorithms and concentrate on judging the legality of]
encryption algorithms used as de—identification measures.

It is important to secure the safety and legitimacy of the processing of]
personal information for mitigating the concerns of the subjects of the
information so that members of society can support the professor's research and
development of new technology on big data.

Expecting follow—up research and legislation will continue on the problems
pointed out in this research, and the proposed contents, through these attempts,
government agencies will achieve harmony between technology development and
personal information protection with an appropriate interpretation and application
of the PIPA.

Keywords: PIPA, de-identification, identification, pseudonymization,
encryption, mathematical cryptography, personal information
Student Numbers: 2021-28895

- 134 -



	Ⅰ. 서론                      
	1. 연구의 목적              
	가. 4차 산업혁명과 데이터 이용
	나. 헌법적 가치의 조화를 통한 '적정한' 데이터 이용 보장    

	2. 연구의 범위, 방법        

	Ⅱ.개인정보보호법과 가명처리   
	1. 2020. 2. 4. 개정        
	2. 구법상 암호화조치의무   
	3. 신법의 주요 개정 내용  
	가. 개인정보의 정의 확대, 가명처리 근거 마련              
	나. 정보주체의 동의 없는 개인정보의 이용, 제공               
	다. 가명정보의 처리 등에 대한 특례
	라. 익명정보 등 기타 개정사항 
	마. 검토                     

	4. 하위 법규의 내용        
	가. 법 시행령               
	나. 고시                    
	다. 각종 가이드라인        
	라. 검토                   


	Ⅲ. 외국의 가명처리 등에 대한 규율
	1. 유럽 : GDPR의 검토      
	가. 개요                      
	나. 개인정보의 정의와 식별가능성의 문제
	다. 기타 식별가능성 관련 규정  
	라. 가명처리                  
	마. 암호화조치                
	바. 익명정보                  
	사. 검토                      

	2. 미국 : 의료보건 데이터의 보호와 활용
	가. 개인정보이용과 표현의 자유    
	나. 연방 의료정보보호법(HIPAA)  
	다. 검토                          


	Ⅳ. 적정한 비식별조치로서의 가명처리
	1. 비식별조치                   
	가. 구법상 개인정보 비식별조치 가이드라인
	나. GDPR의 비식별조치             
	다. 검토                           

	2. 가명처리와 암호화조치        
	가. 가명처리로서의 암호화조치      
	나. 암호화조치의 개념              
	다. 암호화조치의 유형              
	라. 정리                           

	3. 기존 판례의 해석론             
	가. 식별가능성의 판단 주체 : 식별주체
	나. 비식별조치의 적정성         

	4. 개선 방안                      
	가. 입법론 : 규범력의 확보, 예측가능성의 보장                          
	나. 입법취지에 따른 법령의 해석, 적용
	다. 기술적 측면 : 암호화조치의 적극적 활용                       


	Ⅴ. 결론                         
	1. 가명처리, 암호화조치의 중요성
	2. 정보이용 주체에 대한 예측 가능성 부여
	3. 정보주체의 정보이용에 대한 신뢰 확보
	4. 맺음말                      

	참고문헌   
	ABSTRACT 


<startpage>9
Ⅰ. 서론                       1
 1. 연구의 목적               1
  가. 4차 산업혁명과 데이터 이용 1
  나. 헌법적 가치의 조화를 통한 '적정한' 데이터 이용 보장     2
 2. 연구의 범위, 방법         6
Ⅱ.개인정보보호법과 가명처리    8
 1. 2020. 2. 4. 개정         8
 2. 구법상 암호화조치의무    9
 3. 신법의 주요 개정 내용   10
  가. 개인정보의 정의 확대, 가명처리 근거 마련               11
  나. 정보주체의 동의 없는 개인정보의 이용, 제공                12
  다. 가명정보의 처리 등에 대한 특례 13
  라. 익명정보 등 기타 개정사항  15
  마. 검토                      16
 4. 하위 법규의 내용         17
  가. 법 시행령                17
  나. 고시                     21
  다. 각종 가이드라인         24
  라. 검토                    45
Ⅲ. 외국의 가명처리 등에 대한 규율 51
 1. 유럽 : GDPR의 검토       51
  가. 개요                       51
  나. 개인정보의 정의와 식별가능성의 문제 53
  다. 기타 식별가능성 관련 규정   54
  라. 가명처리                   54
  마. 암호화조치                 58
  바. 익명정보                   60
  사. 검토                       60
 2. 미국 : 의료보건 데이터의 보호와 활용 61
  가. 개인정보이용과 표현의 자유     62
  나. 연방 의료정보보호법(HIPAA)   64
  다. 검토                           67
Ⅳ. 적정한 비식별조치로서의 가명처리 69
 1. 비식별조치                    69
  가. 구법상 개인정보 비식별조치 가이드라인 69
  나. GDPR의 비식별조치              71
  다. 검토                            71
 2. 가명처리와 암호화조치         72
  가. 가명처리로서의 암호화조치       72
  나. 암호화조치의 개념               74
  다. 암호화조치의 유형               75
  라. 정리                            84
 3. 기존 판례의 해석론              84
  가. 식별가능성의 판단 주체 : 식별주체 85
  나. 비식별조치의 적정성          89
 4. 개선 방안                       104
  가. 입법론 : 규범력의 확보, 예측가능성의 보장                           104
  나. 입법취지에 따른 법령의 해석, 적용 113
  다. 기술적 측면 : 암호화조치의 적극적 활용                        114
Ⅴ. 결론                          122
 1. 가명처리, 암호화조치의 중요성 122
 2. 정보이용 주체에 대한 예측 가능성 부여 124
 3. 정보주체의 정보이용에 대한 신뢰 확보 125
 4. 맺음말                       126
참고문헌    127
ABSTRACT  131
</body>

