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Abstract

A Study on the Problems and
Technical and Legal
Improvement measures 1n
accordance with the change of
method 1n the selective seizure
of digital evidence

OH JUNG KYUNG

Master of Science in Digital Forensics
Department of Mathematical Information Science
The Graduate School of

Convergence Science and Technology

Seoul National University

Currently, the seizure of digital evidence by investigative agencies 1S
carried out according to the principle of selective seizure in accordance
with Article 106 (3) of the Criminal Procedure Act. However,
depending on the difference in data storage methods, digital evidence
1s In various forms and may be stored in a form other than a file in
the cloud and web services. Therefore, digital forensics investigators
need not only file-by—file selective seizure at the digital evidence
seizure site, but also to divide only case-related information from the

original or extract only a part of it.

However, the current laws related to evidence collection only consider
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the seizure situation, which 1s screened on a file-by—file basis from
the storage. In addition, it does not clearly stipulate the procedure for
performing selective seizure on an information basis. In addition, the
digital forensic tool provided to forensic investigators only functions to
select files on the storage. Therefore, technical and legal studies are
needed to supplement the problems of digital evidence recognition
requirements such as identity, integrity, and reliability that may occur

during the screening and seizure process.

In this study, cases of selecting and collecting digital evidence by the
information unit were identified. After that, it was confirmed that there
were any problems with the current seizure and search procedures and
methods used in each case related to identity, integrity, and reliability.
As a result, a technical and legal supplementation method was devised
to solve the problem of evidence ability occurring in the field in
relation to information screening seizure. In addition, the research
results were made available to digital forensic investigators who

collect digital evidence in the field.
keywords : digital forensics, seizure, selection, information,

database, qualifications of evidence
Student Number : 2021-24042
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