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“The application of computer science and investigative procedures
for a legal purpose involving the analysis of digital evidence after
proper search authority, chain of custody, validation with
mathematics, use of validated tools, repeatability, reporting, and

possible expert presentation” (Ken Zatyko, 2007)
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Abstract

A Study on the Storage and
Management of the Digital
Evidence by the Police
disposition of the

Non-indictment opinion

Kim, Younghyun
Department of Mathematical

Information Science
The Graduate School

Seoul National University

Under criminal law, digital evidence can be granted legal
evidence only when integrity, authenticity, identity, reliability,
and management continuity are guaranteed due to weaknesses
such as invisibility, vulnerability, modulation, ease of replication,
and large scale. Nevertheless, despite the high possibility of
damage to digital evidence, it has not gotten out of the old

convention in which digital evidence 1s kept on the investigation
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paper files with the storage media such as CD/DVD/USB
memory. This has changed from the method of the storing the
criminal investigation paper files to the prosecutor's office
preservation department to the method of separately between the
police and prosecutor storing and managing the investigation
paper files, which cannot be denied that there is a risk of

managing the stored digital evidence.

In particular, the police’s disposition of the Non-indictment
opinion, which are closed due to suspension of investigation due
to unknown whereabouts of suspects or witnesses, lack of
evidence, lack of sufficient evidence, or lack of right to indict,
lost the public’s trust in the criminal evidence system if the
digital evidence is damaged. Accordingly, I suggest that the
police shall establish a new regulation that requires the seizure
of digital evidence in the form of forensic image files and check
hash wvalues to ensure integrity, authenticity, identity, reliability,
and management continuity of digital evidence by storing all
kinds of digital evidence in the police digital evidence cloud
server (tentative name: Pol-Cloud). In principle, the digital
evidence of the Police’s disposition of the Non-indictment opinion
should be kept until the next year when the statute of
limitations 1s completed, but if a decision to send the
investigation paper files to the prosecutor's office with the
indictment opinion 1s made later, a new regulation is established
to preserve it until the next year when the judicial police

officer’'s supplementary investigation 1s completed. This will
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enable sustainable evidence retention in anticipation of the
advantage of reducing the ever—increasing cost of deploying

server data storage.

If digital evidence is stored in one forensic image file from the
stage of gathering the digital evidence as above and managed to
a police digital evidence cloud server (tentative name:
Pol-Cloud), it is expected for police to overcome the weaknesses
of digital evidence, and ultimately enhance the police’s trust in

Integrity, integrity, identity, reliability, and continuity.
keywords : Police disposition of the Non-indictment

opinion, Digital evidence, forensic image, Pol-Cloud
Student Number : 202123755
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