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! James Pamment et al., "Hybrid Threats: 2007 cyber-attacks on Estonia", NATO
Strategic Communications Centre of Excellence (2019), p.52.

% Ibid; Macro Roscini, Cyber Operation and the Use of Force in International Law,
(UK: Oxford University Press, 2014), p.5.

3 Jeffrey T. G. Kelsey, "Hacking into International Humanitarian Law: The Principle
of Distinction and Neutrality in the Age of Cyber Warfare", The Michigan Law
Review, Vol. 106, No. 7 (2008), p.1429.

* James Pamment et al., supra note 1, p.52; Gadi Evron, "Battling Botnets and
Online Mobs — Estonia's Defense Efforts during the Internet War", Georgetown
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IN

Estonian Cyber Attack: Digital Threats and Multinational Responses", Journal of
Strategic Security, Vol 4, No. 2 (2011), p.53.
> UNGA, Official compendium of voluntary national contributions on the subject
of how international law applies to the use of information and communications
technologies by States submitted by participating governmental experts in the
Group of Governmental Experts on Advancing Responsible State Behaviour in
Cyberspace in the Context of International Security established pursuant to Gen-
eral Assembly resolution 73/266, UN Doc. A/76/136 (2021), p.26/142. (o3}
UNGA #t]¢))
° UNGA 71#it]] UNGA, p.26/142.
T uhog Aad, BA A AT R0l o] B ALY, rRAMEtE =R,
A66H A4S (2021), pp.74-75.
8 Macro Roscini, supra note 2, pp.101-102.
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9 Russell Buchan & Nicholas Tsagourias, "Special Issue: Non-State Actors and Re-
sponsibility in Cyberspace: State Responsibility, Individual Criminal Responsi-
bility and Issues of Evidence", Journal of Conflict & Security Law, Vol. 21, No. 3
(2016), p.378.

10 James Pamment et al., supra note 1, p.57.

AR, "AbolH AR WA Ateld ZAT ZAIY" FRAIMEE,, §d A32E (2010),
p.70; Hed, "AfHd #HE AR ™S A% A, Ty, A3vE
(2012), p.799.

12 Russell Buchan, Macro Roscini & Nicholas Tsagourias, "State Responsibility for
Cyber Operations: International Law Issue", British Institute of International and

Comparative Law (2014), p.2.
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B AT AEA AN FPFe oRel Aold gridlAel Ag
e 5 o A8 Ao 2AMA Aol tste] AR AL AR

A HHo= It FAY AGF gF = o SAARA HHE F
o] EAE o] gt} 11 F ICJ9] Corfu Channel AFAS] GAH 'HE 7=
A=l FEZL B9l deo] wHist= 9ol AMSEHTE A A4S,
ol 5-&ofAl= QtETH g WA W82 AT oFo #e I A
9)'(contemporary definition)® QIR Qlch ! o]& AJtFo] oJF L %
748 AAYHNE F&chs FAEHY FYolA 7HF Hol UA Rl

oy, e5d & 9F= Al IHE &S FHLEA AEA &
Wy QUok AbolH] FXboA AdSo] o= dRtA o R 'Y HFAI7]E(ICTs)
S 83t Afoy YR A=ro] JEIF E8H AL gA H ol ol&
5|85t dotof o JES9 R E Ut P & A= ATy 9F
O] Afold] wetoxo] A& 7l g}, AAA AL oA F7HARI =2
£ Z8=E ste= #AE ¥4 FHS FESHk AdA B doprt, & 9F9
5_74]9} 2 A9 o] sz EAstaIA}F gt} o] 3t =2 F &5

T= AfolH oA Aol oF7t 579 PAE &0l AfolH

7+o] B3HA &g TR At SHOEAN Hup G&A0F 7|55
e HRFE BAIStE AS 3549 FH0E it

S, A AETY AR = =7HE AUE AEE AolH 54
AR AtolH oA FAL] HjE=o] ofyEEtE FAT YA #H
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" Corfu Channel case, Judgment of April 9th, 1949, 1.C.J. Reports 1949, p.4, p. 22.
oy o] AL th33}F At} (- every State's obligation not to allow knowingly its
territory to be used for acts contrary to the rights of other States.)

P g njRd 2.0, Rule 6.
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g 9 oA AEUofA X}Xl—% H|5o] dASHA Aol wzh AtolH
37HE DRt 7MY F3to] obd QIF9] At dAoA AAARI FFES
ZH= 31te el

2 QAET ek Aol g1he Bt oledt AZe
ki

0 ue g g E, AolHAe FAEAE BAL 9%t 7]E/ME9 A+ - Tallinn Man-
ual®] =28 FHR -, IFAHS=SF,, A59d A2 (2014), p.67.

'7 Yaroslav Radziwill, Cyber-Attacks and the Exploitable Imperfections of Interna-
tional Law, (The Netherland Brill, 2015), pp.93-94; Julie J.C.H, Daniel J. Ryan &
Eneken Tikk, "Cybersecurity regulation: Using analogies to develop frameworks
for regulation”, International Cyber Security: Legal & Policy Proceedings (2011),
pp.90-91.

s gz, Aol AolH] B2 - Qb ATEI JAY o', TR, A
149 A2% (2008), pp.5-6.

Y ule-o. A™Wd, supra note 16, p.67.
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HEHIE AHESl HolHE A%, 74, 1echs Ae F2o=

Axp7] AHEY AREE EAHCR 6}% =24 9 HEYAR] 44840
olsl] A FAH== A ol HYRE vl ek FHH, 5d Alo]
< A9 Mz o= ZAste] HoEY|= ok 7Hg ]
(Department of Defense: DoD)2] Ato|HE7t ol thgh =+ Hgko] <9
il *}O]‘ﬂ 37HE AAHANA At ¥ 7RI, 1 AR uEe
A, MG, F5ll olo] FR] A &5of 474
FHOo =R 7IFoteE HEE HRIthY =t 3 AtolH]
=
A

I sgolzl 7HEel FFto g ThEsHA| b=t Apdolt
2. Ato]¥| ZZ (cyber-operation)

'Alol¥] 2&H (cyber operation) o] #olst= A9} W] wleh %
o g=2A AojH. bt gHmiwd AfolH 2AZ 'A|HIIIOIA E

% Michael N. Schmitt, The Tallinn Manual on the International Law applicable to
Cyber Warfare, NATO Cooperative Cyber Defence Centre of Excellence, (Cam-
bridge University Press, 2013), p.258. ¥&2 23 Zt}. (‘the environment
formed by physical and non-physical components, characterized by the use of
computers and the electromagnetic spectrum, to store, modify, and exchange
data using computer networks.")

2 Department of Defense, "Department of Defense Strategy for Operating in Cy-

berspace”, Washington D.C, DoD (2011), p.5.

= gAje), gt E Aolulad eI AT - WEAAT AAE Byo - T
SHttAL, A23 (2017), p.151.
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FlF

ol B3] BEEG DA 95 Aol Adk(cyber capacity) TE
Fo A'oletn Bosta Utk S Alolw ZAL GARE AWl Aoly]
FE(cyber activity)} AAste] AEE 4 ek, Abol¥] 2} Apolw| T
=02 oxlsHA| U BEHEl Xjo]HE it} gEinfidL Alojy] FE-S 'Alo]
H 7124089 ol EX I3 7|2AN ] A% G F7 skl A
o[ $Eg A BE BF oty Fostn Yom, IHT BE ol
Aol 2L mFSHE Th olo] TFHA gkrk ey Fojstn Ylek.¥
=, Aole] FE-L Aols] 2] Wlste] Bk We Ao R

ot

3. Atol¥ ZA(cyber-attack)

Q259 AtolH FZA(cyber-attack)e st 59 Q= FAH 2oF
52 54E AYe FAI® FAAE A BEEE= AtelH FAof gt
o= W Tgsty Ateld FAZ FF 'Atel¥ AR (cyber war) 59
oot E8E7|E gt u] FHO] B A&7 Richard A. Clarke: '

H 7' (cyber war)s I8 &2 £33 o[ HHOE B9 HiF
B HEYF Fst= =71 FY'=E Aostalon ol Ed ARolH
A3 #Hste] 7Y 4y JI8EH= B9 F shE AKX /\}o]‘ﬂ s
Aol disf HRE FAR] FYE W™ A 20119 "= Ato]H AGHE
(United States Cyber Command)9] &t o)Al Aoz AsAcE? o

# NATO Cooperative Cyber Defence Centre of Excellence, Tallinn Manual 2.0 on
the International Law Applicable to Cyber Operations, 2nd Edition (Cambridge
University Press, 2017), p.568.

* Tbid.

» W kd] | supra note 13, p.83.

% Oona A. Hathaway & Crootof Rebecca, "The Law of Cyber-attack’, California
Law Review, Vol. 100 (2012), p.823.

7 Richard A. Clarke & Robert K. Knake, "Cyber War — The next threat to National
Security and what to do about it", (HarperCollins Publishers, 2010), p.11.

# 24l "AtolH] FATL Jus in bello”, FHAIHES]=F,, A60H A435 (2015), pp.205-
206.
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Aolu] AR gergel ol waw Aoy FAL ARE} B Y
E95E B8sto] Ao Aol AAYS wsAY meskuA sHe
Ao P9I'E uisit. ot i Aol Suke Bgsto] Ao AF
B Alzdl goleol] tet £4 4 But opjel BRI Aolm A
4 ARG RAHAY A5 ASATE AA FY A Aol A<
Welo] PTG AsE EHSIRLY

shE gAiRYS A8e FAAEAIE] A
z3}o] Afole] BAL Aol AL FEY T SN

2o diste 'EAAE4H

u ook
i
7o)
ry
g oE
~
(0]
e
()
0
T

—_—

based approach)o] 7

gAAS Aol F HolE Fe WojxolE,
Aol A A8 B A obSAY BAY &3 B w0E oplg

A
o] &EHo 2 AiE= AloH ZY 2 ApolH ZZH(cyber operation)' &
ou|sl= Aoy FAI L %15}.31 %, Aol ZA9] oo tigt o]Ho] &
Aol Bt FAARLES BE BHE Atold x2S ZHIE AL
o FZOoE 7&-’?3}X1% L=t ole2 AR A, AP, Aol oigt
-i—’é(threshold) ol g FUst= AtolH
olg B HAHMEIIIFO] T £E
Aol zZFo] 72 PLl(armed force)7t H7| A= ST AtolH =
| E4% & ol 'ty & adt (destructive effect)s FEdHoF gt
AE AAstL o] SRldEh? 71, AFEE stolg ©<ed] '&EH

2 St Aoy 222 IA0] ML ANE TARAUS W AolH]

£ oy

N
N
ol
P
i)
iy
©
ox
olt
N,

fr 24 1o ooy
o 2
-‘lm [1110
2 2
e
T
oH
N
|o
!l
H
ok
2
i)

e

» James E. Cartwright General, Memorandum for Chiefs of the Military Services
Commanders of the Combatant commands Directors of the Joint Staff Direc-
torates, Joint Terminology for Cyberspace Operations, Washington, D.C.
201318-9999, p.5.

30 wiAkT] | supra note 13, p.83.

S EAHY 2.0, Rule 92; NATO Cooperative Cyber Defence Centre of Excellence,
supra note 23, p.415.

32 Johann-Christoph Woltag, "Cyber Warfare", Max Plank Encyclopedia of public
International Law, (Oxford Public International Law, 2015), para. 8.
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B AT Aol B4 AR 9wt Agsolel & Bady 5
ojzo) A8 7HsAel Hstol 7450}% AL %Jﬂaﬂ mAog ft} 23
A4 845s1E BA] st FIAWAY AAOIA A B 98

gol & AFFY oF7t T Aol 337 P—% TEshe FHeRA AEA

191 B7hake e AolH] Fhlo] Ak BS54, To

)
N
ot
flo
o
o
iy

AtolH F3HE tiZ= o] FolR|= AtolH FA9] 543 DTt o] Slth

AtolH] FztolA Aol ool HE 74 5 R Ao st
=931710] SEA, AtelH bt AtolH FA9] S5l wigt A&7 Ad
Hog ojfojd "oyt Slvtal wshs vl offioAE &w g s

AHHE7|2 Stk Alo|® L7k} Alo]w] ZZo] Zt= ofyriR| o ELA =
oA B g 1. Aton] Z7ko] o]%z EA 2. Ao Exet TA o
2 QIZF A& ofHg, 3. AtelH 34 oA BIF7HEAAY] 9T &
ol =5ttt

AtolH F7H2 JE 9 9] /o] oot SYd 94 It
o 227 X*'(transboundary) EA4S ZE=t A AR dZ
H YEYIZE 9 Y= &34 g9 HEYJIE FE

iC)
N,
e
2
o
il

? 92g 4 gon

1 A3, Atold I+ iR ISk AtelH 34 BIRSE ZF AolH]
W ArkE 94 2IFHolm Aol olF SHS AT B A
5 2Rl 2.0, Rule 92(14). olu] "El'olek §olo] Mol 2HgEA elorek. chr
SAAEZATES F2o] Aot A Bk Folrle s, AmFH BAo|
HZo] Mok W ARl EsHe Azt AW @ 4T ZAH TEE T4 Wl

23t th= Aoll= 5% vt Atk ERIWFY Rule 92(8) 2.
399 supra note 11, p.796.
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Brjaolx) gitt. Aolsl g7te AZE YEYAE B9 Hro] e AL
Ao BTt 4R H2L FH8UTE Suolq REAon w70l
g 4 glout thE shEl AolH] B9l Beld |UA, Qme), Aol 7%
o 59 2o glojAE FU Frte] HIAQl FA} nHI|E Feh

o4 YEgAe] et Aare o] 5w 2HAA'T % 34
o ujetd o] mAE ‘A=A o] BAFHE Aol F7H9 o]F

71E9] SAHEE AolH B7to] Aol oA 4F ofEEe LS
|

=44 7Ee FUnA e QPO e, o Al
¥

A4 THoIN e 2 MBS AT Aok B

Aee wefshr] offtte HolA =9 "4 (anonymity)E
ESt o5d WASE Hivteo] Aol 342 A3l A "l =7t 34
7!

AR £ o Rl SO FHL Btk 3, Aol¥] §2

fo A
i)
5
Lo
4 o
o2t

% Nicold Bussolati, "The rise of Non-State Actors in Cyberwarfare", Cyber War:
Law and Ethics for Virtual Conflicts Oxford University Press (2015), p.103.

% Yaroslav Radziwill, supra note 17, pp.93-94.

7 Rahul Prakash & Darshana M. Baruah, "The UN and Cyberspace Governance',
OREF Issue Brief. No. 68 (2014), p.2.

% Russell Buchan, Macro Roscini & Nicholas Tsagourias, supra note 12, p.2.
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A
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HJ sk

20] SFYTE AAHES S AL Wi Aol ofy
8AFg0] A5 PEste Willol o] ANHH, ol Lol B o
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sk IRt Jare S

b

AFHolA 2o Ao Blse olgl® o 3A417] B9t FAY FA
L Z7KState)Z 7FEEo] k4 27p 2o AP Qg oS
2A AA Q] 27+S o]2 3 Qloi} st 7|&0] H|ekx o vrASH Axp, =
Aol AE &4 oA AHQ I7iebe WS 2 Ste udRt 3

9] FAEC] MEA 5L Ah® NGO, tv=A714, AlRl, =AH 223

[¢]
=L

¥ Tbid.

0 whxtu] supra note 13, p.85.

1 Christian Czosseck, Gabriel Klein & Felix Leder, "On the Arms Race Around Bot-
nets-Setting Up and Taking Down Botnets', International Conference on Cyber
Conflict (2011), p.108

Russell Buchan, Macro Roscini & Nicholas Tsagourias, supra note 12, p.2.
88l g supra note 11, p.799.

“ Mol rAZA o], 125, AL, ¥FgAL 2021. pp.174-175.

® Ibid., p.174.

42
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Y ME2L B9 FA= FAARRNA H=7HE A (non-State actors)&E
FErt. o2 =4 BANA A3 FA2 FFES PAksta lom, Yu
BA, A 9 QMR ZHoA BlF7HE ALY FFE-Z F7HState)] 1A
o A% et A0Z oA Ty FoHTE H|=7YIRte] Y
2 Afol] F7of|A B FEFHAE BHES HRIthY Atojd] Fzte] gh-go]
SHE ot =R &5 W JEo gk FAgo] A&HH e
2 PEo] gtom AWHO R o]59 FAA A et AtolH FHoA 9]

el ox] uopHon SET Yk B3] HIARYAT o5 FAK
SolA Wasts A}Olﬂi Aol Tolshs BlFo] e krhe AL AT

o 17}01] AA gt #29 Aol 54 3

T AolW BrtelA MR B v moh AgAel 99
o olgo] FWste Alol¥ B4 T FAbh chr WAl

o7 WEolth! o wAsks Adso] Alolw FAL muHom u
FBSIRr] A ojxof F|uste] A AHY HolAw, G| 3

sio] kel AFA AYH BAZF BAKE AL FRAZ Ao

© ZAA, "9 w=TE FARE Lok, TASFAE AT, A17E A2E (2010), p.2.

7 Yaroslav Radziwill, supra note 17, p.27; Pierluigi Paganini, "Non-State Actors in
cyberspace: an attempt to a taxonomic classification, role, impact and relations
with a sate's socio-economic structures’, Universita Degli Studi Firenze (2022),
p.5.

% Russell Buchan & Nicholas Tsagourias, supra note 9, p.377; Nicold Bussolati,
supra note 35, p.103.

¥ Sico van der Meer, “How states could respond to non-State Cyber-attackers”,
Policy Brief, Clingendael Netherlands Institute of International Relations (2020),
p. 1: Yaroslav Radziwill, supra note 17, p.27.

*% Yaroslav Radziwill, ibid.

AR, FE ATE IR AlNEdol et FAHY AL, THAE
2y, 38 A193% (2022), p.294.
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o} 2 giEZHQ AR 200749 oAEYole] =7 HARY AukS wpH|A)7]

DDoS &243}, 20084 o]#t9] etz o ¥wrA Ao 7R A8 AYI(Stuxnet)

A2 Wed B 5 ok 22§ A 2 349 MR 244 %

=

Aol EHFAE o 1t WiFRon FHHE e} N2

AtolH] 52 IFgolA HIS7HYARe] FFEel SHEAL, olE°] =7t

o} Thst WAloR AAEE AL TAo] tE A Ad(atribution)Th
FARAY H8o| oY E 2 EAYTE UGS B2 w2y

15 FA] 489 olgee A AR AFIHE £
ou Aolu] g2 vlgjAy E40= Q5 1 ojfgol B3 o Azt

S AHolTh 6 mFYSIAt AlolH] 32 FAR dhreti oS
o] ZKgol W2 FAWY ALY H8e g £ 3
A4EOIA Bk AAA SRR Sk

4. 27
il =08 FUSH 94 Aol FHe 2FAH SH'T UEA 5
o] BAE 0B B4 b, oldY BAL V12 AW Ao

%2 Yaroslav Radziwill, supra note 17, pp.27-28; S$E2, "2 Alo|H 9] A<}
FE A d FAALR Y oS, QQutE AGtA FRFAEA A (2023), p.1.

» 7144, supra note 51, p.294.

>4 Joyce Hakmeh & Kerstin Vignard, “ICTs, International Security, and Cybercrime:
Understanding their Intersections for Better Policymaking”, UNIDIR (2021), p.7.

> Joyce Hakmeh & Kerstin Vignard, p.7.

* SE, "HT AtolH] F 9] FAet FF HAY F FAALSY] d-8, p.9
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W g7t Hgshe oo glojA oleled sk J1A7t Heltt
Aol BAL B4 %74 FHE B BAY A LUsAY 2He
of A Fhe AolA AW £29) PHE AN YIE st HEol,
41 B0 VIR Feeel 4Roe SeEY s 4 @
A Aols Ao Fad SHoz 71
clo WA0e QAECe A8 94 g FAS] M ol
L Aol FAY FA A WY A% o}eg ofy|atch. %A A
£ olfst Ao]m g7k & Ao 7uret =
b 24o) Ade SN Selrt gon, olEst Fd A sl Aud
Aol BN AAE AEToRA AT Auel] A4S zPT &

et

ol
e

T
ol
A
1o
qn
ox,
Mo
o
)
L
r o)
ok
)
)

A 2 A Aol FZoIA =AY A& dEE =2
L Aol 37k9] "9} &'l ¥t =99 BH

| AtolH] F71} olg w2 WASh=s Ato]
A 2743 JEAGC] EAok= olFA', ‘BT 34
1=o] oy, 1 '=vtet Bl gAY vhget AAA
o= gokd £ itk o]t AtolH] g9 EAS AEH HAELH
AA stollAl BBHOE & FHol 7|E9 A Ao & F+EE A
o> 71 FA(sovereignty) @t B4 #Agdo] 7|23 HAES

Al
Lo, obd Aoly gl A8 dEgel ek Aes gEel Fa8

7 ARG AR, "FAAEQ} Atold 2R FEEA", FRAA AT, A27d AR
(2018), p.28.

8 David Betz & Tim Stevens, Cyberspace and the State: Toward a strategy for
Cyber-power, (London: Routledge, 2011), pp.54-74.
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d1} FHo| zk= Aol FASH AE sl on > ojHgt A "A &
2291 Hsk= AfolH FZHolA 9] 9] ol Tt FAAR] 9 GES o]
stzlof o2tk E5] &84 ol 7|23 AEAA AR S HAA T
AtolH] FZoAE T2 AGH 5 deAo] IRt ool A&HH R A7
EQla, T A3 AfolH FZHo|A 9] =7t F{E FE&che ekl Higt =9
7F AL AA| 9] AFof A o 5kt

AtolH FztollA E9 P FA= A =7FeF Q'Y JYeE
o 712402 FA= 247 AT S JFoA RElEo] =94
o} oluf] 7HQ19] oAl A== AtolH HF(cyber-crimes)= 20019
Council of Europe(°lst FHB 3ol oo FAHAE A AfeHH 'Con-
vention on Cyber Crime'(°]3} Alo|HHF FoF) slofjA #& Hch¢! §9
HOglofAl 200190 AHEI 2004 HES Alo|HHE FHoR2 Aoly
Ha A AT doF 7= 79 SAEY A% Y 5= sk A
o} 0 AlolHHE Fok2 Atolw] WHF A didRtol] gt &A1 FAE
THsh7] 9t 2= o ZFAX A4S fEs 9% HE 24
FFIL QUTh S FuEr GA] 202249 102 K1 B AtoluHE FoF
9] 7FYJJFAE 71Erst vt Ut

1Yo AtolH ZTbo|A ARl OS] AEE = AfolH HF et HEE

d=o] ElS FZ5H= P99l o]EH} Alold FZA(cyber-attack) 32 &

25

> Nicolod Bussolati, supra note 35, p.103.

© Ajolu] B7IoIA] F7het Aelo] Asols WaE FAHI} TSl FolH 77t =
S| o] Askxolct. Ty deloz Hl/lYIRe] Bet ke FU 7
SETT ek & e A% Tl g BAEA AYL 22 & 9k

1 'Convention on Cyber Crime'(°]3} R AE FoH& 200149 11€ 23Y A=A

320049 7€ 19 ZaslY. v @A FOHAEFFY] THRIFAE 7

et 719l 240 %ol ek

Council of Europe, Convention on Cybercrime, European Treaty Series No.

185, 2001.

© w4, AolulylH FAZOR] B - HOHAE et A2 A W Sl Aol
HEF 2okS FAHCE - TAAEHA,, 34 A|185% (2021), p.249.

o gl QuR FAZ|FE, CAlolHHEAEt (ROHAEFS 7tYRFA AE
(2022. 10. 11), (®@FA9F H<4: 2023.7.27)
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HZAQl AtolH] ZZH(cyber operation)#} &St FAAIE = o ETt =9
APFA7F 5d FAAS = 22714 dgoA LASH= Aol 34
'AtolH QFH'(cyber-security)2] oA thEI QUch® ojuf Ato]H| QtE
of Wt FELS IA v=E HIRS A Alge I Ao d F=O

HEE = BAT AlZe] HHOR oA AE 4= b Hrp A Ho
2 olet WYL Atold Fxho 7|EY =AY AALt AAE FLstaat
St= Hl= SAHY AT A=Y W, olE i =7te] 34 StolA BA
7Fsdt o R 7HEotaiAt sk HIAR g9 AlZos RS AR

o

At oIS Ha, ol 1% Apole] Qhio] Hﬂﬁlr QEPREE
Aol BRe A7 GHRI, ozt A3% UN ARAEIIEY 9

o] gl el sz Fr.

N
ri

1. Arolw QtHo] oigt oy : AR

s S0 A Y2 dHHeR Aoy IS AT =+ e A=
= AA AAZE 2283, 71E9] SAYM AAE Aol g3te] =z A
€ & At YFS FYE O ol v=Y P2 201149 HepEoA

9 H3E 'International Strategy for Cyberspace'E &9l &% 4 Ut}

% 7184, supra note 51, p.289.
% Rahul Prakash & Darshana M. Baruah, supra note 37, p.2.

7 Tbid.
8 A 7A4=-AA, supra note 57, p.29.
% Tbid., p.36.

0 "o HHE supra note 16, p.69.
21 b 3 I\.I_": S



g EAONA vl=2 AtelH FZIA L] =7F FAE A=l AoA A
w59 Jigo] da2Ql Fo] ofyH, 7|E] =AY HA| Rt Zo] of
Uzhal ARt B Stk ot Wofke Atod] Frto 71E9] SAHS A&
St A "Eo], JESAZIE(ICT)Y =53 &40 7Iste] 71&9 =4
Hol AEse A gt disiMe F7H =27t sttt 3y

et
)
Mo g

o7 S
sk, AR Aold Bzl g wlEw A A9 dge

sk Aol Aol Bzt 8

dor
ofs
_?l',
2,
£
N
i
=)
3r
e}

= =3 < Yt ™™ A=7MI52 A

o Itz Mo HAAZ} A-GEofof stz 79 FHL = THFoHA] ¢
Sk 22407 o5 7|&9 FAIHo| AUl & AtolH FIhS &St
L ZAFH TE7} Fojof Sttt AZRS 7RI I17] wj&Eo|o), uket
SRR HERL AolH F1Ho] E4Aoe EFotal A =AY A

Al W9 'Jus ad bellum CIEAHEF) E 'Jus ad bello (W) /MdE =5
Atole] FZho| 2 A48T 5 Johe JAZ AAR =& APSHUTt.”
Hzo] HAA L] uh glo] 4, A9H, 799
Z2] 59 7ido] AfolH FFtoME AHEH
23l o]2fgt =2]9] o|Hol= F=3} Ao} 5]
Al 5ol AEUE o]&st= 5 =W FX 9 A &

"l White House, International Strategy for Cyberspace: Prosperity, Security, and
Openness in a Networked World, (2011), pp.9-10.
™ X9 7be) GoR Qs Aolu o] dst FAMe] TAH gl st izt of

22 ARoIA ml= 59 A7 AE7ES NATOS SHLE & ol =oien,

ol MR UFCE olojFrt. Tyt 2013¢ UHE ERIviwdS HA 9
FHY A ALtk 31 A Yk AAE o] Atold 3AL FE5F
9] 0| ol2X] Y= BTt Wol BA| 1 S A A8t Fholegkel
AAZE 2% vE, olF 7|9 RIviwdS /Nt g 2.00] LIHEUT
T, AlolHQHE. EAI9E Ao A8, A =F,, A60d A3E (2015),
p.153 =,

7 " g A H, supra note 16,p.68.

74 Tbid., p.609.

7> ZAl supra note 28, pp.202-203.
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roa Aold] B7he ohgaks AL WASIA e $AH ot

ARG deAQl AEFGHAAE 20019 ST steldg I+
'(Shanghai Cooperation Organization, °]3} SCO)°|t}. SCO= ZEF
71&9] gl g FHE fFol olo] 'AtoH QFH'(cyber security)E A
5] HIF e AH AQte® tE Utk HIAY %7E7F SCOE 9

oX, gl
EE oﬂ. 2,

SHIA Bk Aloldl ohe PES] S Aol BelAe] 'Fk 2 43,

719 AEBAA Y, Teln FA JAEY AU A4 W0 8
oF=lt} 78 o]yel &=9] = v|AHIRIYo] 71A AAH =2 Alo|dH T7HES
Aoz 27h 3o WAL BA| F5a 1oz Alstolof Gk
oftt.” olg 98l HAAGL FIFHOR ApolH] F1re] Bolde vt
Ao Feol FAFES BT A2 TP AFHY FAPYORE
AolH] g2+ AW 78 & girke .

Apols] B7holA e FAL T AsRAA SHe HARAA] Hr
+ Yol sy FA AA Y AE fdoz ARGE Ao digt oA H]

6 A AR "FAEES B9 Ato]BQtE. skl A, FEFER=ER],, A3
A A63 (2013), p.53.

7 R, "Alo]HQEESF A W FARARVIIFE(GGEY E5E FAHoE",
79, AHEATL,, A19¢8 A1Z (2016), pp.8-9.

APB}O]thWHLA Atold] QtH =9]: ZAJotet F=o] I, FA|EA| AL

78

& supra note 72, p.153.

80 o]: é% supra note 78, p.10; Jon Lindsay, "China and Cybersecurity: Political,
Economic and Strategic Dimensions", Report from workshops held at the Uni-
versity of California, San Diego (2012), p.8, pp.30-31. (& A= 52 J5EE
AR 5 ARA'Q BAg Ay Aol A dhstel $24E EYek k)

23 ;
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FAote Zlolth® AfolH QbEo 3E HIAL Y] o]2|Ft Hiew= SCO7H
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8 §&3L supra note 72, p.152.
8 Tbid.
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% g R 2.0, Rule 1(1),(3),(4) Z2F F=.
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2. AEAE7I1E (Group of Governmental Experts: GGE)
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102 217 4= A1Z, supra note 57, p.39.

183 ol9l g supra note 94, p.27.

194 Resolution on "Developments in the Field of Information and Telecommunica-
tions in the Context of International Security", UN Doc. A/RES/53/70, (1999).
Francois Delerus, Cyber Operations and International Law, (Cambridge Univer-
sity Press, 2020), p.14
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AR EAF;, A204 A2= (2017), p.94.
17 Rahul Prakash & Darshana M. Baruah, supra note 37, p.2.
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108 7124 - 7)51%, supra note 106, pp.92-93.
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S22 Fd=9 FAE ti¥ishs Aol Atk Aol EAgth A=, "BAA A
ol QtE tAtEle] &¥", THAIEA =T,y A62y Al1Z (2022), pp.165-166 &
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112 Eneken Tikk-Ring, "Developments in the field of information and telecommu-
nication in the context of international security: work of the un first committee
1998-2012", ICT peace Foundation (2012), pp.9-10.
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13 743 - A5, supra note 106, p.96.

14 Tbid., p.97.

15 Tbid.

16 UNGA A3A}F H1A, p.2. Q&L of237} Zt} (- Given the unique attributes of
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FHE olF = =90tk o5d A7FH Y #3t =9= UN AHAd
3](UN International Law Commission, ©]s} 'ILC')7} 2001¢of Ag9tst '
A HF Ao S F7FEQA %9H (2001 ILC's Draft Articles on Respon-
sibility of States for Internationally Wrongful Act, ©]s} ILC =7} =
DS FHOE o]FoAt 0 [LC A7FAYA 292 #48 e 299 F
Ei7} obd ZholEERI(A X)) ol EXsith= HAIZE oy FAlo BRs
HHAR F7HA}de] et Y2 FFH 0w FToEZN A 423}

_4
_4

Rl

12 James Crawford & Simon Olleson, The Nature and Forms of International Re-
sponsibility, in Malcolm D. Evans(ed), International Law (Oxford University
Press, 2003), p.449.

130 MolA, supra note 44, p.408.
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of 7)elsta ks BIIE WIIE BB ES IC AR 2oke] &
o tho] FARTAY WA AR AFHI Jor Ft

AAQl Yo F JFE vXL Ut F, 259 ILC =7HY %%¢F
=719] PAE &0t A Lok= XFOZA 0] HYE R =

ol
ook

(0}
o

4

ILC =7HA) 29k A =71 9do] A-sh] e 87122 7t
A& A ILC 7S] &t A229] 9FE2 ohgat .

Article 2: Element of an internationally wrongful act of a State.

There is an internationally wrongful act of a State when conduct consisting
of an action or omission:

(a) is attributable to the State under international law: and

(b) constitute a breach of an international obligation of the State.

[LC =7Hd %%t A2zx=RE 21T & e AAE A4S =7t
Aol FHsh7] AsiAe A EAE B =7z A&(attributable
to the State)o] QIEojof st, Faf FL7F '=A 2% (international
obligation)g {8 Zo| 84Eth hH 119 9 I49] o i 7F F7HS)
dH9 870] HeAlol disids oA didel Aoy, IIC 57HY =
o] FAMANAE 119 % A9 RS F7HYY AR dH 4=

O

P oA, "S7ERIY £AT JYE el gk vy 1F, A S =F,, A52A
A235 (2007), p.210.

132 MQl4A, supra note 44, p.408; David D. Caron, “The ILC Articles on State Re-
sponsibility: The Paradoxical Relationship Between Form and Authority”,
American Journal of International Law, Vol. 96, No. 4 (2002), p.858.
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AAZQ At & 4= 9tk 1ILC =7HQ] 299] A2 A42EH A1
27 BT B9t 7R ALE7] Agt 7

FAHC R = =7t 71 H(state organ)d] FAR4R), FFEATS PAlEE
e AY T2z FAASR), W 2 T2 AAYE FAHATR),
=7kl 9lote] AEEAY BAE FARBR), FH7HY BA T HFES
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2) =A|9JF9] YHt (breach of an international obligation)

=7 Qlo] WAYsHY| QofA= A '=7Ee] FAYFE ¥t (breach of
an international obligation)°] &A|slojof sttt ILC =7FQA %919 A3

g A12zx01A A5/ = AT fute] diste] thEal ot o]

133 Report of the International Law Commission on the work of its fifty-third ses-
sion, 23 April - 1 June and 2 July - 10 August 2001, Official Records of the
General Assembly, Fifty-sixth session, Supplement No.10,A/56/10 (2001),
p.108. (°]3} 'ILC =7 Y%t)
James Crawford & Simon Olleson, supra note 129, p.454.
35 ILC 7 &9t A2Z&, cmt. 5, p.35; ibid., pp.453-454 #=.
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) FAGFE FANMY AU 2o} P& BE I 4] dgozu
AT 5 glow, w7kl YUt FAIR] o) Gal FlelA aTEe
Hle} QASHA] e W =vbe] AN Sigto] WA ek 56 ZA o
ke F7ke] Ag) i RA9E Fo) WA 4 9lom Gt AU

YT S Yk

ol

L2 o

3. B[=7FY9AF (Non-State actor) — =712] PAZ A& (A8R)

=71 Qlo] Y5ty A EAEE FH7t '=HE A&E oo T2
Al ERIgh wpeh Pt AFHoZ ARlolyt wIZFHAY] Pl FAHEA
=719 P2 ALZEHA F=r. Ty [LC 7Y 2ol FAHC
2 EX 718y ANE 2R g2 59 FYdele Etotal Foff F
AE =71 FRAR AST 5 e ET LS oA EASH 9L
oh 138 1 FoAZ ILC =7HQ] 29t A8xo] BAIE w7t 9ot 7
HAY BAEE F9'E =71 FYE AZAIIE d QoME B BEF
g dedo] @ HLE Y &, FA| Rl gk uYRI7t o4le] ofxgle] |
oA ‘71 9] PRAR AKEE Fole Ad EAE Aol glov, ARl
=717F B3 BA ] Q7] wiEel Bol FATF FTkel ALEHE e B
o oz WS Qdt= Aolth. 7Hg, 7ol =9 BHS 45|
Ql5to] W7ZHQIS AZoly 9 HZYU(auxiliary)282 E-85tAY, 7jQlo]
E2t AR S ot =0 EXYU(volunteer)?] AlREC=E mHAE]
£ %7t ol digE Aotk 10 o] A P99l ALKA ol =Y A=

ol

6 Q¥ A supra note 131, p.215.

137 Q1A supra note 44, p.423.

B9 ILC A7 YRS AIBX, A9x, A10%, A11X.

B39 ILC 271 &9t A8ZR Y& of231 Zt} "Conduct directed or controlled by a
State: The conduct of a person or group of persons shall be considered an act
of a State under international law if the person or group of persons is in fact
acting on the instructions of, or under the direction or control of, that State in
carrying out the conduct.”

MO TLC Z7EAA XS p.47. BAA, supra note 44, p.415.
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7 FAE AEchs AL 2 F7keF ARl 7] AAA ABd(real link) 2
TAA A BA(specific factual relationship)g 1 #st= ACE & 4
ek

ojuf FoJsfof & A2 ARl % wIZtHA9] T H|F7IYAAY] FAE
=719 FA= A&l AolA= olE0] =7+ "AA]"(instruction)o] o5}
AY &2 "= T EA'(direction or control)oll @t FE5HHS Ao
A= oof gttt Abdolch ' 9oty i Y5 =7 F= &5t
7] 1% BAY AAFEL o= FLRIZE? A Helf, 7P ol A9 F
AAL A B7HA v=7H91AEe] RS =710l ASAE &+ Ae7
of digt oZo] A7I1=e Aoltt. oFA7HA sA 7|yt st SHE
TETARS EAHA] g=t. ot A9 ALGS =93l o] =AY
87EE A9 Aol tisto] t4=o] w| et o] EAsh= B, ol A
Al AEA FA (effective contro)d] 7]&3 AR EA (overall control)
9] 7]&o & YHth'® ICJE= Nicaragua AFA™0A Contra ¥H£9] FY=S
n=og ALK 4 USAo] gt o fE wHdlo] QlojA HEA FAY
71&g E83t9th o]F ICTYE Tadic AFA oA F7jEoz Ayt
A9 71&& AAFE ¥} Qloy, 1 o]% Bosnian Genocide A 40o]A]
ICJ= A8t SA17F obd AdaA A9 7I&S tAle A&k, AYH

Lol dadt BA A 'dad SA's AdE A0l Blste] Bl

)

—

<

14

ILC F7FHAZx3t A8X, cmt 1, p.47.

2 ILC #7HAAESE A8E, emt 3, p.47.

5 14, supra note 44, pp. 415-418; AL, "AFA 52 FAHA Aol st
231", A3}, #5748 Al4% (2022), pp. 189-191.

Military and Paramilitary Activities in und against Nicaragua (Nicaragua v.
United State of America), Merits, Judgment. I.C.J. Reports 1986, pp.62-65, pa-
ras. 109-115.

1% Prosecutor v. Dusko Tadi¢ (IT-94-1), ICTY, Appeals Chamber, Judgement of 15
July 1999, para.131.

Application of the Convention on the Prevention and Punishment of the Crime

144

146

of Genocide (Bosnia and Herzegovina v. Serbia and Montenegro), Judgment,

I.C.J. Reports 2007, p.43, para. 39.
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[II. Afolv] ZFto]A =27t ALyl 1 sH

1. Atel¥ 349 &4 - =7k oiate] diF 3 £49 34

FAAAUE Apols] FXHoIH M3t A9 ol Aol FA)

S5 ©E A&(attribution)®] ol Fo] 7RISt AlolH FA9] tiE
20l B2 1) AFAQ Aol 34 PR AJFSrt HIm7HY IR} o]

olEigt MR LBSIR] BA B9l P} chepd WAOR ‘AR Hrk 4,

2) A4 3AT= HEA Aleld AL Wl BT FEiE Hi Stk
Hoz gofd & Sl Aot =7Hdd A% B4 7184es O
S0l AFs] ofH2 Aol ARHolARE, o] {t ofHF Ato
Hoi O]oH 1:10 /\19]_%1;}‘ 48

5d AfolH IO =7HAde] ditt Y =ole W=7
#ZHnon-state actor)”t Pt Aol TA4S B4 =7tE ALK 5 ATt

2 A2 Haol ojag =9 AL 7 Agels Aol %m 7

;
=
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L
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HEe A9t AL 2AS] GEolth e Uz Mo :LZorv ol

oy Y4g9] A F st F7I7L wiFol Sl AolH FF A49] So]

"7 Antonio Cassese, International Law. (New York: Oxford University Press, 2011),
pp. 650-668. @A, "SAEHY} I7EAAR", R, #3748 (2012), p.217,
p.239 747+ FZ.

148 Russell Buchan, Macro Roscini & Nicholas Tsagourias, supra note 12, p.2.

49 Sico van der Meer, supra note 49, p.1; A& H, supra note 51, p. 295.
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50 718 4, ibid; Andraz Kastelic, "Due Diligence in the cyber space”, United Nations
Institute for Disarmament Research (2021), p.7.

1 Sico van der Meer, supra note 49, p.1.

152 Gadi Evron, supra note 4, p.124; Stephen Herzog, supra note 4, p.53; James
Pamment et al., supra note 1, p.52.

1% James Pamment et al.,ibid.

5 2184, supra note 51, p.305.
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Hoh= GrEE £t b8
2. H&(attribution)?] o8&

QA glgt Hie} o], £ PHol digt =7Fdo]l AYstr] fsiA
= A 97 FA R = oo It FAlof, Y B 4
=712] Y= ALE ook gttt ojuff Alol¥ FA| Hitt MY EF =7t
o] HA&(attribute)A7]17] HolA= 1) 71€2] AZ(technical attribution)oll
gt ASF} tlEo] 2) 1A AL (human attribution)o] ©]Fo]#of st=H],
ojrf QN4 A&KLZ thA] FAS AP Aol digt AF@AAY &% F7t
T ZADT A, ot HiF=o] 1Bt 342 Al A% 9 BAISHA
=7kl tigt F7HAQ0 JFo &2 YA "ok oy, ILC F7FH &t A8
23} IC] Nicaragua TZEA Q] 7|02 AAEHIH AF% B4 7=
Agote] ALKHS BT ARy FAO] gt A BdE HY
+ 12U, Nicaragua AF19] Al Hl-&o w= =717F Bl571g AL

Qe s MY ¢ AdsAY dutd oz EA(general control)stFTh

o2

15 Russell Buchan, Macro Roscini & Nicholas Tsagourias, supra note 12, p.2.

156 wiAbn] supra note 13, p.84.

7 Tbid.

8 Gadi Evron, supra note 4, p.123.

P9 9y - 718, supra note 7, pp.74-75; Jawwad A. Shamsi et al., "Attribution in
cyberspace: techniques and legal implications', Security and communication
networks (2016), p.28809.

10 TLC =7FQ 209t A8ZF, cmt. 4, p.47 FZE.
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4 Aeo] A A YL ARk Ao Frlol T, HFAYAXTF 9
Sl AL T Hele] BrAT Hrel u) Po) #7ie] Apols 22| o
3 Aad BA'7L FSEG? 0|2 Aol 29| wo] FL3trh Aol

B 342 QurHoR AXSAL Fest AwoRt 4ad BA 4Y
SHA) gtk Jbe, bt BRARAOlA 3L A% BY0lE AZ

shed] Ak, WAt S ddols Saste] Aol FAS %
Fteiete ol w7ke] AaA FAlO] ol=A Hech ! 2y, A7 ]
SARSIROIA PHALES ol AT ol o HEo] Ak AU

AZa ek olgd A P9lol N ko) 'daA 5A4 '

FEdtn £ 5 21.0_111, o 34 B9 Il ASD 5 Yk
Jet bt A9 HSRAAY Al 34 et F7h-ulRvt
B 2ro) A WAlQ) ThpA, 2R Alolw g0 BT FHE FF
bt aFvtsIAY) 34 P9ie dador BASY

59 AFsHE Aols AU AYH, 7144 ool BEt 3, 0% o
Z5b7] AL Aol o] k9 FE o] HMHoR AL 1
Hlon] 1 wgelA 7k RO A3 Aol ool Wk

gtk obA AFEUH 200749 ol AEUo} Aol Fbe] "AEA A4S
UEstel YRS H83He AP ogigol U T Sadch B A
o] dhs) Aok oAEVelE YR FWH DDoS FAL 233 A
ofe] ool Aol Apelo] o) WA Aold, A= HHel ofwst A
£ Q9ee B skt olF eAlob olaEyol shye] Aol
YAlolEo] that BAS FUR AR J|AH0] $3 WAL WL w glo
U, o|aEUo} Adle] el A9 TR, 47, 43 AU 59 39 5

=

161 Military and Paramilitary Activities in und against Nicaragua (Nicaragua v.
United States of America). Merits, Judgment. I.C.J. Reports 1986, paras.105-115.
2 JLC =7 Y& AIBX, cmt. 3, p.47.
10 g Fd 2.0, Rule 16(8).
164 g3 2.0, Rule 16(8).
1% gfuf A 2.0, Rule 16(7).
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ofEUole] g DDoS 37 olF FANLE wEYIRte] Aols F
Aol S/t e gAloR ARE 4 glom, Aold 49 54 4

b A=) Aol tiste] 47 B & ddrks Aol HElAE 4l
A AL AAR B dnE 2o JAHE thae] Aoy %74 J
20074 GlAEUol A} o] FolE A4H 0T WSt webH, FPo
Apols] gjo] BlZ7IySle] s wRTHE Ht A Aols] AL
G Y 5L g & BoE 2Eue A, 191 HEARR
of ofste] WY AolH] FAL B FAZ A&AI7] PAAL B
g3 gof e AEA FA RS YFstolol Atk AL FPHoE

aHT W, Aol FAZ 54 VIR S AoME PRt ofEeol
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oY 459 Aol¥] FAL WIAYIR o] o) AP, o] 5o
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1 James Pamment et al., supra note 1, p.61.

197 Macro Roscini, supra note 2, pp.101-102.
19 Scott J. Shackelford, "State responsibility for cyber-attacks: Competing stand-
ards for a growing problem", CCECOE Publications (2010), p.198.
19 Russell Buchan, Macro Roscini & Nicholas Tsagourias, supra note 12, p.2.
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A HFHOR S Yol BT, Aol FAo| thste] 24
U AgIHE RS A3 Bolsh gtk T =AM A s 9%
Belo] thete] HAT AYL 23Y 4 YoHe AL T AA FAMYA
o £9g gIEsH Heh. ™ o], AAYYS A3 USY 4 ke
AL TS AR WS B Aol 34 YUE AU G
Sgo] BAE ofulsh Heh od Fks 429 gRE AWsHE Ao|
W 2A0] gEHoR e 4 Qe AnAel o) Waio] thste] o
A5t SR 1 A% oY thae] b 9 SHAE 1 oiotes Al
oI e] el ojmo] Fmaka glck. Aolu BlolA el o=
7 #gHolof & Bt TAA AR WA 4849 Aol AL >
£37]2 gt

170 Russell Buchan & Nicholas Tsagourias, supra note 9, p.378.
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A 1 A.'F4 (sovereignty) I AFF oF

A 4T 79 HY% & A FAHA XE =517
WA, AT oFet E7HEY WAl A= 'FH'(sovereignty)d] 7HE
&/ disto] ztEFshAl AmHE AL Stk SAHAL O 9SS
Al tSsteo] 57 A= WollA= 2] AYE 7RIt W&l A]
v ZA Z33te] BEHoA A=A olF FE JiES A}t E5F
ALSA S0 WA &ollA AR7tA Y QulE AXH S| ek 5
sd b A A oA EHT FdE2 'Hed =94, HuE
Ay, 29 "JEAOlFNE Al 79 EAS Ae ALE olsfiEiL Sl
oh'P &, $4EY olH3 B 'EHT TEA He 5"451 A (supremely
A =Y

rH HAEZAA A} oA 54T FH B YA 2%

2 viAIE #EE]'(jus excludendi alios)E WEsl=4],'”> o]
AL Island of Palmas A9 A Y&S B3 Ht g&s] &l
g g s ARt Palmas Ao FRdol ZAI7F EE £ AR

i

:
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[©)

authoritative within a territory)E 2u|

_J_VEJ
12

T
qn o

T AHAE, AR FEEEC dig &0, THAMEE=E,, A58H A4E (2013),
p.153. A&

172 1A, supra note 44, p.168.

173 Nico Schrijver, "The changing nature of State Sovereignty", British Yearbooks
of International Law, Vol. 70, Issue 1 (1999), pp.70-71; AAF, "FH /199
A HAHI FAARIRS BF", TAAQUWAR=F,, A27# A2Z (2000), p.3;
A®A supra note 171, p.153.

74 Daniel Philpott, "Westphalia, Authority and International Society”, Political
Studies (1999), p.580.

12" Antonio Cassese, supra note 147, pp.50-51.

176 Island of Palmas case (the Netherlands, USA), 4 April 1928, R.1.A.A. vol. II, pp.
829-871. (o]5} Island of Palmas case)

47



Al Max Huber SIS FH2 & 271 74 #A A '=1'(inde-
pendence)s 2JR[st= Z0]1L, ojwfjo] HHL Ea= HiASIAL A=) =7t
715= PAkstr] fIet djke ol tiste] PAIRE vl Uk Yolrk Max
Huber SAAREE 49 7igo] Bo< HiAZ HZE W2ddt SA9,
o3t HYERE TEHe IAX AH=EA I7IE stoa 'Ermof Higt
OJF YA Hagtcty Hepth s & =7 £HY £4% B viAE A
g's BE F7PF SYsHA ERstal leRE AnFHor w7k A=
FHS FRT A ZHA Jit A9l B FHE 25T oF JAl #
A == 7/'4\0151'.179 AHMAOC R ol= 2E5Y FAXEONA FH AT £F2
o' o] FHE tdth FH 42 &EFY AdF = AxY JE FHoER
B pE= w719 oREA, Hu FAHCZE 'Heo HYE A=w9 I
E oA ESsfof & =7te] SRS Ym0 2 AtoA FHHoR
OF12 St FAMAY HETY AR = =7PF AYE olet Z2 'YE
T Higpy' H T S EF'Y FERE ZEHE NEE ojd
2 912 Aolr} 181

Al 2 A AFFY o459 A H T 3
L Ag%el onel AY

435 9% (due diligence)= $ETR AEFO Ee AT F

177 Island of Palmas case, p.838.
178 Tsland of Palmas case, p.839.
17 Michael N. Schmitt, "In Defense of Due Diligence in cyberspace", 125 The Yale
Law Journal Forum, Vol. 68 (2015), pp.71-72.
180 Tsland of Palmas case, p.839.
'8 Michael N. Schmitt, supra note 179, p.71: International Law Association, “ILA
Study Group on Due Diligence in International Law”, First Report (2014), pp.2-
4 (o]s} ILA 2014 Report).
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44‘3'_% Wolgth AgFo] gt obd IARAUS v FAAY
L FARAN 5 R 2A Eolold 98slol Fvte] Wglel YA
Zﬂ’iﬂe G e BT R Bast AdoRA B8H Yt
oY Aol o AW Tkt RopolA AEo| ot § ol
of Tt WAAHA ol AYHA YIRS 2B 4Pl ojRel A
g3 7AHA Wee FAMBAY WA 8-S B s & o=
AAAE. ool AR ofnel FHste] fEAoR UFHL W
o Ylg W T B WAYGORE EEEE AP ool oo

dfelol AHE] g,

2

1. Corfu Channel Case

B3 oFE =9 UM 7P dEH R YULEH= AN T
= I3 guEtyol AfojollAl 1947do] SR H £ Corfu Channel
Apdolt. & AR ICJollA AF2] 959 7o tiste] AEsileE
%9 Atglo]7|= sieh ¥ B A4 =2 Corfu ChannelE B354
A=r9] 3 20| s sFol widE Z]=o] s FHupEAE AQk=Ql UHf
Yol w7k 3ot sklck. @=9 ol diste] ICJ= ¢HY
of FE7 A=o] Ffloll 71F7t WA= U= AMES IASHL QIS Al=
Eota JE St =Y Adlo] olHg AME AAstAY =2 F
As] BAHA EUTh= ARl FESIIHE '™ 11 AR, I[CJe 'HE 7=

182 Joanna Kulesza, Due Diligence in International Law, (Boston: Brill, 2016), p.262.

18 Tan Brownlie, Principle of Public international law, (New York: Oxford Univer-
sity press, 2008), p.440.

18 Scott J. Shackelford, Scott Russell & Andreas Kuchen, "Unpacking the Interna-

tional Law on Cybersecurity Due Diligence: Lessons from the Public and Private

Sectors", Chicago Journal of International Law, (2016), p.8.

® g gullo} FRsh 712 Wil ARl dhalo] Q4el AR wekei
AR eHeS] A4 WG] FSSAIE FAL AR A8 715 S 4
Puho Rl BEI HES BAAAY. kol AL 1946d 59 of
North Corfu Channel A|&40]1 HHsHA FA|skATH 7?%‘, YHlol= & S
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B2l o] Wete FHE Al A=Y JdEF ARSEHe AS dalk
(knowingly) °]& 834 QtEle QRE zZht} el WAEIYoH, 186
Uo7t detyoto Al B2 (omission)Z A%E =7k Qo] sty Ht
SEATE' &, & ARIoA dHtYol= A=9] szt wl=9] Aute] fisi7t

= FAE A8 ARHL Avh= Ae FE5] A4St e, olzgt

o YA YT 5L Bestn USolE B, ol X3 ]
A

R

[¢]

S, FAHAS AEFe 959 A= Island of Palmas ARIA
Max Huber SAATES] BA] &S AT 52 5 Ath. A @
FHdol EA7F HAl" £ ARIA Max

Huber AL, 'FEFHIAA FH AR =ZA, HA] I FA] FE
HA9 57H/d0] et B=2] d2E A= FE oA Hosjof & o

15

< S0sks Q= Auto] disf u I WSSt 59 AFAA FAl 2 BA
skl Qiglor, sig Abxde] s A ATt oA e Fi gty
w2t s g=<of 7127 EAdtthe Aol thiste] gHskA QIAskaL ISl Auh
£ olg HOog njFo] & uf Fofiof 71F7t MAEAZS AAGHA] ESkth=
Hiyolo] F4ol= AlM/do] gicta wdsiylct. FHARE AuRe= A7 fide
o] st gwufyote] ' 715Al'(possibility of observing)S HESICH
Corfu @0l 7127} MidE= o Ao RE 2417 719 Algto] A8%Ht= A,
718 wjd Z] oA gutyol skt 2A71R] ] AE7F °F 500mol EISHTH=
A 52 STHLE YIS wf, gubyol FFo Q14 glo] s A=t Corfu
Channelo] 42 4 Qctal st} Corfu Channel case, pp.18-22 &%,

Corfu Channel case, p.22. €82 o33} o] HAIstAL Ut} “(-+) every State's

obligation not to allow knowingly its territory to be used for acts contrary to

186

the rights of other States.”
187 Corfu Channel case, p.23. 982 o237} Zo] HA|stal Ut () These grave
omissions involve the international responsibility of Albania."
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EZ9] 9F'of tfste] HAJsE v} ) ¥ Max Huber A A2 o]&sth
FETO 77t & 'Y oF = ol diste] AHA ol PAIAI

= Utk 184 Max Huber SAA#E9] o]t &
< WA Y82 dRtHo R 450 oFo] #et =9E "l Uthil oA
Aw, Q59 43T YT s =st= it A4 o9 A
U-&o] A&HTh= HollA 1 99g 2 = U ZAo|th'™®

Py
Flo
(@]

1. Alabama Arbitration case

B39 oF= 1872d J= = 7hof WAYSHE Alabama Arbi-
tration AME AZIE FAHO JAo| 2AH 0w FASHA ™ £ A
NM= =9 EEHAA 5 vl= J= 2+ AZEHAA AdH FoF (the
Treaty of Washington)®] ©o]8 of& Ht} 14
Government) 22419 SJFE WAt 5 &k Ao st Yuto] EA =
Att. Alabama Arbitration AFAS] ST = F=ro] A=2] Wk =4
a0 Ax Fold Alabama®E H|EI & 539 A¥E v dto] A
¢ AEE AAoEH, AJE FoF Aoz Fol BAE 'FEH=Y 9

=
28 olsoicn Weke ut gl

>
o
U
fr
ofN
A
o)

=]

D

=t
s

18 Tsland of Palmas case, p.839. Y& t}23} Zt}. "Territorial sovereignty, as has
already been said, involves the exclusive right to display the activities of a State.
This right has as corollary a duty: the obligation to protect within the territory
the rights of other States, in particular their right to integrity and inviolability
in peace and in war, together with the rights which each State may claim for
its nationals in foreign territory."

' o]Fd, "A3Fo] A¥E Atolw] xAo| I FAMA HE", 1HH
= (2017), p.45.

%0 Alabama Claims (US v. Great Britain), Reports International Arbitral Award
1871.(°|5F Alabama Claims)

Pl Alabama Claims, p.131.

o

WA

@

S
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o Tl BAEA Aol owel Belstel B o] ANshs Hhk,
A3A, 74 Aol A B o

A grout E Ale| A o] oA
HYshd olg Woels Tzon Auns
£ o8 aefelalche OIS 5 & e FE 9ol |

HESPC W aaszasl old Alabama® s HIF3t § 529 Hgto] ¥R o
ol thztEls deo] HAolA oS WA AT PR on's o

Q.
N
1o
o
_i-l.l
é
>
)
N
>~l

St ®ske] Al7lo] =7F 7k Iy
st= ds= SASH] {5t EH—\:—L Mdo2® AR 1941712} 20
A7l &< 24s UHEx olsol S71etel wet w7t A= IE W
Al 9=eles Hosh] fJsto] gttt RAE FE BaAo dis <1XsHA
Elom, ' 1 Ayt 9=l B35t #AT Aol 9F9 Jido] wHst
A # Aolth. o]t 7|F+= UN =AML =7Hdy w3t 2 7
oA AFFo] o7t 8% 947 VHEUTHE AFATE ATk 1
A WHy RSt 24 oo UN ZAHYYS]7F el o], =7}
A ' (State Responsibility)2 7 HA 3} Elojof & FEHOZ A E|
Ko, FAHLAYS]= 195595 E 7Y FH9o HANE et &4
Aol Zrgol ksl FAY Y= UM #t FAE A

r&“

2 Alabama Claims, p.131.

195 Alabama Claims, pp.125-131.
194 TLA 2014 Report, p.2.

195 ILA 2014 Report, p.2.

1% Joanna Kulesza, "Due Diligence in international law", Journal of Internet Law

(2014), p.27.
197 AQlA, supra note 44, p.408.
52 ¥ 3 _q,'_"; S



712 A3t o]d, Garcia-Amador& H|ESH & 5909 &
33710 Eohs BEIAE SAHOE F7FAd Z2ME 9% =9E P %
T} 198
=7FAQ] HzF 2] AWK E¥WHIIHSpecial Rapporteur)°] Q€

Garcia-Amador 19579 '&=1Q1 A4 ¥ AL Edfo gk 71
'(international responsibility of the State for injuries caused in its ter-
ritory to the person or property of aliens)& $HO 2 Z7FQ] %S &
AASFATE Y & 299 A10ZNA= '7HQ19] F Y (acts of ordinary private
individuals), A11ZA+= '=FWA &5t 4% (internal disturbances in
general)olA9] P9, A12FoA= 'F=2] P9 L HFAJA ATHAY
P9 '(acts of constituted authority and of successful insurgents)o|A H]

2o 7o) e W82 st ATk AEdt Al10R~A 1229
e AAR] =71 A 9olA Fg Aol tiste] =7H8dE FHdhe
Ao] ot} 7Rl &2 WrAeA7F Bt SAAHANE HAIkL A™sfof
Sk =7k FAA ARelFE thehA] ¢
Fotofop g oJujst= Aot olnf, '%%5—94 ol = ol9t &2 =719
TAA 29 ofF Rk ofF 2 gt fpte®
3& Woh= shtel 7 ]Z'(Standard) = %ﬂﬁit}.zoz

u]o
>
I
it
of
I
i)
jsi)
N Mo
A
N
N
N
4z

A9 A ele] S SO o, ‘SAAN e
Pglol gt gt WIS MilHoR TRL AL 2t FAo] BEa A%

%o, "R A A Yo TIE AI(ME), THAHED=F,, A65H
3% (2020), p.179.
199 ILC, "State Responsibility — Second report by F. V. Garcia Amador, Special Rap-
porteur’, UN Doc. A/CN.4/106 (1957), p.104. (°]3} ILC, UN Doc. A/CN.4/1006)
20 TLC, UN Doc. A/CN.4/106, p.121.
O AR, "FARAEYS ST RS9} o oF 9] siA|E - e 9 719
vl g -t PR ek, A31d AllE (2022), p.114.
22 TLC, UN Doc. A/CN.4/106, pp.121-122.
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0 2o 2 ®Wego] A3 | A9 wiFole =Y AA 9 259 A
A B0 et =7k o W8oll diste] AAE] A delE =&
ol th= ol Attt g=le] &ofjof digt 7S FHAC
E OF ALYl it vy SA, sASA A 2ok ofF ffut
STeAo® AgE o e vkl A o] HIHojof & Ao
AZI=E9E Aot} 2> Aapgo R 2001d FAHYAS T HFH o= A
gt 'FAAHFYAE QA 7 A Z2F (Draft Articles on Responsibility
of States for Internationally Wrongful Act, o]t '=7F8] ZQF)ol A= 4

o] o7 Al Hole wiAENeH, & ofFe AR H4E
Q%\q‘:}. =7 29 A2z 3)°M= %7}7} FEFY gFE &5

=X #sE EAl= #HE 12 o] (primary obligation)E WA=

%

rl

A'(general rule)S AYstA YA Pri= Foj thste] HAFozH ATHA
o7 ZQAM AFF9o 977t 7= F840] v FA% Aow &

% o2

ol OBl IAMA F7huele] Adnt AREo] 9=le] Tk
B3, AT B YR, FASAY, FARAY 59 TRt A
3 BofolA FAMA AP o ool R7HE Adoz g %

23 AolA, supra note 44, p.406.
2 Ibid.
5 o]Zd, supra note 189, p.51.
P ILC F7HY2S, p.34
T ILC H7FAAZ]E, p.34. YE2 o233 2ot "The articles lay down no general
rule in that regard."
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T} 208 ot AgEo] oJf = [C], ITLOS, SAAE 5 oo ZA Y] o
Al WEe EME FAIStE ] Yot b EHRIgH v} Zho] AfnFo] o]
£ UN ZAHALI A [aggt 237 =79 Hofo] st FHAo)A
8% 242 AR gou, 20019 HFHoz uE F7H Yzt
Ae Blad 1 840 dAag Aox Helth JIHHdx Eoty g+

o] o= 2ud IAGEHolR: Hlwd Eotd 9904 1 F84e A

N

4] of
Ho) Agjol uls) v kit 20 o] ojmol

‘7.
o Al IADFE T AR A e 52 9 | merd
O

4
x2,
filo
Y
)
o
R
rel
it
i
rlr
=
k)
Ee)
o)
X
rir
r
)
)
=
op

vironment, °|o} AEZE AN 19929 '@} o] #sE - A

' (Rio Declaration on Environment and Development, ©]3} &]-%- 4191)
o

FEAow 2TAVANNS FAH] AT A=Y RE TAH

2o FFehal Q2 ARES A2 A2193E S8 A= HollA

28 Tnternational Law Association, “ILA Study Group on Due Diligence in Interna-
tional Law”, Second Report (2016), p.1. (°]3} ILA 2016 Report)

“ Timo Koivurova, "Due Diligence", Max Plank Encyclopedia of Public Interna-
tional Law [MPEPIL] (2013), para.9.

219 TLA 2014 Report, p.5; Medes Malaihollo, "Due Diligence in International Envi-
ronmental Law and International Human Rights Law: A Comparative Legal Study
of the Nationally Determined Contributions under the Paris Agreement and
Positive Obligations under the European Convention on Human Rights", Neth-
erlands International Law Review, Vol. 68 (2021), p.124.

MRl e, "= AT e ST, T AT, A31E A2 (2009),
pp.361-362.
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9] 50| B E= =7F TEEY HAE Hold Ao dAHE FA
AeE & Y0 U=
A2142 7 7R 2 F7Ee] A A EElE AT A0, 'FES
=R A Y &Eo] 25734 SiE op|sHA] Y=
st = Aol sl AT AEEZE Addt 29 AA
BYSE astr] fs) BRI HE AN 2XE FotoloF F JEF
oJFE Aol Aol I oF = BAIASL
Utk Y, SAEY GoolA] A3 R ‘2= 4 A HE
A5 A5t YE=S oJF'ghe oA WAt HE 1HT o,
Zh Aol A21492] 9 A2YRL YEFOE Stojg SHHD IR A
g3 gEE Rt Qe RS dj4E & oty wgoh

2HH, 20019 A L7 AET At PR QR 2=H A &5
9] ®A|of et 7+4 %QF (Draft Articles on Prevention of Transboundary
Harm from Hazardous Activities, ©|5} Z=734 &5 9] ZQhoA+= %
744 BHLAS Adstolor & =7te] JRE Hu BFESHA AT 5
Atk 5 %9 ARRE, QFPAYLL AZet 227 T Ff(significant trans-
boundary harm)E ¥(prevent)olll 1 YIS F4Asl6l7] st ==

o8,
g
=
%0,
)
o
rx
re
>
\9)
)
.l>_'“:
Flo
[>
J
fliol
o ofu

°l=0
il
>

=

4
%

212 Declaration of the United Nations Conference on the Human Environment,

Principle 21: “States have, in accordance with the Charter of the United Nations
and the principles of international law, the sovereign right to exploit their own
resources pursuant to their own environmental policies, and the responsibility
to ensure that activities within their jurisdiction or control do not cause damage
to the environment of other States or of areas beyond the limits of national
jurisdiction."

3 Rio Declaration on Environment and Development, Principle 2: “States have, in

accordance with the Charter of the United Nations and the principles of inter-
national law, the sovereign right to exploit their own resources pursuant to
their own environmental and developmental policies, and the responsibility to
ensure that activities within their jurisdiction or control do not cause damage
to the environment of other States or of areas beyond the limits of national
jurisdiction.”
24 patol- 738 supra note 211, pp.361-362.
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A4gst £X)5 Fsiok Sk FASAT S ojw), 29k A3z FAIE o
o (prevention)ole, FTet st &a)7h WS ol d GAlN o
o] 7o) A2 23A4H Hahg PAAY, FL AUS Hasks|

dstel 'BE AR XS HT AL UL HRol, F 2% A3%
o (el A3ze] HAE 2344 BANHE AN AP BE 44
3 2X2 ook & QAU V1Y) It T 4P| o5 o] shtet
x A4 BANNE s

Aol dish BAskL A2 =, ARt 2=
A
A

f=R=,
take appropriate measures)+ 'A3F2 &' (du
A}
o

e diligence)2] s}=A],
'RE FA 2AE HE gF = FAAEA AEFY AFE olFsh]
St Bty FAIARQ] AR 2o AAE AoR & S QP

Q0] U Lo A BeIE B2 AT 5 G5 24, A9 o

Bofol A AFgzo] olRi 20019 UN FAMIAS0] AEE ‘274 &
A zeF ol 74 2 g Esto] wrk 7RIS HolT oA
2o ojxol Feigt FATAY FANHY WA BAS AEFORH
Aol ojmel HgHel 1 ojolg uxt

LC A7 Y R A3RS] YR 23 Ztt "The State of origin shall take all
appropriate measures to prevent significant transboundary harm or at any event
to minimize the risk thereof."

2O ILC 7Y &<, p.153.

27 Tbid., p.154.

A, AR AU AT Fel - 234 BAAPRNE BHo =
rEAsteles,, A66A A4S (2021), p.108. (AAT 2AE Fske AL A3
F49] et 2ol wuely] Yo A FHoR AN Hols, A AS
o 4Tt 20]8 B3 ololAoRt el 4719 BHo] G4 4 9tk
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1. Trail Smelter Case

Trail Smelter AVAS B2} et zho] Wagsh 224e4n 8] 2
3 BAoR 23744 Bregd] gt FARYT B Hzo| Weolxt.
ket Belea Ehuo 20 Zuo] X EdY ARzoIAE Fat of
A2 Qs A AdsRE HEEE oMkEREHS02)0] At
o 27 AT M=o YAE Aol A2 B4 WA opIF Ro] &

A7 =HAck o]l F=2 1928¥ 'IAT-EHYI (International Joint
Commission)o &4 A& 38510, syttt v)=o] BANES A&

3
TdozH FAo] It EHi=x Sttt 1=y EfY AlRAE o]¥ox
A&EHCE ti7] Fof| f3f=
T AT 19359 2 ARES SA ARl 31 EE Qe

Trail Smelter APAOIA= F77F A= J&E oA AT P9z <
sto] Bi=of szt HAEsHA] drE & RE FEsheAl ofF7F ARl
EQleh o]e o] tiste] 2 AP SRR SAHY vl= Su
Hol| whet ofd F7tE Al FYEO AHEE B9l B &2 B W9 At
ot} ZiQlolA s AT & ot L WAISIIEE 0 2 ARES B
ol 2744 24 H(transboundary pollution)S 2|7HE2AO0Z2 of7|3t
=7k ol2Rt A=2] 91 Fflofl disto] =ARA AAS Xtk A
HAA9] 717 A2 A5t HolA W 58T g 7RI

2. Pulp Mills Case
Pulp Mills AbAQ|A= of2&EUtel S-Fao|7} 1975d0] A2 '&F
7t

Flo|7 %ok (o]} 19754 }_Ok)'_q] Ae 9 F4o] BA7} =ik ok
197515- __,Z_QJf_Q] iﬂé O] J—]‘0]7]- oHTﬂ‘ 71-1:1:]01] x-’ﬂ ] _‘g_oo ‘6‘]—7(]—

0 ANE, "EYY AL A A, MEER=S,, A224 (1996), pp.217-218.

220 Trajl Smelter Arbitration. USA & Canada, 3 RIAA 1905(1941), p.1965.

2 A4 ol AT A G, A=A 1204, BFGAL 2020, p.441.
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ol2E U= 4 2HZ olFE oo RISt o]F of=dE U=
Aol AR FA9] HAdo] 1975| Rkof| vty A5t 2 Af
ICJoll Alastyict.**? Bop FAHo R, & ARt M= SFo|7t AR T4
= Addste 4¥9 A H AHARF RISt 'fFEIo|RF PH U]
'(Administrative Commission of the River Uruguay, CARU)Q} %2F9] E}f
1 ARl O}E"?’ﬂ‘ﬂ"}ﬂ A Ads] FESHA ofygt 97 19759 FoF9
A7F ZAEAJE 2 ICJ= ol&gt Aol thsto] 52

A9l
V2% B9 A4 fRsle WA= WA 7 B4 R

o
il

)
o o

[®)

SHH, 2 ARA IC]= =AI2E A "ﬂ]ﬂc}«]—‘?—'(obligation of pre-
vention)d] 7N'dx} Hj-&of s AAIs] Ehlstar Qlrt. Ajui= ke Foj
ol AdgstHA, 'BE F7t= B=e dPo] vieke FAE Sl A= o
E7F ARREHE AE €% olF d&dAM= olEHE oFE A=
Corfu Channel A9 Al Y8 H&stAth. =, AdFe AT F7t
A0l JE WolX 2=744 AT E ety AL AL 375= 9
el AdY oFo 71de T Ao sk
249 AoE= ol AR o5

ZI=th e wAIRE B QT2 ojop 22 iR o] v RO REH =
ASEH FYGollAe AT o7} Aol R 7t BALS M E 5
%, =7tz AUYREE P SlojA At F9E oo stEE,

YT ARG THE ALARS ADR APAEAS BRI A

e
i
o,
i)
r_l
rY
J:: W
Al
)
i
i)y
L
1o
N
4o

i

22 AMolA, supra note 44, pp.439-440.
22 Pulp Mills on the River Uruguay (Argentina v. Uruguay), Judgment, 1.C.J. Re-
ports 2010, p.14, p.44, para.94. (°]3} Pulp Mills on the River Uruguay)

24 1bid., p.48, para.111, p.50, para.122 Z+2F Z=x.

2 1bid., p.45, para.101.

26 AWA supra note 218, p.112.
27 " - 719 W, supra note 7, p.69.
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o] +=o& Qolstd, AYFe %= vlw EEAAY FA olF
u)=3t gt 7kl ARt 421 Alabama Arbitration AFAE A7IZ A
o] g0l 2440 FHH € Eer HofXin o|F, 194171 7]
o 24 é‘/}—‘:—% o]Fo] F7Ieol wet, el=Qlel AlA 9 Ajite] o
g B35 ol SHoA AT o9 Fa4do] tiFstA =Huoh olzfgt o
2ol A AL 4 o}%‘f—zrﬂ o7& UN =AM 13]9 247] =7F9] B3t
ZrGol A ui-e- Fa3F TS otA E=Huh, 20019 FE 7S 299 A
oA & oF9 S22 Bl FAE Zog HQt =7HYR Y]
FollA 1 %ﬁ*éo A= YA Ftd AFF2] oF= o|F A=

=

4

T gtk olF vhEoR AR oRL IAEAYe] /EAel 9
c

I e A A5EF A Fﬂi Ade WIS oo AT EF
A2

A3 A AYF Rl e 3 H84 43

Aol on 2R At FusA AAA Aol $ulE Aol
ohd, PHIE BAl 43 AW AR Hojo] whet 234 ThE PAo
4850 £ fdonA Bedon Axdoln felg S4L AT 3

28 Colin Patrick, "Debugging the Tallinn Manual 20.'s Application of the Due dil-
igence principle to cyber operation’, p.583. ('Due diligence, while eminently
60 -':Ix_-ﬁ: _l\.:_": T
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oE5d AT RS FEste HAAZ IAH Ve EASHA ¥o
o Q35| AFFY oJF+= '7]&9 IAH (pre-existing rule of interna-
tional law)< 0]6“3}7] A3t shte] "9 7]F (standard of conduct)?] F
TS g5 & AOoF o|fsts o] Elgsitt.?? Ing EXSE 13} W
E= ol 3101 AFFY JF'E AYE EF519 A R FAR S
54 399 FAAQD UE 2 13 HEC] 875k= Hio| WEl(case-by
case basis) 254 B2 sfAEo] et IPohd AgFo] o9 yE
4 BHL FAZAR] AE FGo webA g=A siAE A7 Q= B oF
HollA= G2 o7 & & 77 FAARD Yo FEHUZ o
BZE= A diste] oE7|&2 gt g, esd Ao gFo] figt
Aol il HAAAQ] Hoj= FAR Aejoltt. vt Aol 7} Fofof A
g9 Qe =9 u, ICJ9 Corfu Channel AFA ZAAEA AFH
W&ol 71 HIisHA 851 3o, o= 49 A5 oFo et ‘7
o] o= At Qlrt. ICJ9) Corfu Channel AFAS] #H THA] Y82
U2

“Every state [has the] obligation not to allow (1) knowingly
its (2) territory to be used for (3) acts contrary to the rights of

other States.”?!

=4 St 4ol oRe gurstasAe] gotel masls] s
13} o] WASHL i el tat olsiet W, AEEY o5t wa
Pt e FAHClL B g Wast gk okflAlE Corfu

flexible in application, still contains two essential elements."); Neil McDonald,
"The role of Due Diligence in International Law", International & Comparative
Law Quarterly, Vol. 68, No. 4 (2019), p.1044.
2 Neil McDonald, ibid.
0 Tbid.
1 Corfu Channel case, p.22.
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Channel 9] ATETL BAIGE 8ol 72510l 4o 7o %o 1

€ % A& Aol Aol dish A EuA; it

1. E=o] @] Wl P9

=7t el @9 "Hiele= Y '(acts contrary to the rights of
other States)oll At=9] JE7} AREEA AT 5|-§5tA] Tofof & 4=
o] R FErtth & =7k A= A Wl Q= ¥9°] 'H=9 A
gjof ¥tz P'ofl ARBEA] s AT FAE 5854 ot & A
o] 8 Hth olnff, B9 dFo Bhel= P =AM AHAY EA,
o] msiE 7|13 FAE Yuietth. HE Ao R L9 i
o] Hi Pfl= =9 FHA o HoE= AR e AREOA ARt
3l (serious injury)?*E OF7IStAY e 123t HSiE of7|F 754 o]
U= P 2= Ao At Zo| Adsith AT 57t
AYs7] et 842 A HSiE oFlste o] B Aol AA
= 1 A3t "EAsoF ok Qu|stAlE 7] dEeltt.

B3] oo diste] "L e '2HAA &R 2

20 oRg sjoiF JEo] Az WS WA FAY A'S wAts

=
2
>
rIr
o
oft

Ao IR et 5SS FA AL ARA P4 3
si7h rAstdeks ol MAIElolok e SHAstAR, oleiet Walvt WAyt
GrHe olguoR QEZA W WAL TAR & U Fgslols
2ZESIH Aol ol 'ARCIR L ol 'BSR e FPFo R

o] B4 71U 2 &, JEFIAE B0l diste] WAL -+ ¢

N
fifo

22 gt oluj9] 'HZ 9] Hof A ATH o HAIE v ik A E AR
et ] 9Fe] 870l 2 & Qe AAEY Ak 2 diAToe] Bttt

BILC 7Y %9t p.153.

34 United Nations, Report of the International Law Commission on the work of its
forty-sixth session, 2 May-22 July 1994, UN Doc. A/49/10, p.103. ("It is an ob-
ligation of conduct, not an obligation of result"); UNIBO, "International law and
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A2t 15 AsHA HAD ZAo] 8E= Ao] ot dF W&
AstAY =2 1 9L Faslelr] fsto] 7Fedt A9 =H(its best
possible efforts) T Zo] Q5= Zo|t}h >

I
(e]

2. AAZA WY (territory)

A9z oRg Akl Yold Fad WSt kojwolol & Wa
7} 9Iek. Corfu Channel AFA9) A 8ol W2m F7ke A=) ezt
EFo] Welo] Wsks W9lol AHE A HSINE olE IRE 2
oh. 56 olujo] Efte] Welo] WIske W AGElOlME AElE YE (er-
ritory)] WM F7ke] WA Aol J1dste] sAslolof gt dejng,

s A2 9E, F, og% ato] opel JEO| Hige] PPN 2

T A e A L Bo] WAL AhTE, 6F Fak B
o Aol urshe B9 ASHA REF T BAh AP F9'E vt
clob o A=) welel BaEchn Ao Ao) Saer, ol 49
29| ont Fle] ofsf EAEL e BRAL A B2 AAS A
o% s pdoltt dthy, Beld BAANRL T EHS 2= 4
B2 Aol ol hsiAE FEO] Ado] @A A8 |4 slofok
SHeAol et ojfo] AAITE > olejst ozo] JI¥Ist Afo]H BxklAl A4
go] ool AHL A4l Bt A el Bt

r&“

Cyberspace", Ministry of Foreign Affairs and International Cooperation (2021),
p.27.
2 ILC =7FAdR %2t p.154.
36 Corfu Channel case, p.22.
BT o)Fd, "AtolH] FoA ] AL AT A Hgo| TIF @, TFAHE
2, B9 A4935 (2018), p.154.
63

3 y 1 |
"':I'H-_E _'\-I.-_'l !I -



tm

knowmgly) 58 A= O}Hﬂ“ &
gt} 28 o]z F7IoA APFe] SRS Fasty] gt 2449 '14'Y
= Yulst=d], AFTY IFE STl UoiA Q149 siA Hel=
F8% Zog oAZY. olff =79 4 S A AHAA
'(actual knowledge)?} 'F42 <214)'(presumptive knowledge)2. 2
= UThP? 7 A=) GEVF =] dEe] Bhete AR AMRE
Attes AHS AAIF SR Q4SSO E Bkl olE WAISHAY S
I RE st msiE Faslelr] fIsto] AEL BE RAE FoHA &
st Bl =7ke] F&9f(omission)2 QIste] EF2] R Avke
ottt A2 st o= ICJ9] Hostage case WAIE BoAE =t
ok ICJ& 2 ARdOlA o]zt =7FAQE 1 Tol QlojA, ol ©=9 A
A 7ol st "AHs] LAl U (were fully aware of)ol2tal At
b Qle} 20

AAT} 5] e5d FAA A Heh o] He AL w7H9] 'F
g4 A4 (presumptive knowledge)oll 3+ H-&olth. £4 =717t
Tl ARRHA] tigt AAA Q1o =Sk EotAIR, el =71 ARkA

I 1LE6Ie 1 'S ¥ dortE 4 ATkl detEE FS
o= FHHLE XIS ARl AFF 77t 489 4 At
£ Zlo] dubAolt} 2! o] Corfu Channel AFAQ] TAAE ERIEW
Att.*2 Corfu Channel AFAQ] Ajgi= A7 dulyolrt Corfu @] 7]
2| Wjd offof tisto] HAHO = Q1A5HA] XSttt stEEte, AHETBAE

> -lTI of,

L T

=2

2 Ho N ot

e

o

Q.

#8 &2+ 2.0, Rule 6; Francois Delerus, supra note 69, p.366.
#9 Corfu Channel case, p.22.
0 United States Diplomatic and Consular Staff in Tehran, Judgement, I.C.J. Re-
ports 1980, p.3, para. 68.
21 0124 supra note 189, p.61.
%2 Corfu Channel case, pp. 18-20; Colin Patrick, supra note 228, pp. 589-590.
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AZFOIA =olat Bioh ol FAWA 4YFY oRE 2244 B
sl FEsHe FABAM] G4 Het o] A =ojslT WAslo] o
oh e AR olRk Beldel 1S AASH: FASAY EokolA

9] =9olot= E tE WA e5d AMEA dFEe I AtolH FIF
o] 8 IFE FHUI Qrh. Apo|H FIH|A ] AJFFo] offFo] tigt =
AARR]S] TAZ =7F D A7 AT, =A 3]9)9] A} Hilk, 5HA 9
ATEIA T o9 A BAE &3l SRIEH
-4, COVID-19¢ #=ZH EU 0|43 i
ol F7roA 9] ATl oJF HGof it WS AE = Utk EU oJA
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rio
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et
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u
)
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X,

fEA =
of, #7]o| 5 A3+ EU =7H9] 2 %7}711 He, AAl 52 A2
2 A2 o]l AtolH xzto] 5t offet AlolH A9 A, F
A4 29 FARIES HIRRE 8 HARAAF 0] mHH AL B9
Aibgo] miEo] gl Bl gAbEo] EHE 4+ AR 5ol Wi
AJotGATh S o]%, EU o]ASlE ol=fgt EWAo]i otojAQl AtolH

E
M5t 1 WelE A4Sk getel BU F9o® sl UN H5A

JA
hus

3 Cyber security in Estonia 2023, Republic of Estonia Information System Author-

ity, pp.29-30.
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3, 20074 WASAE SR DDos 22| Hej=el ojAryoks
28 F7wo] ofet Aol FIOINE AYEo] o7t HgEolop
stk AL B9 s EEstct 59 olAEUoks F/HuYo]
Bolo] e Thata] Rohs AbolH] FZolA AR YR wsio] 7]
9 % gl 9UT Aol "ok He AESAT. HEo] Jamops
7 o] J1ed, ANA Y 5 FAHOR uste] 4YFo Jre B
Golof Aehs S A B ek HBo] AW Fo BHAL AlH

g5 'v‘i‘r( alt)st’] 98t & FHFolx HA7ksd 2AE FskaL, v
o7t EWA AlelH A& AEs] A%t #EE VN (develop)sior &
?%*6}715 SHITE. 2% ol2jdt AsiE FFH R 1T w, JAEYok:=
F3F oY E HAE HlnA GA AEAeRN AolH 3A4Z oY
SHAY &2 S5t A fHoEA FIFo R B A=l A%
& 7Idste Ao Hojxieh
geiviFde] i JEARQl M. Schmitt FA] A4 AXE 55
do| dHoRy mE T 2Rt Aol F3ho] AHEEofoF &
FASIPE Y e F7He0l 4339 R A8S Aste olvt &
o] 4ol Aoz RE HERITE g AAPol= EF5IAL Aol
ko] otz 82 8 AT A7t SHA F

ohe Qe sty

£
N

of
r\l

Y

(@)

%4 European Council, "Declaration by the High Representative Josep Borrell, on
Behalf of the European Union, On Malicious Cyber Activities Exploiting the
Coronavirus Pandemic”, EU Press Release (May 1, 2020) (@FA]2}F 52 2023.7.27)

5 UNGA AWYY, p.26/142; International cyber law: interactive toolkit, "National
position of Estonia’, DDEDOE (2021) (7FA|9} B=: 2023.7.27)

%6 International cyber law: interactive toolkit, ibid.

%7 Michael N. Schmitt, supra note 179, pp.70-71.

8 Tbid., p.69.
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51
UN ARRE/1189 =9 Hgo4 713 928 Sefdth UN g4
0% A6 9] AFETAC] TFY FEA Aols] Flo A

Atolw] wigtoll A Aol ool Higt IAARe] Y T2 &

Ao WS A= F7HAFCl 'AEA =7 7o' (voluntary national
contribution)7t Xg= 0] Ut Aox} 3199 Fol=x A =7} 7| E
&l oJEgE Aol AtojH FZbol HGE=Rof It A= AHfe}t AFY
2 AEY Fo] 9= s B0 vt AfolH] FItolA] ' AFF

A

ojzol] gt Ao] Ashe AEHA FATHE

ol T Fol=o] At w2 F5T T Stk 999 Foj=o] A&

57H %Loq—_}'h_q] ':_'1"7]- /gfsg.% E—(‘Q_B_]_i

o 293 A9 ALBES AT 1571 b sked we 1UhR)
Y3o) ogno] U AR UYL AHE WL ULk vk, A
1o # %ow Z8% 9N AASE FHe LA %7} G

O o}o}
= 1o AN hm=4
HAY 299 F33% A& %%*3}51 U= 10}9} S0 A+ 91
1=

JEt 15 F7k9 A 271 Jlelg B AMC AL Abold] ko]
Ague Aol T %7k AWE sk M Wakt 7|zo] 2 A
o Jltet E3 ALY P Fo Aol FrIAY 2] A

BS ALHOR FISHL olF E=ol ¥HT & UA=E Fo=H AlolH

Y, o

249

250

ol A&H= W] #t =7 7, A 7 FF AolE 22 5 U

olc}. Folut, Yhrkie] Holo] AbelH] grlolAle] 4ol ofRo]

A2 GGEE 7N&stHA UNE3= Zol=olAl Atelw Fxto] AG == FAHA
st A=9 AP S AET AL Q5IHT. UNGA, Advancing responsible
State behavior in cyberspace in the context of international security, UN Doc.

A/RES/73/266 (2019), para.3.

‘AA =271 719(voluntary national contribution) &A]o] Adst Fo]ojFel o

et A=) A9 2 ASE 2T Uk v, I, 59, UEEE, 3E, k2
glo], 55, Fuhlol, oAEUol, AQA A7tE29] F 117] w7ttt =2 A
TH F7F 7105 AEcHA &AL, BAloks APEA =7t 7]oE AlESoY AT
FF oo Ro] Wt A= HshE A= LUtk UNGA Add g =

o8 ] 21



& A= A H A AScIAte A2 ARelH ZolM Y Ao
ojFo] gt =79 Adhet IS & HolF= otk o|2RE Yo
2 AfolH FZt A9 Aol oo I3t =07t HE ZEsid S 7
siE < Aot

L Alold BLolH AP 9o =9 Ba Ky

Qb TR e} Zo] FU olAlslel UN ARAE/NIES vEe oo
g AT, b 293 AN AT JRE AolH glo] 2
sk Aol tiste] Aojet BAIS Holw glrh. Tk, Ajols F7to] Mg
P AL ook WA o)Fe] HERel ojfe] o
hEe RO I ol ThE ofd, 4YFel oRE s FA%
Afole gAT Qe A3 ol Aol YT FA 4T £59 A
oRNH HEYG QUIA YA FYFo RS Holshe WAALA 74
BAs duHoz § Rk ERe] flE Y & 9k 237

o Z
HelE o S WA Sste] A% BAA WolH LE FelH
e

o £X'S oo} sHe FEF JRE ojulsh: A0E oA ol
AR ono] YL obd Abolw ThOIH AHEA/LS B8 %
ARl AT FE7F BEHL AL FUAE o2 HEHHE o

HEe F7H] 9F'E 9ulshs Zo] Hoh B! &, Alo|H Fhoj|A AdF9]
oFe 349 AFPAQ HjF=o] ofUE e, B AT FFS & >
U= Aol FAo A=9] FEZL EEHTH=E AL AAT =7}, 71, Abo]
B FAY B A3=9l G (transit state)o] WA= FaE 4 QU

2.0, Rule 6; UNGA Al4x} 1A, p.8; UNGA AH6X HilA, p.10.
2.0, Rule 6.
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Qlch. =ASMBSe] et SAAAS 2390 YolA A A
A9l v oz 712E|9ly kMool Alo
2& o4 waaolq Falrhe FAAEC] FEH ol8) stol, AP
= WaRo] fAS 1Y S i B TA Suke] Swolq 1 I

4y
%
[
H
>

ol

I )
o [o
o t
to
o2
%

oL rlo
ol
o

oj <

N
A
O &2
koo

1

>,
)
o
o
o
ik
ol
FlF
o
[-'O
o

9]

-{u

2> " - 719, supra note 7, p.74.
2 A4A, =] AlolwZ A -G Mt ghof|9] AARY: &t 17 dSARE
FTHOR" F7IRIE ALY AFEIA (2022), p.71.
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f4o] AR EHL Yk AYEY oFo] Hgo] TYHe Tt
S7h 7hed] 58] o|AEUocks Alolw Frlo|Ae] AEao] ojwst wa

3 - )
zoﬂﬁ G5 ARAY ST SET S S GBS AT o U, %
SERELIELE %7}23%1‘%‘30 2] TS Tk R 4

4 131
wolq Aol ol Aol ﬂ-‘?—ﬂ @il & A9 BAHE 3

JIN'

1~

oY WS ALl Aol¥] FHo| A3 Afdte] olRolA1
Qlom], 1 Az, Aolu AT Qe A3 o] AF HL 9
L Aol o4y AWA B ANZH 37 Hejo] ofd AT o
e A339] Aol WA FAAAL Aolw Bl A3TelA HolEi
Age] R Aol F7io] Wotd BEE wES] giste] AR AT
2+ 5 YonE kolo] Uojo] Eustrka T olch. Aol FHL
ZA0) ogAT HgHA S e st SHo= g3 gon, ol
AL TAAY P 4% LU A F4L YASH: 'A% (Spoofing)
ok, 39 37 A¥e ARstel 34 RES AANE 44 52
s FAS Hek 2t 32 S Bol vlad A AR FATE 2

» UNGA A¥d 4, p.26/142.
# UNGA ¥4, p.26/142.
»7 Michael N. Schmitt, supra note 179, pp.79-80.
»8 WA supra note 13, p.84; FA|g "S53 AtolH QtE A}
HAEA 459 gt FeAd+,, A298 Al1s (2017), p.140.
71



o5 S gtk AlolH FZFE oA

] &
P 71, 2009¢ 79 SEUErY] F8 ASARe} H|Ql Y FHo|A] &
ne /\]-q-]i 71—6‘“1‘—‘40-1% r;"lE_/_\_ 5’—_7:}‘0] %—}@—é—j_ O‘I:_—E[,—_ '—'—1]'7]'78].]53_%—8- %_GH _-g_a_o’]
g7t Bk I9E Agos 9y WdHEsot. 18y oid 349

A9, og Frtel IP 745 B8el 249 RES o5t JHS AS
st/ o] MFRe Bgom EHsH: Tpgo] WS Bishu ol
T} 259
oA, Aol A TAoIN FAY AAX FL FA wFRIE
A4 wego] wAw, Ao 4 o] A%
THe AFS Aoldl Qhmo] ZuloA] Ags| F2E Wt @4l 7Y, @&
A glgt 20079 Bate] o) e Aoz
3 At WEG] AN ARG Lolstgon], e do] oiELelE
A2 WS Aok @ dtre] HEs g7
ol A3E AW AR Ao WHHL X B3kw HAlo} U
34 oloolz, oY WASH: tried Aol¥ FAclME 34 Budd
A3 EAS WA AT 4 Atk TFhH o] (Y BRrhast Aol
329 Bl MW ARHE A3F, hE A9 AFH A
2 Aol 3AL S WAY AYY RS B3
% %

Aol Qo] AukEql

5} iAo} @ Afolu FA AWl ARSI 'EACk L BAT VAT A3

oA, Ao B A|Ho] B S ek WHow A8EHA ¢
E2 F0|% thslolof sHs ARFY RS Rush sk ot 191
Hh o] Aol AP N Aol Flo] A gstolol & FHA I
24E BT 4 otk Aol A HAoIN AgTo] A Ja

o s Gdse ouv 49 SRR B oS B8 ¥
St 349 oS YA fstel WY RS FHT 4 Aok o]

fr o

29 228k, ibid., pp.140-141.
20 James Pamment et al., supra note 1, p.52.
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21 TLA 2016 Report, p.1.
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Fo 977t ALHIL de A IR d9 1Y FFH ol
'(commonality of understanding between distinctive areas of interna-
tional law)o| thsjA HEsSI= AS EFo=x A 2012¢0] HHEJC
H,%? 2014493} 20169 F Aol A A oo #I HIHA 2
VAE Lok}

201690 e SAMAI Y] FHA BiAoA = I F7t
HE ZH2 FAHY d2ES 2T & =7V (whether due diligence
embraces/constitute a broader principles of international law)of 33t
FAZE ASHA AEEAL * FAHPS = dd FAE HESHE Ao
A ICJ9] Corfu Channel AP Al W82 A2 0x L&t =AY
¥3] B14E Corfu Channel AFA9] 4 AFH B=o] dgof wro}
= PAE sl A= FETF AEEHE AS iE olF F&siAE oY
= F7H] oF 7 & SAAY e HHAQ W& '(the core
content of the due diligence)olﬂ’r Holth H&o], FAMES HiA+=
ol#gt YA (principle)o] W ;M 7]7to] AX WAHs] g, g Yo
=g WulsH IEFAHY dE(now clearly a part of customary inter-
national law)7} EYtty EQth E3F ZAHA I AL5EA Mo U2}
H AFFY R FAHY F234](cornerstone) 7iES] 'FH, 'YER

Mo
o él

ngmlo
-
lo
9;

T

A, FREA 270 59 9 6} oAt AFE A
oleist FAMAIN] ASNHE AR oJRst v AR 4
it ABEE Aol o, SRR, AT, SAVEY 08 Y

93 A Holol= HEHE A I 4 90w, § vl Aol

2 Tbid.

520140 I7tE FAHEEIALA)G] BEIANE Yo oFol oAl AW
FHoNA 9] Ao oFo] M g E 1 o] tiste] gl ok o] % HUxhE
2016¢ =AML HuAMe Ho B4 HIWS FAToEHN, 4T 77t
ofHdt 7|52 St=Alol tiste] AESHY, © yoprt =AM theket FofolA
A9 o571 P99 EFEOE AMEE olfol HeiME FESH: As HHoR
S} It ILA 2016 Report, p.1 #X.

264 TLA 2016 Report, p.5.

% Tbid.
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goo|Ao AL 7M5A dA] FAFHOZ AEHE 4 9IS Flo|t} 6 gE

o, TAYYS HuAL A e Bopo] AREL AProl o5

=AH Y] EAT Zopol A&E 4 e o FAAA & (specific rules)

S 7IA 71 e JMdolzhe Aol His) AFRE vF Aok ole A

HEs BuAY 9 Suste, AgEo Rk oxd AEA FEwL
9 G AtolH] gxbol A 8Pl JolA F7H4Q ko7t Wast A8y
o Aol EAT oiAE Yotk ofHs| 4PFo] ool o] Flo|A
o Ag A AL FHHolety BHT 5 UL Aot

II. ™ 1% (EHuw4

AR IS =7 S O2RE EE SAEe 7129
=°] Aol Sl HEd 5 ok WA sto] ARl =oE A
stgor, gEljid GA] o]F3t AL Hlgro 7 ZAE|Qic) 268 z+o. uj

- =

oA, Fde dHozRE gH IAYe] 7|2dE F sty AFFY

d

g% A AfolH F7olHY] Ago] FFstk B 4 e Aotk T
WY 2,02 FAA 29 B8 Aol¥] WolHe] 4gx ong Hys
3 9tk w2 Rule 6olAE 4gFo ool dutael e Austdo
u], Rule 78 AtolH] B7lol4 4gFe] ool 2ot watst A e
W 9o Hste] chRgleh MR FAH £ W FoHS B
Agel gre AYHom WAL Yrke YoRNE, TM 1Fo] 4
20| ool Aold] FRINAY] G TP TSI Uee Hrh HI
I3t 4 ek,

TM T8-S AMA AR ojRg Aolgl] 9lolA TAMEae] B
A gL A3 B85k SA, 1CJ9] Corfu Channel Ado] BAlE 2

% Ibid., p.1. AFFY 57t FA A H H&H Helrk opd, FAIEE, FARIE
H, FAFAE 5 odRt FAY =opoll A-8E 4 Utk W82 201440 AEE
SAHEY BA9 ARHARl &S AT 1T 4 Uk

%7 Tbid., p.6.

28 g3 2.0, Rule 1, Rule 6 (2).
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AS 832X, ot Wdo] Ao olFo] st Uutygoz S
'SAIHAQl Ao g Hof o H 5]—9&"4—.269 E3H Island of Palmas &

A A J8-2 A8t FAMA AR ofxe] e At

& A Al WEol mEW 4P R SAHY FH9 dRerR
B A%t MEorA, FEFLSE stolg A= JE oA =9 d
£ HI3T S 275t Aoth Y HEFARY FYolA wrolsofA=
oje} T2 HFFo oFo A= AolH FiAE A& Zhsstrial
ZRME, TM 152 FAHA '3 Y2|o] AtoH FTtof|Ax A-LHth=
Aol =7e] ofx|7} glom, e FHEOZRY upgE dRQl A
o] 9F HA| AtolH FZhol HELHTH Hi= o] AAAZE fAZolZ
TS NSRS &, TM 152 MEA dFEe F9d Atols F7t
ME I7t= oHs] ‘A= YEZRE TR = Alo|H &' (cyber activ-
ities emanating from, their territory) & Ql5}o] E}=to] n|3jE 7}5tA] &
=5 57 #fste] dE 9 (due diligence)E tHfoF dtte AS F
Skar Qlet

HH, TM 152 A95Y 57 A 7idAl 99 E4
A A FHS AX & 'GutdR olgte Ao FEIYITh 3 Ao
OJF9] ol A HWFZ 1T o, TM 152 & 97 3
A-ggo] UojAo FEet A8 HAY FAAl BHE 81 SOl dHsiA=
oF3] ojdo] EAT & S AFSULE Y o= EF5t FAHE
7HI1E2 AfolH W] A AR oF 2= Jlige] WHs] EAstal,
ApolH] FZHoA AEFo] o7 A8d o Atke A A= =99 oA
7F gl FA9 AHdolghs = AARI EE, o2 MER Ve 7
& Ao o3t BAIA wjAIZE EASHA] Y=

ek

ol

=2

et}

ol

TAHA =t 1]

200 g3 2.0, Rule 6 (2).
70 g4 2.0, Rule 6 (2).
71 Michael N. Schmitt, supra note 179, p.72.
72 Tbid., p.70.
B EduRd 2.0, Rule 6 4).
74 Michael N. Schmitt, supra note 179, p.70.
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Nuclear Weapons® #1137 9JAL 98514, 7|& ZA PO ZHE
AARD A7 EA5HA] o= &, AT oF FA] AtolH FXto 8=

AP

% orke Zsle EWSYTE TS oledt kelg B T™M 18 AR

A2AOIA Bl Hie} 2o, 20131 6] thEe] = A3% GGE 219
oM UN ARARAIFS 7120 AT E5] UN Aol AtolH| 37t
of AgEH, b A Ay FHoEE wYHE FAMY A
oA Ajols] 7ol M| F} WSolE HeHh Ao tha) TS o]
th7% 22, A3% UNGGE 3ololA ol2oldl & ol Aols] 719
SRS AARALS W, 712 FAM el AolH Fxio] K] e
| =0t Wastths A AASH: 24 olRold
w20l SAGE B35, FANY FPFel 9wt
7] '3l AgelA oaﬁw *}“ﬂr 27 A4 shyE
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7> Legality of the Threat or Use of Nuclear Weapons, Advisory Opinion, 1.C.J. Re-
ports 1996, p.226, p.224, para.39.
76 gy 2.0, Rule 6 (4).
77 g4 2.0, Rule 6 (3).
78 UNGA A3z BI1A, p.2.
72 UNGA A3&} B4, p.2; UNGA A42} 114 p.8.
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A3x UNGGE 3]9]9] g+o] W&o 7|Zsto] 57} FHCZRE npgd
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80 UNGA A42F 2114, A13(c), p.8/17. (‘States should not knowingly allow their
territory to be used for internationally wrongful acts using ICTS.")

1 Jan Martin Lemnitzer, "Back to the roots: The Laws of Neutrality and the future

of Due Diligence", The European Journal of International Law, Vol. 33, No. 3

(2022), p.792.

B2 UNGA A6AF ®alA, Al13(c), p.10/26. (‘States should not knowingly allow their
territory to be used for internationally wrongful acts using ICTS.")

5 UNGA A6k BaLA, A13(c), pp.10-11/27.

®4uh-9d- 7193, supra note 7, p.72.
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% FdhmFYE 2.0 Rule 6; UNGA Al4x} B34, p.8; UNGA A|6X} EIiLA], p.10.
%6 Colin Patrick, supra note 228, p.583. ('Due diligence, while eminently flexible
in application, still contains two essential elements.")
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% Tomohiro Mikanagi, "Application of the Due Diligence Principle to Cyber Op-
erations’, International Law Studies, Vol. 97 (2021), p.1031.
0 Robert Kolb, "Reflection on due diligence duties and cyberspace’, German
Yearbook of International Law, Vol. 58 (2015), p.120.
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! Yaroslav Radziwill, supra note 17, pp.93-94.
¥ &3 supra note 72, p. 157.
29 &4 2.0, Rule 1(7).
24 Eric Talbot Jensen, "State Obligations in Cyber Operations”, Baltic Yearbook of
International Law of International Law, Vol. 71 (2015), p.8.
5 Yaroslav Radziwill, supra note 17, pp.93-94.
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26 g4 2.0, Rule 6.

27 guj <4 2.0, Rule 6(15); Francois Delerus, supra note 69, pp.363-364.

28 =R 2.0, Rule 6(15)

9 Andraz Kastelic, supra note 150, p.14; Robert Kolb, supra note 290, p.121.
("This unlawfulness has to be reckoned mainly under international law.")

3% Andraz Kastelic, ibid., p.2.
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3% Tegality of the Threat or Use of Nuclear Weapons, Advisory Opinion, 1.C.J.
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39 Collin Patrick, "Debugging the Tallinn Manual 2.0's Application of the Due dil-
igence principle to cyber operation", Washington International Law Journal,
Vol. 28, No. 2 (2019), p.593.

Antonio Coco & Talita Dias, "Cyber Due diligence in international law", Euro-
pean Journal of International Law, Vol. 32, Issue 3 (2021), p.146. ("The deter-

310

mination of what amounts to significant harm involves a somewhat subjective
or value-based assessment that varies depending on the circumstances prevail-
ing at the time, in particular, existing scientific knowledge and the economic
value of the activity or good in question.")
3 Thid.
312 Robert Kolb, supra note 290, p.121.
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313 Colin Patrick, supra note 228, p.599; Eric Talbot Jensen, "The Tallin Manual 2.0:
Highlights and Insights', Georgetown Journal of International Law, Vol. 48
(2017), p.744. ('For a state to be responsible for applying due diligence to pre-
vent transboundary harm, the state must have knowledge of the harm.")

U EEmRL 2.0, Rule 6(37).

35 Andraz Kastelic, supra note 150, p.13.
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316 Robert Kolb, supra note 290, p.124.

37 Tbid., pp. 123-124; ©]%4d, supra note 189, p.84; €+ 2.0, Rule 6(37).

318 Robert Kolb, supra note 290, p.124.

39 Andraz Kastelic, supra note 150, p.14.

30 Tbid., p.13. ("The norm could also be subject to a wider interpretation. Accord-
ingly, it could be argued that a State fails to meet the normative expectation
when it does not employ its best efforts to prevent a cyber operation about
which it should know.")
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g4 2.0, Rule 6(39).
2 UNGA ¥4, p.59/142, p.76/142, p.91/142.
3% Collin Patrick, supra note 257, p.593. ("The Manual does, however, recognize
that advances in malware and other cyber capabilities may render proving con-
structive knowledge extremely difficult.”)
324 Ibid., p.593; EAWFL 2.0, Rule 6 (41),(42).
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establish a specific customary international law rule of ‘due diligence’ appli-
cable to activities in cyberspace.")
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34 Ryan Hagemann, Jennifer Huddleston Skees & Adam Thierer, "Soft Law for Har
Problems: The governance of emerging technologies in an uncertain future”,
Colorado Technology Law Journal, Vol 17, No. 1 (2018), p.38.

3% Ibid., p.40.

346 Francis Snyder, "Soft Law and Institutional Practice in the European Commu-
nity", The Construction of Europe (1994), p.197.

37 Melvin Aron Eisenberg, " The Architecture of American Corporate Law: Facili-

tation and Regulation", Berkeley Business Law Journal, Vol. 2 (2005), p.182.

100 1_=-' [, -|-|E =
o = L



Adom Bt AL g A7t 2 ;
SAAEA A 39 A3820] FHE el e el MR A4
ofetuA she o7 Al FBE T sk

A'E BRsHe 712Nt WROlE 4 Kol7t itk YurHoR UNEY
o} A9, Bl FAEACIA HES Tol=dtele AQTFH] W] &
L B 5 QTR AN BAZ o9 B AN 49, o8 d4Fa
W80z | okl WiPHAdel Jgl Aojgto] ﬂmﬂ; A9 WF =

FE7|E A0 ojHn WA WS #Aske B-fole =AY 29,

FEAE, otd TREHA 2 2F9 2E, %H]"E‘%W it s, Bl

22 gol, FA7|H] At 2ASelH qdE dx P KAz
=gt

agThe 24 2t tiste] AAHe FEEE KA gk ddEe

A S OA ot g 95 o Fg ojugt A kg AY
=717 2FAETE Y AREA AR A A9t gES AmEE T
£2o] gle Ay A7 FF AR Ade dxste A9 A A

7 HE 297t Bk 719, el A Rofe] moRe
Ao
U

M FAS, AEA AR ARIA, Tk, A34S (2011), pp. 942-943.

A Al Md AW (hard law)eldt, gwrEoz =vto] 95 9
Aol AU 71 Yol FAow A ¢ Fx HAAE g2 HECIY H{EH
5 78 S ou|eth

#0449, "FA oA Soft Law”, T=AHEE,, A ABZ (1997), pp.25-26.

351
(2009), paras. 10-16.

$2 A4, supra note 348, p.950.

% Tbid., pp.951-952.

101 ] O

Daniel Thurer, "Soft Law", Max Plank Encyclopedias of International Law [MPILI,



hL

) , (para-law)' 7|6 7HAtta HE= A
o= EAStct. o|2gt Asfo] w2 ATFHS AL Ao st
o MY E= XA 7S B9 olE Boll =7 HFEZ oy ey
o] g% L4Y 4 JrE 2H3I}, ol Fi(recommendation)tF*° 2

9]9Hresolution) = &7 H(codes of conduct)d] F4]oz2 yeRdr) 7

742t 0|99 thopyd, ARSI 2E, AF 7149 WA 5oz o
o Theret =AM Aol e xok B BEOHA o] o
A= Aol WIS WASHL, oldd ARE sty SIS FAA L]

Ololr

[o

= =
A AN S Asks Walo] A F7hska Stk Ae %A Slst Bt
o} 2t =, A4We Alzo] HEEE AN Hopld 4% wAHL, %

il T EEo] o Aol

I Hite s A E8EHAL & 5 Ao 59 te] AN JHAA
= BE2 =7 9 G Y o] FE°] SAskL,

Hl=71g 9] diF so2 QI @r]Fola HAA A 9 =& V™|

317] o2l Aol FZtAe] 1 F4d IFAAE AlAkHE BE7E QU

E3] AGHLE AtolH] Z7tq 9

%_6}04 %—"491 dojo] A& Aew wodn o“%}—zr«l J—r% A% ¥4

A A

N
N
N,
o)
%
r
o
1o
S
O
ofw
o
il
-0,
%
b
)
%0,
rr

>
O;
oft.
N

(¢]
Lo
i
Aé
&

2
»
o
v

_H
E
rO
HL
1o
AN
g
)
>,
oR,
1=
ol
>
oo

3 Mol supra note 44, p.81.

95 FHAAd, A e] Ve HAHEY -EUAREA =98 SAH0R-", TS,
A164 A2 (2013), p.97; Daniel Thuter, supra note 351, para. 32, 34.

Daniel Thurer, supra note 351, para. 35.

37 2A9, supra note 355, p.98.

38 AolA, supra note 44, p.81.

356

102 3] &+



ki

} olFo] AR, FAlof o]t P R B AolH FFto]
L& A4% sAolges A2 1Y 4 I7E= stolg & Rl digt A=
& Az A-gst7|= ek o|AH™ =7H4, FAA
ojsf] A F&ol 7Ish 439 oFo HA Ao I3t FoJ7} ol
Ao} Al A ALY AE 7= AT oFTE AfelH I W
oAl et JTZ L = Y=Aol ds HET Za7F U
O g AfolH oA ojHt Atz & 4 9l
A0 el =st7]o] FA, AtelH FxtolA] Ao ojFTt 'AGH S
2 B25d & A disto] 1iErekA Am B gt o]lE AESH] ¢
sto] UN ARAR7H1E AHHolA 4359 977t =95 e 21 4,
83l =919 yjgof FEotarAt gty @A AR oA AgHE H st
= 9% 482 FAsitt 18y 1 7R A4S WA Ee Ao
29 dYH EAE A dA4ZF oRuts IJFs= X9F (treaties but
which include only soft obligations)F ¥ '=A|7]+ 9 7|77} AJQts}
Ay =g HHEEA E= APEAEQl 29 9 3P55FE (non-binding or

voluntary resolutions and codes of conduct formulated and accepted

=

4

:

Ol

k)

by international and regional organizations)7tA] 71 @7t ¢ W2 A
o7 maEnh? &, Fo9 AGHY AW EAole FA7IF 2 XY
717 oA Q" 'HuA 5o 'zpgel Aol So] mibEriy B 4
Us Aotk I¥Hd, UN F39 29= dgd UN ZFEHE7 }:Lﬁ—oﬂfﬂ
F714Q1 3199 AH2A AHHE HIFEHUA' F 249 ¥ o
e G 5 (due diligence)s 47 'AGH ZA'eE A ?P%ﬂ
o2 X9] AYE A=t & A7} Stk

[
ol
)
g&
9,
ox
rE
1o
N,
)

i
\l

PN
rir
o>”
oﬁ

N
1o
10
o

Ir
i)
Q,
o
o)
3
of4
l".\‘l_:
=2,
X

39 C. M. Chinkin, "The challenge of soft law: Development and Change in Inter-
national Law', The international and comparative law, Vol. 38, No. 4 (1989),
p.851.

103 ] e



TG 270 AUAHASES APUS FPEA FAL oS BEL 3
ah7] olgeng, AAHe wedt w0l ‘R4 dof vk EEe Ay
o% 2 & 9th 53] UN RAE/IE) HFR1A L AUd 3]
oo} 2L 4 el ANE At BAL 6= 2 2rlo] dise] 434
Q75 ZAE Eht, Aol o3} Zo| AgkE v} wayo] Fs)
A g5 BoplA %7450 ARS Sty F9Y 4 Yeks FolA o
7 otk B3] 490 oni A Ag4e] Aol FAMA A9
5ol gl F7h 2 U4 Aol Fof Ak WA ofeigo] EAT
o

th. g, olefdt AUA o2e FE] AL AEH oS

53] Aol 70| AgFY UHo| oW YA HEHolof sH=Ao|
ol 7150 A%4Q o W @ £ HHL ANE o] e Fas)
];]..360

ke
i
ot
e
re
ox
rE
M
>
y
H
=,
r <
[~
o of

2

(b3

1

3

i

go =
1
o
>

18

sk

filo

_celg

N

o,

i)

H

)
N

H

ot
iu)

o>"

off
N
19
1o

o

rr

gl
)

fru

X

R T N N
o Ity olejdt koo WP AT B ANL 8 2% A
WA FABEU FY9 ALl B A0 slgdrt

30 A|63 UNGGEoIA T dP=Agzt vl FAH 718 ol ASohA] ¥l A
ol FZtoflA WASt= =7t Pfloll thste] ot A F2 7 Yo HEE=
Alof| et =7 2+ A|&A Eojet o wEko] AtolH FZto| it 359 olsiE 4
slotal QSfE WAt A& 7hed s SHicketl Aol A A
Z3ka Qith UNGA AHY Y, Art.72(1) Z%; ¥leg-Z 84, supra note 7, p.65.

31 A% supra note 348, p.944.

104 ] i



3. 4YFo 9Rel PHA X AE - FABEHY
NECCEEE:

AA HFEEA FRHY XE e AT 57 AtolH FXtolA A
oo ol

AHoEA AddS 3T & SlS= gelsktt. 18y 439 57t
AfolH] oA o] S AR}H o R HFYtOE A AfolH Fto] =QH &
A9 2L gspy] M FFHor F RUt F&5E Qe FHo A
A 95T Zart Jotal wetEn. A3 oFTE AtojH Fxto] A&
Elojof qtth= Foll s w9l =7bt oldfstal FosHAIRE o A5 5 9
F7F FAHA 58S AHSHA skl w7ke] APEEQl g =8 &
dho]] gl&= 'X&= YA '(guiding principle)?] &0l ﬂl'f—%‘:}‘iﬂ, A==
Ao A Gt FE totoof ol T =271 A-HQ] o oYy
HHET 5= gl7] wjEoltt. 3 3k, Aol oF9 '——HLZﬂ A ZZAgo] BA
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)
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362 0]%4, supra note 237, p.116.
36 Michael N. Schmitt, supra note 179, p.79.
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3o AR BN AFHA QUL FAok LA ol Ao
U, Ao o] Bt W82 ZdlsiAle Ut

300 A Ho] A 97 F sl =271 B3y (state practice)?] FA] AolA 1
S B3o] FAH A w55 JF W =7He (specially affected states)9] 3
o "¢ F83% 840t ICj= E3f tiss AMdel BHE Ssto] &2 717 Wi
o] ¥s5 B4l Qlof '5Es] FF He =7HE'Y AE AxRL v A #HH U
<= North Sea Continental Shelf, Judgement, 1.C.J. Reports 1969, p.3, para.
73 Jx.
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37 Michael N. Schmitt, supra note 179, p.609.

3% National Cyber Security Centre (NCSC), "Annual Review 2022 - NCSC View: fu-
ture threat challenge', (2022), available at https://www.ncsc.gov.uk/collec-
tion/annual-review-2022/threats-risks-and-vulnerabilities/ncsc-view-future-
threat-challenges (U2} WHE: 2023.7.27)
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3% Sarah Morrison, "How a major oil pipeline got held for ransom", Vox, (Jun 8,
2021), available at https://www.vox.com/recode/22428774/ransomeware-
pipeline-colonial-darkside-gas-prices. (FFA|9} B 2023.7.27)

370 Josh Wingrove & Jennifer Epstein, "Biden says Russia has "Some Responsibility"
in Colonial Attack”, Bloomberg, (May 11, 2021), available at
https://www.bloomberg.com/news/articles/2021-05-10/colonial-pipeline-is-

undamaged-white-house-official-says?leadSource=uverify%20wall (x|} BF-&:

2023.7.27) ; White House Government, "Remarks by President Biden on the Co-
lonial Pipeline Incident’, (May 13, 2021), available at
https://www.whitehouse.gov/briefing-room/speeches-re-
marks/2021/05/13/remarks-by-president-biden-on-the-colonial-pipeline-in-
cident/. (PFA]F B2 2023.7.27)
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(opinio juries)' O & o5& & St H&o|, 'ALH =7} 7|of'E Fof A
o] oJFo figt A7 AdE ERIT 5 doH, AFF oF o o
EE} &t 99 weto] s £ ofyel, B9 o] tisiA:

3
Qe & At 22 A AFonAE AdRo] on aABSEA A
£ YA 3o e F4AHY 5 Y. IR BFL § oo
gt 7 Aol nEs] SIED § B 27h50] ojdd 27k Ao
Sojstn], o Lo} olefdt o] meh TA|HQl WA SHloR ekt

71 o]Zd, supra note 237, p.206.
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7ho] SR ofagel SloiA A AH&ATH §AH (autonomy and flexi-

0 & ARl oL 9% 3EH 248 Moﬂi S

44

(open-ended standard of principle) %%}—7.‘—9] R = EA oF9 A4
QA = WAL} gk 94Z AP WA Ao =M LAY st= 2HE

5 A% WASHL, oo uE S s e Haskelr] et ®ete
44 A (reasonable and appropriate)°|gt= Erof 5-A3gF wot
71 AFche 9T £ & Ao= BFrpEh Y AP 95t %
= o3t A4 (malleability) 2.2 Ig] & 9F= IAHe Hr} ohofFst
AT |2 W stoflA &Ed 4 AT AAE ICJE BIXS o8 =4
AaolA AEstAE 43 o9 7le2 #dE A I =AY
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72 TLA 2016 Report, p.4. 9&2 o}23} Zt}. ('Due Diligence standards preserve for
States a significant measure of autonomy and flexibility in discharging their
international obligation")

73 Colin Patrick, supra note 228, p.583. ('Due diligence, while eminently flexible
in application, still contains two essential elements."); ILA ®iA%E Corfu
Channel A& &3l T332 979 A4 W&ol A ZogE Bl gt} ILA
2016 Report, p.5 L.

374 1LA 2016 Report, p.3.
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o] AR &opo mzh Aoldt ’iAer HBEHO =dH, o JA dFF
79 A5 54 drjd %‘_3’—}‘1}1 & Aol ERF T
2= oo tigt 27159 Hro} '§Ast HE'(flexible approach) 4]
HAstl ool ghuist 5——/\4(perfect parity of obligations)<& 2]¥3tC.
A zoft HEARL AAC] =71 FR R oS B A Utew
A G877 SFAUT°

ol T oF= AFAoli {FAT EHo= wrdot & 5Tt
H&Ee FAARA el mek 22 SHEHIL 28 2 qRE ATTeEH
Ho} opofet #opo] -85 o] gt} T2y o T AT oF9 ol

A3t EAL 8Alo] E3lAsHS ok

mEJng

p
HU

ST &, ggRel oRe) olFoR oAM & e FAYo| E
4849 mughn 2IUHS op|st Aolth AYE o

e SHolA
79 oj2et R B2 IAHY B4 &ofol AdFY o7t 4
gr]o] & wAle =3 Q1% 4 it} 718, UN sk 4562 A2%

o= vierd AA|4=H(Exclusive Economic Zone: EEZ) WollA A9H=E9] #
& PAE off g=re] de JFE 'HEs] 118 (due regard)stofof o
Aot Qo 7 & @k Ag7xR ARY Al ool AFE FAKgl ol

ofA =9l oll¥t HYE 'AHE3] 118 '(due regard)sfoF T HAIRE HE
ATH? 18yt ofuf Rof A gAIE 'AEs] aestoiof o] 7Ed} Y

l‘ll‘

—

jns

> Colin Patrick, supra note 228, p.584.

376 TLA 2016 Report, pp.2-3.

377 1LA 2016 Report, p.3.

7 gl FHEE As6x A2 YES o2 2t 'In exercising its rights and
performing its duties under this Convention in the exclusive economic zone,

the coastal States shall have due regard to the rights and duties of the other

States and shall act in a manner compatible with the provisions of this Con-
vention."

3 ool Ak A7ER A2Y. YEL tf23} Zth "These freedoms shall be exer-
cised all States with due regard for the interests of other States in their exercise
of the freedom of the high seas, and also with due regard for the rights under
this Convention with respect to activities in the Area."
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Sto] Hu FAIsHA du 7|2 it

0
K
o

o

2. 4YFY ool A Ag 7% 4 By
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3% Responsibilities and obligations of States with respect to activities in the Area,
Advisory Opinion, 1 February 2011, ITLOS Reports 2011, p.10.
¥ Tbid., para.117.
82 TLA 2016 Report, p.3.
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skt ¥ (more clarity on the scope and practical applications)2]
Aol gqdtt= A& AERsHATh 53], =77 A3t Y& dsstolor
& 'AAA (threshold)d =7Ho|Al 5= '?14]9] AHE'(degree of
knowledge required of States), 12|31 29]& Q1 Ato|d| E-zo| WA =+
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7} o] FofAof qth= AE NASHAH. S, A2 AHE ApEA =71 7

£ Sl AtolH FxtoA 9] Aol oR7t b {84 dis] g
A9, & YFE AEACE Aol Fito] A& W] #e}t 870 |

1!

G 2AT G ARl 8] A7 —‘?;1741 035%_04 e
2o] 3 mejEojof s, oled =o)F FoR o] Ao ong
270] PAISHEolo}F Fehe 34 AT Aotk o]l Thao] 27t
o ApolH Fzto] 4ol st 489 ©f ‘FAH 2§ 71E 0] o]
A 4ol thetel Seis Eaty, RSN olest =7t 248 A
Fjolof & Waol sl A=A u ek

SO AALKE theA 237h Quvime]l B A Aelet FA
o B4g TeEY W, ST A FHS FAA Jo) H8sHe BAo
A AT AL A ofeigo] e S| AL FA9) Aot} Bo],
AN Adrol on BYdQl A%d S4ow Qs shaae] it
3} 3 tha w 484 mogte] WEshe 7H Ao BEEd] gk

agthe, 7120 B Qo ge Aolw 7] 4PFo] ojng A

rﬂ i

pa

3 UNGA WYY, p.84/142. '3 39 (due diligence)'o tiste] A7FEZ=7}
A &St A=ro] oA th23t At ("There is a need for more clarity on the scope
and practical applications, if any, of due diligence in cyberspace. Issues such
as the threshold required to trigger an obligation on States to act or respond,
the degree of knowledge required of States, and the measures expected of a
State from which the malicious cyber activity originates, are some examples of
the questions that need to be further discussed and addressed among States.")

3% UNGA A=, p.48/142. ("The outer limit of the due diligence obligation of
territorial States with respect to cyber operations is not necessarily clear.")
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3% TLA 2016 Report, p.3. ("The content of due diligence duties themselves are not
fixed. They can and do evolve over time.")
36 2o w4 2.0, Rule 6.
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¥ &4 2.0, Rule 6 (37).

3% Antonio Coco, "‘Cyber Due Diligence’: A Patchwork of Protective Obligations
in International Law", The European Journal of International Law, Vol. 33, No.
3 (2021), p.789.

% Antonio Coco, ibid., p.789; Robert Kolb, supra note 290, pp.123-124.

0 dhe- - 718, supra note 7, p.81; Michael N. Schmitt, supra note 179, p.71.

31 Eric Talbot Jensen, supra note 294, p.14.
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32 Tbid.

3% Tbid., pp.13-14; Antonio Coco, supra note 336, p.792.

3% Antonio Coco, ibid., pp.790-792.

P 7MY, geuiRdS A9 9FY Holol| tisiA 'E=e] dzje] Bhohe AtelH R
ZkE fste] A=e] A st e YE R AOIH 7|HHAIE o] AREEA] gE
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H UN ARAZ7IIFNAE Aol 33t A 439 97t tisto] '57k= ICTs
£ o83 FAARl EHPLC A= FEIF EEEHe A2 Ak ol s&5iA=
QtEith ekl YAIskaL It (UN GGE A6A B, p.10/26) FA= %%10]' AT
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Jorge E, International Environmental Law, (Cambridge University Press, 2018),
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“7 Tseming Yang, "International Treaty Enforcement as a Public Good: Institu-
tional Deterrent Sanctions in International Environmental Agreements", Mich-
igan Journal of International Law, Vol.27 (2006), p.1141; MA Fitzmaurice & C
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48 Michael N. Schmitt, supra note 179, p.69.
9 vh-9d.- 7193, supra note 7, p.87.
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ternational Law, Vol. 10, No. 4 (2023), p.793.
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19 9 ibid.
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Responses”, IFANS FOCUS, 2022-28E (2022), p.1.
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Abstract

Applicability of 'Due Diligence’
in Cyberspace

Kim, Sohee
International Law
School of Law

Seoul National University

The purpose of this study is to find ways to function more effi-
ciently in cyberspace by examining the applicability of due diligence
under international law in cyberspace and legal issues in application.

Cyber-attacks that occur through cyberspace today are character-
ized by a high degree of anonymity and asymmetry. In addition, non-
state actors and states are linked in various ways in the process of con-
ducting attacks. The problems caused by this nature of cyber-attacks
to the international community are summarized in the following two
ways. First, due to the technical nature of cyber-attacks, it is difficult
to attribute responsibility to the malicious cyber actors and as a result,
it is not easy to apply the National Liability Act. Second, due to the
complex nature of cyber-attacks, the role of transit states related to
attacks is gradually expanding, but international legal norms to regu-
late the actions of transit countries are insufficient. This study proposes
the application of due diligence under international law to cyberspace

as an alternative to these problems derived from cyber-attacks. Due
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diligence is a norm that requires the prevention of transboundary dam-
age within its jurisdiction, which could provide a possible direction for
solving problems caused by cyber-attacks.

This study reviews the applicability of due diligence in cyberspace
and its legal issues, limitations, and implications after an overall over-
view of obligation, which is a norm used in various areas of interna-
tional law. Apart from the international community's positive percep-
tion of applying due diligence to cyberspace, there are still legal issues
that require further discussion in order for obligation to be applied to
cyberspace and function efficiently. It is believed that obligation can
function more efficiently in cyberspace through discussions on secur-
ing the normative value, agreement on specific application standards
of due diligence, and ways to secure the execution power of due dili-
gence. This study has some limitations, including the essential dilem-
mas and technical difficulties of due diligence. However, this study,
which reviews the role of due diligence in cyberspace, has notable im-
plications for cybersecurity in South Korea, a divided country, in the
face of increasing threats using cyber-attacks. In addition, this study is
beneficial because it is aligned with the overall flow of discussions in
the international community that properly regulates cyberspace, a
newly emerging area, and also is striving to efficiently cope with cyber-

attacks.
Keyword: Cyber-attack, Cybersecurity, Due diligence, Asymmetry An-

onymity, Transit state, Jurisdiction, Non-State actor
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